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(57) Abstract: A denial-of-service protection system may include a memory operable to store a behavior model and a processor
communicatively coupled to the memory. The processor is capable of detecting a potential attack on the system, and receiving a first
request from an endpoint. In response to receiving the first request from the endpoint, the processor may communicate an error to the
endpoint. The processor may also receive a second request, from the endpoint and determine whether the second request from the
endpoint deviates trom the behavior model. If the second request from the endpoint deviates from the behavior model, the processor
may deny traffic from the endpoint, If the second request from the endpoint does not deviate from the behavior model, then the pro -
cessor may allow traffic from the endpoint.
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METHOD AND SYSTEM FOR PROTECTION AGAINST

DISTRIBUTED DENIAL OF SERVICE ATTACKS

TECHNICAL FIELD

FO001] Particular  embodiments relate  generally to & denial-of-service

protection system and more particularly to a method and system for protoction against

distributed dental-of-service attacks based on clusiering of enforced ervor behavior.

BACKGROUND

[0002] Distributed denial-ofeservice (DD0S) attacks represent a modern flavor

of traditional denial-of-service attacks which have been experienced since the early
days of the Internet. In distributed denial-of-service attacks, multiple attackers
communicate a large volume of traffic towards a targeted system with the intention of
irpacting the availability of services and resources provided by the targeted system.
The attackers may be spread over multiple geographic greas {e.g. countries) or be
localized in one Internet domain (e.g. university campus).

[0003] DDeS attacks may target the 1P layer, as well g5 the application layer.
IP layer DDoS attacks are typically detected and blocked by npodes in the 1P
conuectivity infrastructure (e.g. firewalls, routers, or load balancers). On the other
hand, application layer DDoS require monitoring of the targeted server resources (2.2,
CPU load, memery consumption, open ports, database server load, processing delay,
ete.) and therefore cannot be efficiently detected by the nodes in the IP infrastructure.

F0004] More recently, “sofi” variants of DDoS attacks have been seen, where
the attackers perform a quasi-normal traffic pattern with significant impact on system
resouroes usage. This is known as distributed degradation-oi-service (DDgR) attacks.
Such attacks have impacts on the user experience and can affect the company’s

reputation. DDgS attacks ave very difficult to detect with curvent detection methods.
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SUMMARY

(00031 According to some embodiments, a demal-of-service protection system
may melude a memory opersble to store a bebavior model and a processor
communicatively coupled to the memory. The processor is capsble of detecting a
potential attack on the system and receiving a furst request from an endpoint, o
response to receiving the first request from the endpoint, the progessor may
communicate an error 1o the endpoint. The processor may also receive a second
request from the endpoint and determine whether the second request from the
cndpoint deviates from the behavior model. If the second reguest {from the endpoint
deviates from the behavior model, the processor may deny wraffic from the endpoint.
T the second request from the endpoint does not deviate from the behavior model,
then the processor may allow traffic from the endpoint.

[00061 In some embodiments, the processor is further able o receive a first
baseline reguest from a fiendly endpoint during a baseline peried.  The processor
may determing @ type assoviated with the first baseline request and determine a
baseling ervor message based at least in part upon the first baseline request. The
processor roay alss conumunicate the baseline error message 1o the friendly ondpotnt
and receive a second baseline request from the friendly endpoint during the baseline
veriod.  The processor is alse capable of deterroining 2 response characteristic
associated with the second baseline request recsived during the baseline period and
then generating the behavior model based in part upon the response characteristic.

(00071 In some embodiments, the above functionality may be implemented o

g method for protocting 8 systern oF 4 content Server.

BRIEF DESCRIPTION OF THE DRAWINGS

10008] For 8 more complete nnderstanding of the present disclosure and its

advantages, reference is made to the following descriptions, taken in conjunction with
the accompanying drawings in which

00097 FIGURE 1 is 2 block diageam illustrating an embodiment of a denial-
oftservice covironmeit;

10010] FIGURE 2 is a block diagram iHustrating an example erabodinent of a

SEEVELL
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{00117 FIGURE 3 is a block diagram illustrating an example embodiment of a
computer; and
[0012] FIGURES 4 and 5 ave flowcharts illustrating example embodiments of

method steps.

DETAILED DESCRIPTION

[0013] As stated before, in a distributed denial-of-service (DDoR) attack,

multiple attackers, numbering in the hundreds or thousands, perform an overall high
volume of traffic towards 2 tarpeted system. Analysis of DDoS taffic showed that
there is likely a high degree of correlation between traffic patterns sent by attackers,
which suggests that DDo8 atiacks could be detected by caleulating the correlation
between the traffic patterns. However, there are a number of drawbacks with this
approach, hence more advanced technigues need to be proposed.

00141 As for “soft” variants of DDoS attacks, known as distributed
degradation of service (DBDgS) attacks, these have an jmpact on the user experience.
Because DDg8 attacks pass along mostly undetected, the user experience may remain
degraded for s falrly long time. DDgS aitacks are very difficult to detect with current
detection methods considering that attackers adapt traffic patiems to closely mimic
normal traffic, except for the fact that the attackers invoke features that require the
usage of significant sysiem resources.

[0015] Particular embodiments may provide a solution these and other
problems. For exsmple, in some embodiments, a system may detect a potential DDob
attack by monitoring sysiem resources. If an attack is detected, the system may start
analyzing requests from endpoints to determine whether the behavior of the endpoints
deviates from a behavior mode! of nommal (.. non-malicious) endpoint bebavior. If
the system determines that an endpoint’s behavior deviates from the behavior model,
the system may block all traffic from that endpoint. If the system determines that an
endpoint’s behavior corresponds to the behavier model, then the system may allow
traffic from that endpoint. Although certain portions of this disclosure may only
mention “DDoS”, “DDgS” or “a distributed attack”™ it should be understood that the
systems and methods described in this disclosure are not limited to a single type of

attack and may be used to protect a system from all attacks discussed hersin.
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Particular embodiments are deseribed in Figures 1-5 of the drawings, like numerals
being nsed for like and corresponding parts of the various drawings.

(O016] FIGURE 1 illustrates an  example denial-of-service protection
envitonment that may be associated with a denial-of-service protection system.
Denial-of-service protection environment 100 may include endpoints 110, network
120, and server 130. Generally, endpoinis 110 may communicate with server 130
over network 120, generating network traffic and using server resources. For
example, a particudar endpoint 110 may communicate a message over network 120 to
server 130, the message comprising a request t0 USe A TesOWCE or service associated
with server 130. In response, server 130 may fulfill or deny the request.

10017 Endpoints 110 each may be any device capable of providing
functionality to, being operable for a particular purpose, or otherwise used by a user o
aceess particular functionality of denial-of-service protection environment 100,
Endpoints 110 may be operable o comniunicate with network 120, server 130, and/or
any other component of denial-of-service protection environment 100, As an
example, each endpoint 110 may be a laptop computer, deskiop computer, terminal,
kiosk, personal digital assistant (PDA), cellular phove, tablet, poriable media player,
smart device, smart phone, or any other deviee capable of electronic conumynication.
In FIGURE 1, endpoint 110a, endpoint 110b, and endpoint 118c ave depicted as three
distinet example endpoints 110,  Although three endpoints 110 are depicted In
FIGURE 1, denial-ofiservice protection environment 100 i3 capable of
accommodating any number of endpoints 110 as suitable for a particular purpose. In
corigin embodiments, cerain endpoints 110 may be determined to be “friendly”
endpoints 110, For example, friendly endpoints 110 may be endpoints 110 operated
by trusted users (e.g. employees of an enterprise operating denial-of-service
protection environment 100}, endpoints 110 connected to a particolar network 120,
andfor endpoints 110 that may otherwise have been determined by denial-ofiservice
protection environment 100 as not being used for a malicious attack and can be
utilized for baseline testing,

[0018] Endpoints 110 may communicate R message over network 120 to
server 130, This disclosure conteraplates any suitable network 120, As an exampie

and not by way of Hmitation, one or more portions of network 120 may include an ad
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hoo network, an intranet, an exiranet, g virtual private network (VPN a focal area
network {LAN), a wireless LAN (WLAN), a wide area getwork (WAN), a wireless
WAN (WWAN), a metropolitan area network (MAN), a porlion of the Internet, 2
portion of the Public Switched Telephone Metwork (PSTM), a cellular telephone
network, or a combination of two or more of these, Metwork 120 may include one or
more networks, such as those described herein,

{0191 Bndpuinte 110 may communicate any suitable electronic message 1o
cerver 130, In some embodiments, an enterprise may offer a variety of services to
users through server 130, For example, server 130 may offer web content, databgse
services, cloud computing services, storage services, hosting services, resource
services, management services, andfor any other service 10 a wser or endpoint 110
suitable for g particular purpose. Endpoint 110 may request aceess {0 ot inttiation of a
particular service offered by server 130 and in response server 130 may progess the
request and grani or deny the request. However, malicious attackers can implement
D65 or DDed attacks to distupt the perfermance of server 130, More specifically,
in addition to providing various services to users, server 130 may also be configured
to detect DDoS or DDgS attacks. In certain embodiments, server 130 may do this by
monitoring processing load such a8 average processor load, memory usage, hard disk
drive usage, database load, sockets opened, and/or any other suitable metric thal may
indicate processing load as suitable for a particular purpose. In such embodiments,
server 130 may compare processing load to a baseline processing load threshold and
determine that server 130 and/or any other suitable component of denial-of-service
protection envivommuent 100 may be under attack,

(00201 According to some embodiments, vnce a potential aitack is detected,
server 130 may be configured to enter into a protection state and take steps o filter
out any traffic from a polentially malicious endpoint 110 that may be a part of a
DDoR or DDe attack. For example, afler detection of a potential attack, server 130
way be configured to respond to all quened roguesis with an error message. Server
130 may then compare responses to the error messages 1o a hehavior medel. I server
130 determines that a particular response deviates from the bebavior model, server
130 may deny tratfic from that particular endpoint 110, For example, server 130 may

refuse all communication originating from an IP address associated with the particular
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endpoint 110, If server 130 determines that responses 1o error messages do not
deviate from the behavier model, server 130 may allow traffic from that particular
endpoint 110, In addition to comparing responses o a behavior module, server 130
may also be capable of generating the behavior model.

[0021] In certain  ombodiments, the components of denial-of-service
protection environment 100 may be configured to gommunicate over Hoks 140
Communication over links 140 may conununicale requesis, responses, and/or any
ather information to andior fiom any suitable component of denial-of-service
protection enviromuent 100, Links 140 may connect endpoints 110 and server 130 to
network 120 or to each other. This disclosnre contemplates any suitable links 140. In
particular embodiments, one or more links 140 include one or more wireling {such as
for example Digital Subscriber Line (DSL) or Data Over Cable Service luterface
Specification (DOCSISY), wireless (such as for example Wi-Fi or Worldwide
Interoperability for Microwave Access (WiMAX}), or optical {such as for example
Synchronous Optical Network (SONET) or Synchronous Digital Hierarchy (SDH))
links, In particular embodiments, one or more links 140 each include an ad hoo
network, an intranet, an extranet, & VPN, a LAN, a WELAN, & WAN; a WWAN, 8
MAN, a portion of the Internet, a portion of the FSTN, a celhular technology-based
network, a satellite communications technology-based network, another link 149, ora
combination of two or more such links. Links 140 need not necessarily be the same
thiroughout denial-of-service protection environment 100, One or more first links 140
may differ in one or more respects from one ot more second links 140,

[0022] FIGURE 2 is a block diagram illustrating an example embodiment of
server 130 used in FIGURE 1. Server 130 may inclode a processor 202, memory 204,
moenitoring module 206, behavior model 208, behavior module 210, request handling
module 212, detection module 214, and error messages 216, In some embodinents,
processor 202 excoutes instructions to provide some or all of the functionality
described in this disclosure as being provided by server 130, and memory 204 stores
the instructions executed by processor 202,

[0023] Processor 202 may include any suitable combination of hardware and
software implemented in one or more modules 1o execule instructions and manipulate

data to perform some or all of the described functions of server 130 by, for example,
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implementing functionality of the modules of server 130. In some embodiments,
progessor 202 may include, for example, processing circuils, one o mMOTe coOMPULers,
one or more central processing units (CPUs), one or more microprocessors, one or
more applications, and/or other logic.

[0024] Memeory 204 is generally operable to store data or instructions, such as
a computer program, software, an application including one or more of logie, rules,
algorithms, code, tables, ete, and/or other instructions capable of being gxecuted by g
processor. Examples of memory 204 include computer memory (for example,
Random Access Memory (RAM) or Read Ouly Memory (ROM}), mass storage media
(for example, a hard disk), removable storage media (for example, a Compact Disk
(CI¥ or a Digital Video Disk (DVD)), and/or or any other volatile or non-volatile,
non-fransitory computer-readable and/or compuier-executable merory devices that
store information.

[0025] Server 130 may monitor denial-of-service protection environment 100
o detect potential malicious attacks against the example system. In certain
embodiments, server 130 may use monitoring module 206 to monitor various
characteristics of denial-of-service protection environment 100,  For example,
monitoring module 206 may menitor one or more characteristic associated with
processing load of server 130 such as average processor load, memory usage, hard
disk drive usage, processing time, database load, number of sockets opensd, and/or
any other characteristic suitable for monitoring any component of denial-of-setvice
protection environment 100, Monitoring module 206 may be any combination of
software, hardware, and/or firmware capable of monitoring characteristics associated
with denial-ofiservice protection environment 100,

[0026] Based on monitored characteristics, server 130 may detect potential
malicious atiacks against the example system. According to some embodiments,
server 130 may use detection module 214 to detect potential malicious attacks against
dental-of-service environment 100, Detection module 214 may access information
associated with monitored characteristics obtained by monitoring medule 206 and
detormine whether one or more characteristics are indicative of a potential malicious
attack against server 130. Detection module 214 may be any combination of

software, hardware, and/or firmware capable of accessing characteristics associated
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with denial-of-service protection environment 100 and detecting o potential atiack
againgt the example system, Detection module 214 is capable of discrimainating
normal taffic flow from distributed aftacks against the system.  As an example,
dotection modale 214 may deternyine that ai least one characteristie {e.g., processer
toad, memory usage, processing time) is above a particular threshold indicating g
potential malicious attack, If detection module 214 detects that a particular threshold
is exceoded, 1t may instroct server 130 fo enter info a protection state.

[0027] When entering into g protection state, server 130 may take steps to
determine which endpoints 110 are potentially s past of a distributed attack on the
system as opposed to endpoints 110 opersting normally. More specifically, in the
protection state, server 130 may respond o any guened reguests with error mossages.
in certain embodiments, server 130 may use reguest handling module 212 to process
various requests received from endpoints 110, Ina protection stale, request handling
module 212 may respond to requests received from endpoints 110 with a particular
one of error messages 216, Ervor messages 216 may be any message ingdicative of g
potential error. Nome examples of Srror messages 216 are “reguest timed out,” “URL
not found,” “service unavailable,” “redirect,” “vnauthorized.” and *reguest URI o
long” In certain embodiments, error messages 216 may be ervor niessages associated
with hypertext transfer protocol {HTTP”) errors. Error messages 216 may be stored
in memory 204 or they may be references to omor messages defined by industry
protocels, standards, and/or specifications (2.g.. HTTP).

[002%] Request handling modude 212 is capgble of selecting @ particular ervor
message 216 in response W & vequest reseived from an endpoint 110, Request
handling module 212 may select a particular error message 216 based on the type of
request received from endpoint 110, Request handling module 212 may also specity a
response delay instruction for endpoint 110 to respond the particular error MCssage
216. For example, request handling module 212 may do this by specifying a period of
time in the HITP “Retry-After” header. This perind of tirme may be zero or null or it
may be any value greater than zero seconds up to & maximun value allowed by the
particular commumication protovel utilized by the example system.  In certain
embodiments, request bandling module 212 may respond with a particular sequence

of error messages 216 to requests recelved from a particular endpoint 110 or o may
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use a randomized sequence of error messages 216 in response to requests received
from a particular endpoint 110, Request handling module 212 may also be capable of
blocking messages from particular endpoints 110 thet bave been deemed to be a part
of a distributed attack.

{00297 Based on the behavior of a particular endpoint 110 in response to one
or more eror messages 216 received from server 130, server 130 can determine
whether endpoint 110 is & part of a distributed attack. Server 130 may make this
determination based on behavior model 208, Generally, behavior model 208 is any
collection of clustersd data that is indicative of normal or expected behavior from
endpoints 110, Server 130 can compare the behavier of an endpoint 110 against
hehavior model 208 to discriminate legal clienis/users {e.g., those endpoints 110
exhibiling normal or expected behavier) from DDoS attackers, In certain
embodiments, behavior model 208 may be stored in memory 204, Behavior model
20% may be stored in one or more text files, tables in a relational database, or any
other suitable data structure capable of storing information.

[0030] Server 130 may generate behavior model 208 as well as compare
behavior of endpeints 110 to behavior model 208, In certain smabodiments, server
130 may initiate the generation of and comparisons to behavior model 208 using
hehavior module 210, Behavior module 210 may be any combination of software,
hardware, and/or firmware capable of generating and comparing behavior model 208,
Cienerally, behavior module 210 may generate behavior model 208 during a baseline
testing period by quantifying, in clusters, endpoint 114 behavior when receiving error
messages 216, The present disclosure contemplates any suttable clustering algorithm
used by behavier module 210 to accomplish this task. In certain embodiments, the
clustering algorithm used by behavior module 210 is based at feast in part upon
adaptive resonance theory. According 1o some embodiments, behavior module 210
may utilize artificial neural networks to build behavior model 208, The generation of
tehavior model 208 is based on the behavior of “friendly” endpoints 110 (e,
endpoints 110 confirmed as not being a part of a distributed attack) doring a baseline
or test period. Friendly endpoints 110 may be endpoints 110 that are connected 1o a
network 120 local to server 130 and/or are operated by trusted users (e.g., employees

of the enterprise},
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(00311 More specifically, behavier module 210 is capable of agssociating
incoming requests from endpoints 110 to one of a plurality of request type catogories.
These categories may be based on the resources used for the execution of the regquest
in conditions of normal traffic. Behavier module 210 is also capable of instructing
request handling module 212 to determine a set of orror messages 216 that may be
associated with a request type of a particular request received from a friendly
endpoint 110, After a set of error messages 216 is determined, a particular one of the
error messages 216 may be randomly selected to respond fo the request received from
a friendly endpoint 110, Additionally, a response delay period may be determined to
associate with the particular ercor message 216, This response delay period may be
zere of i may be any time period greater than zere seconds up to a Mmaximum
allowsble delay period associated with the error message 216, In certain
embodiments, if the particular error message 216 is the first error message 216 of the
detormined set of error messages 216 sent to friendly endpoint 110, then the delay
period may be zero or null. According to some embodiments, a delay period may be
selected from a set of predefined delay periods associated with the determined set of
error messages 216, In other embodiments, a delay period may be selected from a
default set of predefined delay periods. The delay period may be selected randomly
or it may be selected according to a predefined order.

[0032] Additionally, behavior module 210 is capable of instructing request
handling module 212 io communicate selected error messages 216 o friendly
endpoints 110, In certain embodiments, error messages 216 may be communicated in
response o a request received without effectively executing the request. Behavior
module 210 may also determine response characteristics {(e.g., glapsed time period
until receiving a subsequent request) associated with any subsequent requests received
from endpoint 110, Using information associated with a request, behavior module
210 may generate an inpot vector for a clustering algorithm to use based at least in
part upon response characteristics of the received request. For example, the input
vector may include a type or category associated with the request, error message 216
comnunicated to endpoint 110, the delay period associated with the error message
216, the elapsed time after which endpoint 110 had sent the new request, and/or any

other suitable information that may be used in a clustering algorithm.  Behavior
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module 210 may also initiate the application of a chosen clustering algorithm © find
the closest cluster to the generated input vector, In applying the clustering algorithm,
it may be determined that, based on the Input vector, a new cluster should be created.
In some embodiments, clusters of behavior model 208 may be based on the type or
category of a request, Based on the input vector, the appropriate cluster position and
size ave adjusted, “learning” from the information presented in the input vector. In
cortain embodiments, the clastering algorithm may be instructions stored in memory
204 executed by processor 202, In sddition to initially building behavior model 208,
behavior module 210 is capsble of adjusting or updating behavior model 208 a8
appropriate.  In some embodiments, behavior module 210 may determing that
behavior model 208 was generated under unsatisfactory conditions (8.g.. 8 friendly
endpoint 110 was actually a malicious endpoint 110} and in response may roll back
behavior model 208 to a prior behavior model 208 or otherwise adjust behavior model
208 to compensate for the uneatisfactory conditions.

[0033] To gain a better understanding of the capabilities of server 130, the
operation of server 130 will now be discussed. The gencration of behavior model 208
will be discussed fivst and the detection of and protection from a disiributed attack
will be discussed second. Server 130 may build behavior model 208 during a baseline
poriod when it has been determined that server 130 is not experiencing a distributed
attack. During this baseline period, server 130 may determine sysiens characteristics,
For example, server 130 may use monitoring module 206 to determine mernory usage,
processor load, processing time, hard disk drive usage, database load, average
processor load, sockets opened, or any other gystem characteristics suitable for a
particular purpose.

100341 Server 130 may receive a first baseline request from g friendly
endpoint 110 during the bascline period. For example, & friendly endpoint 110 may
communicate this roquest to server 130 via Hink 140 over network 120, In response,
server 130 may determine a type associated with the first baseline request. In certain
crnbodiments, server 130 may use behavior module 210 to determine a type associate
with the first baseline request. Server 130 may then determine & baseline error
message 216 based at least in part upon the first baseline request. For exaniple,

baseline error message 216 may be based on the type associated with the first basseline
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request. Server 130 may use behavior module 210 o randomly select a first error
message 216 from a plurality of emor messages 216 that may be associaied with the
first haseline request. If the baseline roquest is 1 baseling request subsequent to prio
baseline roquests, then behavior module 210 may randomly select an error meseage
316 from the set of ervor messages 216 that has not been previously communicated to
friendly endpoint 110 during the baseline period. In certain embodiments, behavioy
module 210 may select from a set of error messages 216 that are associgted with the
request type of the first baseline message. Behavior module 210 may also detormine
a delay period to associate with the selecled emor message 216, In ceriain
embodiments, behavior module 210 may randomly select a delay period from a set of
delay periods associated with the request type. According to some embodiments, iF
the roquest i3 a request subseguent to prior reguesis during the baseline perind,
hehavior module 210 may randomly select & delay peried that has not previously been
used for friendly endpoint 110 dwing the baseline period.  In 2 least some
embodiments, behavior module 210 may not specify a delay period in response 10 8
first baseline request received from friendly endpoint 110,

[0035] After determining the appropriaie baseline error message 216, server
130 may communicate the bascline error message 216 to the particalar ficndly
endpoint 110 during the baseline period. For example, behavior module 210 may
insiruct vequest handling module 212 to communicate & particular error Message 216
to the friendly endpoint 110 vis link 140 over network 120, In response to error
message 216, server 130 may receive a second baseline request from the friendly
sndpoint 110 during the baseline period,

FOU36] After receiving this baseline request, server 130 mway determine
reeponse characteristics associated with the second haseline vequest,  For example,
server 130 may use behavior module 210 to determine sesponse characteristics
associated with the baseline request such as the elapsed time period wntil the
subsequent request was received. Based on the response characteristics, server 130
may generate behavior model 208, For example, behavior module 210 may generate
an input veetor for a clustering algorithm based al least in part upon the second
baseline request received during the baseling peried. Then behavior module 210 may

apply the clustering algorithm to the input vector. In vertain ernbodiments, behavior
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module 210 may determine that a pre-existing behavior model 208 may be used and
may update the pre-existing behavior model 208 based on determined information,
The above steps may be repeated for a partionlar fiendly endpoint 110 during the
baseline period until the friendly endpoint 110 has been challen ged with all
combinations of error messages 216 and delay periods for those ervor messages 216
The previous steps may also be repeated for each friendly endpoint 110 or for a subset
of all friendly endpoints 110 during the baseline period,

100371 Onee behavior model 208 is generated, server 130 may take steps to0
detect and protect the example system from a potential distributed attack. Server 130
may deteet a potential attack on the system by moniloring system characteristics. For
example, detection module 214 may access information obtained by monitoring
module 206 regarding system characteristics. I the system characteristics are above
an acceptable thueshold for a particular system characteristic, detection module 214
may determine that the system is under a possible attack and take sieps to protect the
example system.  In certain embodiments, acceplable thresholds for system
characteristios may be based on system characteristics monitored during the baseling
period. In response to detecting a potential attack, server 130 begins to conununicate
error messages 216 in response to received requests from endpoints 110, For
gxample, server 130 may vecelve a first request from endpoint 110, The fivst request
may be communicated by endpoint 110 via link 140 over network 120 to server 130,

T0038] In response to receiving the first request, server 130 may communicate
error messsge 216 fo endpoint 110, For example, server 130 may use hehavior
rmodule 210, request handling module 212, and/or any other suitable componsnt of
server 130 to determine a particular error message 216, In certain embodiments,
server 130 may detexmine a particular error message 216 based on the request type
associnted with the received request. According to some embodiments, there may be
a set of error messages 216 associated with a particular request type. Server 130 may
select one of the set of error messages 216 to communicate to endpoint 110, The
selection of error message 216 may slso be based on prior error messages 216
communicated to the endpoint 110 during the protected state of the exaraple system.
For example, server 130 may select one of the st of error messages 216 associated

with the request type thai has not previously been sent 1© endpoint 110 during the
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protected state of the example system.  In certain embodiments, request handling
module 212 may respond with a particular sequence of emor mossages 216 o requests
received from a particular endpoint 110 or it may use a randomized sequence of error
messages 216 in response to requests received from a particular endpoint 110, Server
130 may also determine a response delay period to associate with the selecied ervor
message 216. For example, in certain embodiments, server 130 may use request
handling module 212 to select an appropriate delay period to associate with error
message 216, According to some embodiments, request handling module 212 may
specify a delay period in a HTTP retry-afier header, The delay peried may be
selected randomly or it may be selected based on prior delay periods chosen for the
particnlar endpoint 110, In some embodiments, for the first error message 216
communicated to a particular endpoint 110 during the protected state, a maximum
allowable value for a delay period for the particular message 216 may be selected.
According to some embodiments, the maximum value of & delay period may
correspond to the maximum value of a delay peried used for a particular error
message 216 in building behavior model 208, Server 130 may communicate the error
message 216, in some embodiments, without effectively executing the received
reguest.

[0039] In response to the communicated errar message 216, server 130 may
receive a second request from endpoint 110, Server 130 may determine whether the
received request deviates from behavior model 208, More specifically, server 130
may use behavior module 210 to compare response characteristics of the second
request to behavior model 208, If the response characteristics of the second request
do not conform to response characteristics expected from endpoint 110 based at jeast
in part upon behavior model 208, then endpoint 110 is deviating from behavior model
208, For example, behavior module 210 may detenmine that the response time for the
second reguest from endpoint 110 was shorter than the response timne associated with
the particular exror message 216, with the particular associated delay peried found in
behavior model 208.

(00401 If server 130 determines thal the second request from the endpoint 110
deviates from behavier model 208, then server 130 may immedistely block all traffic

from that endpeint 110, This particalar endpoint 110 may be a part of 8 distributed
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attack. I server 130 determines that the second request from the endpoint 110 does
not deviate Trom behavior model 208, then server 130 may allow traffic from that
endpoint 110, In ceriain embodiments, server 130 may communicate another error
message 216 to the endpoint 110 before allowing traffie. For example, server 138
may communicate ancther one of the set of error messages 216 associated with the
type of request received from endpoint 11¢ and/or server 130 may choose a different
delay period for a particular ervor message 216 communicated to endpoint 116 In
certain embodiments, server 130 may challenge endpoint 110 with every emor
message 216 and response delay period combination, for the particular type assoctated
with the received reguest, that s included in behavior model 208, Server 130 may
repeat the above provess for every endpoint 110 that copymunicates a request to server
130 during the protected state.

100411 Some embodinents of the discloswre may provide one or more
technical advaniages. As an sxample, some embodiments provide a sensitive method
for discriminating between the behavior of legal clients/users and malivious attackers
due to the use of a learning behavior model. Another technical advaniage for some
erabodiments is that it reduces the impact on performance while protecting the system
from a denial of service attack due to the vse of data clustering and the small number
of input parameters used for ipput vectors. By using a small vumber of input
pavameters, the efficiency of clustering algorithms s optimized, thus conserving
system resources and time.  Ancther advantage for some embodiments of this
disclosure is that it nuinimizes the non-availability of services provided by servers by
agaressively challenging chients/users fo delay their requests and afterwards gradually
validating logal clients as they respond to error messages. In spme ernbodiments, 1P
addresses of attackers are efficiently identified which can then be used to assist law
enforcement agencies to prevent larger scale attacks. Froactive support of the seonrity
community in the fight against security attacks can help improve an enterprise’s
ability 1o handle securily matters,

00421 Some embodiments may bensfit from some, none, of all of these
advantages. Other technical advantages may be readily ascertained by ome of

ordinary skill in the art.
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[0043] FIGURE 3 is a block diagram illustrating an example embodiment of a
computer. Computer system 300 may, for example, describe endpoint 1140, server
130, andlor any component of denial-of-service protoction environment 100 as
suitable for a particular purpose. In particular embodiments, one or more compuicr
systems 300 perform one or more steps of one or wore methods deseribed or
iHlustrated herein, Por example, computer system 300 may implement some ar all
steps of the methods depicted in FIGURES 4 and/or 5. In particular embodiments,
one or more computer systems 300 provide functionality desoribed or illustrated
herein, In particular embodiments, software running on one of mMEre computer
svstems 300 performs one or more steps of one or more methods described or
ihustrated herein or provides functionality described or illustrated herein, Particular
embodiments include one or more portions of one or more computer systems 300,
Herein, reference to 8 compiier system may encompass a computing device, and vice
versa, where appropriate. Moreover, reference to 2 computer system may encompass
one OF Mote computer systems, whers appropriate.

[0044] This disclosure contemplates any suitable number of computer systems
300, This disclosure contemplates computer system 300 taking any suitable physieal
form. As example and not by way of Hmitation, computer system 300 may be an
embedded computer system, a system-on-chip (S0C), a single-board computer
svstem (SBC) (such as, for example, a computer-on-module (COM} or system-on-
module {SOM)), a deskiop computer system, a laptop or notehook computer sysiem,
an interactive kiosk, a mainframe, a mesh of computer systems, a mobile telephone, a
personal digital assistant (FDA), a server, a tablet computer system, or & corabination
of two or more of these, Where appropiate, computer system 300 may include one oF
more computer systems 300; be unitary or distributed; span multiple locations; span
multiple machines; span multiple data centers; or reside in a cloud, which may include
one or more cloud components in one or more netwearks, Where appropriate, one of
more computer systems 300 may perform without substantial spatial or temporal
limitation one or more steps of one or more methods described or lustrated herein
As an example and not by way of Hmitation, one or more computer systems 300 may
perform in real time or in batch mede one or more sieps of one or more methods

described or Hlustrated herein, One or more computer systems 300 may perform at
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different times or at different locations one or more steps of one or more methods
deseribed or llustrated herein, where appropriate.

[0045] In particular embodiments, coraputer system 300 includes a processor
302, mernory 304, storage 306, an input/output {I/0} interface 308, a communication
interface 310, and a bus 312, Although this disclosure describes and illustrates a
particular computer system having a particular number of particular cotgponents in a
particnlar arrangement, this disclosure contemplates any suitable computer system
having any suitable number of any suitable components in any suitable arrangement.

[0046] Tn particular embodiments, processer 302 includes hardware for
executing instructions, such as those making up 8 computer program. As an example
and not by way of Hmitation, to excoute instructions, processor 302 may retrieve {or
fetch) the instructions from an internal register, an internal cache, memory 304, or
storage 306; decode and execute themy and then wrile one or more resulls 1o an
internal register, an internal cache, memory 304, or storage 306, In particular
embodiments, processor 302 may include one or more internal caches for data,
instructions, or addresses. This disclosure contemplates processor 302 including any
suitable number of any suitable interal caches, where appropriste, As an example
and not by way of limitation, processor 302 may include one or more tnstruction
caches, one or more data caches, and one or more translation lookaside buflers
{TLBs). Instructions in the instruction caches may he copies of instructions in
memory 304 or storage 306, and the isstruction caches may speed up refrieval of
those instructions by processer 302, Data in the data caches may be copies of data in
memory 304 or storage 306 for instructions executing at processor 302 to operate on;
the results of previous instructions executed at processor 302 for access by subsequent
instructions executing at processor 302 or for writing o memory 304 or storage 306;
or other suitable data. The data caches may speed up read or write operations by
progessor 302, The TLBs may speed up virtual-address transiation for processor 302,
In particular embodiments, processor 302 may include one or more internal registers
for data, instructions, or addresses. This disclosure contemplates processor 362
including any suitable number of any suitable infernal registers, where appropriate,
Where appropriate, processor 302 may include one or more arithmetic logic units

{ALUsY; be a multi-core processor; or include 0ne or more processors 302. Although
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this disclosure describes and illustrates a particwlar processor, this disclosure
contemplates any suitable processor or processing circuil.

(00471 In particular embodiments, memory 304 includes main memory for
storing instructions for processor 302 to exeeunte or data for progessor 302 to operate
on, As an example and not by way of limitation, computer system 300 may load
ingtructions from storage 306 or another sowrce (such as, for example, another
computer system 300) to memory 304. Processor 302 may then load the instructions
from memory 304 to an internal register or internal cache. To execute the instructions,
processor 302 may retrieve the instructions from the internal register or internal cache
and decode them. During or after execution of the instructions, processer 302 may
write one or more resulis (which may be intermediate or final results) to the internal
register or internal cache. Processor 302 may then write one or move of those resulls
to memory 304. In particular embodiments, processor 302 executes only instructions
in one or more internal registers or internal caches or in memory 304 {(as opposed to
storage 306 or elsewhere) and operates only on data in one or more infernal registers
or internal caches or in memory 304 (as opposed to storage 306 or elsewhere). One or
more memory buses (which may each include an address bus and a data bus} may
couple processor 302 to memory 304, Bus 312 may include one of more memory
buses, as described below, In partiovlar embodiments, one or more MEmMory
management units (MMUs) reside between processor 302 and memory 304 and
facilitate accesses to memory 304 requested by processor 302, In particular
embodiments, memory 304 includes random access memory (RAM). This RAM may
be volatile memory, where appropriate. Where appropriate, this RAM may be
dynamic RAM (DRAM) or static RAM {(SRAM). Moreover, whers appropriate, this
RAM may be single-ported or multi-poried RAM. This disclosure contemplates any
suitable RAM. Memory 304 may include one or more memories 304, where
appropriate. Although this disclosure describes and illustraies particular memory, this
disclosure contemplates any suitable memory.

[004%] In particular embodiments, storage 306 includes mass storage for data
or instructions. As an example and not by way of Hmitation, storage 306 may include
a hard disk drive (HDD), a floppy disk drive, flash memory, an optical diso, a

magneto-optical disc, magnetic tape, or a Universal Serial Bus {LISB} drive or a
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corabination of fwo or more of these. Storage 308 may include removable or non-
removable {or fixed) media, where appropriate. Storage 306 may be internal or
external to computer systemn 300, where appropriste. In particular embodiments,
storage 306 is pon-volatile, solid-state memory. In particolar embodiments, storage
306 includes read-only memory (ROM). Where appropriate, this ROM may be mask-
programmed ROM, programunable ROM (FROM), erasable PROM (EPROM).
slectrically erasable PROM (EEPROM), clectrically alterable ROM {EAROM), or
flash mernory or a combination of two or more of these. This disclosure contemplates
mass storage 306 taking any suitsble physical form. Storage 306 may include one or
more storage control units facilitating communication between processor 302 and
storage 306, where appropriate. Where appropriate, storage 306 may inclade one or
mote storages 306, Although this disclosure describes and illustrates particular
storage, this disclosure contemplates any suitable storage.

[0049] In particular embodiments, VO interface 308 inchudes hardware,
sofiware, or both, providing one or more interfaces for communication between
computer system 300 and one or mors VO devices. Computer system 300 may include
one or mote of these 1O devices, where appropriate. One or mors of these VO dovices
may enable communication belween a person and computer system 300, As an
example and not by way of limitation, an VO device may include a keyboard, keypad,
miicrophene, monitor, mouse, prinfer, scanner, speaker, still camera, stylus, {ablet,
touch sereen, trackhall, video camers, another sultable /O device or a combination of
swo or more of these, An FO device may include one or more sensors. This disclosure
contemplates any suitable VO devices and any suitable VO interfaces 308 for them,
Where appropriate, VO interface 308 may include one or mow device or sofiware
drivers enabling processor 302 to drive one or more of these VO devices. VO interface
308 may include one or more VO interfaces 308, where appropriate, Although this
dGisclosure describes and illustrates a particular VO interface, this disclosure
comtemplates any suitable FO interface.

[00501 In particular embodiments, communication interface 310 includes
hardware, software, or both providing one or more interfaces for commumication
{such as, for example, packet-based communication) between computer system 300

and one or more other computer systems 300 or one or more networks, As an example
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and not by way of limitation, communication interface 31¢ may include 8 network
interface controller (NIC) or network adapter for communicating with an Fthernet or
other wire-based network or a wireless NIC (WNIC) or wireless adapter for
communicating with a wireless network, such as a WI-FI network, This disclosure
contemplates any suitable network and any suitable communication interface 310 for
. As an example and not by way of limitation, computer system 300 may
communicate with an ad hoo network, g personal area network (PAN), a local area
network (LAN), & wide area network (WAN), a metropolitan area network (MAN), ot
one or more portions of the Internet or 2 combination of two or more of these. Une or
more portions of one or more of these networks may be wired or wireless. As an
example, computer system 300 may communicate with a wireless PAN (WEANS
(such as, for example, a BLUETOOTH WFPAN), a WI-FI network, a WEMAX
network, a cellular telephone network (such as, for example, a Global System for
Mobile Communications (GSM) network), or other suitable wireless network or a
combination of two or more of these, Computer system 300 may include any suitable
communication interface 310 for any of these networks, where appropriate.
Communication interface 310 may include one or more communication interfaces
310, where appropriate. Althongh this disclosure describes and illustrates a particular
coramunication interface, this disclosure contemplates any suitable communication
interface.

[0051] In particular embodiments, bus 312 includes hardware, software, or
both coupling components of computer system 300 to each other. As an example and
not by way of limitation, bus 312 may include an Accelerated Graphics Port (AGP) or
other graphice bus, an Enhanced Industry Standard Architecture (EISA) bus, a front-
side bus (FSB), a HYPERTRANSPORT (HT) interconnect, an Indusiry Standard
Architecture (ISA) bus, an INFINIBANID interconnect, a low-pin-count (LPC) bus, &
memory bus, a Micro Chennel Architecture (MCA) bus, 8 Peripheral Component
Interconnect (PCD) bus, a PCL-Express (PCle) bus, a serial advanced techuology
attachment (SATA) bus, a Video Electronics Standards Association local (VLB) bus,
or ancther suitable bus or a combination of two or motre of these. Bus 312 may

include one or more buses 312, where appropriate. Although this disclosure deseribes
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and illustrates a particular bus, this disclosure conterplates any suitable bus or
interconnect.

[0052] Herein, g computer-readable non-transitory storage medium or media
may include one or more semiconductor-based or other integrated circuits (ICs) {such,
as for example, field-programmable gate arrays (FPGAs) or application-specific 1Cs
{ASICs)), hard disk drives (HDDs), hybrid hard drives (HHDs), optical discs, optical
dise drives (ODDs), magneto-optical discs, magoeto-optical drives, floppy disketies,
floppy disk drives (FDDs), magnetic tapes, solid-state drives {§8Ds), RAM-drives,
SECURE DMGITAL cards or drives, any other suitable computer-readable non-
transitory storage media, or any suitable combination of two or more of these, where
appropriaie. A computer-readable non-transitory storage medium may be volatile,
non-volatile, or 8 combination of volatile and non-volatile, where appropriate.

[0053] FIGURE 4 illustrates an example of a mechanism for protecting g
system from a DDoS or DDgS attack. In certain embodiments, the example method
of FIGURE 4 may be implomented by the systems described fn FIGURES 1, 2, and/or
3. At step 410, server 130 may detect a potential attack on the system by monitoring
system characteristics. For example, detection module 214 may access information
obtained by monitoring module 206 regarding systern charagteristics. If the system
characteristics are above an acceptable threshold for a particular system characteristic,
detection module 214 may determine that the system is under a possible attack and
take steps to protect the example systemn. In certain embodiments, acceptable
thresholds for system chavacteristics may be based on system characteristics
monitored during the baseline period. In response to detecting a potential attack,
server 130 begine to communicate error messages 216 in response o received
requests from endpoints 110, For exanmiple, at step 420, server 130 may receive a first
request from endpoint 110, The first vequest may be communicated by endpoint 110
via link 140 over network 120 to server 130,

[0054] At step 430, in response to receiving the first request, server 130 may
communicate error message 216 to endpoint 110. For example, server 130 may use
behavior module 210, reguest handling module 212, andlor any other suitable
component of server 130 to determine & particular error message 216, In certain

embodiments, server 130 may detenmine a particular ervor message 216 based on the
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roquest type associated with the received request.  According to some embodiments,
there may be a set of error messages 216 assecinied with a particular request type.
Server 130 may select one of the set of error messages 216 o communicate to
endpoint 110, The selection of error message 216 may also be based on prioy crvor
messages 216 communicaied to the endpeint 110 during the protected state of the
example system. For example, server 130 may select one of the set of error messages
216 associated with the request type that has not previpusly beon sent to endpoint 110
during the protected siate of the exarople system. [n certain embodiments, reguest
handling module 212 may respond with a particular sequence of error messages 216
to requests reseived from a particular endpoint 110 or it may use & randomized
sequence of error messages 216 in response to requests received from a particular
endpobit 110, Server 130 may also determine a rosponse delay period to associate
with the selocted ervor message 216, For example, in certain embodiments, server
130 may use request handling module 212 to select an appropriate delay period to
associate with error message 216, According to some embodiments, reguest handling
module 217 may specify a delay period in a HTTP refry-after header. The delay
period may be selected randomly or i may be selected based on prior delay periods
chosen for the particular endpoint 110, In some embodiments, for the first oot
message 216 conumunicated to a particulsr endpoint 110 during the protected siate, &
maxiniam sllowable value for a delay period for the particular message 216 may be
selected. Avcording to some embodiments, the maximum valus of a delay period may
comrespond to the maximum valoe of a delay period used for o particular error
mesgage 216 in building behavior model 208, Server 130 may communicate the eror
message 216, in some embodiments, without effectively executing the received
reqguest

F0055] In response to the communicated error nyessage 216, al step 440, server
130 may receive a second request from endpoint 110, At siep 450, server 130 may
determine whether the received request deviates from behavior model 208, More
specifically, server 130 mey use behavior module 210 fo compme response
characteristics of the second regquest to behavior model 208, I the response
characteristics of the second request do not conform to response characteristics

expected from endpoint 110 based at least in part upon behavior model 208, then
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endpoint 110 is deviating from behgvior model 208 and the example methed may
proceed to step 470, For example, behavior module 210 may determine that the
response time for the second request from endpoint 110 was shorter than the respouse
time associated with the particular error message 216, with the particular associated
delay period found in behavior model 208, Otherwise, the example method may
proceed to step 454,

[0056] At step 470, server 130 may immediately block all raffic from the
endpoint 110, This particular endpoint 110 may be a part of' g distributed attack. At
step 454, server 130 may determine that at least one more error message 216 should
he communicated to endpoint 110 before allowing traffic. For example, server 130
may communicate another one of the set of error messages 216 associated with the
type of request received from endpoint 110 and/or server 130 may choose a different
delay peried for a particular ervor message 216 communicated to endpoint 110, In
certain embodiments, server 130 may challenge endpoint 110 with every emar
message 216 and response delay period combination, for the particular type associated
with the received request, that is included in behavior model 208, If server 136
determines another error message 216 should be comuunicated to endpoint 110, the
example may proceed back to step 430, Otherwise, the example method should
proceed to step 460, At step 460, server 130 may allow iraffic from endpoint 110,
Server 130 may repeat the above process for every endpoint 118 that gommunicates ¢
request to server 130 during the protected state, thus, at step 480, server 130
determines whether there are more endpoints to check. If there are more endpoints to
check, then the example method may proceed to step 420, Otherwise, the example
method may end.

[0057] FIGURE § illustrates an example of a mechanism for generating a
behavior model, In certain embodiments, the example method of FIGURE 5 may be
implemented by the systems described in FIGURES 1, 2, and/or 3. Server 138 may
build behavior model 208 during a baseline period when it has been determined that
server 130 is not experiencing a distributed attack. At step 510, during this baseline
period, server 130 may determine system characteristics, For example, server 130
may use monitoring module 206 to determine memory usage {at step 512}, processor

{oad (at step 514), or processing time (af step 516},



WO 2015/145210 PCT/IB2014/060226
24

[OOSR At step 520, server 130 may recetve a first baseline request from 2
friendly endpoint 110 during the bascline period. For example, a friendly endpoint
110 may communicate this request to server 130 via link 140 over network 120, In
response, server 130, at step 530, may determine a type assoclated with the first
baseline request. In certain embodiments, server 130 may use behavior module 210
to determine a type associate with the fivst baseline request.

J00S9] At step 340, server 130 may then delermine a baseline error message
216 based at least in part upon the firet baseline request. For exaraple, baseline ervor
message 216 may be based on the type associgted with the first baseline request.
Server 130, at siep 542, may use behavior module 210 to randomly select a first error
message 216 from a plurality of error messages 216 that may be associated with the
{irst baseline request. If the baseline request is a baseline request spbesquent to prior
baseline requests, then behavior module 210 may randomly select an error message
216 from the set of error messages 216 that has not been previoudy convnunicaled to
friendly endpoint 110 during the baseline period. In certain embodiments, behavior
modale 210 may select from a set of error messages 216 that are associated with the
request type of the firsi baseline message. At step 344, behavior module 210 may
also determine a delay pedod to associate with the selected error message 216, In
certain embodiments, behavior module 210 may randomly select a delay period from
a set of delay periods associated with the reguest type. According to some
embodiments, if the request 15 a request subsequent to prior requests during the
baseline period, behavior module 210 may randomly sefect a delay period that has not
previousty been used for friendly endpoint 110 during the baseline period. In at least
some embodiments, behavior module 210 may not specify a delay period in response
10 g first baselios request received from friendly endpoint 110

0601 After determining the appropriate baseline emvor message 216, at step
550, server 130 may communicate the haseline error message 216 to the particular
friendly endpoint 110 during the baseline period. For example, behavior module 210
may instruct request handling module 212 to communicate a particular crror wessage
216 1o the flendly endpoint 110 via link 140 over network 120, In response to emror
message 216, server 130, at step 560, mgy receive a second baseline request from the

friendly endpoint 110 during the baseline period.
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[0061] At step 570, after receiving this baseline request, server 130 way
determine response characteristics associated with the second baseline request. For
exarple, server 130 may use behavior module 210 1o determine response
charactoristics associated with the baseline request such as the clapsed time period
until the subsequent request was recetved,

[D062] Al step 580, based al least on the responss characteristics, server 130
may generate hehavior model 208, For example, behavior module 210 may generate
an input vector for a clustering slgorithm based at least in part upon the second
baseline request received during the baseline period. Then behavior module 210 may
apply the clustering alporithm to the npwt vector. In certain embodiments, behavioy
module 210 may determine that & pre-existing behavior model 208 may be used and
may update behavior model 208 based on determined information. At step 584,
server 130 may determing whether more ervors should be corsmunicated o friendly
endpoint 110, For example, the above steps may be repeated for g particnlar friendly
endpoint 110 during the baseline period wntil the filendly endpoint 110 has been
challenged with all combinations of error messages 216 and delay periods for those
error messages 216, B it is determined that more error messages 216 should be
communicated to the friendly endpoint 110, the example method may relurn to step
340, Otherwise, the method may proceed to step 590, I there are more friendly
endpotnis for server 130 to check, then the example method may proceed to 520, For
example, the previous steps may be repeated for each friendly endpoint 110 or for a
subset of all friendly endpoints 110 during the baseling period. Otherwiss, the
example method may ead,

(00631 Modifications, additions, or pmissions may be made o the systems and
apparatuses disclosed herein without departing from the scope of the invention. The
components of the systems and apparatuses may be integrated or separated
Moreover, the operations of the systems and apparatuses may be performed by more,
fewer, or other components. Additionally, operations of the systems and apparatuses
may be performed using any suiiable logic comprising software, hardware, and/or
other logic, As used in this document, “each” refers to each memnber of a set or each

member of & subsct of a set.
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[0064] Modifications, additions, or omissions may be made to the methods
disclosed herein without departing frorm the scope of the invention. The methods may
include miare, fewer, or other steps.  Additionally, steps may be performed in any
suitahle order.

[0065] Although this disclosure has been described in terms of certain
embodiments, alterations and permutations of the embodiments will be apparent to
those skilled in the art. Accordingly, the above description of the embodiments does
not constrain this disclosure. Other changes, substitutions, and alterations are possible
without departing from the spirit and scope of this disclosure, as defined by the

following claims.
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CLAIMS:
i A dental-of-service protection system comprising:
a memory operable to store a behavior model; and
a processor communicatively coupled to the memory, the processor
pperable 1o
detect (410} a potential attack on the system;
reoeive (420) a first request from an endpoint;
in response to receiving the fivst request from the endpoint,
communicate {430 an error to the endpoint;
receive (440) a second request from the endpoint;
determine (450} whether the second request from the endpoint
deviates from the behavior model;
if the second reguest from the endpoint deviates from the
behavior model, deny (470} traffic from the endpoint; and
if the second request from the endpoint does not deviate from

the behavior model, allow {460) traffic from the endpoint.

2. The system of Clatm 1, wherein the procsssor is further operable to!

receive (3207 a first baseline request from a friendly endpoint during a
baseline period;

determine (540) & baseline error message based at least in part upon the
first bascline request;

communicate {5507 the baseline error message to the friendly endpoint;

receive (360} a second baseline wequest from the friendly endpoint
during the baseline period;

determine {370) a response characteristic assoctated with the second
baseline request received during the baseline period; and

generate (580) the behavior model based in part upon the response

characteristic.
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3 The system of Claim 2, wherein the processor operable to determine
the baseline error message comprises the processor operable to randomly select { 5423
g first error message from a plurality of error messages associated with the fust

haseling request.

4, The systom of Claim 2 or 3, wherein the processor operable lo
determine the baseline error message comprises the processor operable to determine

(544} a delay period associated with the baseline evor message.

5. The system of Claim 2, wherein the processor operable 1o determine
the response characteristic associated with the second baseline request coroprises the
processor opetable to determine a thwe period of delay before receiving the second

haseling request.

6. The system of Claim 2, wherein the processor operable to generate the
hehavior model comprises the processor operable 0

penerate (382) an input vector for a clustering algorithm based at least in part
ypon the response characteristic asscciated with the second baseline request received
during the baseling period; and

apply (584) the clustering algarithm to the input vecior.

7. The system of Claim 6, wherein the clustering algorithm is based gt

least in part upon adaptive resonance theory.

8. The system of Claim 2, wherein the processor is further aperable ©
determine systent characteristics during the baseline peried by:

determining (514) processor load during the baseline period;

determining (512} wemory usage during the baseline period: and

determining (316) processing lime during the baseline period.
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Q. The system of Claim 1, wherein the processor operable to deny traffie
from the endpoint comprises the processor operable to deny traffic from an IP address

associated with the endpoint,

10, A method for protecting a system from a denial-of-service aftack
comprising:

storing a behavior model;

detecting (410) & potential attack on the systemy;

receiving (420} a first request from an endpoing;

in response to receiving the first request from the endpoint,
communicating (430) an error to the endpoint;

recetving (4403 » second request from the endpoint;

determining (450) whether the second regquest from the endpoint
deviates from the behavior model;

if the second request from the endpoint deviates from the behavior
model, denving (470) traffic from the endpoint; and

if the second reguest from the endpoint does not deviate from the

behavior model, allowing (460) traffic from the endpeint,

11, The method of Claim 19, further comprising:

receiving (5207 a first baseline request from a fiiendly endpoint during
a baseline period;

determining (540) a baseline error message based at least in part upon
the first baseline request;

communicating (550) the baseline oror message o the friendly
endpoint;

receiving (560) a second baseline request from the friendly endpeint
during the baseline periad;

determining (570} a response characteristic associated with the second
bhaseling request regeived during the baseline period; and

generating {580 the bebhavior mndel based in part upon the response

characteristic,
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12, The mothod of Claim 11, wherein determining the baseline error
comprises randomly selecting (542) s first ervor message from a plurality of error

messages associated with the first baseline request.

13, The method of Claim 11 or 12, wherein determining the baseline error
comprises determining (544) a delay period associated with the baseline error

MESSAZE.

14,  The method of Claim 11, wherein determining the response
characteristic associated with the second baseline request comprises determining a

time period of delay before receiving the second baseline request.

15, The method of Claim 11, wherein generating the behavior model
comprises:

generating (382) an input vector for a clustering algorithm based at least in
part upon the response characteristic associated with the second baseline request
received during the bascline period; and

applyving (584) the clustering algorithm to the input vector,

16,  The method of Claim 13, wherein the clustering algorithm is based at

least in part upon adaptive resonance theory.

17.  The method of Claim 11, wherein determining system characteristics
during the baseline period comprises:

determining (514) processor load during the baseline period;

determining (512 memory usage during the baseline period; and

deternining (516) processing time during the baseline period.

18, The method of Claim 19, wherein denying traffic from the endpoint

comprises denying traffic from an IP address associated with the endpoint.
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19, A server comprising:
a mermory; and
a processor communicatively coupled to the memory, the processor
operable to:
detect (410} a potential attack on the system;
receive (420) a first request from an endpoint;
in response to receiving the first request from the endpoini,
comraunicate (430) an error to the endpoint;
receive (440) & second request from the endpoint;
determine (450) whether the second request from the endpoint
deviates from the behavior model;
if the second request from the endpoint deviates from the
behavior model, deny (470} traffic from the endpoint; and
if the second request from the endpoint does not deviate from

the behavior model, allow (460} traffic from the endpoint,

20, The server of Claim 19, whereln the processor is further operable to:

receive (520) a first baseline request from a friendly endpoint during 8
haseline period;

determine (540) a baseline error message based at least in part upon the
first baseline request;

communicate (550) the baseline error message to the friendly endpoin;

receive (360} a second baseline request frony the friendly endpoint
during the baseline period;

determine (§70) a response characteristic associated with the second
haseling request recetved during the baseline period; and

generate {380} the behavior model based in part upon the response

chiaracteristic,

21.  The server of Claim 20, wherein the processor operable to determine

the bascline error message comprises the processor operable to randomly select {542}
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a first error message from a plueality of error messages assoclated with the first

baseline reguest,

23 The server of Claim 20 or 21, wherein the processor operable o
determine the basclre error message comprises the processor operable to determine

{544) a delay period associated with the baseline error message.

3. The server of Claim 20, wherein the provessor operable to determine
the response characteristic assoeciated with the seoond baseline request comprises the
processor operable to determing a time period of delay before vecelving the second

haseline request,

24, The server of Claim 20, wherein the procsssor operable to generate the
hehavior model comprises the processor operable fo

generate (582) an input vector for a clustering algorithen based af least in part
upon the response characteristic associated with the second baseline reguest regsived
during the baseline peried; and

apply (584) the clustering algorithn to the inpul veetor,

56 The server of Claim 24, wherein the clustering slgorithm is based at

least in part upon adaptive resopance theory.

26, The server of Claim 20, wherein the processor is further operable 1o
determine system characteristios during the bassline period by:

determining {514) processor load during the bascline period;

determining (512) memory usage during the baseline pericd; and

determining (516) processing time during the baseline period.

27 The server of Claim 19, wherein the processor operable to deny traffic
from the endpoint comprises the processor operable to deny traffic from an IP address

associated with the endpoint.
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