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METHOD AND DEVICE FOR AUTHENTICATION USING DYNAMIC
PASSWORDS

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to People’s Republic of China Patent
Application No. 201510397391.X entitled A TERMINAL AUTHENTICATION
PROCESSING, AUTHENTICATION METHODS AND DEVICE, SYSTEM filed July 8,

2015 which is incorporated herein by reference for all purposes.

FIELD OF THE INVENTION

[0002] The present invention relates to the field of authentication. In particular, the
present application relates to a method, a device, and system for authentication using a

dynamic password.

BACKGROUND OF THE INVENTION

[0003] Dynamic passwords are combinations of time-related, unpredictable random
numbers generated at fixed intervals based on a dedicated algorithm. Generally, each
password can only be used once in a system that performs authentication using dynamic
passwords. With the ability to effectively protect the security of transaction and log-on
authentication, the use of dynamic passwords in connection with an authentication system
causes the need to change passwords on a regular basis to be unnecessary, thereby reducing
security worries. The use of dynamic passwords is particularly effective in internal corporate
environments. Dynamic passwords can be realized on dedicated hardware, and/or by

software.

[0004] According to conventional authentication systems that use dynamic
passwords, when a user logs in, the user is required to enter the dynamic password in the user
interface in order to complete log-on authentication. However, such conventional dynamic
password authentication methods have several deficiencies, namely, such methods require
that additional hardware devices, which are relatively costly and easily lost, be carried; the

dynamic passwords must be entered manually, thereby creating the possibility of input errors;
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and when the software version system time updates, the update can result in verification

failure.

[0005] Therefore, there is a need for a more effective authentication method, device,

and system that uses a dynamic password for authentication.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0007] The drawings described here are intended to further the understanding of the
present invention and form a part of the present application. The exemplary embodiments of
the present invention and the descriptions thereof are intended to explain the present
invention and do not constitute inappropriate limitation of the present invention. Among the

drawings:

[0008] FIG. 1 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0009] FIG. 2 is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.

[0010] FIG. 3A is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.

[0011] FIG. 3B is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.

[0012] FIG. 4 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0013] FIG. 5 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0014] FIG. 6 is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.



WO 2017/007767 PCT/US2016/040997

[0015] FIG. 7 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0016] FIG. 8 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0017] FIG. 9 is a structural schematic diagram of a system for authentication

processing according to various embodiments of the present disclosure.

[0018] FIG. 10 is a structural schematic diagram of a system for authentication

processing according to various embodiments of the present disclosure.

[0019] FIG. 11 is a block diagram of a computer terminal for authentication

processing according to various embodiments of the present disclosure.

[0020] FIG. 12 is a functional diagram of a computer system for authentication

processing according to various embodiments of the present disclosure.

[0021] The same or similar marks in the drawings represent same or similar
components.

DETAILED DESCRIPTION
[0022] The invention can be implemented in numerous ways, including as a process;

an apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be
altered within the scope of the invention. Unless stated otherwise, a component such as a
processor or a memory described as being configured to perform a task may be implemented
as a general component that is temporarily configured to perform the task at a given time or a
specific component that is manufactured to perform the task. As used herein, the term
‘processor’ refers to one or more devices, circuits, and/or processing cores configured to

process data, such as computer program instructions.
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[0023] A detailed description of one or more embodiments of the invention is
provided below along with accompanying figures that illustrate the principles of the
invention. The invention is described in connection with such embodiments, but the
invention is not limited to any embodiment. The scope of the invention is limited only by the
claims and the invention encompasses numerous alternatives, modifications and equivalents.
Numerous specific details are set forth in the following description in order to provide a
thorough understanding of the invention. These details are provided for the purpose of
example and the invention may be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical material that is known in the
technical fields related to the invention has not been described in detail so that the invention

is not unnecessarily obscured.

[0024] As used herein, a terminal generally refers to a device used (e.g., by a user)
within a network system and used to communicate with one or more servers. According to
various embodiments of the present disclosure, a terminal includes components that support
communication functionality. For example, a terminal can be a smart phone, a tablet device,
a mobile phone, a video phone, an e-book reader, a desktop computer, a laptop computer, a
netbook computer, a Personal Digital Assistant (PDA), a Portable Multimedia Player (PMP),
an mp3 player, a mobile medical device, a camera, a wearable device (e.g., a Head-Mounted
Device (HMD), electronic clothes, electronic braces, an electronic necklace, an electronic
accessory, an electronic tattoo, or a smart watch), a smart home appliance, or the like. In
some embodiments, a web browser and/or a standalone application is installed at each
terminal, enabling a user to access a service (e.g., an e-commerce website) hosted by one or

more SErvers.

[0025] Authentication processing is described. Authentication processing can, for
example, be executed on a computer system using a set of computer-executable commands,
and, although a logical sequence is shown in processes 200 of FIG. 2, 300 of FIG. 3A, 350 of
FIG. 3B, 600 of FIG. 6, under certain circumstances, the elements of such methods as shown
or described can be executed in a sequence different from the sequence illustrated in FIGS. 2,

3A, 3B, and 6.

[0026] FIG. 1 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.
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[0027] Referring to FIG. 1, device 100 can be implemented in connection with
process 200 of FIG. 2, or process 300 of FIG. 3A. Device 100 can be implemented in
connection with system 1000 of FIG. 10, computer terminal 1100 of FIG. 11, or computer
system 1200 of FIG. 12. Device 100 can be included in, or otherwise correspond to, a mobile

terminal, a computer terminal, or similar operating device.

[0028] As illustrated in FIG. 1, device 100 can include processor 110, a memory 120,

and a communication interface 130.

[0029] The processor 110 can include one or more computer processors. The
processor 110 may comprise, but is not limited to, such processing devices as central
processing units (CPUs), microprocessors (MCUs), field programmable logic devices

(FPGAs), application specific integrated circuits (ASICs), or the like.

[0030] The memory 120 is configured to store data. In some embodiments, the
memory 120 can store software programs and modules of the application software, for
example, for the program commands/modules corresponding to the authentication processing
methods according to various embodiments. For example, the memory 120 can store
software programs or instructions comprising process 200 of FIG. 2, process 300 of FIG. 3A,
or process 350 of FIG. 3B. The processor 110 can store software code and modules in the
memory 120 in the course of operation, and can accordingly execute various functional
applications and data processing, thus realizing vulnerability detection of the aforesaid
application program. The memory 120 can comprise random access memory. The memory
120 can also comprise non-volatile memory, such as one or more magnetic storage devices,
flash memory, or other non-volatile solid-state memory. In some embodiments, the memory
120 can be, or otherwise comprise memory that is, remotely disposed relative to the processor
110. For example, such remote memory can be connected to the processor 110 (e.g., device
100) via a network. Examples of the aforesaid network comprise but are not limited to the
Internet, corporate intranets, local area networks, wide area networks, mobile communication

networks, and combinations thereof.

[0031] The communication interface 130 is used to communicate data (e.g., receive
and/or transmit data) over a network. Specific examples of the aforesaid network may
comprise wireless networks provided by communication providers for the device 100. In

some embodiments, the communication interface 130 comprises a network interface
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controller (NIC), which can link to other network equipment via a base station, and thereby
communicate with the Internet. In some embodiments, the communication interface 130 is a
radio frequency (RF) module which can communicate wirelessly with one or more other

devices, the Internet, or the like.

[0032] FIG. 2 is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.

[0033] Referring to FIG. 2, process 200 for authentication processing is provided.
Process 200 can be implemented by, for example, device 100 of FIG. 1, system 900 of FIG.
9, system 1000 of FIG. 10, or computer system 1200 of FIG. 12.

[0034] At 210, an equipment code is obtained. The equipment code can uniquely
identify a device or terminal. In some embodiments, the terminal retrieves an equipment code
used to uniquely identify the terminal. In some embodiments, device 100 can obtain the
equipment code associated therewith. The equipment code can be set by a manufacturer and
stored in memory (e.g., the memory 120), and retrieved using a special application
programming interface (API) call or other appropriate function call. In some embodiments,
the equipment code can be generated by using some characteristic parameters of the
equipment itself according to a preset equipment code determination process. In some
embodiments, the equipment code can be stored in, for example, the memory or storage of

the equipment.

[0035] The equipment code corresponds to, or be generated based at least in part on
one or more of the terminal serial number, the international mobile equipment identity
(IMEI), the international mobile subscriber identity (IMSI), the media access control (MAC)
address, or the operating system ID. In some embodiments, the equipment code can be
generated based at least in part on the terminal’s characteristic parameters in accordance with
a predefined process. For example, the characteristic parameters with which the equipment
code can be generated based at least in part, can include on one or more of a brand of the
terminal, the model number of the terminal, the terminal serial number, the international
mobile equipment identity (IMEI), the international mobile subscriber identity (IMSI), the
media access control (MAC) address, the operating system identifier (ID), or the like.

[0036] In some embodiments, the predefined technique that is used in connection

with generating the equipment code based at least in part on the terminal’s characteristic
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parameters can include known techniques in the relevant technology. For example, so long as
an equipment code used to uniquely identify the terminal can be generated based on certain
characteristic parameters or characteristic fields of the terminal itself, any techniques can be
used. For example, when the characteristic parameters including the brand of the terminal, the
model number of the terminal, the terminal serial number, the IMEI, the IMSI, the MAC
address, and the operating system ID are used by the technique to generate the equipment
code, the technique can correspond to a hash function such that deviceld =
Hash(CO+C1+C2+C3+C4+C5+C6), wherein deviceld represents the equipment code, CO
represents the brand, C1 represents the model number, C2 represents the IMEI, C3 represents
the IMSI, C4 represents the MAC address (mac_address), C5 represents the terminal serial
number (serial_num), and C6 represents the operating system ID. Various other techniques
can be used to generate the equipment code. C0-C6 can be numerical values, strings, or in
other appropriate formats as required by the Hash function. Hash( ) can be a cryptographic
hash function such as SHA, MDS5, etc.

[0037] At 220, a password is generated based at least in part on the equipment code
and an output value from a counter. For example, the terminal generates a dynamic password
based on the equipment code and the output value of a local counter. In some embodiments,
the dynamic password is used by a server as the basis for verification of the terminal or user
associated with the terminal. In some embodiments, the counter is a local counter that uses
the frequency of a specified event transmitted locally as the input or the value of a specific
parameter. In some embodiments, the frequency of a specified event can correspond to
sending times of the access requests for one or more websites in a period. For example, the
terminal time can be used as the input to the local counter. For example, the terminal time
2016-06-01-10:05:30 will result in a counter value of 20160601100530. In some
embodiments, the counter is remote in relation to the terminal such that the terminal
communicates the equipment code to the counter (e.g., a server hosting the counter or service
associated with the counter value), and in response to the communication from the terminal,

the counter returns the output value or the dynamic password.

[0038] In some embodiments, a seed key can be generated based at least in part on the
equipment code (e.g., as the equipment code itself, as a hash value of the equipment code,
etc.), and the dynamic password can be generated based at least in part on the seed key and

the output value of the counter. For example, a symmetric key can be generated based on the
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equipment code, the session ID assigned to the terminal by a server associated with
authentication of the terminal, and a user identifier (UID) assigned to the terminal (or the user
associated with the terminal) by the server, in accordance with a key generation process (e.g.,
that the sender and the receiver use the same key to perform encryption and decryption
operations on inputs that are formatted as plain text), and the terminal can generate the
dynamic password based on the symmetric key and the output value, in accordance with a
password generation process. In some embodiments, the session ID and/or the UID can be
associated by the server. The session ID and/or the UID can be generated by random numbers
to insure that the session ID and UID can be used for uniquely identifying the session and
user respectively. In some embodiments, the session ID and/or the UID can be stored in a
mapping of identifiers to user accounts. In some embodiments, the session ID and/or the
UID can be dynamically generated (e.g., based on when the corresponding identifier is

requested or needed).

[0039] In some embodiments, the first preset key generation process (e.g., to generate
the symmetric key) can be expressed as: combining the equipment code, the session ID and
the UID, or using a predefined technique in the relevant technology to perform encryption
and generate the key. For example, techniques such as Data Encryption Standard (DES),
Triple DES (e.g., 3DES) or Triple Data Encryption Algorithm (TDEA), International Data
Encryption Algorithm (IDEA), etc. can be used.

[0040] According to various embodiments, the dynamic password can be generated
using various methods. For example, there may be a variety of forms of expression for a
password generation process. As one example, the dynamic password can be generated using
the following technique: code=HMAC SHA1(K,C), wherein code represents the dynamic
password, HMAC SHAI( ) is the hash function related to the key, HMAC represents the
hash-based message authentication code related to the key, SHA1 (Secure Hash Algorithm 1)
represents the secure hashing function, K represents the symmetric key, and C represents the

output value. Other dynamic password generation processes can be used.

[0041] In some embodiments, HMAC SHAI1( ) can also be described as HMAC-
SHA1( ) or HMAC(SHAT1)( ); it is a key-controlled hash function being used as a hash-based
message authentication code (HMAC). The HMAC process blends the key with message
data, uses the hash function to perform hashing computations on the blended results, and then

reapplies the hash function. HMAC SHAI( ) receives a key of any size, and generates a hash
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series 160 digits in length. The message data can comprise, or otherwise correspond to, the
output value. The implementation of HMAC SHAI( ) is publically available (e.g., as library
code).

[0042] At 230, the dynamic password is sent to the server. The server can use the
dynamic password in connection with authentication of the terminal or the user associated
therewith. The dynamic password can be sent to the server in connection with the
communication of one or more other credentials (e.g., a user ID, or the like). In some
embodiments, the terminal transmits the dynamic password to the server. The server can
perform authentication of the terminal based at least in part on the dynamic password. A
dynamic password can be generated by a server associated with the authentication process to
determine whether to authenticate the terminal. For example, the server can execute the same
operation as the terminal to generate a dynamic password, and compare the generated
dynamic password against the received dynamic password transmitted from the terminal. The
dynamic password can be generated based at least in part on a seed key and a counter that is
local to the server. In some embodiments, the output value of the local counter can be
communicated form the terminal to the server. In the event that the dynamic password that
the server receives from the terminal matches the dynamic password generated by the server
(in connection with the authentication of the terminal such as in response to a login or
authentication request from the terminal), the terminal is determined to have passed
authentication. Conversely, in the event that the dynamic password that the server receives
from the terminal does not match the dynamic password generated by the server, the terminal

is determined to have failed authentication.

[0043] Various embodiments do not require manual entry of the dynamic password.
For example, the dynamic password can be invisible to the user throughout the authentication
process. Because various embodiments do not require manual entry of the dynamic password,
the problem of errors resulting from manual input can be avoided. Moreover, because
characteristic parameters of the terminal can be used to generate the dynamic password,
additional hardware equipment is therefore unnecessary, which reduces costs. In addition,
various embodiments avoid the problem in software-realized dynamic passwords of
verification failure resulting from the updating of the system time. Moreover, the terminal
identifier (e.g., when the terminal is a mobile phone, the terminal identifier is the mobile

phone number) can be used as the user ID, and the user does not need to memorize a
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password; the terminal’s equipment code and the terminal identifier (e.g., if the terminal is a
mobile phone, the terminal identifier is the mobile phone number) uniquely locate one
device, and this does not change upon reinstallation and log-on of the client-end application.
Moreover, during logged-on log analysis, mobile phone equipment can be located based on

the current key at that time.

[0044] FIG. 3A is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.

[0045] Referring to FIG. 3A, process 300 for authentication processing is provided.
Process 300 can be implemented by, for example, device 100 of FIG. 1, system 900 of FIG.
9, system 1000 of FIG. 10, or computer system 1200 of FIG. 12.

[0046] At 305, a registration request is received. The registration request is sent to a
server by the terminal. In some embodiments, the registration request comprises the
verification code, equipment code, and a communication number. In some embodiments, the
communication number can correspond to a phone number, a user identifier, account
identifier, or the like. In some embodiments, the terminal can send the registration request to
the server. For example, the communication number comprised in the registration request
can be a communication number associated with the terminal. The communication number
can be a number that is requested by the server (e.g., in connection with a login request). In
some embodiments, the server can request the communication number (or otherwise obtain

the communication number) before the registration request is received.

[0047] In the example of a mobile phone, the user logs on to the server using the
mobile phone number, the server transmits a verification code via text message or Short
Message Service (SMS) (e.g., equivalent to a verification request) to the mobile phone
number, and the user uses the mobile phone to submit the verification code, equipment code,
and mobile phone number to the server (e.g., collectively the registration request). In some
embodiments, the equipment code can be generated based at least in part on the terminal’s
characteristic parameters in accordance with a predefined process. The equipment code can
be displayed to the user on the mobile phone. In some embodiments, an application can be
configured to obtain the verification code, equipment code, and mobile phone number (e.g.,
collectively the registration request) and submit the verification code, equipment code, and

mobile phone number to the server in response to a user inputting an input corresponding to a

10
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submit command. In some embodiments, the verification code, equipment code, and mobile
phone number can be submitted by the user at the user’s initiative, or the user can submit the
verification code, equipment code, and mobile phone number in response to a message

received from the server.

[0048] At 310, it is determined whether the registration request is verified. For
example, the server determines whether the verification code, equipment code, and the
communication number communicated in the registration request are verified based at least in
part on information stored in a verification database that stores a mapping of a verification
code, an equipment code, and a communication number to a terminal or a user associated

with the terminal.

[0049] In the event that the registration request is not verified, process 300 proceeds
to 315 at which authentication fails. In some embodiments, when authentication is deemed to
fail, login by the terminal can be rejected and/or an indication of failure of the authentication

can be communicated by the server to the terminal.

[0050] In the event that the registration request is verified, process 300 proceeds to
320 at which a session ID and a UID are obtained. The session ID and/or the UID can be
assigned by the server in connection with the authentication process. The terminal receives
the session ID and UID assigned to the terminal by the server. In some embodiments, the
terminal maintains the communication link with the server. The communication link can be
expressed as a long connection or a short connection, but is not limited to these forms of
expression. In some embodiments, a short connection corresponds to a connection by which
a link between the sending side and the receiving side is to be disconnected after the data is
sent and received between such sending side and receiving side. In some embodiments, the
long connection corresponds to a connection by which the link between the sending side and
the receiving side is maintained after the data is sent and received (e.g., the link is not

disconnected upon the data being sent and received by such sending side any receiving side).

[0051] Using the example of a mobile phone, after server verification is passed, a
session (expressed as a session ID) and UID are assigned to the terminal and saved locally;
upon receipt of the session and the UID, the terminal also saves the session ID and the UID
locally in order to facilitate subsequent use. The session ID and UID can be generated as

random numbers.

11
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[0052] At 325, an authentication request is communicated. For example, the server
can send the authentication request to the terminal. For example, the server can communicate
the authentication request to the terminal in response to a login request or otherwise in
connection with the authentication process. The terminal can perform a verification of the
authentication request. For example, the authentication request is verified based on a
comparison of the parameter (e.g., user ID, session ID, or the like) carried in the
authentication request and the parameter (e.g., user 1D, session ID, or the like) stored in the
server. In the event that the comparison result indicates the parameters are consistent, the
authentication request is verified. The dynamic password can be generated in response to

determining that the authentication request is verified.

[0053] Using the example of a mobile phone, when the user needs to log on to certain
networks or systems, upon successful verification of the registration request, the server
transmits an authentication request to the client on the mobile phone (e.g., the terminal
receives the verification request transmitted by the server). In some embodiments, the
authentication request is an HTTP response. In some embodiments, the authentication

request is an HTTP request.

[0054] At 330, the dynamic password is communicated. For example, the server can
receive the dynamic password from the terminal. The server can use the dynamic password
in connection with the authentication of the terminal. In response to receiving the dynamic
password from the terminal, the server can generate a dynamic password and compare the
generated dynamic password to the dynamic password received from the server, and based on

such comparison, determine whether the terminal is authenticated.

[0055] FIG. 3B is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.

[0056] Referring to FIG. 3B, process 350 for authentication processing is provided.
Process 350 can be implemented by, for example, device 400 of FIG. 4, device 500 of FIG. 5,
system 900 of FIG. 9, system 1000 of FIG. 10, or computer system 1200 of FIG. 12. Process
350 can be performed in connection with process 300 of FIG. 3A.

[0057] At 355, a registration request is sent. For example, a terminal can send the
registration request to a server (e.g., in connection with an authentication process). The

registration request comprises the verification code, equipment code, and a communication

12
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number. The communication umber can be a phone number, an account identifier, a user
identifier, or the like. For example, the communication number comprised in the registration
request can be a communication number associated with the terminal. The communication
number can be a number that is requested by the server (e.g., in connection with a login

request).

[0058] In the example of a mobile phone, the user logs on to the server using the
mobile phone number, the server transmits a verification code via text message or Short
Message Service (SMS) (e.g., equivalent to a verification request) to the mobile phone
number, and the user uses the mobile phone to submit the verification code, equipment code,

and mobile phone number to the server (e.g., collectively the registration request).

[0059] At 360, a session ID and a UID are received. The terminal can receive the
session 1D and the UID from a server. In response to receiving the session ID and the UID,
the terminal can establish or maintain a connection with the server, or otherwise use the
session ID and the UID in connection with communicating with the server. Upon receipt of
the session ID and the UID, the terminal also saves the session ID and the UID locally in
order to facilitate subsequent use. The session ID and UID can be generated as random
numbers. In some embodiments, the terminal maintains the communication link with the
server. The communication link can be expressed as a long connection or a short connection,

but is not limited to these forms of expression.

[0060] At 365, an authentication request is received. The terminal can receive the
authentication request from the server in connection with an authentication process. In
response to receiving the authentication request, the terminal can perform a verification of the
authentication request. For example, in some embodiments, the terminal can perform a
verification of the authentication request and proceed to 370 in the event that the

authentication request passes the verification.

[0061] At 370, an equipment code is obtained. The terminal can retrieve the
equipment code in response to receiving the authentication request, or in response to
verifying the authentication request. The equipment code can correspond to a number or
other identifier that uniquely identifies the terminal associated therewith. The terminal can
obtain the equipment code from storage (e.g., a local storage or a remote storage). In some

embodiments, the terminal can derive the equipment code from information associated with,
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or otherwise corresponding to, the terminal. For example, the terminal can use a predefined

process or technique to derive the equipment code.

[0062] At 375, a dynamic password is generated. The terminal can generate the
dynamic password. For example, the terminal can generate the dynamic password based at
least in part on the equipment code. For example, in response to receiving the authentication
request, the terminal can generate the dynamic password. In some embodiments, the terminal
generates the dynamic password in response to determining that the authentication request is
verified. In some embodiments, the dynamic password is generated based at least in part on
the aforesaid equipment code and the output value of a local counter. The dynamic password

can be used as a basis for verification of the terminal by the server.

[0063] Using the example of a mobile phone, after the authentication request
transmitted by the user (e.g., the terminal) to the server passes verification, the client on the
mobile phone uses the equipment code, the session ID, and the UID to generate the
symmetric key K in accordance with a predefined technique (e.g., addition), and uses the
client time (i.e., the terminal time) as the output value C of the adding counter to generate the

dynamic password.

[0064] At 380, the dynamic password is communicated. The terminal can send the
dynamic password to the server. For example, the terminal can send the dynamic password
to the server in connection with an authentication process. In some embodiments, the server
can use the dynamic password in connection with authenticating the terminal (or user
thereof). The terminal can send the dynamic password with other information. For example,
the terminal can send the dynamic password to the server in conjunction with an output value

(of a counter associated with the terminal).

[0065] In some embodiments, 370, 375, and/or 380 of process 350 of FIG. 3B can
include 210, 220, and/or 230 of process 200 of FIG. 2.

[0066] Please note that all of the method embodiments described above have been
presented as a series of combinations of actions in order to simplify the description. However,
persons skilled in the art should know that the present invention is not limited by the action
sequences that are described, for some of the steps may make use of another sequence or be
implemented simultaneously in accordance with the present invention. Furthermore, persons

skilled in the art should also know that the embodiments described herein are embodiments
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and that the actions and modules involved therein are not necessarily required by various

other embodiments.

[0067] FIG. 4 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0068] Referring to FIG. 4, device 400 can be implemented in connection with
process 200 of FIG. 2, process 300 of FIG. 3A, process 350 of FIG. 3B, or process 600 of
FIG. 6. Device 400 can be implemented in connection with system 1000 of FIG. 10,
computer terminal 1100 of FIG. 11, or computer system 1200 of FIG. 12. Device 400 can be
included in, or otherwise correspond to, a mobile terminal, a computer terminal, or similar
operating device. In some embodiments, device 400 is implemented as a terminal. In some

embodiments, device 400 is implemented as a server.

[0069] As illustrated in FIG. 4, device 400 can comprise a retrieving module 410, a

generating module 420, and a communication interface 430.

[0070] In some embodiments, the retrieving module 410 is configured to retrieve an
equipment code used to uniquely identify the terminal. The retrieving module 410 can obtain
the equipment code from a storage. The storage from which the equipment code is obtained
can be local or remote in relation to the terminal (e.g., device 400). In some embodiments,
the equipment code is computed based at least in part on the terminal’s characteristic
parameters as described in connection with 110 of FIG. 1. The equipment code can be
computed by the retrieving module 410 (e.g., after the retrieving module 410 retrieves the
corresponding characteristic parameters), or the equipment code can be computed and stored

in advance of the retrieving module 410 retrieving the equipment code.

[0071] According to various embodiments, the retrieving module 410 is configured to
generate the equipment code. The retrieving module 410 can generate the equipment code
based at least in part on the characteristic parameters of the terminal. The characteristic
parameters comprise one or more of the following parameters: the brand of the terminal, the
model number of the terminal, the terminal serial number, the IMEI, the IMSI, the MAC

address, the operating system ID, and/or the like.

[0072] The generating module 420 can be configured to generate a dynamic password

based on the equipment code and the output value of a local counter. In some embodiments,
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the dynamic password can be used by the server as a basis for verification of the terminal

(e.g., device 400).

[0073] The communication interface 430 is configured to send the dynamic password
to the server. The communication interface can be connected to the generating module 420.
In some embodiments, the communication interface 430 is configured to communicate the

dynamic password to the server via a communication link or channel (e.g., during a session).

[0074] FIG. 5 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0075] Referring to FIG. 5, device 500 can be implemented in connection with
process 200 of FIG. 2, process 300 of FIG. 3A, process 350 of FIG. 3B, or process 600 of
FIG. 6. Device 500 can be implemented in connection with system 1000 of FIG. 10,
computer terminal 1100 of FIG. 11, or computer system 1200 of FIG. 12. Device 500 can be
included in, or otherwise correspond to, a mobile terminal, a computer terminal, or similar
operating device. In some embodiments, device 500 is implemented as a terminal. In some

embodiments, device 500 is implemented as a server.

[0076] As illustrated in FIG. 5, device 500 can comprise a retrieving module 510, a

generating module 520, and a communication module 530.

[0077] The retrieving module 510 is configured to retrieve an equipment code used to
uniquely identify the terminal. The retrieving module 510 can correspond to retrieving

module 410 of device 400 of FIG. 4.

[0078] The generating module 520 is configured to generate a dynamic password
based on the equipment code and the output value of a local counter. As an example, the
generating module 520 can correspond to generating module 420 of device 400 of FIG. 4. In
addition, generating module 520 can include a first generating sub-module 522 and a second

generating sub-module 524.

[0079] Generating module 520 can be configured to generate the dynamic password.
First generating sub-module 522 is configured to generate a symmetric key based on the
equipment code, the aforesaid session ID assigned to the aforesaid terminal by the server, and

the UID assigned to the terminal by the server, in accordance with a preset identifier
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assignment process. Second generating sub-module 524 can be connected to the first
generating sub-module 522 and be configured to generate the dynamic password based at
least in part on the symmetric key and the output value, in accordance with a password
generation process. In some embodiments, the preset identifier assignment process can be
expressed as: combining the equipment code, the session ID, and the UID, or using a known
technique in the relevant technology to perform encryption and generate the key. For
example, techniques such as DES, 3DES (TDEA), IDEA, and so on can be used as the
technique to perform encryption and to generate the key. Various other techniques can be
used to generate the symmetric key. The dynamic password can be generated in a variety of
methods (e.g., there may be a variety of forms of expression for the password generation
process). For example, the dynamic password can be generated using the following function:
Code=HMAC SHAI(K,C), wherein code represents the aforesaid dynamic password,
HMAC SHAI() is the hash function related to the key, HMAC represents the hash-based
message authentication code related to the key, SHA1 represents the secure hash function, K

represents the symmetric key, and C represents the output value.

[0080] According to various embodiments, the modules or sub-modules can be
implemented in the form of software or hardware. In some embodiments, the retrieving
module 510, the generating module 520, and the communication module 530 are located on
the same processor. In some embodiments, the retrieving module 510, the generating module
520, and the communication module 530 are respectively located on different processors; or,
any two of the retrieving module 510, the generating module 520, and the communication
module 530 are located on the same processor, and the other module is located on another

Processor.

[0081] According to various embodiments, non-reliance on additional equipment and
non-reliance on manual input and system times can be realized. For example, the dynamic
password is generated based on the terminal’s own characteristic parameters, thus resolving
the technical issues present in the conventional technology of requiring additional equipment,
which typically results in higher costs. As another example, the dynamic password generated
based on the terminal’s own characteristic parameters resolves the technical issues associated
with requiring manual input of the dynamic password, which otherwise results in greater
likelihood of input errors or software system time updates, which make verification failure

more likely.
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[0082] FIG. 6 is a flowchart of a method for authentication processing according to

various embodiments of the present disclosure.

[0083] Referring to FIG. 6, process 600 for authentication processing is provided.
Process 600 can be implemented by, for example, device 700 of FIG. 7, device 800 of FIG. 8§,
system 900 of FIG. 9, system 1000 of FIG. 10, or computer system 1200 of FIG. 12.

[0084] According to various embodiments, an authentication process can be run on a
server. As an example, the structure of the server can be implemented using the structure of

device 100 of FIG. 1.

[0085] At 610, a first dynamic password is received. The server can receive the first
dynamic password transmitted by a terminal. The first dynamic password can correspond to a
dynamic password generated by the terminal. The terminal can generate the first dynamic
password based on the output value of a local counter (e.g., a counter in the terminal) and an
equipment code used to uniquely identify the terminal. The server can receive other
information associated with the authentication process. For example, the server can receive

the output value communicated by the terminal along with the first dynamic password.

[0086] Various methods can be used to generate the equipment code. In some
embodiments, the terminal generates the aforesaid equipment code based at least in part on
one or more of the characteristic parameters of the terminal using a predefined technique.
The one or more characteristic parameters can comprise one or more of the following
parameters: the brand of the terminal, the model number of the terminal, the terminal serial

number, the IMEI, the IMSI, the MAC address, the operation system ID, and the like.

[0087] At 620, a second dynamic password is generated. In some embodiments, the
server generates the second dynamic password. The server can generate the second dynamic
password based at least in part on an equipment code retrieved in advance. For example, the
server can retrieve an equipment code associated with the terminal from a storage (e.g., a
database) storing a mapping of equipment codes to terminals or to users. The server can use
other information in connection with generating the second dynamic password, such as other
information obtained from the terminal or from the storage that stores mappings of
information to terminals. For example, the server can receive an output value from the
terminal, and use such output value in the generation of the second dynamic password. The

server can compare the first dynamic password with the second dynamic password to
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authenticate the terminal. For example, the server can determine whether the first dynamic
password and the second dynamic password match. In some embodiments, the terminal or
the server generates a symmetric key based on the equipment code, the session ID assigned to
the terminal by the server, and the UID assigned to the terminal by the server, in accordance
with a preset identifier assignment process; and the terminal or server generates the first
dynamic password or the second dynamic password based on the symmetric key and the

output value.

[0088] In some embodiments, before step 620, the server can retrieve an equipment
code in advance and save the equipment code, in order to prepare in advance for the
subsequent authentication process. For example, before the server generates the second
dynamic password based on the equipment code retrieved in advance, the server can transmit
a verification request to the aforesaid terminal; and the server receives a verification code and
the aforesaid equipment code transmitted by the aforesaid terminal based at least in part on

(e.g., in response to) the verification request.

[0089] At 630, the terminal is authenticated based at least in part on the first dynamic
password and the second dynamic password. In some embodiments, the server performs
authentication of the aforesaid terminal based on results of the comparison of the first
dynamic password and the second dynamic password. In the event that the results of the
comparison indicate that the first dynamic password and the second dynamic password
match, the terminal is determined to have passed authentication. Conversely, in the event that
the results of the comparison indicate that the first dynamic password and the second
dynamic password do not match, the terminal is determined to have failed authentication.
After the terminal is authenticated, the user can proceed to use the terminal to access services

provided by the server.

[0090] The first dynamic password and the second dynamic password can be
generated using the same method. For example, the first dynamic password and the second
dynamic password can be generated using the following method: the terminal or the server
generates a symmetric key based on the aforesaid equipment code, the session ID assigned to
the terminal by the server, and the UID assigned to the terminal by the server, in accordance
with a preset identifier assignment process; and the terminal or server generates the aforesaid
first dynamic password or the aforesaid second dynamic password based on the aforesaid

symmetric key and the output value.

19



WO 2017/007767 PCT/US2016/040997

[0091] FIG. 7 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0092] Referring to FIG. 7, device 700 can be implemented in connection with
process 200 of FIG. 2, process 300 of FIG. 3A, process 350 of FIG. 3B, or process 600 of
FIG. 6. Device 700 can be implemented in connection with system 1000 of FIG. 10,
computer terminal 1100 of FIG. 11, or computer system 1200 of FIG. 12. Device 700 can be
included in, or otherwise correspond to, a computer terminal, a server, or similar operating

device.

[0093] As illustrated in FIG. 7, device 700 can comprise a first receiving module 710,

a generating module 720, and an authentication module 730.

[0094] The first receiving module 710 can be configured to receive a first dynamic
password transmitted by the terminal. The first dynamic password is a dynamic password
generated by the terminal based on the output value of a local counter and an equipment code
used to uniquely identify the terminal. The first receiving module 710 can receive the first
dynamic password from the terminal over a network such as the Internet, or the like. The first

receiving module 710 can implement 610 of process 600 of FIG. 6.

[0095] The generating module 720 can be connected to the first receiving module
710. The generating module 720 can be configured to generate a second dynamic password
based at least in part on an equipment code associated with the terminal. The equipment code
associated with the terminal is retrieved in advance. The generating module 720 can be
further configured to compare the first dynamic password against the second dynamic
password in connection with determining whether the first dynamic password and the second
dynamic password match. The generating module 720 can implement 620 of process 600 of

FIG. 6.

[0096] The authentication module 730 can be connected to the generating module
720. The authentication module 730 can be configured to perform authentication of the
terminal based at least in part on the first dynamic password and the second dynamic
password. For example, the authentication module can use results of the comparison of the
first dynamic password and the second dynamic password to determine whether the terminal
is authenticated. In the event that the results of the comparison indicate that the first

dynamic password and the second dynamic password match, the terminal is determined to
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have passed authentication. Conversely, in the event that the results of the comparison
indicate that the first dynamic password and the second dynamic password do not match, the
terminal is determined to have failed authentication. The authentication module 730 can

implement 630 of process 600 of FIG. 6.

[0097] FIG. 8 is a block diagram of a device for authentication processing according

to various embodiments of the present disclosure.

[0098] Referring to FIG. 8, device 800 can be implemented in connection with
process 200 of FIG. 2, process 300 of FIG. 3A, process 350 of FIG. 3B, or process 600 of
FIG. 6. Device 800 can be implemented in connection with system 1000 of FIG. 10,
computer terminal 1100 of FIG. 11, or computer system 1200 of FIG. 12. Device 800 can be
included in, or otherwise correspond to, a computer terminal, a server, or similar operating

device.

[0099] As illustrated in FIG. 8, device 800 can comprise a first receiving module 810,
a generating module 820, an authentication module 830, a transmitting module 840, and a

second receiving module 850.

[0100] In some embodiments, first receiving module 810 can be implemented by first

receiving module 710 of device 700 of FIG. 7.

[0101] In some embodiments, generating module 820 can be implemented by

generating module 720 of device 700 of FIG. 7.

[0102] In some embodiments, authentication module 830 can be implemented by

authentication module 730 of device 700 of FIG. 7.

[0103] The transmitting module 840 can be configured to transmit a verification
request to the aforesaid terminal. The transmitting module can transmit the verification
request before generation of a second dynamic password based on an equipment code

retrieved in advance.

[0104] The second receiving module 850 can be connected to the transmitting module
840. The second receiving module 850 can be configured to receive the verification code and
the equipment code transmitted by the terminal based at least in part on (e.g., in response to)

the verification request.
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[0105] In some embodiments, the equipment code can be determined based at least in
part by: the terminal generating an equipment code based on one or more of the characteristic
parameters of the terminal, in accordance with a predefined technique. The characteristic
parameters can comprise one or more of the following parameters: the brand of the terminal,
the model number of the terminal, the terminal serial number, the IMEI, the IMSI, the MAC
address, the operating system ID, and the like. In some embodiments, the predefined

technique corresponds to, or otherwise includes, a hash function.

[0106] The generating module 820 can be configured to generate the second dynamic
password by generating a symmetric key based at least in part on the aforesaid equipment
code, the session ID assigned to the terminal by the server, and the UID assigned to the
terminal by the server, in accordance with a preset identifier assignment process; and
generating the second dynamic password based at least in part on the symmetric key and the
output value in accordance with a password generation process. The first preset identifier
assignment process can comprise, but is not limited to, the following: combining the
equipment code, the session ID, and the UID. The password generation process can comprise,
but is not limited to: generation of the second dynamic password in accordance with the
following function: Code=HMAC SHA1(K,C), wherein code represents the second dynamic
password, HMAC SHAI( ) is the hash function related to the key, HMAC represents the
hash-based message authentication code related to the key, the aforesaid SHA1 represents the

secure hash function, K represents the symmetric key, and C represents the output value.

[0107] FIG. 9 is a structural schematic diagram of a system for authentication

processing according to various embodiments of the present disclosure.

[0108] Referring to FIG. 9, system 900 can be implemented in connection with
process 200 of FIG. 2, process 300 of FIG. 3A, process 350 of FIG. 3B, or process 600 of
FIG. 6. System 900 can implement device 100 of FIG. 1, device 500 of FIG. 5, and/or device
700 of FIG. 7. System 900 can be implemented in connection with system 1000 of FIG. 10,
computer terminal 1100 of FIG. 11, or computer system 1200 of FIG. 12.

[0109] As illustrated in FIG. 9, system 900 can comprise a terminal 910 and a server
920. System 900 can further comprise a network 930 over which terminal 910 and server 920

communicate.

22



WO 2017/007767 PCT/US2016/040997

[0110] Terminal 910 can generate a dynamic password used by the server 920 in
connection with server 920 authenticating the terminal 910. For example, server 920 can
compare the dynamic password that server 920 receives from terminal 910 with a dynamic
password generated by server 920. Server 920 can authenticate terminal 910 based at least in
part on the comparison of the dynamic password generated by terminal 910 (e.g., the first
dynamic password) with the dynamic password generated by server 920 (e.g., the second

dynamic password).

[0111] Terminal 910 can comprise device 100 of FIG. 1. Server 920 can comprise

device 400 of FIG. 4.

[0112] FIG. 10 is a structural schematic diagram of a system for authentication

processing according to various embodiments of the present disclosure.

[0113] Referring to FIG. 10, system 1000 can be implemented in connection with
process 200 of FIG. 2, process 300 of FIG. 3A, process 350 of FIG. 3B, or process 600 of
FIG. 6. System 1000 can implement device 100 of FIG. 1, device 500 of FIG. 5, and/or
device 700 of FIG. 7. System 1000 can be implemented in connection with system 900 of
FIG. 9, computer terminal 1100 of FIG. 11, or computer system 1200 of FIG. 12.

[0114] As illustrated in FIG. 10, system 1000 can comprise a terminal 1010 (e.g., a
mobile phone) and a server 1020. Terminal 1010 and server 1020 can communicate with each

other in connection with authentication of terminal 1010 by server 1020.

[0115] At 1030, a user logs on to server 1020 using the mobile phone number of
terminal 1010. Server 1020 transmits a verification message (e.g., SMS message, text
message, etc.) to the mobile phone number associated with terminal 1010, and the user
submits the verification code, the device ID, and the mobile phone number to server 1020 via
the mobile phone 1010. In some embodiments, the user can submit the verification code, the
device ID, and the mobile phone number via an interface provided by terminal 1010. In some
embodiments, the verification code, the device ID, and the mobile phone number can be
stored on a device, and the user can select to submit the verification code, the device ID, and
the mobile phone number to server 1020 by selecting a submit/send button provided on an
interface displayed to the user on terminal 1010. The interface displayed to the user can be
displayed in connection with a standalone software application, a browser-based application,

or the like. For example, a standalone software application can be installed and executed by
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the terminal in connection with an authentication process. As another example, the
authentication process can use a browser-based application to display the interface to the
user. Server 1020 can perform verification of the verification code, the device ID, and the
mobile phone number. In response to determining that the verification code, the device 1D,
and the mobile phone number pass verification, server 1020 saves and assigns a session ID
and a UID, and saves the session ID and the UID for subsequent use. Server 1020 sends the
session ID and the UID to terminal 1010, which stores the session ID and the UID for

subsequent use.

[0116] At 1040, terminal 1010 and server 1020 maintain a communication session

with each other (e.g., an HTTP session).

[0117] At 1050, when the user logs on to certain systems or networks, server 1020
transmits an authentication request to terminal 1010 (e.g., to a client on the mobile phone).
The user (or the terminal) verifies the authentication request. The client on terminal 1010
combines the device ID, the session ID, and the UID to form the symmetric key K, uses the
client time as the adding counter C, and generates the dynamic password code. The client on
terminal 1010 transmits the dynamic password to server 1020, server 1020 performs the same
operation of generating a dynamic password code, server 1020 compares the dynamic
passwords, and the authentication operation is then completed based on results of the
comparison of the dynamic passwords (e.g., the dynamic password communicated by

terminal 1010 to server 1020, and the dynamic password generated on server-side).

[0118] In some embodiments, the terminal can be a computer terminal and can be
located on at least one piece of network equipment among multiple pieces of network

equipment in a computer network.

[0119] The computer terminal can execute the program code for the steps in a
terminal authentication processing method. For example, the computer terminal can execute
program code associated with the terminal retrieving the equipment code used to uniquely
identify the terminal, the terminal generating a dynamic password based on the equipment
code and the output value of a local counter, wherein, the dynamic password is a basis for
verification of the terminal by a server, and the terminal transmitting the dynamic password

to the server.
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[0120] FIG. 11 is a block diagram of a computer terminal for authentication

processing according to various embodiments of the present disclosure.

[0121] Referring to FIG. 11, computer terminal 1100 can be implemented in
connection with process 200 of FIG. 2, process 300 of FIG. 3A, process 350 of FIG. 3B, or
process 600 of FIG. 6. Computer terminal 1100 can implement device 100 of FIG. 1, device
500 of FIG. 5, and/or device 700 of FIG. 7. Computer terminal 1100 can be implemented in
connection with system 900 of FIG. 9, system 1000 of FIG. 10, or computer system 1200 of
FIG. 12.

[0122] As illustrated in FIG. 11, computer terminal 1100 can comprise one or more

processors 1110, a memory 1120, and a communication interface 1130.

[0123] Memory 1120 can be used to store software programs and modules, such as
the program commands/modules corresponding to the terminal authentication processing
method or device according to various embodiments. By running the software programs and
modules stored in the memory 1120, processor 1110 thereby executes the various functional
applications and data processing, thus achieving a method of vulnerability detection of the
aforesaid system. Memory 1120 can comprise high-speed random memory, and may also
comprise non-volatile memory, such as one or more magnetic storage devices, or other non-
volatile solid state memory devices. In some embodiments, memory 1120 can further
comprise memory devices disposed remotely relative to the processor 1110; such remote
memory devices can connect to computer terminal 1100 via a network. Examples of the
aforesaid network comprise but are not limited to the Internet, corporate intranets, local arca

networks, wide area networks, mobile communication networks, and combinations thereof.

[0124] The communication interface 1130 can be used to receive or transmit data via
a network. Specific examples of the aforesaid network may include cable networks and
wireless networks. In one example, communication interface 1130 comprises a network
interface controller (NIC), which can be connected to a router via cable and other network
equipment, and can thereby communicate with the Internet or a local area network. In one
example, communication interface 1130 is a radio frequency (RF) module, which is used to

communicate wirelessly with the Internet.

[0125] In some embodiments, memory 1120 is used to store preset action conditions

and preset authorized user information, as well as application programs.
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[0126] Processor 1110 can invoke information and application programs stored in
memory 1120 in order to execute the following steps: computer terminal 1100 retrieves an
equipment code used to uniquely identify the computer terminal 1100; computer terminal
1100 generates a dynamic password based on the equipment code and the output value of a
local counter, wherein, the dynamic password is a basis for verification of computer terminal
1100 by a server; computer terminal 1100 transmits the aforesaid dynamic password to the

SCIver.

[0127] In some embodiments, processor 1110 can execute the program code for the
following steps: computer terminal 1100 generates an equipment code based on the
characteristic parameters of computer terminal 1100 in accordance with a preset technique,
wherein, the characteristic parameters comprise one or more of the following parameters: the
brand of the computer terminal 1100, the model number of the computer terminal 1100, the
terminal serial number, the IMEI, the IMS, the MAC address, the operating system 1D, and
the like.

[0128] In some embodiments, processor 1110 can execute the program code for the
following steps: computer terminal 1100 generates a symmetric key based on the aforesaid
equipment code, the session ID assigned to computer terminal 1100 by the server, and the
UID assigned to computer terminal 1100 by the server, in accordance with a first preset
identifier assignment process; computer terminal 1100 generates the dynamic password based
on the symmetric key and the output value in accordance with a second preset password

generation process.

[0129] In some embodiments, processor 1110 can execute the program code for the
following steps: computer terminal 1100 transmits a registration request to the server,
wherein, the registration request contains the verification code, the equipment code, and the
communication number of the terminal requested from computer terminal 1100 by the server;
after the registration request passes verification, computer terminal 1100 receives the
aforesaid session ID and the aforesaid UID assigned to computer terminal 1100 by the server,

and maintains the communication link with the server.

[0130] In some embodiments, processor 1110 can execute the program code for the

following steps: computer terminal 1100 receives an authentication request from the server,
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wherein, when the authentication request passes verification, computer terminal 1100 is

caused to generate the aforesaid dynamic password.

[0131] Using the aforesaid technical scheme provided in various embodiments
resolves the following technical problems of conventional art: higher costs resulting from the
need for additional hardware equipment; input errors resulting from the need for manual

input; and verification failures resulting from software version system updates.

[0132] The structures shown in FIG. 11 are merely exemplary. Computer terminal
1100 can also be a smart phone (such as an Android phone, an iOS phone, etc.), a tablet, a
handheld computer, or a mobile Internet device (MID), PAD, or other terminal equipment.
FIG. 11 does not constitute a limitation of the structure of the aforesaid electronic device. For
example, computer terminal 1100 can also include more or fewer components than are shown
in FIG. 11 (such as network interfaces, display devices, etc.), or may have a different

configuration than that shown in FIG. 11.

[0133] Persons with ordinary skill in the art may understand that all or part of the
steps of the various methods in the aforesaid embodiments can be accomplished using
programs that command the hardware relevant to the terminal equipment, such programs may
be stored on one computer-readable storage medium, and the storage medium may comprise:
Flash drive, read-only memory (ROM), random access memory (RAM), magnetic disk, or
optical disk.

[0134] Various embodiments include a storage medium. The storage medium can be
used to save the program code executed by the terminal authentication processing method of

process 200 of FIG. 2 or device 100 of FIG. 1.

[0135] In some embodiments, the storage medium is located in any computer terminal
in a computer terminal group in a computer network or located in any mobile terminal in a

mobile terminal group.

[0136] In some embodiments, the storage medium is configured to store the program
code used to execute the following steps: the terminal generates a dynamic password based
on the equipment code and the output value of a local counter, wherein, the dynamic

password is the basis for verification of the terminal by the server; and the terminal transmits
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the dynamic password to the server. The storage medium can also be configured to store the

program code used to execute elements of process 200 of FIG. 2.

[0137] It should be noted here that any of the computers in the aforesaid computer
terminal group can establish a communication relationship with the network server and
scanner, and the scanner can scan the value commands of the web applications executed by

the php or script on the computer terminal.

[0138] According to various embodiments, a computer terminal can be provided,

wherein such computer terminal implements process 600 of FIG. 6.

[0139] According to various embodiments, the computer terminal can be located on at
least one piece of network equipment among multiple pieces of network equipment in a

computer network.

[0140] In some embodiments, the computer terminal can execute the program code
for the following steps in the terminal authentication method: the server receives a first
dynamic password transmitted by the terminal, wherein, the first dynamic password is a
dynamic password generated based on the output value and the equipment code used to
uniquely identify the terminal; the server generates a second dynamic password based on an
equipment code retrieved in advance, and compares the first dynamic password against the
second dynamic password to determine whether the first dynamic password and the second
dynamic password match; the server performs authentication of the terminal based on the
comparison results, wherein, if the comparison results indicate a match, the terminal is
determined to have passed authentication; otherwise, the terminal is determined to have failed

authentication.

[0141] Processor 1110 can use communication interface 1130 to invoke the
information and applications stored on the memory 1120 in order to execute the following
steps: the server receives the first dynamic password transmitted by the aforesaid terminal,
wherein, the first dynamic password is a dynamic password generated by the terminal based
on the aforesaid output value and the equipment code used to uniquely identify the terminal;
the server generates a second dynamic password based on an equipment code retrieved in
advance, and compares the first dynamic password against the second dynamic password to
determine whether the first dynamic password and the second dynamic password match; the

server performs authentication of the terminal based on the comparison results, wherein,
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when the comparison results indicate a match, the terminal is determined to have passed

authentication; otherwise, the terminal is determined to have failed authentication.

[0142] In some embodiments, processor 1110 can also execute the program code for
the following steps: the server transmits a verification request to the terminal; the server
receives the verification code and the equipment code transmitted by the terminal based on

the verification request.

[0143] According to various embodiments, a storage medium can be provided,
wherein the storage medium is used to save the program code executed by process 600 of

FIG. 6.

[0144] The storage medium may be located in any computer terminal in a computer

terminal group in a computer network or located in any mobile terminal in a mobile terminal

group.

[0145] In some embodiments, the storage medium is set to store the program code
used to execute the following steps: the server receives a first dynamic password transmitted
by the terminal, wherein, the first dynamic password is a dynamic password generated by the
terminal based on the output value and the equipment code used to uniquely identify the
terminal; the server generates a second dynamic password based on an equipment code
retrieved in advance, and compares the first dynamic password against the second dynamic
password to determine whether the first dynamic password and the second dynamic password
match; the server performs authentication of the terminal based on the comparison results,
wherein, if the comparison results indicate a match, the terminal is determined to have passed
authentication; otherwise, the terminal is determined to have failed authentication. The
storage medium can also be configured to store the steps used to execute process 600 of FIG.

6.

[0146] FIG. 12 is a functional diagram of a computer system for authentication

processing according to various embodiments of the present disclosure.

[0147] Referring to FIG. 12, a computer system 1200 for authentication processing is

displayed. Computer system 1200 can implement process 200 of FIG. 2, process 300 of FIG.
3A, process 350 of FIG. 3B, or process 600 of FIG. 6. Computer system 1200 can implement
device 100 of FIG. 1, device 400 of FIG. 4, device 500 of FIG. 5, device 700 of FIG. 7, or
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device 800 of FIG. 8. As will be apparent, other computer system architectures and
configurations can be used to implement a display interface. Computer system 1200, which
includes various subsystems as described below, includes at least one microprocessor
subsystem (also referred to as a processor or a central processing unit (CPU)) 1202. For
example, processor 1202 can be implemented by a single-chip processor or by multiple
processors. In some embodiments, processor 1202 is a general purpose digital processor that
controls the operation of the computer system 1200. Using instructions retrieved from
memory 1210, the processor 1202 controls the reception and manipulation of input data, and

the output and display of data on output devices (e.g., display 1218).

[0148] Processor 1202 is coupled bi-directionally with memory 1210, which can
include a first primary storage, typically a random access memory (RAM), and a second
primary storage area, typically a read-only memory (ROM). As is well known in the art,
primary storage can be used as a general storage area and as scratch-pad memory, and can
also be used to store input data and processed data. Primary storage can also store
programming instructions and data, in the form of data objects and text objects, in addition to
other data and instructions for processes operating on processor 1202. Also as is well known
in the art, primary storage typically includes basic operating instructions, program code, data,
and objects used by the processor 1202 to perform its functions (e.g., programmed
instructions). For example, memory 1210 can include any suitable computer-readable
storage media, described below, depending on whether, for example, data access needs to be
bi-directional or uni-directional. For example, processor 1202 can also directly and very
rapidly retrieve and store frequently needed data in a cache memory (not shown). The

memory can be a non-transitory computer-readable storage medium.

[0149] A removable mass storage device 1212 provides additional data storage
capacity for the computer system 1200, and is coupled either bi-directionally (read/write) or
uni-directionally (read only) to processor 1202. For example, storage 1212 can also include
computer-readable media such as magnetic tape, flash memory, PC-CARDS, portable mass
storage devices, holographic storage devices, and other storage devices. A fixed mass storage
1220 can also, for example, provide additional data storage capacity. The most common
example of mass storage 1220 is a hard disk drive. Mass storage device 1212 and fixed mass
storage 1220 generally store additional programming instructions, data, and the like that

typically are not in active use by the processor 1202. It will be appreciated that the
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information retained within mass storage device 1212 and fixed mass storage 1220 can be
incorporated, if needed, in standard fashion as part of memory 1210 (e.g., RAM) as virtual

memory.

[0150] In addition to providing processor 1202 access to storage subsystems, bus
1214 can also be used to provide access to other subsystems and devices. As shown, these
can include a display monitor 1218, a network interface 1216, a keyboard 1204, and a
pointing device 1206, as well as an auxiliary input/output device interface, a sound card,
speakers, and other subsystems as needed. For example, the pointing device 1206 can be a

mouse, stylus, track ball, or tablet, and is useful for interacting with a graphical user interface.

[0151] The network interface 1216 allows processor 1202 to be coupled to another
computer, computer network, or telecommunications network using a network connection as
shown. For example, through the network interface 1216, the processor 1202 can receive
information (e.g., data objects or program instructions) from another network or output
information to another network in the course of performing method/process steps.
Information, often represented as a sequence of instructions to be executed on a processor,
can be received from and outputted to another network. An interface card or similar device
and appropriate software implemented by (e.g., executed/performed on) processor 1202 can
be used to connect the computer system 1200 to an external network and transfer data
according to standard protocols. For example, various process embodiments disclosed herein
can be executed on processor 1202, or can be performed across a network such as the
Internet, intranet networks, or local area networks, in conjunction with a remote processor
that shares a portion of the processing. Additional mass storage devices (not shown) can also

be connected to processor 1202 through network interface 1216.

[0152] An auxiliary I/O device interface (not shown) can be used in conjunction with
computer system 1200. The auxiliary I/O device interface can include general and
customized interfaces that allow the processor 1202 to send and, more typically, receive data
from other devices such as microphones, touch-sensitive displays, transducer card readers,
tape readers, voice or handwriting recognizers, biometrics readers, cameras, portable mass

storage devices, and other computers.

[0153] The computer system shown in FIG. 12 is but an example of a computer

system suitable for use with the various embodiments disclosed herein. Other computer
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systems suitable for such use can include additional or fewer subsystems. In addition, bus
1214 is illustrative of any interconnection scheme serving to link the subsystems. Other

computer architectures having different configurations of subsystems can also be utilized.

[0154] It should be understood that the devices and methods that are disclosed in the
several embodiments provided above can be realized in other ways. For example, the device
embodiment described above is merely illustrative. For example, the delineation of units is
merely a delineation according to local function. The delineation can take a different form

during actual implementation.

[0155] The modules described as separate components may or may not be physically
separate, and components displayed as modules may or may not be physical modules. They
can be located in one place, or they can be distributed across multiple network modules. The
embodiment schemes of the present embodiments can be realized by selecting part or all of

the modules in accordance with actual need.

[0156] Furthermore, the functional modules in the various embodiments of the
present invention can be integrated into one processor, or each module can have an
independent physical existence, or two or more modules can be integrated into a single
module. The aforesaid integrated modules can take the form of hardware, or they can take the

form of hardware combined with software function modules.

[0157] The modules described above in which the software function modules are
integrated can be stored in a computer-readable storage medium. The software function
modules described above are stored in a storage medium and include a number of commands
whose purpose is to cause a piece of computer equipment (which can be a personal computer,
a server, or network computer) or a processor to execute some of the steps in the method
described in the various embodiments of the present invention. The storage medium
described above encompasses: USB flash drive, mobile hard drive, read-only memory
(ROM), random access memory (RAM), magnetic disk, or optical disk, or various other

media that can store program code.

[0158] In the several embodiments offered in the present application, it should be
understood that the disclosed terminal can be realized by other methods. Wherein, the device
embodiment described above is merely exemplary; for example, the division of said units or

modules is merely one logical functional division thereof, and they may be divided in another
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manner in actual implementation. For example, multiple units or modules can be combined,
or they can be integrated into another system, or some characteristics may be omitted or may
not be executed. In addition, the interposed couplings or direct couplings or communication
connections that are displayed or discussed may be indirect couplings or communication links
that pass through some interfaces, units, or modules. They may be electrical or may take

another form.

[0159] The units or modules described as separate components above may or may not
be physically separate, and the components shown as units or modules may or may not be
physical units or physical modules; they may be located in one place, or they may be
distributed across multiple network units. The objectives of the embodiment schemes of the
present embodiments can be realized by selecting part or all of the units or modules in

accordance with actual need.

[0160] Furthermore, the functional units or modules in the various embodiments of
the present invention can be integrated into one processing unit or module, or each unit or
module can have an independent physical existence, or two or more units or modules can be
integrated into a single unit or module. The aforesaid integrated units or modules may also

take the form of hardware, and they may take the form of software function units or modules.

[0161] If the aforesaid integrated units or modules are realized in the form of software
function units or modules and sold or used as independent products, they can be stored on a
computer-readable storage medium. Based on such an understanding, the essence of the
technical scheme of the present invention, or the portion that contributes to the prior art, or all
or part of this technical scheme, can be manifested in the form of a software product; this
computer software product is stored on a storage medium and includes a number of
commands to cause one set of terminal equipment (which can be a personal computer, a
server, network equipment, etc.) to execute all or part of the steps of the aforesaid methods in
cach of the embodiments of the present invention. The storage medium described above
encompasses: U discs, read-only memory (ROM), random access memory (RAM), portable
hard drives, magnetic disks or optical disks, or various other media that can store program

code.

[0162] The description above is only a preferred implementation of the present

invention. It should be noted that for persons having ordinary skill in the art, improvements
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and embellishments can also be made without departing from the principles of the present
invention, and such improvements and embellishments shall also be considered to be within

the scope of protection of the present invention.

[0163] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided.
There are many alternative ways of implementing the invention. The disclosed embodiments

are 1llustrative and not restrictive.
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CLAIMS

1. A method, comprising:

obtaining, by a terminal, an equipment code that uniquely identifies the terminal;

generating, by the terminal, a dynamic password based at least in part on the
equipment code and an output value of a counter, wherein the dynamic password is a basis
for authentication of the terminal by a server; and

sending, by the terminal, the dynamic password to the server, wherein the server

authenticates the dynamic password.

2. The method of claim 1, wherein the obtaining of the equipment code comprises:
generating, by the terminal, the equipment code based at least in part on one or more

characteristic parameters of the terminal.

3. The method of claim 2, wherein the one or more characteristic parameters comprises
one or more of: a brand of the terminal, a model number of the terminal, a serial number of
the terminal, an international mobile equipment identity (IMEI) of the terminal, an
international mobile subscriber identity (IMSI) of the terminal, a media access control
(MAC) address of the terminal, and/or an operating system identifier (ID) of an operating

system loaded on the terminal.

4. The method of claim 1, wherein the generating of the dynamic password based at
least in part on the equipment code and the output value of the counter comprises:
generating a symmetric key in accordance with a key generation process, wherein the
symmetric key is generated based at least in part on the equipment code, a session identifier
(ID) assigned to the terminal by the server, and a user ID (UID) assigned to the terminal by
the server; and
generating the dynamic password based at least in part on the symmetric key and the

output value, in accordance with a password generation process.

5. The method of claim 1, wherein the generating of the dynamic password based at
least in part on the equipment code and the output value of the counter comprises:
generating a symmetric key in accordance with a key generation process, wherein the
symmetric key is generated based at least in part on the equipment code, a session identifier
(ID) assigned to the terminal by the server, and a user ID (UID) assigned to the terminal by
the server, and the key generation process comprises: combining the equipment code, the

session ID, and the UID; and
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generating the dynamic password based at least in part on the symmetric key and the

output value, in accordance with a password generation process.

6. The method of claim 1, wherein the generating of the dynamic password based at
least in part on the equipment code and the output value of the counter comprises:

generating a symmetric key in accordance with a key generation process, wherein the
symmetric key is generated based at least in part on the equipment code, a session identifier
(ID) assigned to the terminal by the server, and a user ID (UID) assigned to the terminal by
the server; and

generating the dynamic password based at least in part on the symmetric key and the
output value, in accordance with a password generation process, the password generation
process comprises: setting the dynamic password to HMAC SHA1(K,C), wherein,
HMAC SHAI() is a hash function related to the symmetric key, K represents the symmetric

key, and C represents the output value.

7. The method of claim 1, further comprising;:
transmitting, by the terminal, a registration request to the server, wherein the
registration request comprises a verification code sent by the server, the equipment code, and
a communication code associated with the terminal, and the registration request is received
before an authentication request, wherein the terminal sends the dynamic password to the
server at least partly in response to the registration request; and
after said registration request passes verification,
receiving, by the terminal, a session identifier (ID) assigned to the terminal by
the server, and a user ID (UID) assigned to the terminal by the server, wherein the
dynamic password is generated based at least in part on the session ID and the UID,;
and
maintaining a communication link with the server in connection with an

authentication of the terminal.

8. The method of claim 1, further comprising;:

receiving, by the terminal, an authentication request from the server, wherein the
terminal receives the authentication request before generating the dynamic password, and the
terminal generates the dynamic password in the event that the authentication request is

determined to pass verification.
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9. The method of claim 1, wherein the output value of the counter corresponds to a time

of the terminal.

10. A method, comprising:

receiving, by a server, a first dynamic password from a terminal, wherein the first
dynamic password corresponds to a password generated by the terminal based at least in part
on an output value of a counter of the terminal and an equipment code that uniquely identifies
the terminal;

generating, by the server, a second dynamic password based at least in part on a
retrieved equipment code;

determining whether the first dynamic password matches the second dynamic
password; and

performing, by the server, an authentication of the terminal based at least in part on

whether the first dynamic password and the second dynamic password match.

11.  The method of claim 10, further comprising:

transmitting, by the server, a verification request to the terminal, wherein the server
transmits the verification request to the terminal before the server generates the second
dynamic password; and

receiving, by the server, a verification code and the equipment code transmitted by the

terminal based at least in part on the verification request.

12.  The method of claim 10, wherein the equipment code is determined based at least in
part on one or more characteristic parameters of the terminal in accordance with a preset

algorithm.

13. The method of claim 12, wherein the one or more characteristic parameters comprises
one or more of a brand of the terminal, a model number of the terminal, a serial number of
the terminal, an international mobile equipment identity (IMEI) of the terminal, an
international mobile subscriber identity (IMSI) of the terminal, a media access control
(MAC) address of the terminal, and an operating system identifier (ID) of an operating

system loaded on the terminal.

14.  The method of claim 10, wherein generating at least one of the first dynamic

password and the second dynamic password comprises:
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generating, according to a key generation process, a symmetric key based at least in
part on the equipment code, a session identifier (ID) assigned to the terminal by the server,
and a user ID (UID) assigned to the terminal by the server; and

generating, according to a password generation process, the at least one of the first
dynamic password and the second dynamic password based at least in part on the symmetric

key and the output value.

15. A device, comprising:

one or more processors configured to:

obtain an equipment code that uniquely identifies the device;

generate a dynamic password based at least in part on the equipment code and
an output value of a counter, wherein the dynamic password is a basis for
authentication of the device by a server; and

send the dynamic password to the server, wherein the server authenticates the
dynamic password; and
a memory coupled to the one or more processors and configured to provide the one or

more processors with instructions.

16.  The device of claim 15, wherein the one or more processors are further configured to

generate the equipment code based at least in part on one or more characteristic parameters of

the device.

17. A device, comprising:

one or more processors configured to:

receive a first dynamic password from a terminal, wherein the first dynamic
password corresponds to a password generated by the terminal based at least in part
on an output value of a counter of the terminal and an equipment code that uniquely
identifies the terminal;

generate a second dynamic password based at least in part on a retrieved
equipment code;

determine whether the first dynamic password matches the second dynamic
password; and

perform an authentication of the terminal based at least in part on whether the
first dynamic password and the second dynamic password match; and
a memory coupled to the one or more processors and configured to provide the one or

more processors with instructions.
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18.  The device of claim 17, wherein the equipment code is generated based at least in part

on one or more characteristic parameters of the terminal.

19. A computer program product, the computer program product being embodied in a
non-transitory computer readable storage medium and comprising computer instructions for:

obtaining an equipment code that uniquely identifies a terminal;

generating a dynamic password based at least in part on the equipment code and an
output value of a counter, wherein the dynamic password is a basis for authentication of the
terminal by a server; and

sending the dynamic password to the server, wherein the server authenticates the

dynamic password.

20. A computer program product, the computer program product being embodied in a
non-transitory computer readable storage medium and comprising computer instructions for:

receiving, by a server, a first dynamic password from a terminal, wherein the first
dynamic password corresponds to a password generated by the terminal based at least in part
on an output value of a counter of the terminal and an equipment code that uniquely identifies
the terminal;

generating, by the server, a second dynamic password based at least in part on a
retrieved equipment code;

determining whether the first dynamic password matches the second dynamic
password; and

performing, by the server, an authentication of the terminal based at least in part on

whether the first dynamic password and the second dynamic password match.
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