US 20140201366A1

a9 United States

a2y Patent Application Publication o) Pub. No.: US 2014/0201366 A1

Kamp 43) Pub. Date: Jul. 17,2014
(54) SMARTPHONE APPS IN A CLOUD Publication Classification
(75) Inventor: Andre Kamp, Aachen (DE) (51) Imnt.ClL
HO4L 29/06 (2006.01)
(52) US.CL
(73) Assignee: Telefonaktiebolaget L. M Ericsson CPC vttt HO4L 63/10 (2013.01)
(publ), Stockholm (SE) USPC ottt 709/225
(21) Appl.No:  14/118,388 (7 ABSTRACT
The present disclosure relates to a technique of providing/
(22) PCT Filed: Sep. 29, 2011 obtaining remote access from a mobile terminal to a plurality
of applications hosted in a network. A method embodiment
(86) PCT No.: PCT/EP2011/004876 comprises the steps of determining, by an authentication
§371 (1) server, baseq on authentication information received from the
2), (4) Daté' Feb. 21. 2014 mob%le termlnal, whether to allow remote access from the
’ ' e mobile terminal to the network, and providing, by the authen-
tication server, remote access from the mobile terminal to the
s lurality of applications hosted in the network, if it is deter-
Related U.S. Application Data ﬁlinedtt}lllat thle):r;emote access is allowed, wherein the remote
(60) Provisional application No. 61/487,528, filed on May access allows executing the plurality of applications in the

18, 2011.

network.

O
] - B.
WA/ @ o "

] —~~ 40

ST B2

30 el —1]

cloud based network
executing and hosting the apps

€2* authentication server

=+| - maintains user accounts and profiles
&=a¢| - provides contents ofthe apps from
—==.] thecloud based network to the clients

end users authenticate against the
authentication server

VAR
8

g end users create a user account

User A User B
10 -~ Profile A1 Profile B.1
Profile A.2 Profile B2 |20

on the authentication server with
optionally different user profiles




US 2014/0201366 Al

Jul. 17,2014 Sheet 1 of 6

Patent Application Publication

T ‘b

0C ~—]

s8|io.d 1asn Jualayip Ajleuoldo
Y)W J2AIDS UDIJED(JUSYINE BY) Uo
JUNOOOE JaSN B 3)Ba.d S19sh pua

Z'd sjyold 2’V 9yold
1'g 3jyold LY @lyold
m 1asn < 1950

JaAas uoljed
3y} jsuiebe ajeoyuayine s.

Y~

yuayine
asn pua

SIUBID BU} 0} YJOMIBU paseq pnojo sy) S
woJy sdde ayj Jo sjusuod sapiroid - uﬂ ~_ O0f
sa|youd pue S)UNCAAR J3SN SUBUIBW - e
Jonias uopeonpuayine 113
sdde ay} Bunsoy pue Buynosxe waam

IOMIBU PaSE( pNojo

L'g 17

A

O.T\./\

Ry
=K CA

O o O

<1V

/ v

)8



US 2014/0201366 Al

Jul. 17,2014 Sheet2 of 6

Patent Application Publication

¢ b4

...... e
| usuodwo) T mmmmemmeo—omooooooo !
CE~— bBumnpday | "
|||||||| _..|||||||_ ]
0€ N VMN /m\ m
....... y .
jeuodwod | . usuodwo) !
BuluIwISIeg o \/\m Bunols
Jusuodwo)
> SS90y
2j0WaY
9



US 2014/0201366 Al

Jul. 17,2014 Sheet 3 of 6

Patent Application Publication

¢ "bi4

EN
' juauodwond
b Bupnoaxg <o :
|
4! N bl N
Juauodwon usuodwo)
busanbay buiuielgo
| ?
v v




Patent Application Publication Jul. 17,2014 Sheet 4 of 6 US 2014/0201366 A1

L~ 402
L 404

Fig. 4

Determine whether to
allow remote access

4
Provide remote access

400



US 2014/0201366 Al

Jul. 17,2014 Sheet 5 of 6

Patent Application Publication

G b4

$S200e 9l0Wal ulelqo

$S922P 2j0Wa. 35enbay




US 2014/0201366 Al

Jul. 17,2014 Sheet 6 of 6

Patent Application Publication

9 "bi4

F 3

Womiau ay) ul sdde o) pauuod

029

sdde 0} ejep uo)oaULOd puas

819

¥19

h 4

sdde o} ejep UOI}OaUUDD PUBS

<19

1) 4

&

sdde payoads 0)
BJIEP UOI}D3UUOD Jsanbal

N yiomiau Buisoy dde

O
O

U og oo

pajeonuayne Jasn

A 4

919

Jasn syesnusyine

019

pajealo sajyold sasn

809

»

sa|yo.d Jash auyap

909

pajeald JUNoooe Jasn

¥09

lanlas uofjedliuayine

[
0

JUNOJJE J9sn |jeald

<09

'Y 3l4old
LY 3lyoid
v lasn

8]

(dde igpseWw) a0

01
~~




US 2014/0201366 Al

SMARTPHONE APPS IN A CLOUD

TECHNICAL FIELD

[0001] The invention generally relates to the field of net-
work hosted applications. More specifically, the invention
relates to a technique of providing and obtaining access to a
plurality of applications hosted in a network.

BACKGROUND

[0002] Applications for mobile terminals and small low-
power handheld devices such as personal digital assistants
(PDAs), handheld computers, enterprise digital assistants
(EDAs), Tablet Personal Computers (Tablet PCs), notebooks
or mobile phones like smartphones are becoming increas-
ingly important. These applications are either pre-installed on
mobile phones (or other mobile terminals) during manufac-
ture or downloaded by customers from various mobile soft-
ware distribution platforms (digital distribution platforms).
These applications are often only referred to as “apps”. Like-
wise, the distribution platforms are often generally referred to
as “app stores”. Normally, each platform contains applica-
tions of one operating system running on the mobile terminal
which connects to the platform. That is, a user of a mobile
terminal on which operating system X is running, will con-
nect to the platform having applications suitable for the oper-
ating system X. A different or the same user will, however,
connect to the platform having applications suitable for the
operating system Y when using a mobile terminal on which
operating system Y is running.

[0003] The so called “app stores” like Google’s Android
Market™ or Apple’s® iPhone App Store™ are growing rap-
idly. These stores are basically a big software storage and
offer some hundred thousand downloadable applications for
mobile phones. The amount of available applications—also
known as “apps”—is increasing constantly. Right now, end
users download these apps to their clients which are in most
cases mobile phones or Tablet PCs. In order to use an app, the
client usually establishes an internet connection and connects
to the service provider to retrieve the contents for a specific
app.

[0004] After the download of applications from the respec-
tive platform, the downloaded applications can be installed on
the client and can then be executed on the client. This
approach can be considered a client-centric approach.
[0005] The current client-centric approach which requires
the download of an app to the client comes along with some
problems and disadvantages. These disadvantages are
sketched in the following.

[0006] Assume that an end user owns several clients, e.g.
one Tablet PC and one smartphone. On both clients, the end
user wants to use one and the same app. This app then has to
be downloaded to each of the clients. In order to use that app
with the same configurations, the configuration procedure
alsohas to be performed twice in this case—one time per each
device. This is very inconvenient for the users.

[0007] When there is an update or a new version available
for a specific app, the end user then again has to download the
app to all of the end user’s devices and configure the apps in
the same way. That means, in order to always have the latest
version of an app available, the end user has to take care of this
manually by downloading the newest version to the client.
[0008] The current client based approach becomes even
more inconvenient if the clients are running diftferent operat-
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ing systems like Google’s Android (e.g. on the Sony Ericsson
Xperia 10) or Apple’s iOs (e.g. on iPhone or iPad). The end
user then has to access different app stores for the same app
depending on the clients’ operating systems.

[0009] Another disadvantage shows up when one client is
used by different end users. For example, a Tablet PC is used
by two end users A and B. End user A wants to use another set
of apps than end user B. The only solution right now is to
install all apps—the ones for end user A and B—onto the
Tablet PC to have all apps available on the client and to serve
both users’ needs. In other words, the resources of the client
like memory and CPU are not efficiently used.

[0010] Finally, if one end user wants to use different sets of
apps e.g. depending on the daytime or if the user is at work or
home, right now the user always has to have the whole set of
apps available on the client, although many of the installed
apps might not be used at that moment. Also here, memory
resources could be used more efficient.

[0011] Thesedisadvantages, which are sketched above, can
be avoided with the invention described in the present docu-
ment. The present invention described in the following sec-
tions solves the above problems. The present invention may
further not require to always have all apps installed but may
obtain/provide access only to the ones needed at a specified
point in time.

SUMMARY

[0012] Accordingly, there is a need for an improved and
more efficient technique for obtaining/providing access to
applications.

[0013] The basic concept of the present disclosure is to host
and execute the apps in the network rather than on the client
side (e.g., on a mobile terminal) and to make the apps avail-
able as Software as a Service (SaaS) in a cloud environment.
Saas is a software delivery model in which software and its
associated data are hosted centrally (typically in the cloud)
and are accessed by users using a client, normally using a web
browser over the Internet. On the client, only one operating
system native master app (master application) needs to be
installed which connects to the network and accesses and
displays the contents of the apps.

[0014] According to a first aspect, a method of providing
remote access from a mobile terminal to a plurality of appli-
cations hosted in a network is provided. The method com-
prises the steps of: determining, by an authentication server,
based on authentication information received from the mobile
terminal, whether to allow remote access from the mobile
terminal to the network; and providing, by the authentication
server, remote access from the mobile terminal to the plurality
of applications hosted in the network, if it is determined that
the remote access is allowed, wherein the remote access
allows executing the plurality of applications in the network.
[0015] The authentication server may reside between the
mobile terminal trying to obtain access to the applications
hosted in the network and the network itself. A user trying to
access the applications hosted in the network may use the
master application installed on the mobile terminal to connect
to the authentication server. The authentication server may
determine which mobile terminal or user is trying to obtain
remote access. The user may input identification information
identifying himself/herselfto the authentication server. Alter-
natively, the authentication server may automatically deter-
mine the user based on information related to the mobile
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terminal or master application the user is using. The input or
determined information may be used in order to derive the
authentication information.

[0016] Theauthentication information may comprise infor-
mation based on which it can be determined by the authenti-
cation server, whether the mobile terminal or the user of the
mobile terminal is allowed to obtain remote access to the
applications hosted in the network. For example, the authen-
tication information may be based on or derived from infor-
mation input by the user, like a user name and a password. If
the remote access is allowed, the authentication server may
establish a remote connection between the mobile terminal
and the network. The mobile terminal may then access and
execute the applications hosted in the network via the remote
connection. For example, a user may select any one of the
applications hosted in the network via the master app installed
on the mobile terminal and may then execute the selected
application in the network rather than on the mobile terminal.
In this way, there is no need to download the selected appli-
cation to the mobile terminal, but the selected application can
be executed in the network itself.

[0017] Inaccordance with one variant of the first aspect, the
steps of determining and providing remote access may be
implemented as: determining, by the authentication server,
based on the authentication information, a set of applications,
wherein the set of applications comprises one or more of the
plurality of applications hosted in the network; and providing,
by the authentication server, remote access from the mobile
terminal only to the one or more applications contained in the
set of applications. According to the variant of the first aspect,
the authentication server may not allow remote access to all of
the plurality of applications hosted in the network, but may
only allow, by considering the authentication information,
remote access to the set of applications hosted in the network.
Ifitis determined by the authentication server, by considering
the authentication information, to allow only remote access to
the set of applications, the authentication server will only
allow the mobile terminal to remotely access the one or more
applications contained in the set, rather than to remotely
access applications which are hosted in the network but which
are not contained in the set of applications. The applications
contained in the set, to which the remote access is allowed,
can then be executed by the mobile terminal in the network.
The further applications, to which remote access is not
allowed, i.e., the applications which are not contained in the
set, cannot be accessed and executed by the mobile terminal.

[0018] There are multiple possible realizations how the
authentication server can determine the set of applications. In
all realizations, one or more (e.g., a plurality of) sets of
applications may be maintained, e.g. stored, in the authenti-
cation server and the set of applications may be determined
from the one or more (e.g., the plurality of) sets of applica-
tions maintained in the authentication server.

[0019] According to a first realization of the variant, the
step of determining the set of applications may comprise
determining the set of applications from the one or more (e.g.,
the plurality of) sets of applications maintained in the authen-
tication server based on the authentication information. For
example, the authentication server may automatically deter-
mine, from the one or more (e.g., the plurality of) sets of
applications, the set which is indicated by the authentication
information. In this first realization, no further user input may
be required in order to select the correct set of applications.
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[0020] According to a second realization of the variant, the
step of determining the set of applications may comprise
choosing the set of applications from the one or more sets of
applications based on a user input of a user of the mobile
terminal. By means of the user input, a user of the mobile
terminal may search, e.g. scroll, through the sets of applica-
tions maintained in the authentication server and may select
the one he/she is interested in. The second realization may be
based only on the user input.

[0021] According to a third realization of the variant, the
step of determining the set of applications may comprise both
determining the set of applications from the one or more (e.g.,
the plurality of) sets of applications maintained in the authen-
tication server based on the authentication information and
choosing the set of applications from the one or more sets of
applications based on a user input of a user of the mobile
terminal. In this context, the third realization may comprise
two steps. In a first step, the authentication server may deter-
mine at least one candidate set of applications from the one or
more sets of applications hosted in the network based on the
authentication information. The at least one determined can-
didate set of applications may be determined as a candidate
because it is related to the mobile terminal or the user access-
ing the authentication server. In a second step, the user may
then search, e.g. scroll, through the determined at least one
candidate set of applications previously determined by the
authentication server and may then select the appropriate set
from the at least one candidate set. In this way, the third
realization comprises both automatic pre-selection by the
authentication server and a final user selection by way of a
user input.

[0022] At least a subset of the one or more sets of applica-
tions maintained in the authentication server may comprise
different ones of the plurality of applications hosted in the
network. Alternatively or additionally, at least a subset of the
one or more sets of applications comprises the same of the
plurality of applications hosted in the network. It is, for
example, conceivable that a plurality of sets of applications
assigned to multiple users or terminals is maintained in the
authentication server. One or more of the plurality of appli-
cations hosted in the network may be part of two or more sets
ofapplications maintained in the authentication server. In this
way, a subset of the sets of applications maintained in the
authentication server may share one or more applications.
Alternatively or additionally, one or more of the plurality of
applications hosted in the network may be exclusive for only
one set of applications maintained in the authentication
server.

[0023] In one implementation, the one or more sets of
applications may be defined in user accounts established for
users of mobile terminals. For example, each user of a mobile
terminal may create a user account in the mobile terminal
he/she is using, e.g. by means of the master application. In
other words, the user account may be specific to a user of the
mobile terminal and may be maintained in the authentication
server. The user account may then indicate to which applica-
tions the corresponding user shall have remote access. For
example, each end user has a user account to get authorized to
the network hosting the apps. The user account allows the
definition and configuration of the set of apps which shall be
remotely available on the client.

[0024] In addition, the user may create one or more user
profiles in the user account. In case one or more user profiles
are created, each of the one or more sets of applications may



US 2014/0201366 Al

be predefined in a user profile of the user account. Applying
different user profiles per user account offers the possibility to
have different sets of apps available on a client at different
points in time. The different user profiles of one user account
may be created based on different time, location or any other
type of parameter.

[0025] The applications to which remote access shall be
allowed for each user profile may be automatically suggested
or defined by the authentication server. For this purpose, the
authentication server may consider the user’s needs (as e.g.
input by the user) or the typical or average user behavior when
using the specific mobile terminal. Alternatively or addition-
ally, the user may configure the applications to which remote
access shall be allowed for each user profile.

[0026] Ifitis determined, by the authentication server, that
remote access is allowed, the remote access is provided from
the mobile terminal to the plurality of applications hosted in
the network. The remote access may be provided according to
multiple possible realizations. In accordance with one real-
ization, the step of providing remote access may include the
steps of requesting, by the authentication server, connecting
data to the plurality of applications hosted in the network, if it
is determined that the remote access is allowed, retrieving, by
the authentication server, the connecting data to the applica-
tions hosted in the network and transmitting, by the authen-
tication server, the retrieved connecting data to the mobile
terminal. For example, if a user of a mobile terminal has auser
account created on his/her mobile terminal, the authentica-
tion server may identify the authentication information con-
tained in or provided by the user account and may then
retrieve the connecting data to the applications, which the
user is allowed to access in accordance with the authentica-
tion information. The respective retrieved connecting data
may then be transmitted to the mobile terminal, so that the
user may be allowed to access only the applications for which
he/she has received the connecting data from the authentica-
tion server.

[0027] As stated above, the user corresponding to a user
account can create one or more user profiles for the user
account. Each user profile may be configured differently, i.e.
may contain a different set of applications (although some
applications may be contained in more than one of the user
profiles). In this respect, the step of requesting connecting
data may comprise the step of requesting, by the authentica-
tion server, only the connecting data to the applications con-
tained in the set of applications indicated by the selected user
account.

[0028] Forexample, auser may loginto its user account and
may select a first user profile from the multiple created or
configured user profiles for the user account. The authentica-
tion server may then determine from the authentication infor-
mation derived from the selected first user profile that the user
corresponding to the selected first user profile is allowed to
access only the set of applications identified by the first user
profile. Then, the authentication server only retrieves the
connecting data corresponding to the identified set of appli-
cations and may forward the retrieved connecting data to the
mobile terminal. The mobile terminal may then remotely
access the applications for which the connecting data has
been received, but cannot remotely access the further appli-
cations. The user may subsequently select a second user pro-
file from the user profiles contained in his/her user account,
e.g. by using the same or a different mobile terminal. The
authentication server may then determine from the authenti-
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cation information derived from the selected second user
profile that the user corresponding to the selected second user
profile is allowed to access only the set of applications iden-
tified by the second user profile. Then, the authentication
server only retrieves the connecting data corresponding to the
identified set of applications and may forward the retrieved
connecting data to the mobile terminal. The mobile terminal
may then remotely access the applications for which the
connecting data has been received, but cannot remotely
access the further applications. By way of different user pro-
files the same user having the same user account may obtain
access to different applications.

[0029] After having remote access to one, some or all of the
applications hosted in the network, the mobile terminal can,
by way of the remote access, execute the respective applica-
tion(s) (in the network) to which remote access is obtained.
[0030] According to a second aspect, a method of obtaining
remote access from a mobile terminal to a plurality of appli-
cations hosted in a network is provided. The method com-
prises the steps of: requesting, by the mobile terminal, remote
access to the plurality of applications hosted in the network by
signaling authentication information; and obtaining, by the
mobile terminal, remote access to the plurality of applications
hosted in the network, ifitis determined, based on the authen-
tication information, that remote access is allowed, wherein
the remote access allows executing the plurality of applica-
tions in the network.

[0031] Al aspects described above with respect to the
method according to the first aspect correspondingly apply to
the method according to the first aspect.

[0032] Further to the foregoing steps of the method accord-
ing to the second aspect, the method may comprise the step of
executing, by the mobile terminal, one of the plurality of
applications in the network after obtaining remote access to
the plurality of applications. In this context, it may only be
possible for the mobile terminal to execute an application to
which remote access has been allowed. The applications to
which remote access has not been allowed cannot be executed
by the mobile terminal.

[0033] According to one realization of the second aspect,
the method may further comprise the step of creating, by the
mobile terminal, a user account in the authentication server,
wherein the user account is accessible by means of the
authentication information. In this context, the user may,
when using his/her mobile terminal, access the created user
account by inputting the authentication information. The
authentication information may then be forwarded from the
mobile terminal to the authentication server, when the user
wishes to obtain access to the applications hosted in the
network. Based on the authentication information, the
authentication server may decide whether to allow remote
access to all or only some (e.g., only one) of the applications
hosted in the network.

[0034] The step of creating the user account may further
comprise creating one or more user profiles in the user
account. Each of the one or more user profiles may specify a
set of applications comprising one or more of the plurality of
applications hosted in the network. The one or more applica-
tions may be automatically specified by the authentication
server based on the user behaviour of the user. Alternatively or
additionally, the user may select one or more applications
available in the network. When the user is trying to obtain
remote access, he/she logs into his/her user account by using
his/her authentication information. The user may then select
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from the one or more user profiles of the user account, one
user profile. In accordance with the selected user profile, the
authentication server may determine the applications which
are indicated by the user profile. The authentication server
may then retrieve, from the network, the connecting data for
the determined applications and may forward the connecting
data for the determined applications to the mobile terminal.
The user may then choose one of the determined applications
and may execute the chosen application in the network, e.g.
by using the master application running on the mobile termi-
nal.

[0035] According to a third aspect, a computer program
product is proposed, comprising program code portions for
performing steps of any one of the method aspects described
herein, when the computer program product is run on one or
more computing devices. The computer program product
may be stored on a computer readable recording medium.

[0036] According to a fourth aspect, an authentication
server for providing remote access from a mobile terminal to
a plurality of applications hosted in a network is provided.
The authentication server comprises: a determining compo-
nent for determining based on authentication information
received from the mobile terminal, whether to allow remote
access from the mobile terminal to the network; and a remote
access component for providing remote access from the
mobile terminal to the plurality of applications hosted in the
network, if it is determined that the remote access is allowed,
wherein the remote access allows executing the plurality of
applications in the network.

[0037] The determining component may be further adapted
to determine based on the authentication information, a set of
applications, wherein the set of applications comprises one or
more of the plurality of applications hosted in the network,
and the remote access component may be further adapted to
provide remote access from the mobile terminal only to the
one or more applications contained in the set of applications.

[0038] The server may further comprise a storing compo-
nent for maintaining one or more sets of applications and the
determining component may be further adapted to at least one
of determine the set of applications from the one or more sets
ofapplications based on the authentication information and to
receive a user input of a user of the mobile terminal for
choosing the set of applications from the one or more sets of
applications. The storage component may be further adapted
to maintain one or more user profiles of a user account,
wherein the user account is specific to a user of the mobile
terminal and each of the one or more user profiles specifies
one of the one or more sets of applications.

[0039] The remote access component may be further
adapted to request connecting data to the plurality of appli-
cations hosted in the network, if it is determined that the
remote access is allowed, to retrieve the connecting data to the
applications hosted in the network and to transmit the
retrieved connecting data to the mobile terminal.

[0040] According to a fifth aspect, a mobile terminal for
obtaining remote access to a plurality of applications hosted
in a network is provided. The mobile terminal comprises: a
requesting component for requesting remote access to the
plurality of applications hosted in the network by signaling
authentication information; and an obtaining component for
obtaining remote access to the plurality of applications hosted
in the network, if it is determined, based on the authentication
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information, that remote access is allowed, wherein the
remote access allows executing the plurality of applications
in the network.

[0041] The mobile terminal may further comprise an
executing component for executing one of the plurality of
applications hosted in the network.

[0042] According to a sixth aspect, a system for providing
remote access from a mobile terminal to a plurality of appli-
cations hosted in a network is provided. The system com-
prises: the network hosting a plurality of applications; the
authentication server according to the fourth aspect as previ-
ously described; and the mobile terminal according to the
fifth aspect as previously described.

BRIEF DESCRIPTION OF THE DRAWINGS

[0043] In the following, the invention will further be
described with reference to exemplary embodiments illus-
trated in the figures, in which:

[0044] FIG. 1 is a schematic illustration of a system com-
prising two mobile terminals, an authentication server and a
network;

[0045] FIG. 2 is a schematic illustration of a device
embodiment of the authentication server of FIG. 1;

[0046] FIG. 3 is a schematic illustration of a second device
embodiment of one of the mobile terminals shown in FIG. 1;
[0047] FIG. 4 is a schematic illustration of a first method
embodiment performed in the first device embodiment of
FIG. 2;

[0048] FIG. 5is a schematic illustration of a second method
embodiment performed in the second device embodiment of
FIG. 3; and

[0049] FIG. 6 is a schematic illustration of a third method
embodiment.

DETAILED DESCRIPTION
[0050] In the following description, for purposes of expla-

nation and not limitation, specific details are set forth, such as
specific network topologies including particular network
nodes, communication protocols etc., in order to provide a
thorough understanding of the present invention. It will be
apparent to one skilled in the art that the present invention
may be practiced in other embodiments that depart from these
specific details. For example, the skilled person will appreci-
ate that the present invention may be practiced with any
application which can be executed by a mobile terminal.
Further, although the examples below will be explained with
respect to Hypertext Transfer Protocol (HTTP) authentica-
tion, other authentication techniques can be used instead or in
addition. Also, the applications may be hosted by any network
to which mobile or stationary users may attach. For example,
the invention is applicable to, besides cellular networks,
WLAN, Bluetooth, DVB or similar wireless networks, but
also to wireline networks such as, for example, the intranet of
a company with some or many separated subsidiaries or the
Internet.

[0051] Those skilled in the art will further appreciate that
functions explained hereinbelow may be implemented using
individual hardware circuitry, using software functioning in
conjunction with a programmed microprocessor or a general
purpose computer, using an application specific integrated
circuit (ASIC) and/or using one or more digital signal pro-
cessors (DSPs). It will also be appreciated that when the
present invention is described as a method, it may also be
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embodied in a computer processor and a memory coupled to
aprocessor, wherein the memory is encoded with one or more
programs that perform the methods disclosed herein when
executed by the processor.

[0052] As stated in section “Summary” above, the general
idea of the disclosure is to host and execute apps developed
for smartphones and Tablet PCs in the network rather than on
the client. In other words, the present disclosure proposes a
new way of accessing and using apps which offers quite some
improvements and advantages compared to current solutions.
[0053] FIG. 1 illustrates the architecture of particular
embodiments and shall be used to provide a detailed technical
description:

[0054] FIG.1 schematically shows two mobile terminals as
user clients, namely a first mobile terminal 10 and a second
mobile terminal 20. As exemplarily illustrated in FIG. 1, user
A is using the first mobile terminal 10 as its user client and
user B is using the second mobile terminal 20 as its user client.
The mobile terminals 10, 20 may be any mobile device
capable of wireline or wireless communication techniques. In
this respect, the mobile terminals 10, 20 may be mobile
phones (e.g., smartphones), laptops, Tablet PCs, PDAs or the
like. The mobile phones may be User Equipments (UEs)
suitable for communicating in the Universal Mobile Tele-
communications System (UMTS), 3GPP Long Term Evolu-
tion (LTE) or LTE advanced environment and/or may be
mobile terminals suitable for communication in a Global
System for Mobile Communications (GSM) environment.
[0055] Both mobile terminals 10, 20 can establish a con-
nection, e.g. a wireless connection, with an authentication
server 30. The authentication server 30 itself can establish a
connection, e.g. a wireline or wireless connection, with a
network 40 which is in FIG. 1 exemplarily referred to as a
cloud based network 40. A cloud based network is a network
of resources which is based on the logic of cloud computing.
However, the network 40 may be any network which is
capable of hosting and executing applications.

[0056] As further schematically illustrated in FIG. 1, a plu-
rality of applications Capps) are hosted in the cloud based
network 40. In FIG. 1, the cloud based network 40 exemplar-
ily hosts eleven applications. However, this number is merely
exemplary due to limited space. The cloud based network 40
may host any number of applications, like several hundreds,
thousands, ten thousands, hundred thousands or even mil-
lions of applications. The applications are developed for the
mobile terminals 10, 20 such that they can normally be
executed by the mobile terminals 10, 20. The applications are
ordinary applications which could principally also be down-
loaded to the mobile terminals 10, 20, as known in the art, so
that the downloaded applications could then be executed on
the mobile terminals 10, 20 themselves.

[0057] InFIG. 1, the apps developed for smartphones and
Tablet PCs are located in the network 40 and the idea is to not
download them to the client, i.e. the mobile terminals 10, 20
shown in FIG. 1, but to execute them in the cloud, i.e. the
network 40. The cloud based network 40 is illustrated at the
top of FIG. 1. As stated above, the cloud based network 40 is
a network of resources which is based on the logic of cloud
computing. Cloud computing is a model for enabling on-
demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, appli-
cations, and services) that can be rapidly provisioned and
released with minimal management effort or service provider
interaction. This setup is known from cloud based services
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such as web mail or online banking. It has not been used
though for provision of apps developed for smartphones and/
ortablet PCs. The setup described in this disclosure allows the
execution of more complex applications as the processing
power in the network 40 is larger than the one on the client, i.e.
the mobile terminals 10, 20.

[0058] At the bottom of FIG. 1, there are two users A and B
illustrated. The users’ clients, i.e. the mobile terminals 10, 20
in the exemplary configuration shown in FIG. 1, which can be
a smartphone, a Tablet PC or any other type of device able to
run apps, are considered to have one operating system native
master app installed on their client. Through the master app,
the client (one or both of the mobile terminals 10, 20) can
connect to the network 40 and get access to the apps in the
cloud, namely the network 40 via the authentication server
30. The apps are displayed on the client (on one or both of the
mobile terminals 10, 20). The term “master app” is used to
describe the software running on the client which allows
connection to the apps in the cloud 40 and which handles the
authentication on the client side. The authentication can be
performed by providing the user credentials to the authenti-
cation server 30, which is described below. Other terms may
also be used to describe the software which performs the
functions of the master app.

[0059] Asstated above, FIG. 1 also shows an authentication
server (AS) 30 proposed by the disclosure. The key function-
alities of the authentication server 30 are to maintain user
accounts and to keep an overview of apps which are available
in the cloud based network 40, e.g. in the form of a list. The
users A and B interact with the authentication server 30
shown in FIG. 1 as described below, e.g. by means of the
mobile terminals 10, 20. The users A, B create their user
accounts with the help of the master app (running on each of
the mobile terminals 10, 20). Each user A, B can specify an
own username and a password. Via HT'TP Basic or Digest
Authentication, the users A, B authenticate towards the
authentication server 30. The authentication server 30 then
offers the authenticated users A, B the possibility to define a
set of apps which shall be remotely available on the client of
the user (on one the mobile terminals 10, 20). It is also
possible that each user A, B defines different profiles (as
exemplarily shown in FIG. 1: profiles A.1 and A .2 for user A
and profiles B.1 and B.2 for user B) based on time, location or
any other type of parameter. This allows the possibility to
have different sets of available apps based on the different
user profiles A.1, A2, B.1, B.2.

[0060] For example, user A may have created a user
account on the authentication server 30. Furthermore, user A
created two profiles, A.1 and A.2, on that server as part of the
user account e.g. A.1 might indicate that user A is “at work™
and A.2 “at home”.

[0061] For each profile A.1, A.2, user A can choose a list of
apps which shall be remotely available on the client, i.e. the
mobile terminal 10. FIG. 1 illustrates that an app which
belongs to the user profile A.1 may also belong to user profile
A2 of the same user. An app can also belong to profiles of
different users such as profile A.2 and B.2, where B.2 is a
profile created by user B. This is possible as the network 40
which hosts and executes the apps offers cloud based charac-
teristics and services such as multi tenancy i.e. a single
instance of the software runs on a server, serving multiple
clients (tenants). That means, the one app can be offered to
many different clients, e.g. the mobile terminals 10, 20, at the
same time. The authentication server 30 can suggest a pre-
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defined set of apps for a user profile. In that way the user (user
A and/or B) can get an idea of what the profiles can be used
for. A profile “at home” may trigger provision of apps which
are different to the ones provided based on the profile “at
work”. This is because the needs can be different at different
points in a day time. These needs can be indirectly shown by
the profiles.

[0062] Inother words, the different profiles A.1, A.2 of user
A can be created based on different needs or user behaviour of
the user A and can in this way represent the different needs or
user behaviour (e.g. during day time, on different terminals
and so on) of the user A. The same applies to the user profiles
6.1 and B.2 of user B.

[0063] Instead of being used by different users A, B, the
mobile terminals 10, 20 may be different terminals like a
mobile phone and a Tablet PC of the same user.

[0064] After a successful authentication of a user A, B
towards the authentication server 30, the user A, B can then
choose one of the defined user profiles A.1, A.2, B.1, B.2.
Afterwards, the authentication server 30 establishes a con-
nection to the app-hosting network 40 and provides access to
the specified apps. The user’s A, B master app is then allowed
to connect to the apps using web and internet protocols such
as HTTP and is able to access and display the contents of the
apps executed in the network 40.

[0065] FIG. 2 schematically illustrates the authentication
server 30 for providing remote access from the mobile termi-
nals 10, 20 to the plurality of applications hosted in the
network 40. The authentication server 30 comprises a deter-
mining component 34 and a remote access component 36.
The authentication server 30 may further additionally com-
prise a receiving component 32 and a storing component 38
(the dashed lines indicate that the receiving component 32
and the storing component 38 are optional). The functionality
of the authentication server 30 will be further described with
respect to FIG. 4 below.

[0066] FIG. 3 schematically illustrates the mobile terminal
10 as one of the clients shown in FIG. 1. However, the mobile
terminal 20 may be configured accordingly.

[0067] The mobile terminal 10 for obtaining remote access
to the plurality of applications hosted in the network 40 com-
prises a requesting component 12 and an obtaining compo-
nent 14. The mobile terminal 10 may further comprise an
executing component 16 (the dashed lines indicate that the
executing component 16 is optional). The functionality of the
mobile terminal 10 will be further described with respect to
FIG. 5 below.

[0068] FIG. 4 shows a first method embodiment performed
in the authentication server 30 of FIG. 2.

[0069] If one of the mobile terminals 10, 20 is requesting
access to the applications hosted in the network 40 (in the
following it is assumed without limitation that the mobile
terminal 10 is requesting access), the mobile terminal 10 is
providing, e.g.

[0070] transmitting, authentication information to the
authentication server 30. The authentication information
serves to identify the user of the mobile terminal 10 to the
authentication server 30. The receiving component 32 may
receive the authentication information from the mobile ter-
minal 10 and may forward the authentication information to
the determining component 34. The determining component
34 of the authentication server 30 obtains the authentication
information and is adapted to determine, in step 402, whether
to allow remote access from the mobile terminal 10 request-
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ing access to the network 40. For determining the foregoing,
the determining component 34 considers the authentication
information provided by the mobile terminal 10.

[0071] The determining component 32 may further be in
connection with the storing component 38. If it is determined
in step 402 that remote access is allowed, the determining
component 34 may compare the authentication information
with a plurality of authentication information stored in the
storing component 38. The plurality of authentication infor-
mation stored in the storing component 38 may be a plurality
of different user profiles stored for different users which have
submitted their user profiles to the authentication server. In
other words, the storing component 38 may comprise all user
profiles of users which have previously created user accounts
withuser profiles and have submitted these user profiles to the
storing component 38. The plurality of authentication infor-
mation (e.g., the user accounts and user profiles) may be
submitted by the users to the storing component 38 via the
receiving component 32. For example, a user can submit
his/her user profiles to the receiving component 32 which can
then forward this information to the storing component 38. In
this way, a plurality of user profiles can be received by the
receiving component 32 and forwarded to the storing com-
ponent 38 for storing the user profiles. The plurality of
authentication information (e.g., the different user profiles)
stored in the storing component 38 indicate the applications
hosted in the network which the user corresponding to the
authentication information is allowed to access.

[0072] The determining component 34 is adapted to com-
pare the received authentication information with the plural-
ity of authentication information stored in the storing com-
ponent 38. If the received authentication information
corresponds to one of the plurality of authentication informa-
tion stored in the storing component 38 (e.g., if the received
user account and/or user profiles matches one the of user
accounts and/or user profiles stored in the storing component
38), the determining component 34 identifies, in accordance
with the authentication information which has been identified
to correspond to the received authentication information,
which applications the user (requesting access) is allowed to
access. The determining component 34 forwards information
indicating which applications the user is allowed to access to
the remote access component 36. The remote access compo-
nent then provides the remote access from the mobile termi-
nal 10 only to the applications which the user is allowed to
access (step 404). If the determining component 34 identifies,
by comparing the received authentication information with
the plurality of authentication information stored in the stor-
ing component 38, that the received authentication informa-
tion does not correspond (does not match) with any of the
stored authentication information, it denies the access, i.e. the
user corresponding to the authentication information is not
allowed to remotely access any of the applications hosted in
the network 40.

[0073] FIG. 5 shows a second method embodiment per-
formed in the mobile terminal 10 of FIG. 3 (the method can
similarly also be carried out in the mobile terminal 20). At
first, the requesting component 12 of the mobile terminal 10
is requesting remote access to the plurality of applications
hosted in the network (step 502). For this purpose, the
requesting component 12 is adapted to signal authentication
information (e.g. information related to the user account and/
or user profiles of a user of the mobile terminal 10) to the
receiving component 32 of the authentication server. If
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remote access is allowed by the authentication server 30, e.g.
as described above with respect to FIGS. 2 and 4, the obtain-
ing component 14 is adapted to obtain remote access to the
applications hosted in the network, to which the remote
access has been allowed by the authentication server (step
504). Finally, one of the applications to which remote access
has been obtained can be carried out (executed) by the execut-
ing component 16 (step 506). The last step is, however, only
optional.

[0074] A flow chart illustrating the steps for user account
creation, authentication and accessing the apps is given in
FIG. 6. FIG. 6 schematically shows the mobile terminal 10 of
FIG. 3, the authentication server 30 of FIG. 2 and the network
40. FIG. 6 exemplarily shows only one client, namely the
mobile terminal 10 being attached to the authentication server
30 and via the authentication server 30 to the app hosting
network 40. It goes without saying that multiple (not illus-
trated) clients may be connected or may connect to the
authentication server 30, e.g. the mobile terminal 20 and
further mobile terminals.

[0075] Steps 602 to 608 in FIG. 6 relate to the creation of a
user account by means of and in the client, i.e. the mobile
terminal 10.

[0076] The user first requests, in step 602, the creation of a
user account for example using HTTP Digest or Basic
Authentication towards the authentication server 30. The
authentication server then confirms that the user account has
been created (step 604). Afterwards, user profiles can be
created for that user account (step 606). The user profiles are
created by the users, usually on their clients, and contain
information on the users’ location, given timeframes (where
the user is at what times) and any other type of information
which can specify a need for a specific set of apps to be
provided.

[0077] In the example shown in FIG. 6, two user profiles
A.1 and A.2 are created by the user A. This is, however,
merely exemplary and the user may create any number of user
profiles for its user account, e.g. one, three, four, five, six, or
more than six user profiles for the same user account. The user
profiles A.1, A.2 do not necessarily have to be created on one
specific client which is later used for accessing the applica-
tions. It is conceivable that the user creates a user account
using a first client, e.g. a stationary client like a PC, and later
accesses the user account using a second client, e.g. a mobile
client like a smartphone (e.g., the mobile terminal 10), for
obtaining remote access to the applications. Finally, the
authentication server 30 confirms that the user profile(s) has/
have been created (step 608).

[0078] The authentication and accessing procedure is per-
formed in steps 610 to 620 after the user account and possibly
also user profiles have been created in steps 602 to 608. The
user authenticates itself at the authentication server 30 e.g. by
inputting authentication information like a user name and a
password (step 610). Other authentication procedures using
voice recognition techniques are also conceivable and can be
used independent from or in addition to the user input.
[0079] After successful authentication, the authentication
server 30 establishes a connection to the network 40 hosting
the apps in order to retrieve the connection data to the apps
(steps 612 and 614) to which remote access is allowed in
accordance with the authentication information. In step 616,
a confirmation message is transmitted to the mobile terminal
10 to confirm that the user has been successfully authenti-
cated. The authentication itself is, however, performed before
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the connecting data is requested and retrieved from the net-
work 40. In FIG. 6, the step 616 (confirmation message) is
carried out after the connection data is retrieved by the
authentication server 30 (steps 612, 614). However, the con-
firmation message (step 616) may also be sent before the steps
612 and 614 for retrieving the connection data. These con-
nection data may include URIs or URLs and are sent to the
user’s client by the Authentication Server (step 618).

[0080] The client through the master app has then the pos-
sibility to access the apps in the network e.g. via HTML (step
620).

[0081] To summarize these steps, the authentication server
30 may provide the main business logic of the present
embodiments and act as a gateway between the end user (e.g.,
the mobile terminal 10, 20 as the client of the end user) and the
cloud based network 40. The authentication server 30 authen-
ticates an end user towards the network 40 and applies acces-
sibility to the configured sets of apps. The authentication
server 30 also maintains the user accounts and the corre-
sponding user profiles A.1, A.2, B.1, B.2.

[0082] In particular embodiments, some or all of the func-
tionality described above as being provided by the authenti-
cation server 30 or user devices may be provided by proces-
sors executing instructions stored on a computer-readable
medium. Alternative embodiments may include additional
components that may be responsible for providing certain
aspects of the authentication server’s 30 or user device’s
functionality, including any of the functionality described
herein and/or any functionality necessary to support the solu-
tion described herein.

[0083] Further, the authentication server 30 can send infor-
mation to the users on updates in apps related to the user
profiles of each user or inform them on new apps. Change in
the location of a user can be communicated to the authenti-
cation server 30 either manually from the user or automati-
cally, based on a regular location update mechanism triggered
by the user’s client. This can in turn trigger the authentication
server 30 to notify the client of new apps fitting to the profile
change executed due to the location update.

[0084] There are some advantages coming along with the
described embodiments.

[0085] First, the end-user does not have to take care on
versioning of the apps. The latest version of an app will
always be provided remotely by the network 40 and has not to
be downloaded to the client, e.g. the mobile terminals 10, 20,
manually.

[0086] Second, the app can be used independent of the
client’s operating system. Only one operating system native
app (i.e. master app) has to be installed on the client, e.g. the
mobile terminals 10, 20.

[0087] Furthermore, the configuration settings for an app
when used on different devices can always be the same as they
are also stored in the network 40.

[0088] The app providers also only have to publish one app
for all devices and operating systems. That simplifies the
development of an app a lot.

[0089] Then, the client, e.g. smartphone or Tablet PC,
requires less hardware resources like memory and CPU as the
business logic is executed in the network 40. This provides
completely new opportunities and possibilities for app devel-
opers as the apps can be more complex and their hardware
requirements can be larger.

[0090] Besides, the different profiles A.1, A.2 of a user
account guarantee that only the apps are made available on the
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client, e.g. the mobile terminal 10, which are really needed at
a certain point in time. Having this, the available apps can be
accessed in a faster and easier way and also bandwidth can be
saved.

[0091] In the end, the new network setup, i.e. hosting and
executing apps in the network 40, also offers completely new
business opportunities as the network 40 can be managed and
run by operators who right now do not have business in
smartphone apps except offering bandwidth for downloading
the apps to the client.

[0092] The present disclosure solves this problem by
applying another maintenance procedure with version control
handled in the network 40, i.e. on the server side rather than
client focused.

1. A method of providing remote access from a mobile
terminal to a plurality of applications hosted in a network,
wherein the method comprises the steps of:

determining, by an authentication server, based on authen-

tication information received from the mobile terminal,
whether to allow remote access from the mobile terminal
to the network;

providing, by the authentication server, remote access from

the mobile terminal to the plurality of applications
hosted in the network, based on it being determined that
the remote access is allowed, wherein the remote access
allows executing the plurality of applications in the net-
work; and

executing a selected application in the network rather than

on the mobile terminal based on a user selection of any
one of the applications hosted in the network via a mas-
ter application installed on the mobile terminal.
2. The method of claim 1, wherein the determining step and
the providing step comprise:
determining, by the authentication server based on the
authentication information, a set of applications,
wherein the set of applications comprises one or more of
the plurality of applications hosted in the network; and

providing, by the authentication server, remote access from
the mobile terminal only to the one or more applications
contained in the set of applications.

3. The method of claim 2, wherein the step of determining
the set of applications comprises at least one of determining
the set of applications from one or more sets of applications
maintained in the authentication server based on the authen-
tication information and choosing the set of applications from
the one or more sets of applications based on a user input of a
user of the mobile terminal.

4. The method of claim 3, wherein at least a subset of the
one or more sets of applications comprises different ones of
the plurality of applications hosted in the network.

5. The method of claim 3, wherein at least a subset of the
one or more sets of applications comprises the same of the
plurality of applications hosted in the network.

6. The method of claim 3, wherein each of the one or more
sets of applications are predefined in a user profile of a user
account, wherein the user account is specific to a user of the
mobile terminal and is maintained in the authentication
server.

7. The method of claim 1, wherein the step of providing
remote access includes the steps of requesting, by the authen-
tication server, connecting data to the plurality of applications
hosted in the network, based on it being determined that the
remote access is allowed, retrieving, by the authentication
server, the connecting data to the applications hosted in the
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network and transmitting, by the authentication server, the
retrieved connecting data to the mobile terminal.

8. The method of claim, wherein the step of requesting
connecting data comprises the step of requesting, by the
authentication server, only the connecting data to the appli-
cations contained in the set of applications.

9. A method of obtaining remote access from a mobile
terminal to a plurality of applications hosted in a network,
wherein the method comprises the steps of:

requesting by the mobile terminal, remote access to the
plurality of applications hosted in the network by sig-
naling authentication information;

obtaining, by the mobile terminal, remote access to the
plurality of applications hosted in the network, based on
it being determined, based on the authentication infor-
mation, that remote access is allowed, wherein the
remote access allows executing the plurality of applica-
tions in the network;

selecting, by a user, any one of the applications hosted in
the network via a master application installed on the
mobile terminal so as to execute the selected application
in the network rather than on the mobile terminal.

10. The method of claim 9, further comprising the step of
executing, by the mobile terminal, one of the plurality of
applications in the network after obtaining remote access to
the plurality of applications.

11. The method of claim 9, further comprising the step of
creating, by the mobile terminal, a user account in the authen-
tication server, wherein the user account is accessible by
means of the authentication information.

12. The method of claim 11, wherein the step of creating
the user account further comprises creating one or more user
profiles in the user account, wherein each of the one or more
user profiles specifies a set of applications comprising one or
more of the plurality of applications hosted in the network.

13. A computer program product comprising program code
portions for performing the steps of claim 1 when the com-
puter program product is run on a computer system.

14. The computer program product of claim 13, stored on
a non-transitory computer-readable recording medium,

15. An authentication server for providing remote access
from a mobile terminal to a plurality of applications hosted in
a network, wherein the authentication server comprises:

a determining component adapted to determine based on
authentication information received from the mobile ter-
minal, whether to allow remote access from the mobile
terminal to the network; and

a remote access component adapted to provide remote
access from the mobile terminal to the plurality of appli-
cations hosted in the network, based on being deter-
mined that the remote access is allowed, wherein the
remote access allows executing the plurality of applica-
tions in the network, and to execute a selected applica-
tion in the network rather than on the mobile terminal
based on a user selection of any one of the applications
hosted in the network via a master application installed
on the mobile terminal.

16. The server of claim 15, wherein the determining com-
ponent is further adapted to determine based on the authen-
tication information, a set of applications, wherein the set of
applications comprises one or more of the plurality of appli-
cations hosted in the network, and the remote access compo-
nent is further adapted to provide remote access from the
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mobile terminal only to the one or more applications con-
tained in the set of applications.

17. The server of claim 16, wherein the server further
comprises a storing component adapted to maintain one or
more sets of applications and the determining component is
further adapted to at least one of determine the set of appli-
cations from the one or more sets of applications based on the
authentication information and to receive a user input of a
user of the mobile terminal for choosing the set of applica-
tions from the one or more sets of applications.

18. The server of claim 17, wherein the storage component
is further adapted to maintain one or more user profiles of a
user account, wherein the user account is specific to a user of
the mobile terminal and each of the one or more user profiles
specifies one of the one or more sets of applications.

19. The server of claim 15, wherein the remote access
component is further adapted to request connecting data to
the plurality of applications hosted in the network, based on it
being determined that the remote access is allowed, to retrieve
the connecting data to the applications hosted in the network
and to transmit the retrieved connecting data to the mobile
terminal.

20. A mobile terminal for obtaining remote access to a
plurality of applications hosted in a network, wherein the
mobile terminal comprises:

a requesting component adapted to request remote access
to the plurality of applications hosted in the network by
signaling authentication information; and

an obtaining component adapted to obtain remote access to
the plurality of applications hosted in the network, based
on it being determined, based on the authentication
information, that remote access is allowed, wherein the
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remote access allows executing the plurality of applica-
tions in the network, and to select, by a user, any one of
the applications hosted in the network via a master appli-
cation installed on the mobile terminal so as to execute
the selected application in the network rather than on the
mobile terminal.

21. The mobile terminal of claim 20, further comprising an
executing component adapted to execute one of the plurality
of applications hosted in the network.

22. A system for providing remote access from a mobile
terminal to a plurality of applications hosted in a network,
wherein the system comprises:

the network hosting a plurality of applications;

the authentication server of claim 15; and

amobile terminal for obtaining remote access to a plurality
of applications hosted in a network, wherein the mobile
terminal comprises:

a requesting component adapted to request remote access
to the plurality of applications hosted in the network by
signaling authentication information; and

an obtaining component adapted to obtain remote access to
the plurality of applications hosted in the network, based
on it being determined, based on the authentication
information, that remote access is allowed, wherein the
remote access allows executing the plurality of applica-
tions in the network, and to select, by a user, any one of
the applications hosted in the network via a master appli-
cation installed on the mobile terminal so as to execute
the selected application in the network rather than on the
mobile terminal.



