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VEHICLE-DATA ANALYTICS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This patent application is a continuation of U.S.
patent application Ser. No. 16/510,942 filed 14 Jul. 2019,
titled “VEHICLE-DATA ANALYTICS,” which claims the
benefit of U.S. Provisional Patent Application 62/698,042,
filed 14 Jul. 2018, titled AUTOMOTIVE-DATA ANALYT-
ICS. The entire content of each afore-mentioned patent filing
is hereby incorporated by reference.

BACKGROUND

1. Field

[0002] The present disclosure relates generally to comput-
ing and, more specifically, to vehicle data analytics.

2. Description of the Related Art

[0003] Traditionally, those analyzing large quantities of
data related to user geolocations have processed data from
mobile devices, like intermittently reported geolocations.
Systems suitable for these use cases are not expected to
accommodate geolocation data and related data streams
from automobiles or other vehicles. These vehicles may
possess a variety of electronic devices such as geolocation
devices, sensor suites, and transmitters can be positioned in
a variety of vehicles. Such vehicles may include remotely-
controlled vehicles, semi-autonomous vehicles, and fully
autonomous vehicles. These vehicles are capable of provid-
ing relatively high-accuracy, high-dimensional, high-band-
width data that challenge the limits of such traditional
analysis. Examples of such data include geolocation with
centimeter-level accuracy being provided every 1 to 500
milliseconds. This geolocation data can be paired with data
feeds from high-dimensional data such as video feeds, light
detection and ranging (LIDAR) feeds, ultrasonic depth sen-
sors, and on-board vehicle diagnostic sensors.

[0004] The dimensionality and frequency of geolocation
data and associated sensor data available from a vehicle
provides an opportunity to extract insights and provide
actionable data to various stakeholders in the transportation
and infrastructure community. However, existing data infra-
structures are not prepared to exploit or even ingest the
high-dimensional, high-frequency data available from mod-
ern vehicles. This is due in part to the limitations of existing
infrastructure to process the amount and variety of data from
a single vehicle or multiple vehicles. However, merely
adding more computing power to the mix is not expected to
address the issue. The frequency, sparseness, and multi-
dimensional nature of vehicle sensor data makes traditional
analysis difficult to effectively perform at scale and reduces
the confidence in any analysis results. This issue is exacer-
bated when a plurality of vehicles may report a different set
of sensor measurements at different calibrations and stan-
dards.

SUMMARY

[0005] The following is a non-exhaustive listing of some
aspects of the present techniques. These and other aspects
are described in the following disclosure.

[0006] Some aspects include a process that includes pro-
cessing and transferring sensor data from vehicles across
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different computing levels for machine-learning operations
to compute adjustments for the vehicle control systems.

[0007] Some aspects include a process that includes
obtaining a first set of geolocations, a first set of control-
system data, and a first set of vehicle proximity data using
a first set of sensors, wherein: the first set of sensors is
attached to a first vehicle, the first vehicle includes one or
more processors executing a first vehicle application oper-
ating as a part of a vehicle computing layer, wherein the
vehicle computing layer comprises a set of vehicle applica-
tions operating on a first set of processors, wherein each of
the first set of processors are attached to one or more
vehicles, the first set of geolocations, the first set of control-
system data, the a first set of vehicle proximity data are
concurrently obtained, the first set of control-system data
comprises data indicating a use of a control system of the
first vehicle, and the first set of vehicle proximity data
comprises data corresponding to a distance to an object from
the first vehicle; inferring, using the one or more processors
attached to the first vehicle, a first set of vehicle computing
layer results based on the first set of control-system data and
the first set of vehicle proximity data using a neural network
executing on the vehicle computing layer; sending the first
set of vehicle computing layer results and the first set of
geolocations to a local application executing on a local
computing layer, wherein the local application comprises a
neural network executing on the local computing layer, and
wherein the local application also is configured to receive a
second set of vehicle computing layer results and second set
of geolocations from a second vehicle; training the neural
network executing on the local computing layer to determine
a first set of local computing layer results based on the first
set of control-system data, the first set of geolocations, and
a second set of control-system data from a second vehicle,
wherein: the first set of local computing layer results com-
prises a control-system adjustment value, wherein the con-
trol-system adjustment value is at least one of a parameter
used by the control system to determine a vehicle response
of the first vehicle to an operator-effected change on the
control system or a change in the parameter, and sending the
first set of local computing layer results to a top-view
application executing on a top-view computing layer,
wherein the top-view computing application comprises a
neural network executing on the top-view computing layer,
and wherein the top-view computing application also
receives a second set of local computing layer results and
third set of geolocations from a third vehicle; training a
top-view computing neural network based on the first set of
local computing layer results to determine a top-view con-
trol-system adjustment value based on a region containing
the first set of geolocations, the second set of geolocations,
and the third set of geolocations, wherein the top-view
control-system adjustment value is different from the con-
trol-system adjustment value; updating the control-system
adjustment value based on the top-view control-system
adjustment value; transmitting the control-system adjust-
ment value to the first vehicle; and adjusting a vehicle
response to an operator-effected change in the first vehicle
based on the control-system adjustment value.

[0008] Some aspects include a tangible, non-transitory,
machine-readable medium storing instructions that when
executed by a data processing apparatus cause the data
processing apparatus to perform operations including the
above-mentioned process.
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[0009] Some aspects include a system, including: one or
more processors; and memory storing instructions that when
executed by the processors cause the processors to effectuate
operations of the above-mentioned process.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The above-mentioned aspects and other aspects of
the present techniques will be better understood when the
present application is read in view of the following figures
in which like numbers indicate similar or identical elements:
[0011] FIG. 1 is a schematic diagram of a first computing
environment in which various machine-learning infrastruc-
ture may be implemented with the present techniques in
accordance with some embodiments;

[0012] FIG. 2 is a logical-and-physical-architecture block
diagram illustrating a computing environment in which
various learning infrastructure may be implemented with the
present techniques in accordance with some embodiments;
[0013] FIG. 3 is a flowchart of a process that may be
implemented in the computing environments of FIG. 1 or 2
to compute results for vehicles in accordance with some
embodiments; and

[0014] FIG. 4 shows an example of a computing device by
which the present techniques may be implemented in accor-
dance with some embodiments.

[0015] While the present techniques are susceptible to
various modifications and alternative forms, specific
embodiments thereof are shown by way of example in the
drawings and will herein be described in detail. The draw-
ings may not be to scale. It should be understood, however,
that the drawings and detailed description thereto are not
intended to limit the present techniques to the particular
form disclosed, but to the contrary, the intention is to cover
all modifications, equivalents, and alternatives falling within
the spirit and scope of the present techniques as defined by
the appended claims.

DETAILED DESCRIPTION

[0016] To mitigate the problems described herein, the
inventors had to both invent solutions and, in some cases just
as importantly, recognize problems overlooked (or not yet
foreseen) by others in the field of data analytics. Indeed, the
inventors wish to emphasize the difficulty of recognizing
those problems that are nascent and will become much more
apparent in the future should trends in industry continue as
the inventors expect. Further, because multiple problems are
addressed, it should be understood that some embodiments
are problem-specific, and not all embodiments address every
problem with traditional systems described herein or provide
every benefit described herein. That said, improvements that
solve various permutations of these problems are described
below.

[0017] Some embodiments may implement a federated
machine-learning architecture that supports active learning
to infer things about vehicles, drivers, and places based on
relatively high-bandwidth on-board and road-side sensor
feeds. Some embodiments may distribute computing
resources hierarchically, e.g., at the vehicle (or sub-system,
like braking system) level, at the neighborhood level, at the
regional level, and at supra-regional levels, and lower-level
computing resources may, in effect, apply a form of lossy-
compression to data from lower-levels with machine-learn-
ing techniques before reporting results upward as inputs to
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high levels of the architecture. Examples of suitable
machine-learning approaches include supervised machine-
learning techniques, un-supervised machine-learning tech-
niques, and reinforcement learning. Some embodiments
may combine various models at various layers, in some
cases optimizing model parameters according to an objec-
tive function solely within the context of one of the models,
or in some cases, optimizing model parameters across mod-
els as well, e.g., with global optimization of some param-
eters.

[0018] The resulting suite of trained machine-learning
models may be used to various ends. In some cases, vehicle
manufacturers or fleet operators may configure various
adjustable attributes of vehicles to make the vehicles more
suitable for a given operator, place, time, or combination
thereof. In some cases, governmental agencies may take
responsive action to re-configure roadways and other infra-
structure responsive to outputs of the machine-learning
models, particularly at higher levels of the hierarchy. In
some cases, fleet operators (e.g., in trucking, ride-share
platforms, or delivery services) may adjust routing of con-
figuration of fleet over geographic areas responsive to out-
puts of the trained models. In some embodiments, geo-
graphic information systems may be enriched to encode
attributes of road segments, intersections, and other places
of interest inferred by the machine-learning models. In some
embodiments, parts makers, like tier 1 parts makers, may
adjust the configuration or design of parts based on outputs
of the machine-learning models. In some cases, insurance
companies and road-side service providers may customize
offering for consumers and fleet operators based on outputs
of the trained models.

[0019] FIG. 1 is a schematic diagram of a first computing
environment in which various machine-learning infrastruc-
ture may be implemented with the present techniques in
accordance with some embodiments. In some embodiments,
the computing environment 100 may be configured to miti-
gate some of the above-described problems. For example,
the computing environment 100 may be configured to miti-
gate various challenges associated with using computer
systems to process vehicle data, like vehicle geolocation
histories, vehicle sensor data streams, and the like. Some
embodiments may use multi-layer hardware and software
infrastructure to implement a multilayer vehicle learning
infrastructure to receive vehicle sensor data and push con-
trol-system adjustments or other adjustment values based on
machine-learning operations comprising sensor data from
multiple vehicles, operator metrics stored in vehicle operator
profiles, or features associated with geographic locations. In
some embodiments, these vehicles may be in communica-
tion with an application executing on a local computing
layer or on a top-view computing layer or cloud-based
computing system via a cellular tower or other wireless base
station. A wireless base station may be in wired communi-
cation with a data center or other computing device of a local
computing layer. Alternatively, or in addition, the wireless
base station may be in wired communication with a cloud-
based computing application or service operating on a
top-view computing layer. For example, the base stations
may serve as access points on cellular or Wi-Fi™ networks
for collections of sensor data of vehicles within wireless
range of the respective base stations (e.g., in wireless ad hoc
or centrally managed mesh networks). In some embodi-
ments, the data center (or other computing device) used to
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compute results based on sensor data from one or more
vehicles may further communicate additional results or
application states to a centralized computing system or
additional data centers as part of a cluster.

[0020] In some embodiments, a multilayer vehicle learn-
ing infrastructure may be implemented to provide adjust-
ments to vehicle operations based on vehicle sensor data and
associated geolocation data. In some embodiments, the
multilayer vehicle learning infrastructure may ingest this
streamed data and apply different machine-learning opera-
tions based on a respective computing layer, wherein results
or application states may be communicated in varying
degrees between different instances and across different
computing layers. In some embodiments, the multilayer
vehicle learning infrastructure may include the execution of
different types of machine-learning operations and other
computation operations at a vehicle computing layer, a local
computing layer, and a top-view computing layer adapted to
the resources and bandwidth limitations of each layer.
[0021] Insome embodiments, a vehicle 102 traveling on a
road 160 may include a suite of vehicle sensors 104. The
vehicles sensors 104 may feed a large amount of diverse
sensor data to a multilayer vehicle learning infrastructure
that may infer various attributes about vehicles, vehicle
operators, or places through which the vehicle travels based
on this data. A large amount of data can include more than
50 Megabytes per mile or minute, more than 100 Megabytes
per mile or minute, or more than 1 Gigabyte per mile or
minute. In some embodiments, the sensor data can be
concurrently obtained. A diverse amount of sensor data can
include more than 5 types of sensor data, more than 10 types
of sensor data, or more than 50 types of sensor data. These
attributes can be combined to form vehicle profiles, operator
profiles, or location profiles, each which are further
described below and can be used to determine vehicle
adjustment values. In some cases, the profiles may be
implicit in trained machine-learning model parameters. In
addition, these attributes can be combined to provide risk
indicators for locations, vehicle types, or operator types,
wherein vehicle adjustment values can be pushed to vehicles
in response to one or more risk values meeting or exceeding
a risk threshold.

[0022] The sensor data from the vehicle sensors 104 may
include various types of data such as a geolocation, vehicle
proximity data, control-system data, motion-based sensor
data. Vehicle proximity data may include data about the
proximity of objects near the vehicle as obtained using
LIDAR, visual simultaneous localization and mapping,
radar readings, or other depth-sensor readings. In some
embodiments, vehicle proximity data for the proximity of
objects may include an object classification selected from an
ontology of objects such as bikes, pedestrians, cars, trucks,
motorcycles, stop signs, and the like. The vehicle proximity
data may also include use of an object orientation ontology
to classify the orientation or pose of one or more objects
relative to the vehicle, the movement or acceleration vectors
of that orientation or pose, and the like.

[0023] Control-system data may include data about com-
ponents of the vehicle that are directly controlled by a
vehicle operator. The control system of a vehicle may
include any component of a that directly controls the opera-
tions of one or more of elements the vehicle. For example,
a control system may include components such as a steering
wheel, brake pedal, accelerator pedal, turn signal switch,
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light switch, and the like. A control system can include
virtual elements displayed on a screen or augmented/virtual
reality glasses, wherein interaction between an operator and
the virtual elements controls an operation of the vehicle.
Control-system data may include data such as a steering
wheel angular velocity, cruise control speed, adaptive cruise
control behavior selection, applied braking force, whether or
not a turn signal is activated, and the like.

[0024] Motion-based sensor data may include any data
representing physical motion of a vehicle or a component of
the vehicle that can be captured by a motion sensor. Motion
sensors may include devices such as an accelerometer,
gyroscope sensor, compass, barometer, light-emitting diode
(LED) motion sensor, ultrasonic motion sensor, infrared
motion sensor, or other motion-sensing devices. Motion-
based sensor data may include vehicle velocity, vehicle
acceleration, a vehicle turn radius, vehicle impulse, wheel
slippage, and the like. For example, motion-based sensor
data can include a motion profile such as an acceleration
profile that includes a set of acceleration readings made by
an accelerometer over a time period.

[0025] Vehicle operations data may include data about an
operational status or condition of a vehicle, a component of
the vehicle, or a set of components of the vehicle. Vehicle
operations data may be acquired using a variety of sensors,
such as the sensors described above. Other vehicle opera-
tions data may be acquired with a temperature sensor,
chemical sensor, resistivity sensor, and the like. For
example, the vehicle may include diagnostic data such as the
temperature of one or more fluids in the vehicle, a fuel-air
ratio, the presence or concentration of oxygen in a car
exhaust, the rotations per minute, gear, tire pressure, battery
state for electrics, and the like.

[0026] For example, after seeing of an anomalous object
110, an operator of the vehicle 102 may activate a turn
signal, rotate a steering wheel, and press a brake pedal to
decelerate the vehicle. Control-system data in this example
may include values such as an angular rotation of the
steering wheel during the turning or the force profile (e.g.
force in Newtons over time) on the brake pedal during
deceleration. Motion-based data in this example may
include values such as a vehicle speed during the decelera-
tion or the turn radius of the vehicle. Vehicle operations data
may include values such as the loss in electric power from
the turn signal and an engine temperature measurement.
[0027] Vehicle sensors can sense various other types of
information such as locations, vehicle condition, vehicle
operator statuses or distances to objects in the vehicle’s
environment. For example, some channels of sensor data
may be expressed as a point cloud of vectors with an origin
corresponding to the vehicle’s location. Vehicle sensors may
include LIDAR, radar, or ultrasonic sensors. In addition, or
alternatively, some embodiments may include one or more
types of optical cameras, wherein optical cameras may
include stereoscopic arrays of cameras or other spatially
arrayed arrangements of cameras. The optical cameras may
provide sensor data for one or more processes to determine
results indicating a geometry of the vehicle’s surrounding
environment based upon variation in coloration, focus, par-
allax, projected structured light location, occlusion, or the
like in different video feeds from the different optical
cameras.

[0028] Some embodiments may include, as on-board
vehicle sensors, satellite navigation sensors such as global
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positioning system (GPS) sensors, Global Navigation Sat-
ellite System (GLONASS) sensors, Galileo sensors, etc. to
provide one or more geolocations. Some embodiments may
further include various radios configured to sense beacons
from terrestrial transmitters, like cell towers or WiFi™
access points, and location sensors on these vehicles may be
configured to triangulate a vehicle’s position based on such
signals.

[0029] Some embodiments may include, as on-board
vehicle sensors, one or more temperature sensors (e.g., for
air intake and exhaust), barometric pressure sensors, wind
speed sensors, road roughness sensors, sensors to detect a
distance to adjacent vehicles, light intensity sensors, inertia
sensors, sensors to perform dead reckoning based on mea-
sured wheel rotations, compasses, and the like. Examples
further include sensors informing OBD-II diagnostic state.

[0030] The vehicle 102 may include an onboard comput-
ing device 106 having one or more processors to perform
computations on the sensor data. In some cases, the com-
puting device is distributed on the vehicle, e.g., with a
collection of processors operating on data from various
sub-systems, like a braking sub-system, a transmission sub-
system, a vehicle entertainment sub-system, a vehicle navi-
gation sub-system, a suspension sub-system, and the like.
The onboard computing device 106 may use the computa-
tion results to perform one or more tasks, store the compu-
tation results in a vehicle profile or operator profile, or
transmit them to another computation layer. The vehicle
profile and operator profile can be any records or set of
records representing dynamic and static information about a
vehicle or operator, respectively. The vehicle profile may
include records indicative of miles driven, types of roads and
other street obstacles encountered, driver behavior while
operating the vehicle, and the like. For example, a vehicle
profile can store a timestamped history of sudden swerves,
objects detected to be within 10 centimeters of the vehicle,
and sudden decelerations in an event log. Similarly, an
operator profile may include various information about an
event history of a vehicle operator with respect to one or
more vehicles. In some embodiments, the one or more
vehicles may include one or more processors executing as a
part of a vehicle computing layer. For example, an operator
profile event log may be stored as an array of strings,
wherein each entry in the array may include at a vehicle
identifier and timestamp in conjunction with other pertinent
operational events such as “vehicle ILVICCRMNDO4;
2020-05-05 12:01; drove 3.5 hours no incident.”

[0031] The sensor data can include unprocessed sensor
data such as un-transformed digital data or analog data. For
example, the sensor data can include an array of values
representing distances detected using a LIDAR laser array
and a steering wheel angular velocity. The sensor data can
also include derived sensor data, wherein derived sensor
data is determined based on other sensor data. The derived
sensor data can be stored in a purely numerical or unsorted
array form. Alternatively, or in addition, the derived sensor
data can be transformed into an ordered or structured form,
such as a timestamped geolocation. For example, a time-
stamped geolocation can include an array, wherein a first
entry in the array represents latitude, a second entry in the
array represents a longitude, a third entry in the array
represents a time of recording, and a fourth entry in the array
represent a confidence radius centered around the latitude
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and longitude, wherein the confidence radius may be based
on the confidence in a GPS sensor.

[0032] Some embodiments may receive derived sensor
data determined using one or more built-in sensor-level
processing systems. For example, a vehicle sensor may
include an inertial measurement unit (IMU) (e.g., a three or
six-axis IMU) that may provide a numeric value represent-
ing a measured force as an unprocessed sensor data, and also
provide a classification value indicating that the measured
force satisfies a threshold value indicating that the force is
indicative of a potentially-fatal collision. Alternatively, or in
addition, some embodiments may generate derived sensor
data based on unprocessed sensor data or previously-derived
sensor data, as further described below.

[0033] The onboard computing device 106 may execute a
vehicle agent 108, wherein the vehicle agent 108 may be an
application and can act as a listener for sensor data. The
agent 108 may act as a listener by waiting for one or more
events and perform a set of tasks in response to the one or
more events occurring. For example, the event can include
receiving unprocessed sensor data or processed sensor data,
and the agent 108 may store sensor data or perform com-
putations in response. Alternatively, or in addition, the agent
108 may poll a set of sensor data, devices, or other appli-
cations to acquire sensor data. The vehicle agent 108 may
perform tasks such as data compression, feature reduction,
noise reduction, privacy filtering, machine-learning training
operations, and machine-learning prediction operations. As
further described below, the agent 108 may be part of a
distributed vehicular data processing suite. The vehicular
data processing suite may include a self-updating, dynamic
set of algorithmic implementations of learning models
which may partially execute on the onboard computing
device 106. Portions of the vehicular data processing suite
may also execute on a local computing layer or top-view
computing layer, as further described below.

[0034] In some embodiments, the onboard computing
device 106 may receive a plurality of channels of sensor data
from a plurality of sensors, e.g., more than 10, more than 20,
and in many expected commercially relevant use cases,
more than 50. In some cases, each channel may include one
or more streams of values that vary over time to encode
various endogenous or exogenous aspects of the vehicle or
its environment, respectively. In some cases, the values are
associated with one another by the device 106 across sensors
based on the time at which the values are received or
timestamps thereon. Some embodiments may group sensor
values in temporal buckets, e.g., grouping values based on
the most recent state every 10 ms, every 50 ms, every 500
ms, or more or less often. In some embodiments, one or
more machine-learning models executed by the onboard
computing device 106 may output one or more channels of
results based on various subsets of these input channels.
[0035] Computations and related activities may be per-
formed the vehicle agent 108, wherein the vehicle agent 108
can be part of the vehicle computing layer of a multilayer
vehicle learning infrastructure. While certain algorithms and
tasks are described below as being performed by an agent
being executed on a vehicle computing layer of the multi-
layer vehicle learning infrastructure, some embodiments
may perform these algorithms and other tasks at other layers
of the multilayer vehicle learning infrastructure. For
example, while this disclosure discusses an embodiment that
uses an autoencoder executing on a vehicle computing layer
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to reduce the feature space of sensor data, other disclosures
may use an autoencoder executing on a local computing
layer to reduce the feature space of data being transmitted
from the local computing layer. As further described below,
the vehicle agent 108 may perform one or more various tasks
related to processing sensor data, analyzing sensor data and
executing action in response to the sensor data analysis
result.

[0036] Some embodiments may implement lossless data
compression methods such as Run-length encoding, Lem-
pel-Ziv compression methods, Huffman coding methods or
arithmetic coding methods. For example, one or more pro-
cessors attached to a vehicle may apply the Lempel-Ziv 77
algorithm to perform a lossless compression of geolocation
data by scanning the geolocation data with a sliding window.
Alternatively, one or more processors attached to a vehicle
may implement lossy methods for data compression such as
transform coding methods, discrete cosine transforms, dis-
crete wavelet transforms, or fractal compression.

[0037] Some embodiments may use one or more agents
executing on the vehicle computing layer to perform a
machine-learning operation. In some embodiments, the
machine-learning operation may comprise a training opera-
tion to use sensor data as an input with the goal of mini-
mizing an objective function. For example, some embodi-
ments may apply a machine-learning operation trained to
predict the response profile of a braking event in response to
the detection of an object or an arrival at a particular
geolocation using a gradient descent method (e.g. batch
gradient descent, stochastic gradient descent, etc.) to mini-
mize an objective function. As another example, some
embodiments may apply a machine-learning operation
trained to predict the riskiest or most operationally vulner-
able portion of a vehicle based on sensor data comprising
internal engine temperature and pressure sensors, motion-
based sensors, and control-system sensors.

[0038] As further described below, results of a machine-
learning operation can include the output of the machine-
learning operation or state values of the machine-learning
operation itself. For example, a machine-learning operation
result may include a predicted acceleration pattern and the
particular hyperparameters, perceptron weights or biases
used in a neural network of the machine-learning operation.
Machine-learning results may be used to initiate or modulate
a start, stop, or change in vehicle operations. For example,
the vehicle agent 108 may use LIDAR sensor data to detect
and classify the presence of an anomalous object 110 and
play a visual and auditory warning message based on a
classification of the anomalous object 110 as a high-risk
object. Machine-learning results may also be transmitted to
a data center or other computing device in a local computing
layer. Furthermore, these machine-learning results may be
compressed, reduced, or encrypted before transmission. In
some cases, the training is on-board, or some embodiments
may offload training or obtain some or all model parameters
via transfer learning.

[0039] Some embodiments may generate or update a
vehicle profile or an operator profile that includes vehicle
data or operator data equal to or based on machine-learning
results. As further discussed below, updating a vehicle
profile may include generating a new vehicle profile, adding
information to an existing vehicle profile, merging two
vehicle profiles to form a single vehicle profile, or deleting
a vehicle profile. Similarly, updating an operator profile may
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include generating a new operator profile, adding informa-
tion to an existing operator profile, merging two operator
profiles to form a single operator profile, or deleting an
operator profile.

[0040] In some embodiments, a vehicle profile or associ-
ated operator profile may indicate an increased risk of
accident when its corresponding vehicle is traveling through
a particular road or road type associated with detrimental
conditions. In some embodiments, a vehicle profile may be
responsive to specific vehicle operators and have different
risk values based on the operator profile or operator type of
the operator currently using the vehicle. In some embodi-
ments, these risk values may be normalized based on a
distribution of the values for a population at the correspond-
ing place. For example, some embodiments may include an
operator profile for a vehicle that reports that an operator
turns a vehicle faster than 95% of other vehicles on a
particular corner or brakes sooner than 80% of other
vehicles at a particular intersection.

[0041] In some embodiments, either or both a vehicle
profile and an operator profile may include a set of associ-
ated geolocations forming a path of travel, wherein terminal
ends of the path of the travel may be associated with other
data. For example, as the vehicle 102 travels down the road
160, the terminal ends of a path along the road 160 may
indicate an association with an online account owned by the
vehicle operator. As further described below, some embodi-
ments may selectively cluster or up-weight the geolocations
of these terminal ends associated with the beginning or end
of trips during certain computations, such as to filter out
non-terminal data points. Some embodiments may detect
terminal ends based on a vehicle sensor detecting less than
a threshold amount of speed or less than a threshold amount
of movement over greater than a threshold duration of time.
[0042] In some embodiments, data provided by a set of
sensors attached to a first vehicle may be used to provide
information about a second vehicle, wherein the second
vehicle may be stored with its own vehicle profile. For
example, the vehicle sensors 104 include a camera that can
capture an image, video, or audio recording of a second
vehicle 192. The vehicle agent 108 may analyze the one or
more recordings, create a second vehicle profile for the
second vehicle 192, and store analysis results in the second
vehicle profile. The second vehicle profile may include one
or more values representing a feature of the second vehicle
such as a scanned image, vehicle shape, vehicle color,
license plate, or the like. The vehicle agent 108 can store the
second vehicle profile in a non-transitory, computer-read-
able medium in the onboard computing device 106 or
transmit the second vehicle profile to a base station 120. As
further described below, the vehicle profiles generated by a
plurality of vehicles for a same detected vehicle may be
merged to form a single vehicle profile corresponding to the
detected vehicle, even in cases wherein the detected vehicle
itself does not have any sensor outputs or is not transmitting
data from sensors.

[0043] In some embodiments, one or more onboard com-
puting devices of vehicles may be part of the vehicle
computing layer of a multilayer vehicle learning infrastruc-
ture. In some embodiments, an agent may perform a training
activity and send results of the training activity to a subse-
quent infrastructure layer as part of a federated learning (FL)
architecture. For example, each of a set of computing
devices attached to one of a corresponding set of vehicles
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may be part of a FL. population of devices assigned to
perform a training operation or other machine-learning
operation. Training weights, training results, or other results
from one or more agents may be sent to a subsequent layer
during a FL round without exposing the data used for
training to any other agent on the same layer. As further
described below, these values can be used to improve the
accuracy and computation speed of vehicle computing layer
agents or provide instructions for control-system adjust-
ments. The use of a FL. method can improve operator and
vehicle privacy while maintaining a high degree of predic-
tive power for any trained machine-learning model.

[0044] The vehicle 102 includes a wireless network inter-
face 105 having a radio by which the vehicle may send data
to and receives data from one or more servers via the base
station 120 during a wireless data session 109. The sent data
may include either or both the unprocessed sensor data
provided by the set of vehicle sensors 104 or analysis results
generated from the one or more vehicle agents 108, wherein
the data may be encrypted, compressed, or feature-reduced.
In some embodiments, the servers may be hosted by makers
of'the vehicle, providers of equipment used in the vehicle, or
various other third parties. In some embodiments, the radio
may be a cellular radio by which data is communicated
during a wireless data session between cellular base stations
and the vehicle. In some embodiments, the radio includes a
satellite radio configured to communicate via various low
Earth orbit or higher orbit satellite networks.

[0045] Roadside sensors 134 are shown attached to a
roadside device 130. A roadside sensor may be any sensor
that is close enough to one or more roads to capture a visual,
auditory, or other feature of the one or more roads (e.g.,
sensing cars on the roads). Some embodiments may include
roadside sensors to provide roadside sensor data that further
improve the predictive performance of a multilayer vehicle
learning system. A roadside sensor may obtain roadside
sensor data, which may include but are not limited to
temperature values, pressure values, humidity values, still
images, video feed stream, audio stream, three-dimensional
range-finding streams from one or more cameras on a traffic
light, and the like. In some embodiments, the data collected
by the roadside sensors 134 may be used to verify data
collected by individual vehicles in the vehicle computing
layer, such as the vehicle 102. This data can be used by
computing devices to perform modeling validation to verify
sensor data transmitted by individual vehicles.

[0046] In some embodiments, the roadside device 130
may capture an image, video, or sound of or otherwise
associated with a vehicle or object. For example, the road-
side sensors 134 may capture an image, video, or sound
associated with both the vehicle 102 and the anomalous
object 110. As further described below, roadside sensor data
can be used by a roadside agent 138 executing on one or
more processors of a roadside computing device 132 to
perform machine-learning operations. For example, the
roadside agent 138 may classify moving objects as corre-
sponding to vehicles, pedestrians, wildlife, etc. based on a
video stream. Furthermore, some embodiments may corre-
late geolocation data provided by vehicles and known road-
side device locations to further aid classification of events
that correlate with anomalous vehicle behaviors. For
example, the roadside agent 138 may analyze a video stream
captured by the roadside sensors 134 in conjunction with
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vehicle geolocation data provided by the vehicle 102 to
detect the anomalous object 110.

[0047] In some embodiments, the vehicle computing
device 106 may first label the anomalous object 110, and the
local computing data center 122 may label the anomalous
object 110 based on a visual recording captured by the
roadside sensors 134. A local application executing on the
local computing data center 122 may then recognize that the
geolocations of the roadside sensors 134 are close the
geolocations of the vehicle 102 and analyze detected fea-
tures. The application may compare properties assigned to
the feature based on a characterized shape, an estimated size,
coloration, and other quantifiable or categorizable values,
and, in some embodiments determine that the two features
are physically connected (e.g. parts of a same larger com-
ponent, different views of the same component, etc.).
[0048] The roadside device 130 may send data to a local
computing layer using methods similar to those used by the
vehicle 102. For example, the roadside device 130 can send
roadside data or results based on the roadside data to the
base station 120 via a wireless data session 139. Alterna-
tively, some embodiments may allow the roadside device
130 to transmit and receive data from the local computing
data center 122 via a wired communication network. Alter-
natively, or in addition, the roadside device may send
roadside device data to a cloud computing application 140 in
some embodiments, wherein the cloud computing applica-
tion 140 is part of the top-view computing layer.

[0049] The data transmitted from the vehicle computing
layer may be communicated to a local application executing
on the local computing data center 122 of a local computing
layer via the base station 120. In some embodiments, the
local application may be or include instructions to execute a
local computing agent 128 executing on the local computing
data center 122. The local computing agent 128 may analyze
the data from the vehicle computing layer. Some embodi-
ments may transmit at least a portion of the sensor data using
a standardized interface such as Sensoris. Alternatively, or in
addition, some embodiments may transmit at least portion of
the sensor data using other interface standards or using
interface standards that are determined and communicated
during the transmission of the sensor data itself. As further
described below, various wireless systems, protocols, or
devices may be used to send results from the vehicle
computing layer to the local computing layer.

[0050] In some embodiments, the data center 122 may
obtain a first visual record of the second vehicle 192
obtained by the vehicle sensors 104 and perform a machine-
learning operation on the first visual record to quantify or
otherwise record features of the second vehicle 192. For
example, some embodiments may apply OCR and an image-
based machine-learning method to determine car shape and
car color before mapping these features to a new vehicle
profile. Some embodiments may obtain a second visual
recording to the second vehicle 192, such as by one captured
using the roadside sensors 134, wherein another machine-
learning operation may be applied to capture features from
the second visual recording and mapping them to a fourth
vehicle profile. In some embodiments, a local application
executing on the data center 122 may recognize a similarity
in geolocations during capture of the vehicle and compare
the third and fourth vehicle profile based on their mapped
features. The local application executing on the data center
122 may then determine that the third vehicle profile and
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fourth vehicle profile correspond to the same second vehicle
192 based on these similar or identical mapped features and
merge these profiles. In some embodiments, a vehicle profile
corresponding to the second vehicle 192 may be marked as
stolen, dangerous, or otherwise satisfies a vehicle risk warn-
ing threshold. In some embodiments, a warning may be
displayed in the interior of the first vehicle 102 that warns
occupants in the first vehicle 102 about a risk value asso-
ciated with the second vehicle 192.

[0051] The data processed by some embodiments may be
relatively large in scale, in terms of bandwidth, processing
complexity, and memory complexity. In some cases, the
number of vehicles reporting data to a data center in a local
computing layer or a top-view application in a top-view
computing layer may be more than 100, more than 1000,
more than 1 million, more than 10 million, or more than 100
million vehicles. In some embodiments, the number of
sensors on each vehicle may exceed more than one, more
than five, more than 10 or more than 50. In some embodi-
ments, each vehicle may include more than 5, 10, or 20
different types of sensors, in some cases with multiple
instances of the same type of sensor monitoring the vehicle
or the vehicle’s environment. In some embodiments, the
vehicles in a vehicle computing layer may be heterogeneous.
For example, the vehicles in a vehicle computing layer may
include more than 10, more than 20, or more than 50
different types of vehicles or more than 2, more than 5, or
more than 10 different model years. Additionally, or alter-
natively, the vehicles may include more than 5%, 10%, or
20% of the public’s fleet of vehicles in use in the United
States. In some cases, the geographic area over which the
vehicles travel while reporting data to the multilayer vehicle
learning system may be larger than 100 square kilometers
(km), 10,000 square km, or the continental United States. To
process data at this scale, some embodiments may imple-
ment concurrent processing frameworks, like Hadoop,
Apache Spark™, Apache Storm™, or Apache Flink™.
Alternatively, or in addition, some embodiments may use
data warehousing platforms such as Google BigQuery™,
DataTorrent RTS™, or Apache Hydra™.

[0052] Some embodiments can use a deep learning sys-
tem, such as deep neural networks, deep belief networks,
recurrent neural networks (RNN), convolutional neural net-
works (CNN), hybrid neural networks, and the like. As
further described below, deep learning systems can be used
to determine various results for adjusting vehicles in the
vehicle computing layer or for transmitting to other com-
puting devices at a local computing layer or a top-view
computing layer. Such results can include a quantitative
result, a category label, a cluster, or other outputs from the
output layer of a neural network. Such results can also
include parameters or weights used by the neural network,
such as weights generated during a training operation.

[0053] While deep learning systems may be used by
vehicle computing devices in a vehicle computing layer, the
computing layers described in this disclosure may reduce the
advantages of performing computationally expensive opera-
tions on devices at the vehicle computing layer. For
example, the local computing data center 122 of the local
computing layer may have more computational resources
available than the onboard computing device 106. This
disparity may result in faster and more accurate computation
results from the local computing layer. The results from the
local computing layer may include control-system adjust-
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ment values that can be pushed back to the vehicles, wherein
the control-system adjustment values can be used to perform
an adjustment in the physical response in the vehicle to user
control or automated control. Control-system adjustment
values can affect a vehicle response to any operator-con-
trolled change in the vehicle, such as a steering wheel turn,
activating a headlight or turn signal, activating a cruise
control system, using an antilock braking system (ABS),
stepping on a vehicle accelerator, and the like. Control-
system adjustment values can include a vehicle braking
responsiveness, vehicle acceleration responsiveness, and
steering wheel responsiveness during operator-controlled
driving or cruise-control driving, wherein optimization of
these parameters may be especially helpful for reducing
accidents or otherwise harmful incidents.

[0054] The local computing agent 128 may update a
vehicle profile for the vehicle 102 based computations
performed by the local computing agent 128 that considers
data from other vehicles. For example, the local computing
agent 128 may update a vehicle profile to include a tag that
indicates that the vehicle 102 is driven an average of 10%
faster when traveling along the road 160 compared to a
median driving speed of all vehicles traveling along to the
road 160 and make a similar update to an operator profile.
In some embodiments, attributes of places through which a
vehicle travels may be accessed and used to update its
corresponding vehicle profile. For example, a vehicle profile
may indicate a greater amount of accumulated degradation
in response to detecting that the vehicle 102 is traveling
through a location indicated as having rough roads based on
analysis using sensor data from a plurality of vehicles. As
another example, the vehicle profile for the vehicle 102 may
be updated to increase its wear and tear value in response to
a determination that the vehicle 102 had traveled to a place
associated with substances known to corrode vehicle com-
ponents (e.g. salt, water-salt mixtures, acids, etc.).

[0055] In some embodiments, the vehicle profiles may be
accessed to assess insurance risk or schedule preventative
maintenance. In some embodiments, self-driving algorithms
may be modified to reflect information the vehicle profiles,
for instance, self-driving algorithms may be configured to
implement less aggressive acceleration, cornering or decel-
eration responsive to an amount of wear and tear in the car
or responsive to greater risk on a road, like at a corner, exit,
on-ramp, or intersection. Similarly, one or more machine-
learning operations performed by the multilayer vehicle
learning system may be used to evaluate the riskiness or
other performance of autonomous driving systems.

[0056] Results from the local computing layer computed
using the local computing data center 122 may be further
sent to a cloud computing application 140 executing on a
top-view computing layer. The top-view computing layer
may include or have access to one or more processors that
execute a top-view computing agent 148, wherein the top-
view computing agent 148 may be a top-view computing
application that act as an overriding agent by communicat-
ing directly with vehicle agents and local computing agents,
without intermediary communications between agents on
other layers. The top-view computing agent 148 may per-
form any of the algorithms or tasks described above. In
addition, the top-view computing agent 148 may perform
region-wide analysis based on the data received from vari-
ous data centers in a local computing layer. For example, the
top-view computing agent 148 may predict outcome prob-
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abilities for entire populations of vehicles or vehicles opera-
tors across a region being serviced by numerous data centers
operating simultaneously in the region. In some embodi-
ments, the top-view computing agent 148 may determine
risk values for regions, vehicle categories, or operator pro-
files. These risk values can then be correlated to specific
incidents or vehicle designs to detect infrastructure optimi-
zation or vehicle design optimization.

[0057] Some embodiments may be configured to generate
a location profile based upon data from individual vehicles
reported from the vehicle computing layer or local comput-
ing layer. Some embodiments may use one or more top-view
computing agents executing on the top-view computing
layer to perform or more machine-learning operation based
on data from a plurality of vehicles and data centers. For
example, the top-view computing agent 148 may classify a
road risk value based upon a set of event logs and geolo-
cations provided by the vehicle profiles of vehicles. Addi-
tionally, the top-view computing agent 148 may determine
that a road is a school zone and is in a congested state
between the start and end of school hours based on a trained
neural network that uses image data and a vehicle speed
history as inputs. In response, the top-view computing agent
148 may elevate a road risk value associated with the road
during those school hours.

[0058] Some embodiments may associate a risk value with
a behavior, operator profile, or vehicle profile. For example,
a top-view computing agent 148 may train or use a machine-
learning system to determine a correlation relationship
between the accident risk for vehicles and the average speed
at which the vehicle is being driven. Alternatively, or in
addition, some embodiments may determine a risk value
associated with a vehicle starting location, vehicle destina-
tion, vehicle operator, vehicle operator type, specific
vehicle, or vehicle type. For example, some embodiments
may assign a risk value to a specific drive by a specific
vehicle based on a predicted vehicle destination. Alterna-
tively, or in addition, some embodiments may determine or
update a risk value based on specific two-part relationships
between a vehicle operator and a vehicle. Alternatively, or in
addition, some embodiments may determine or update a risk
value based on three-part relationships between vehicle
operators using a specific vehicle to visit a specific place as
determined based on a road network graph portion.

[0059] In some embodiments, one or more processors of
the top-view computing layer may track, merge or associate
a plurality of vehicle profiles and operator profiles. In some
embodiments, a population of passengers carried by vehicles
may be larger than one, two, three, or more times the number
of vehicles. In addition, vehicle operators or passengers
other than vehicle operators may occupy different vehicles at
different times. In some embodiments, an agent executing on
the local computing layer or top-view computing layer may
calculate a probability associated with each user and vehicle
pair.

[0060] FIG. 2 illustrates a computing environment 200 in
which various learning infrastructure in accordance with the
present techniques may be implemented in accordance with
some embodiments. In some cases, some or all of the
above-describe techniques may be implemented in the com-
puting environment 200. Each the vehicles 211— 213 have
one of the onboard computers 215-217, sets of sensors
221-223, and wireless network interface controllers (NICs)
225-227. Data collected by the sets of sensors 221-223 can
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be processed by one of the onboard computers 215-217 and
wirelessly transmitted to a vehicle data analytics system
250. In addition, third party vehicle data providers 231-233
may provide additional data corresponding to one or more of
the vehicles 211-213. Furthermore, network resources 245-
247 may be accessed by a user when occupying one of the
vehicles 211-213, wherein data derived from the network
resources 245-247 may also be used as inputs for machine-
learning operations to be performed by the vehicle data
analytics system 250.

[0061] Some embodiments may include methods of link-
ing operator records with user profiles or other information
available from an online source. In some embodiments,
operators or vehicle occupants may have various networked
computing devices that they carry near or into a vehicle. As
shown in FIG. 2, the networked computing device may be
one of the mobile computing devices 241-243, wherein each
of the mobile computing devices 241-243 may correspond
with an operator or passenger of one of the vehicles 211-213.
A mobile computing device can include a smart phone, a
tablet, a laptop computer, or the like. A networked comput-
ing device may be a wearable computing device, such as a
smart-watch, a head-mounted display, a fitness tracker, and
the like. In some embodiments, these computing devices
may include network interfaces, processors, memory, an OS,
and various sensors, like a geolocation sensor or an IMU. In
some embodiments, the machine-learning operations
described above may use the data advertised by these
various other networked computing devices as additional
inputs.

[0062] Insome embodiments, the computing environment
200 includes the vehicle data analytics system 250 config-
ured to receive data from any of the above-described com-
ponents. The vehicle data analytics system 250 may be
executed on a single server of a local computing layer, a
distributed computing network operating as part of a top-
view computing layer, a cloud-based application on the
top-view computing layer, some combination thercof. In
some embodiments, the vehicle data analytics system 250
may be configured to determine and store attributes of
vehicles, vehicle operators, vehicle passengers, and places
visited by those vehicles based on this data. As shown in
FIG. 2, the vehicle data analytics system 250 may include a
user profile repository 251, a vehicle profile repository 252
and a geographic information system (GIS) repository 253.
The user profile repository 251 may store attributes about
users such as vehicle operators or vehicle passengers. For
example, the user profile repository 251 may store one or
more operator profiles that includes one or more average
driving speeds of the operator. The vehicle profile repository
252 may stores attributes about vehicles. For example, the
repository 251 may store one or more vehicles profiles that
includes a list of collisions and near-collisions detected for
each corresponding vehicle. The geographic information
system (GIS) repository 253 may store one or more road
network graphs, attributes of places represented by the road
network graphs, particular vehicle paths along the road
network graph, and the like. For example, the GIS repository
253 may store a road network graph and traffic information
corresponding to road segments on the road network graph.
[0063] FIG. 3 is a flowchart of a process 300 that may be
implemented in the computing environments of FIG. 1 or 2
to compute results for vehicles in accordance with some
embodiments. The process 300 depicts operations using a
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multilayer vehicle learning infrastructure to determine
results for adjusting vehicle operations or otherwise affect-
ing vehicle performance. In some embodiments, the multi-
layer vehicle learning infrastructure may execute one or
more routines in the computing environments 100 or 200. In
some embodiments, the various operations of the process
300 may be executed in a different order, operations may be
omitted, operations may be replicated, additional operations
may be included, some operations may be performed con-
currently, some operations may be performed sequentially,
and multiple instances of the process 300 may be executed
concurrently, none of which is to suggest that any other
description herein is limited to the arrangement described. In
some embodiments, the operations of the process 300 may
be effectuated by executing program code stored in one or
more instances of a machine-readable non-transitory
medium, which in some cases may include storing different
subsets of the instructions on different physical embodi-
ments of the medium and executing those different subsets
with different processors, an arrangement that is consistent
with use of the singular term “medium” herein.

[0064] In some embodiments, the process 300 includes
receiving sensor data from vehicle sensors, as indicated by
block 302. In some cases, this may include the above-
describe set of vehicle sensors 104 gathering data about the
vehicle 102 and the environment around the vehicle 102.
These sensors can provide various types of sensor data, such
as geolocations, motion-based sensor data, control-system
sensor data, or other types of sensor data. For example, one
or more sensors attached to a vehicle may include capturing
images, videos, LIDAR measurements, audio measure-
ments, airbag deployment, and the like. For example, a
vehicle sensor may obtain vehicle geolocations, control-
system data in the form of steering and ABS positions, and
vehicle proximity data in the form of LIDAR data every 50
milliseconds over the course of a trip in the vehicle.

[0065] In addition, some embodiments may refine sensor
data as part of implementing an active learning method.
Some embodiments may display a query to a vehicle opera-
tor after the detection of a potentially risky behavior. For
example, after a detected swerve event, the vehicle may
display a question of whether a collision was avoided and
whether the operator felt appropriate warning was provided
by the vehicle’s LIDAR system. As further described below,
a query response may be sent to a local application executing
on a local computing data center of a local computing layer,
wherein the query response may be incorporated in an active
learning system for machine-learning applications.

[0066] Some embodiments may determine derived sensor
data based on unprocessed sensor data using one or more
processors in a vehicle of the vehicle computing layer, as
indicated by block 304. In some embodiments, as the vehicle
102 of FIG. 1 moves along a route, various digital values or
numerical values collected by vehicle sensors may be col-
lected and analyzed to determine derived sensor informa-
tion. For example, some embodiments may include using a
LIDAR-adapted application executing on one or more pro-
cessors to receive a numerical array of values representing
LIDAR readings and generate an event record indicating
that a human-shaped object was within a threshold distance
of the vehicle. Some embodiments may also associate any
combination of un-processed sensor data or derived sensor
data to form additional derived sensor data.
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[0067] Some embodiments may call one or more privacy
functions to secure sensitive data, as indicated by block 308.
Sensitive data may include various information about a
vehicle operator that may be used to identify the vehicle
operator. Sensitive data may also include sensor data or
vehicle data that may be proprietary or otherwise confiden-
tial. In some embodiments, applying a privacy operation
may include encrypting, modifying or removing specific
types of data from sensor data or other data collected about
a vehicle, vehicle operator, vehicle passenger, or object in
the vehicle. In some embodiments, calling one or more
privacy functions can increase the resistance of individual
vehicles to exploitation by malicious entities.

[0068] Some privacy functions may include operations to
delete identifying data after using it. A privacy function can
delete data such as audio recordings of the vehicle occu-
pants, video recordings of the vehicle occupants, images of
vehicle occupants, other biometrics of vehicle occupants,
names, identification numbers, gender labels, age identifiers,
race labels, and the like. For example, after generating and
storing an indicator that the operator was facing a wind-
shield while driving, the video recording itself may be
modified or deleted from a memory by calling the privacy
function.

[0069] Some embodiments may inject noise into sensor
data (or data derived or otherwise inferred therefrom), such
as by using a noise-injecting mask while performing a
differential privacy operation on sensor data. For example,
sensor data such as an acceleration log, destination coordi-
nates, or vehicle operator appearance may be altered by a
privacy-driven noise term. A privacy-driven noise term may
be determined using the value from a probability distribu-
tion, wherein the same probability distribution (or defining
characteristics thereof) are available to an application that
uses the sensor data to perform computations executing on
a layer other than the vehicle computing layer. Example
probability distributions may include a Gaussian distribu-
tion, Laplace distribution, uniform distribution, or the like.
By using noise injection to change the sensor data or sensor
data results from an initial set of values to a masked set of
values, some embodiments may reduce the probability of
tracking specific data back to a specific vehicle or specific
vehicle operator, since each vehicle sending data may have
its own known amount of injected noise that is different from
the amount of injected noise for other vehicles. Furthermore,
noise injection operations may be used in conjunction with
a FL method, as further described below.

[0070] Some embodiments may include encryption meth-
ods adapted for machine-learning methods. Example
encryption methods may include partially homomorphic
encryption methods based on cryptosystems such as Rivest-
Shamir-Adleman (RSA), Paillier, ElGamal, and the like.
Example encryption methods may also include fully homo-
morphic encryption methods based on cryptosystems such
as Gentry, NTRU, Gentry-Sahai-Waters (GSW), FHEW,
TFHE, and the like. Some embodiments may implement a
fully homomorphic encryption method to increase robust-
ness and adaptability with machine-learning operations
described further below or increase resistance to attacks
from quantum computing systems.

[0071] Some embodiments may execute a smart contract
configured to receive a request to access data of a vehicle or
operator profile, and some embodiments may determine
whether that request is authorized. Some embodiments may
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determine whether the request is authorized based on
whether it is associated with (e.g., contains) a cryptographi-
cally signed value that has been signed by a private cryp-
tographic key of an individual corresponding to that data or
a delegate of that individual. Some embodiments may deter-
mine whether the cryptographic signature corresponds to the
individual or the delegate based on a public cryptographic
key of that individual or delegate. Upon determining that the
keys correspond, some embodiments may send a record that
affords access to the requested data, such as a cryptographic
key by which the data may be decrypted or the data itself.
In some embodiments, the sent cryptographic key or the data
may be encrypted with a public cryptographic key of the
requestor, such that the requester may access the values in
the ciphertext with their private cryptographic key. Some
embodiments may require multiparty signatures to provide
access to data. For instance, some smart contracts may
require that both the individual described by the data and a
provider of the data provider (like a car maker or fleet
owner) approves a request in order to access secured data.

[0072] Some embodiments may include performing a
vehicle layer machine-learning operation executing on a
vehicle computing layer to generate vehicle computing layer
results based on the sensor data, as indicated by block 312.
In some embodiments, performing the wvehicle layer
machine-learning operation may include using an agent
executing on one or more processors in the vehicle com-
puting layer. The agent may implement a machine-learning
method to perform dimension/feature-reducing tasks such as
by using a neural network in the form of an autoencoder,
wherein an autoencoder is a neural network system com-
prising an encoder layer and a decoder layer. The total
number of nodes of the autoencoder’s input layer is equal to
a total number of nodes of the autoencoder’s output layer.
For example, one or more processors of a vehicle can be
used to train an autoencoder of the agent on unprocessed
LIDAR data. Once trained, the trained autoencoder can
reduce the unprocessed LIDAR data into a reduced form that
requires less data to represent and also includes less noise
than the unprocessed LIDAR data. Some embodiments may
analyze these reduced parameters to form an efficient ontol-
ogy of sensor data. For example, some embodiments can
recognize that an autoencoder reduces the data from 20
different sensors such that 95% of the values come from 5
sensors. In response, some embodiments may provide
instructions to transmit only data from these 5 sensors. In
some embodiments, additional sensors may be attached to
the vehicle to provide additional sensor data, wherein the
additional sensor data may be consumed by the agent to
generated results for use or further consumption. In some
embodiments, the agent may perform an additional training
operation to re-train machine-learning weights, parameters,
and other values after the additional sensor data is provided.

[0073] In some embodiments, the vehicle layer machine-
learning operation may comprise a training operation using
sensor data, wherein the training operation can include a
supervised learning operation based on an objective func-
tion. In some embodiments, the supervised learning opera-
tion, may include treating sensor data as an input with the
goal of minimizing an objective function. The objective
function may characterize an aggregate difference between
one or more outputs of a machine-learning system and the
known values of a training dataset. For example, some
embodiments may train a vehicle layer machine-learning
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system comprising a multilayer (e.g., 2 or more, 5 or more,
or 50 or more) network of perceptrons to predict a user
reaction time using the vehicle proximity data as inputs and
using a gradient descent method to optimize for the objec-
tive function. The objective function for this example may
be equal to a difference between the measured reaction time
based on braking information and predicted reaction time
generated using the machine-learning system. Various other
predictions can be made using supervised learning opera-
tion, such as predictions about braking duration or a maxi-
mum steering wheel angular position made by a vehicle
operator during a turn.

[0074] Alternatively, or in addition, the vehicle layer
machine-learning operation may comprise using a trained
machine-learning system or unsupervised machine-learning
system to determine an output. For example, some embodi-
ments may use a trained neural network to predict the
duration of a braking event in response to the detection of an
object or an arrival at a destination geolocation. Alterna-
tively, or in addition, vehicle layer machine-learning opera-
tion may include using an unsupervised machine-learning
system. For example, sensor data comprising braking infor-
mation and vehicle proximity may be analyzed using a deep
belief neural network, wherein the deep belief neural net-
work may comprising series of unsupervised networks such
as autoencoders or restricted Boltzmann machines. In this
example, these outputs can be distinguished into data clus-
ters, and further operations can include classifying these data
clusters expected braking events and unexpected braking
events.

[0075] Whether a vehicle layer machine-learning opera-
tion is a training operation or an operation to use a trained
system may depend on whether a training mode is activated.
In some embodiments, a plurality of machine-learning
operations may occur simultaneously, wherein at least one of
the plurality of machine-learning operations is a training
operation and at least one another of the plurality of
machine-learning operations is an operation to use a trained
system.

[0076] In some embodiments, the vehicle layer machine-
learning operation may determine a sensor inconsistency
based a machine-learning-driven analysis of sensor data. In
some embodiments, a neural network may be trained to
perform self-diagnostic tests based on idle vehicle behavior
and driving vehicle behavior to detect a defective sensor that
did not self-report as defective. For example, a driver may
swerve to avoid an object that a LIDAR sensor did not
detect. An application executing on a vehicle computing
device may first detect that a swerve event occurred based on
a steering wheel angular velocity and use a trained machine-
learning system that uses sensor data (e.g. steering wheel
velocity, turn signal inputs, and other car sensor data) to
determine as inputs to determine the likelihood that a
collision avoidance event had occurred. The application may
then confirm the occurrence of the collision avoidance event
with a query to the driver. Upon confirmation that the
collision avoidance event occurred, the vehicle application
may perform various responsive tasks, including but not
limited to instructing other machine-learning systems to
re-train sensors without using the LIDAR sensor as an input,
sending a warning to a vehicle operator that the LIDAR
system may be defective, or transmitting instructions to a
local computing layer or top-view computing layer to ignore
LIDAR data from the vehicle.
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[0077] As further described below, results of a machine-
learning operation can include the outputs of the machine-
learning operation and particular state values of the
machine-learning operation. For example, the machine-
learning results of a machine-learning operation may include
both a predicted acceleration pattern and the perceptron
weights or biases used in a neural network of the machine-
learning operation. These machine-learning results can then
be processed for further use or for transmission to a data
center in a local computing layer. In some embodiments, the
machine-learning operation may comprise training a neural
network to perform a classification task, wherein one or
more training classifications are based on a response made
by an operator to a query generated during an active learning
operation. In some embodiments, this machine-learning
operation may be performed in sequence with the autoen-
coder operation described above.

[0078] In some embodiments, a vehicle computing device
may determine a baseline threshold region for a vehicle
based on data from the vehicle’s set of sensors. The baseline
threshold region may be represented by a specific set of
values, weighted sum, a weighted product, a range of values,
multidimensional region in a measurement space, etc. For
example, the baseline threshold region may be represented
by a combination of a velocity range and a temperature
range represented by a function dependent on the velocity.
The baseline threshold region may represent a region the
measurement space of the sensors that represents normal,
non-anomalous vehicle and sensor function. In some
embodiments, a determination may be made of whether this
baseline threshold region is exceeded by an abnormal sensor
measurement. In cases where this determination is made,
some embodiments may find one or more defective sensors
based on a review of sensor history or through the use data
triangulation, wherein the diversity of data allows for defects
or failures in one or more sensors to be compensated. For
example, some embodiments may determine that an engine
temperature sensor is faulty after a determination that a
baseline threshold region is exceeded. In response, some
embodiments may display a message indicating the faulti-
ness of the temperature sensor or transmit instructions to the
local computing layer or directly to the top-view computing
layer to discard data from the temperature sensor.

[0079] In some embodiments, an agent may use the
machine-learning operation to analyze sensor data and gen-
erate results to adjust a vehicle control system or to transmit
the results to a base station, server operating on a data center,
cloud computing service, serverless application, or the like.
For example, the agent may include one or more algorithms
to detect an angular acceleration of a vehicle steering wheel
and categorize the event as a swerve or not a lane change.
The agent then may produce an event record to indicate
which category the angular acceleration event fell under and
associate this event coupled with an event time with a
vehicle profile of the vehicle, wherein the vehicle profile
includes the event record in an event log. Other event
records can include a pot-hole avoidance event, a pot-hole
strike event, a swerve event, a hard acceleration event, a lane
change event, or an off-road heading change event. As
further described below, results from the agents of individual
vehicles can be combined and associated with one or more
features in a road network graph, wherein the feature can be
represented by one or more indicators or values indicating a
road status. Furthermore, some or all of the results may be
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processed using an encryption method similar or identical to
the methods described above for block 308.

[0080] In some embodiments, the process 300 includes
updating a vehicle profile or operator profile based on the
vehicle computing layer results, as indicated by block 316.
Some embodiments may update the vehicle profile by
recording discrete events or event intervals in the vehicle
profile in an event log, a multidimensional timeseries
stream, a set of timestamped events, other timestamped data,
any permutation of the above-describe types of entries, and
the like. For example, some embodiments may record an
event log entry that includes a label “bicycle,” an angle
value “30,” a distance value “0.15,” and a timestamp value,
wherein the entry indicates that a bicycle has been detected
0.15 meters away from the vehicle at an angle of 30 degrees
from the front of the vehicle at the time corresponding with
the timestamp value. Some embodiments may record static
values in the record profile, such as a vehicle identification
number, an engine type, vehicle type, and the like. For
example, some embodiments may record that a vehicle is an
electric vehicle for its corresponding vehicle profile.
[0081] Some embodiments may update an operator profile
for vehicle operators based upon their operation of different
vehicles and other operator information. As discussed above,
some embodiments may include calling one or more privacy
functions to remove, add noise to, or otherwise anonymize
identifying information about a vehicle operator before
recording information about the vehicle operator. In some
cases, such as when a privacy function prevents use of any
pre-existing identifier values for a vehicle operator, some
embodiments may generate a new operator profile and
corresponding operator profile identifier. Some embodi-
ments may characterize the operator profile based upon the
operator’s driving behavior for a vehicle. Some embodi-
ments may associate more than one operator profile with a
vehicle. For example, some embodiments may create and
characterize a first operator profile based on operator metrics
such as an average or range of vehicle speeds, average or
range of vehicle acceleration, average or range of vehicle
deceleration, average or range of vehicle quartering speeds,
average or range of vehicle driving time, and the like, and
create a second operator profile based on a detected differ-
ence in one or more operator metrics.

[0082] In addition, some embodiments may merge or
otherwise link different operator profiles based upon a
mutual association with a same vehicle or vehicle profile.
For example, some embodiments may merge a first operator
profile with a second operator profile based on a determi-
nation that two operator profiles include a same vehicle in a
vehicle history entry and share recorded events in their event
log. Furthermore, some or all of the profiles may be pro-
cessed using an encryption method similar or identical to the
methods described above for block 308.

[0083] In some embodiments, the process 300 includes
obtaining roadside sensor data from roadside sensors, as
indicated by block 318. In some cases, this may include
using the roadside sensors 134 shown in FIG. 1 to collect
roadside data. Roadside sensors can provide additional
values for determining road features, identify vehicles or
other objects, or provide road information even without the
presence of vehicles. Similar to the methods described for
blocks 304 to 316 for sensor data from vehicle sensors,
roadside sensor data can be encrypted, dimensionally
reduced, and analyzed to provide additional data for
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machine-learning operations in a local computing layer. For
example, one or more processors of a local computing layer
may examine a visual recording to detect and label a
roadside feature.

[0084] Roadside sensors, like traffic cameras, traffic
microphones, and the like may report roadside sensor data
that may be associated with a vehicle based on a correlation
of geolocation, optical character recognition (OCR) of
license plates, wireless beacons with identifiers transmitted
by vehicles and received by the roadside sensors, or the like.
In some embodiments, roadside sensors may detect a vehicle
having a pre-existing vehicle profile. As further described
below, based on known geolocation values, visual data,
audio data, and other data measured by the roadside sensor,
some embodiments may determine that a vehicle detected on
a road is the same as the vehicle having the pre-existing
vehicle profile. For example, some embodiments may detect
a signal being transmitted from a wireless tire pressure
gauge of a first vehicle at a traffic light and determine a
license plate sequence of the first vehicle using OCR. As
further described below, some embodiments may recognize
this signal as belonging to the first vehicle based on the
signal or recognize a matching license plate sequence. In
response, some embodiments may update a corresponding
vehicle profile to record the presence of the vehicle in the
proximity of the roadside sensors.

[0085] In some embodiments, the process 300 includes
sending vehicle-layer results or roadside sensor results to a
local computing layer, as indicated by block 320. In some
embodiments, sensor data or results based on sensor data
may be communicated to the local data center using wireless
methods, such as via a wireless base station. Alternatively,
or in addition, data can be sent to local computing layers via
a wired connection to a local computing data center. One or
more processors accessible to the local computing layer may
be used to provide computations for local layer machine-
learning operations based on the received data, wherein the
local layer machine-learning operations may use more
resource-intensive machine-learning methods than those
used for the vehicle computing layer.

[0086] One or more local computing data centers or other
computing devices of a local computing layer may ingest
any type of sensor data, results based on sensor data, or other
data from a plurality of vehicles in the vehicle computing
layer for machine-learning operations or other computa-
tions. In addition, the devices of the local computing layer
may ingest any type of data from roadside sensors for
machine-learning operations or other computations. For
example, a data center of the local computing layer may
receive a set of machine-learning outputs, perceptron
weights, and geolocation data for a first vehicle from a first
training operation performed at the vehicle computing layer
and a set of machine-learning outputs, perceptron weights,
and geolocation data for a second vehicle from a second
training operation performed at the vehicle computing layer.
In some embodiments, vehicle-layer results or other results
may be sent to other layers directly, with or without sending
results to a local computing layer. For example, as further
described below, vehicle-layer results may be sent directly to
an application executing on the top-view computing layer of
a multilayer vehicle learning infrastructure without passing
through the local computing layer.

[0087] Some embodiments may include determining a
road network graph based on GPS data or geolocations
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reported by vehicle sensors, as indicated by block 322. Some
embodiments may determine and use a road network graph
using an application executing on the local computing layer,
wherein the road network graph comprises a set of road
nodes or a set of road segments. A data center of a local
computing layer may acquire the road network graph by
selecting the graph from a road network graph repository
stored on an external source, such by accessing an API for
Here Map™. For example, by correlating the specific geo-
locations with locations listed in a road network graph
repository within a range of 1.0 meters, some embodiments
may generate a boundary region and then select all nodes
and node links within the boundary region to form the road
network graph.

[0088] Alternatively, or in addition, some embodiments
may track the geolocations provided by the vehicles of the
vehicle computing layer and connect these geolocations to
form a road network. Some embodiments may combine
externally provided data and vehicle-provided geolocations
to generate one or more road network graph. Some embodi-
ments may use portions of the road network graph to define
sub-regions comprising a plurality of road network nodes or
road network segments for further analysis of specific paths
in the road network traversed by one or more vehicles. In
some embodiments, the shapes, measured traffic amounts,
lengths, or other values associated with the road network or
portions of the road network may be used as inputs of the
machine-learning operations described further below. In
addition, while discussed above as being performed by an
application executing on the local computing layer, either or
both computing devices of the vehicle computing layer or
top-view computing layer may be used to generate a road
network graph.

[0089] Some embodiments may implement one or more
machine-learning systems to classify regions in the road
network graph. For example, some embodiments may train
or use a decision learning tree, a classification tree, a
classification neural net, or the like to classify segments of
road in a road network during particular durations of time as
low risk, medium risk, or high risk. Some embodiments may
use other classifiers for road segments in a road network
graph, such as being a school zone, as having a prevalence
of drunk drivers, as presenting risk that is relatively highly
correlated with certain types of weather events like rain, as
being a interstate, a feeder road, and on-ramp, under con-
struction, or a side street, or the like. In some embodiments,
these classifications may be included in or otherwise linked
to a road network graph. In some embodiments, a region as
high risk may be selected or otherwise indicated as an
additional deployment site for a new roadside device such as
a traffic light, roadside sensor, security sensor, etc.

[0090] Some embodiments may include an operation to
cluster classes of road segments in the road network graph
for various attributes, such as inclement weather events,
collision events, construction occurrences, car failures, and
the like. Some embodiments may further search through the
vehicles in the vehicle computing layer to determine a set of
on-incident vehicles involved in of each of the clustered
road segments. In some embodiments, clustering classes of
road segments over large geographic regions for specific
events and attributes may provide enhanced search and
road-based indexing features to help reduce problems
related to the data sparseness of low-probability events such
as traffic collisions. In some embodiments, one or more
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neural networks described elsewhere in this application may
be periodically re-trained based on one or more of the
clusters of road segments and their corresponding on-inci-
dent vehicles. For example, the local layer machine-learning
operation described for block 324 below may include
instructions to perform an additional training operation
when the set of on-incident vehicles increase for clusters
comprising events such as fatal accident events, heavy rain
events, wildlife collision events, or the like. Furthermore,
some embodiments may generate a similarity score for a
region based the road network graph of that region, wherein
the similarity score may allow for comparison of city traffic
flow in terms of metrics such as vehicle density, pedestrian
density, safety, street geometry, collision events, and the
like.

[0091] Some embodiments may include performing one or
more local layer machine-learning operation executing on
the local computing layer based on vehicle computing layer
results or roadside sensor results to determine one or more
local computing layer results, as indicated by block 324. In
some embodiments, the local layer machine-learning opera-
tion may include using an agent executing on one or more
processors of the local computing layer to perform a
machine-learning training operation. Alternatively, or in
addition, the local layer machine-learning operation may
include using the agent to use a trained machine-learning
system to determine an output. As further described below,
these outputs can include though are not limited to a
predicted operator or vehicle behavior, a labeled operator or
vehicle activity, a risk value, a control-system adjustment
value, or the like. Either or both machine-learning system
state values or outputs may be considered local computing
layer results and may be used for further operations or
transmitted to other layers in the multilayer vehicle learning
infrastructure.

[0092] Some local layer machine-learning operations may
include training a neural network. In some embodiments,
training the neural network can include training a convolu-
tional RNN such as a convolutional long-short-term memory
(LSTM) neural network. A LSTM may provide a means of
classifying/labeling one or more portions of time-series data
across a set of specified vehicles and use these classifications
to determine a vehicle profile. For example, a convolutional
LSTM may be used to analyze vehicle video data to deter-
mine and label vehicle movement patterns as expected or
anomalous based on the vehicle driving environment. A
convolutional LSTM neural network can include a first CNN
layer comprising regularized multilayer perceptrons, a sub-
sequent LSTM layer, and a dense layer at an output of the
convolutional LSTM neural network. Each perceptron of a
plurality of layers of a CNN can be connected to a set of
perceptrons in their respective next layer in the CNN and
have an associated CNN filter comprising a vector of
weights and a bias value for each of the perceptrons, wherein
a plurality of the perceptrons within a layer may share a
CNN filter. Various regularization schemes can be applied
when using the CNN, such as introducing a dropout opera-
tion, applying a dropConnect operation, stochastic pooling,
using artificial data, or adding a weight decay term, or
applying a max norm constraint by limiting a magnitude of
the weight vector for every perceptron. As further described
below, such regularization schemes can be implemented for
another neural networks at any layer of a multilayer vehicle
learning infrastructure.
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[0093] In some embodiments, a LSTM neural network
may include a set of cells, wherein each cell may comprise
a set of perceptrons. Each LSTM cell may comprise a first
perceptron acting as an input gate to receive a value for the
cell, a second perceptron acting as a forget gate to determine
how much of a value remains stored in the cell, and an
output gate to determine an output value from the cell that
is based on the value stored in the cell. The implementation
of the LSTM neural network or features of the LSTM neural
network such as a forget gate may help with interpretation
of time series data.

[0094] Some embodiments may include elements of atten-
tion mechanisms when implementing one or more machine-
learning methods executing on the local computing layer.
Some embodiments may include attention mechanisms by
using an agent executing program code to run a transformer
model for machine-learning. A transformer model may
include an encoder module, wherein the encoder module
may include a first multi-head self-attention layer and a feed
forward layer. The multi-head self-attention layer can apply
a softmax function on one or more vectors to generate a set
of attention weights, wherein the one or more vectors can be
based on an input sequence, and wherein the set of attention
weights are based on individual elements the input sequence
such as an event log. The attention weights and the input
sequence can then be used in a first feed forward layer of the
encoder portion of the transformer. For example, the atten-
tion weights and an event log can then be used in a first feed
forward layer to weight each event of the event log by their
respective attention weight. The output of the feed forward
layer can then be used by a decoder portion of the trans-
former, wherein the decoder portion may include one or
more other multi-head self-attention layers having different
weights and other values from the first multi-head self-
attention layer. The decoder portion may also include one or
more feed forward layers having different weights and other
values from the first feed forward layer. The output of the
decoder portion of transformer can be used to categorize an
input or generate inferences. For example, if the input
sequence is a time series based on the number of swerves
during a drive, an agent executing a neural network having
an attention mechanism may determine whether swerves are
safe or risky in an interval based on current and past vehicle
operations. In response to a determination that the number of
risky swerves exceed a threshold number, and as further
described below, the agent may induce the local computing
layer to determine an adjustment value to change at least one
of'a LIDAR warning range, a steering wheel responsiveness,
or an anti-lock braking system responsiveness.

[0095] Some embodiments may implement aspects of
federated learning (FL.) methods. During the implementation
of a FL method, a federating application executing on the
local computing layer or the top-view computing layer of the
distributed hierarchical learning model may select a subset
of vehicles in the vehicle computing layer for training. The
federating application may transmit a global model to one or
more computing devices in each of the selected vehicles for
training. Each selected vehicle may use one or more agents
to perform a training operation on the global model based on
its respective sensor data, sensor data results, and other data
before sending vehicle-specific results from the vehicle-
specific training operation to the local computing layer or
top-view computing layer, wherein each of the vehicle-



US 2022/0332335 Al

specific results of each vehicle agent may be encrypted and
uninterpretable to agents or other applications executing on
the other vehicles.

[0096] Forexample, each selected vehicle may transmit its
respective state values (e.g. gradients or perceptron weights)
from a training operation to a data center of the local
computing layer after encrypting the state values into cryp-
tographic hash values. One or more applications on the local
computing layer or on the top-view computing layer may
then modify a global model based on the results from each
of the selected vehicles and transmit the modified global
model to each of the selected vehicles for further training.
For example, a data center may receive a cryptographic hash
of a weight W,, for perceptron A from vehicle 1 and a
cryptographic hash of a weight W, for perceptron A from
vehicle 2 corresponding to the perceptron A of the global
model pushed to both vehicle 1 and vehicle 2. In response,
an agent executing on the data center may calculate a
measure of central tendency W, based on the crypto-
graphic hashes of the weight W ,, and the weight W ,, either
by first decrypting the encrypted values or by performing
operations on the cryptographic hash values themselves. The
measure of central tendency is a summary statistic of a
dataset, and can be at least one of a mean average, median,
mode, or the like. The application executing on the local
computing layer or the top-view computing layer may
update the global model such that the perceptron A in the
updated global model has a weight value of W, before
further iteration of the federated learning process. The value
W,,_avg OF an output based on the value W, (e.g. the
updated global model) can then be sent back to applications
executing on the vehicle computing layer, wherein the
applications may then perform their own respective decryp-
tion operations.

[0097] In some embodiments, the above operations of
sending weights and performing operations based on the
weights may be performed without encryption. In cases
wherein weights are not encrypted, the calculated measure-
ment(s) of central tendency or outputs based on the mea-
surement(s) of central tendency can be sent back to appli-
cations on the vehicle computing layer and used by the
applications on the vehicle computing layer without decryp-
tion. In addition, noise may have been injected during the
process, which may reduce the accuracy of a training
operation, but may increase the security and privacy of data
provided to the FL training operation.

[0098] Some embodiments may also implement transfer
learning methods between vehicle computing devices in the
vehicle computing layer and also between devices of the
vehicle computing layer and other layers of the multilayer
vehicle learning architecture. During transfer learning, an
agent may first train one or more machine-learning systems
to perform a first prediction task and store the weights,
biases, and other values of the one or more machine-learning
systems for use when training for a subsequent prediction
task. Some embodiments may also transfer weights, biases,
and other values of a shared machine-learning model
between different vehicles in vehicle computing layer,
between different computing devices in a local computing
layer, or between different top-view computing applications
in a top-view application layer. For example, a first vehicle
may directly transfer one or more perceptron weights of a
neural network to a second vehicle.
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[0099] Some embodiments may implement transfer learn-
ing using a federated framework, which can be labeled as a
federated transfer learning (FTL) method. For example, a
first vehicle computing device may train a learning model
based on a first set of training data and transfer a first set of
encrypted results including training gradients to a second
vehicle computing device. The second vehicle computing
device may have a second set of encrypted results deter-
mined from a training operation based on a second set of
training data, wherein the first set of training data and second
set of training data may or may not share mutually exclusive
features. The second vehicle may then transfer both the first
set of encrypted results and second set of encrypted results
to a data center of the local computing layer. The data center
of the local computing layer may update a global model
based on training gradients and the shared features between
the first vehicle and the second vehicle and send the updated
global to the first and second vehicles.

[0100] Some embodiments may use multiple classifier
systems such as an ensemble learning method, wherein the
ensemble learning method may include combinations of
different machine-learning methods. Some embodiments
may apply elements of a one type of learning model to other
types learning models. For example, some embodiments
may include operations to implement a multi-head self-
attention layer to outputs of a RNN neural network. Some
embodiments may use both the attention weights and the
results as inputs for additional layers during a machine-
learning training operation or prediction operation.

[0101] Some embodiments may include training and using
one or more of the learning methods described above to
predict a future vehicle behavior based on known sensor
data from a plurality of vehicles. For example, in some
embodiments, a data center in a local computing layer may
train and then use an ensemble system comprising a feder-
ated machine-learning system having an attention model and
a CNN that uses vehicle geolocation data, vehicle velocity
data, and LIDAR-detected object data from a plurality of
vehicles to predict whether a vehicle having a particular
vehicle profile will encounter an accident in a 1 month
period. Either or both the internal state variables (e.g. biases
and weights) from training and the outputs from use the
trained ensemble system may be used as local computing
layer results.

[0102] Some embodiments may include ftraining a
machine-learning system or using a trained version of one or
more of the machine-learning systems described above. A
machine-learning system can be used to predict or catego-
rize a vehicle behavior or operator behavior based on known
sensor data from a plurality of vehicles. For example, in
some embodiments, a data center in a local computing layer
may train and then use a convolutional RNN with an
attention mechanism to review inward facing cameras to
determine whether or not a vehicle operator was facing a
front window with both hands on a steering wheel. Either or
both the internal state variables (e.g. biases and weights)
from training and the outputs from using a trained convo-
Iutional RNN may be part of the local computing layer
results.

[0103] Some embodiments may include training and using
one or more of the learning methods described above to
determine a risk value associated with operating a vehicle or
to determine an adjustment value to reduce vehicle operation
risk. The learning methods may be based on sensor data and
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other data available to the local computing layer. Such data
may include data stored in a vehicle profile, vehicle operator
profile, corresponding road network graph data, and the like.
In some embodiments, a risk value associated with places
represented by one or more segments/nodes in a road
network graph may represent the risk of a collision or other
harmful incident and can be determined with a variety of
techniques. Relevant attributes of a place may include an
average vehicle speed within the place, an average of vehicle
accelerations within the place, an average of vehicle impulse
within the place, and an average frequency with which
vehicles engage in brakes within the place, or distributions
thereof for a population. For example, some embodiments
may be trained to increase a risk value for a vehicle with
respect to an average vehicle speed and increasing average
vehicle accelerations when the vehicle is traveling along a
road segment.

[0104] In addition, some machine-learning embodiments
may be trained to assign or increase an amount of risk to a
road segment with respect to a density of pedestrians,
cyclists, or other large moving entities capable of being
harmed or harming the vehicle. The density may be deter-
mined using vehicle proximity data provided by one or more
vehicles in the vehicle computing layer, wherein an increase
in density results in an increase in the risk. For example,
some embodiments may increase the risk value by 1% for
every additional large moving entity detected by a vehicle
LIDAR sensor within a 100-meter long road segment. In
some embodiments, a risk value for the vehicle may also
increase based on the velocities or acceleration of moving
entities around the vehicle. For example, a risk value to a
vehicle may increase when the detected average speed of
one or more cyclists increases along a road segment. Similar
techniques may be applied to other vehicles, for example,
like battery-powered electric scooters that users can rent
with a native app. In some cases, providers of native
applications for renting various types of transportation
devices like bicycles, scooters, and the like. These providers
may provide geolocation data indicative of the velocity,
intensity of usage of their products, or other information
about these transportation devices. Some embodiments may
determine one or more risk values to roads or other places
based upon this data.

[0105] Some embodiments may calculate one or more
control-system adjustment values directly based on the
known values with respect to one or more vehicles, one or
more vehicle operator, and one or more places through
which the one or more vehicles are traveling. By applying
one or more of the above-mentioned machine-learning
operations, some embodiments may determine one or more
parameters to reduce a risk value associated with driving a
vehicle through a particular place as represented by a road
network graph. For example, some embodiments may use an
objective function to train a machine-learning system. The
objective function may be based on the above-mentioned
road risk elements determined based on one or more vehicle
geolocations, the control-system data and vehicle proximity
data in a feature-reduced form, and vehicle adjustment
parameters that may be varied within a parameter space. In
some embodiments, the objective function may be altered
such that the determined risk value is independent of at least
one of the road risk elements, control-system data, or vehicle
proximity data. Some embodiments may incorporate various
information stored in the vehicle profile or corresponding
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operator profile during training and subsequent use of a
neural network to determine a control-system adjustment
value. For example, some embodiments may train and then
use a machine-learning system to determine an accelerator
response rate as an output (i.e. rate of vehicle acceleration
turning in response to an operator pressing an the accelerator
pedal or button on vehicle) based on an input of a number
of detected other moving objects around the vehicle, the
force at which the vehicle operator presses on an accelerator
pedal, and the number of recorded accidents near the vehi-
cle’s geolocation.

[0106] In some embodiments, a result may include a
visual record of an accident and a geolocation of the reported
sighting. In some embodiments, an application operating on
the local computing layer may apply a trained CNN to
analyze the visual record and categorize this record as
corresponding to an accident. The application can then
analyze the activity and statuses of a plurality of rescue
vehicles in a fleet and select an optimal rescue vehicle. The
application can then transmit instructions to the selected
rescue vehicle to proceed to the geolocation of the accident.
In some embodiments, the analysis and selection of the
plurality of rescue vehicles may be performed using one or
more of the machine-learning operations described above.

[0107] Some embodiments may include determining one
or more control-system adjustment values based on the local
computing results, as indicated by block 328. As stated
above, some embodiments may directly use one or more
machine-learning methods to determine one or more con-
trol-system adjustment values in a parameter space. Alter-
natively, the adjustment value can be determined based on a
comparison of a computed risk value with one or more
pre-determined or calculated risk thresholds. For example,
using one or more of the trained machine-learning opera-
tions described above for block 324, an application execut-
ing on the local computing layer may determine that a risk
value for collision is 0.52%. After comparing this risk value
to a pre-determined risk threshold of 0.5%, an adjustment
value can be determined to modify one or more vehicle
operational parameters until the new risk value is less than
or equal to the pre-determined risk threshold. For example,
some embodiments may lower a risk value by setting an
adjustment value to represent a LIDAR warning range,
wherein new adjustment value increases the LIDAR warn-
ing range by 0.5 meters. As another example, some embodi-
ments may set the adjustment value to represent a vehicle
acceleration, wherein the new adjustment value reduces the
vehicle acceleration value while an adaptive cruise control
system is activated. In some embodiments, the one or more
control-system adjustment values may be pushed or pulled
to a corresponding vehicle during a wireless data session.
Alternatively, transmission of the one or more control-
system adjustment values to a vehicle may be modified,
delayed, or stopped by further operations executing on a
top-view computing layer, as further described below.

[0108] Some embodiments may include transmitting one
or more local computing results to a top-view computing
layer, as indicated by block 332. In some embodiments, the
local computing results or other data may be communicated
to the top-view computing layer using wireless methods,
such as via a wireless base station. Alternatively, or in
addition, data can be sent to local computing layers via a
wired connection to a local computing data center. In some
embodiments, transmitting data to a top-view computing
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layer can include transmitting the data to one or more
cloud-based applications executing on a cloud computing
platform such as Amazon Web Services™, Google Cloud™,
Microsoft Azure™, and the like. Alternatively, transmitting
data to a top-view computing layer can include transmitting
the data to a top-view application executing on a dedicated
physical server. In some embodiments, the top-view com-
puting layer may have access to greater memory, a greater
number of processors, greater processor speeds, or other
increased computational resources in comparison to any
single computing device of the local computing layer.

[0109] In some embodiments, such as with the use of a
distributed application, some embodiments may transmit the
one or more local computing results to the distributed
application instead of a top-view application for further
computations. The distributed application may act as part of
the top-view computing layer. In some embodiments, the
distributed application may be executing on the same set of
data centers or other computing devices that are part of the
local computing layer. Alternatively, the distributed appli-
cation may be executing a different set of data centers or
other computing devices.

[0110] In some embodiments, a profile graph may be
formed based on the profiles created above and other online
profiles, as indicated by block 336. Each node of a profile
graph may correspond to a different profile corresponding to
a user, wherein a user may be a vehicle operator, a vehicle
passenger, or some other person associated with a vehicle
having a vehicle profile. Edges of a profile graph may
indicate confidence or probability of pairing between the
profiles. In some embodiments, nodes may correspond to
vehicle profiles, operator profiles, various online profiles
accessed by the user while the user in a related vehicle, and
computing devices associated with the user. In some cases,
these online profiles may be associated (e.g. by edges of the
graph) with user accounts that the users may access across
multiple different computing devices. Some embodiments
may store the resulting profile graph in memory, in some
cases updating an index in one or more data repositories by
which the various profiles are linked to expedite searching.

[0111] A variety of techniques may be implemented to
form a profile graph for each user in a population. In some
embodiments, profiles may be linked by shared profile
attributes, such email addresses or usernames, thereby yield-
ing edges in the profile graph of relatively high confidence
or probability. In some embodiments, profiles may be linked
based on identifiers of computing devices by which those
profiles are accessed, for instance, different profiles accessed
with the same device having the same UDID or ADID or a
tracking cookie, thereby also forming edges of relatively
high confidence or probability.

[0112] In some cases, matching may be expedited for
large-scale data sets by segmenting the data and matching
within segments. For instance, some embodiments may
segment data according to coarse geographic regions, like
larger than 100 square kilometers, and then match data in
each region only to data in that region (and in some cases
adjacent regions) to reduce combinatorial scaling chal-
lenges. Some embodiments may hash various attributes, like
coarse measures of time and place, to produce a low-
cardinality hash value, like a two-digit or three-digit hash
digest of the records, and match data having the same hash
value.
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[0113] Some embodiments may implement specific tech-
niques to match online profiles with vehicle profiles or other
vehicle data to form edges in profile graph. For example,
some embodiments may obtain geolocations such as time-
stamped geolocations in a location history associated with
computing devices, vehicle data associated with online
profiles, or both. Some embodiments may cluster these
records in space and time, for instance, with a density-based
clustering algorithm, like DBSCAN. Some embodiments
may link online profiles, mobile devices, or collections of
vehicle data within the same cluster as geolocations of
automotive data as being associated with that vehicle, for
instance, in some cases responsive to also determining that
there is more than a threshold amount of time stamped
geolocations, more than a threshold frequency, or more than
a threshold duration of data in the cluster for each node
being linked. In some embodiments, added edges may have
a weight associated therewith indicative of confidence in the
match, for instance, based upon a number of data points in
the cluster, a frequency of data points, a duration of data
points, a volume enveloped by a convex hull of the cluster,
a density of points in that convex hull, or the like.

[0114] In some embodiments, edges may be formed indi-
rectly. For example, some embodiments may associate a
vehicle with the mobile device and associate that mobile
device with an online account, thereby associating the
vehicle with them mobile online account. In some embodi-
ments, the profile graph may also include nodes correspond-
ing to these computing devices. In some embodiments,
additional signals may be used to pair user profiles with
vehicle data. For example, some embodiments may access
an inventory of which devices are paired with one another in
a native application executing on a mobile phone or a
computing device attached to a vehicle, and some embodi-
ments may determine that the two are to be linked based
upon such records.

[0115] Some embodiments may compare a plurality of
publicly provided online profiles with vehicle profiles or
operator profiles to determine possible matches in informa-
tion. For example, some embodiments may view publicly
provided online images to determine a possibility of vehicle
ownership and a prediction about the make and model of the
vehicle using a trained convolutional neural network. A
trained neural network may determine probabilities for how
much a provided online profile matches with a vehicle
profile or an operator record. In some embodiments, these
probabilities may be used to compensate for vehicle profiles
or operator profiles missing certain desired identifier infor-
mation in order to generate pseudo-identities for a vehicle
profile or operator profile. For example, some embodiments
may include a vehicle profile that does not include a home
address or an identifier of a vehicle operator in a namespace
other than that of the vehicle’s data provider.

[0116] By using graph profiles or match probabilities
associating provided online profiles with operator records or
vehicle records, additional information may be used for the
purposes of population segmentation and study. For
example, data from a publicly provided social media profile
can include a geographic location, age range, and interests
and can be used as an input for a trained neural network to
predict a vehicle make and model. Some embodiments may
associate the social media profile with a vehicle profile
having the predicted vehicle make and model. This associa-
tion may be useful for further studies and provide informa-
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tion such as whether or not a vehicle will be carrying the
person with the social media profile at a probability greater
than a threshold probability, such as greater than 20%,
greater than 50%, or greater than 80%.

[0117] Some embodiments may select advertisements for
display based on the operator profile or vehicle profile. Other
embodiments may bid on advertising auctions based on
operator profile or vehicle profile. Other embodiments may
recommend content or products based on these profiles,
route vehicles through particular paths based on these pro-
files, direct public works projects based on these profiles,
and the like.

[0118] Some embodiments may include performing a top-
view layer machine-learning operation executing on a top-
view computing layer based on data from at least one of a
local computing layer results or vehicle computing layer, as
indicated by block 340. In some embodiments, performing
the top-view layer machine-learning operation may include
using an agent executing on the top-view computing layer to
perform one or more of the machine-learning methods or
other tasks described above. For example, an agent being
executed by the one or more processors of the top-view
computing layer may generate a road network graph or train
a convolutional RNN having an attention mechanism to
analyze sensor data stored in an event log to predict the risk
value for an accident.

[0119] In some embodiments, a top-view computing appli-
cation being executed on the top-view computing layer may
act as an overriding agent that can modity, stop, or expand
on operations to train or use machine-learning systems in
any of the layers of the multilayer vehicle learning infra-
structure. In some embodiments, the top-view computing
application may perform one or more recurring activities to
enforce a cyclical learning hierarchy by initiating one or
more learning tasks to continually pull additional training
data from the vehicle computing layer or the local comput-
ing layer. In addition, the top-view computing application
may modify learning behavior in other machine-learning
operations by applying policy gradient reinforcement learn-
ing methods, as further described below. Furthermore, the
top-view computing application may include program code
to start a re-training operation, induce a switch to a different
machine-learning system, or rely on non-learning automa-
tion systems when a data stream, component, or layer
becomes inaccessible to other components in the multilayer
vehicle learning infrastructure. While the above embodi-
ment discloses the top-view computing application control-
ling other layers, some embodiments may restrict the top-
view computing application from directly controlling
applications executing on other layers.

[0120] Some embodiments may include elements of rein-
forcement learning having one or more policy gradient
methods. An agent executing on a top-view computing layer
may proceed through a Markov decision process, wherein
the sensor data from one or more vehicles, other data such
as weather, and computed results may be discretized and
treated as a finite set of states. In some embodiments, the
control-system adjustment values or parameters used during
machine-learning operations may be treated by the agent as
the available actions in each state. A history of the control-
system adjustments and their resulting effects may be evalu-
ated using a reward system when implementing the rein-
forcement learning method. For example, positive feedback
from a vehicle operator resulting from a query or a decrease
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in accident rates may be used by a reward function to
provide reinforcement for an adjustment value change.
Similarly, negative feedback from a vehicle operator or an
increase in accident rates may be used by the reward
function to discourage use of the adjustment value change.
In some embodiments, the reinforcements may be provided
through simulations of vehicle behavior based on one or
more road network graphs or through a third-party system
instead of or in addition to physical changes.

[0121] In some embodiments, an agent executing a rein-
forcement learning operation may modify an ensemble
learning method to balance weights used in or applied to
different machine-learning operations, wherein the rein-
forcement function may reward vehicle performance
improvements, vehicle safety parameters, or a computation
speed to different combinations of machine-learning
approaches. For example, the agent may use a reinforcement
learning approach to determine which of a combination of
neural network features are to be implemented at the vehicle
computing layer and the local computing layer based on a
reward function. In some embodiments, the reward function
used may be based on an accuracy parameter and a response
time parameter. Use of this reward function during a rein-
forcement learning operation may result in a selection of a
CNN computation on the vehicle layer and a selection of a
convolutional LSTM having an attention mechanism on the
local computing layer. By performing this meta-analysis and
similar meta-analysis of machine-learning systems in a
multilayer vehicle learning infrastructure, the agent execut-
ing on the central computing layer may be used to further
refine and optimize machine-learning operations.

[0122] Some embodiments may supplement the reinforce-
ment learning operation with a policy gradient method. An
agent executing the reinforcement learning operation may
implement a policy to determine a trajectory for a control-
system adjustment values and other changes to vehicle
behavior, wherein the proposed changes follow a policy
gradient between any timestep. In some embodiments, the
policy gradient of the policy may be changed based on the
REINFORCE method. For example, while executing a rein-
forcement learning operation, an agent may implement a
policy gradient determination operation, wherein one or
more observables or quantifiable values such as response
time, number of swerves, number of collisions, vehicle
sensor data values, or the like may be used to determine a
general path likelihood ratio as a gradient estimate.

[0123] In some embodiments, one or more applications
operating on the central computing layer can re-perform or
expand operations described above for any or all of the
vehicles or local computing data centers in the vehicle
computing layer or local computing layer. For example,
some embodiments may combine a plurality of smaller road
network graphs to generate a larger road network graph. The
increased amount of data available to a machine-learning
method executing on the top-view computing layer relative
to a machine-learning method executing on the local com-
puting layer may result in an increase in the predictive
accuracy of the machine-learning method and detection of
region-level anomalies that may be more difficult to detect
or characterize using data available to only one computing
device of a local computing layer. In addition, an increased
amount of computing resources may reduce the time
required to perform various resource intensive computation
activities, such as video analysis or tasks that may benefit
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from parallel computing. The application and re-application
of neural network operations across a plurality of parameters
allows deeper understanding of the latent space of various
previously disparate records or data, such as vehicle sensor
data, operator profile data, road network graph data, and
online profile data.

[0124] In some embodiments, the top-view computing
layer may store vehicle data, operator data, or other data in
a centralized history repository. Some embodiments may
periodically, or in response to various events, interrogate and
analyze this history repository to construct one or more
localized models. Some embodiments may construct a local-
ized model of one or more roads, road segments, polygons
corresponding to a place of interest, or the like. For example,
some embodiments may construct a region separated into a
set of tiles such as a square tile having one kilometer (km)
long sides, a hexagonal tile, tiles of other shapes.

[0125] Some embodiments may overlay particular data
models with tiles being associated an index with polygons,
bitmaps, or vector graphic definitions of geographic features
within those tiles. Some embodiments may implement this
operation to increase the speed of computational operations
based on the data model. For example, some embodiments
may search for features in a tiled region in which a selected
geolocation resides. By quickly limiting the search to a
subset of the available tiles in the data model instead of
searching through the entire map corresponding to the data
model, a significant amount of time or computational
resources may be saved. In some embodiments, the edges of
those tiles may be aligned with multiples of 10 in latitude
and longitude coordinates, such that corresponding tiles for
a given coordinate may be identified by truncating less
significant digits of a geolocation to be analyzed within the
tile. In some embodiments, tiles may have identifiers or may
be reference in an index by these less significant digits.
[0126] In some embodiments, road network nodes, road
network segments, or tiles may serve as atomic units of
geography and may have various attributes inferred from the
information in the centralized history repository. For
example, a given segment of road may be associated with a
distribution of traffic density, a distribution of speed density,
or other geolocation-related information. In some embodi-
ments, these atomic units of geography may have attributes
that are segmented by time. A road segment may have
different values for an attribute corresponding to different
times of day, days of the week, days of the month, days the
year, or combinations thereof. For example, a particular
intersection may be represented by a road network node and
may have am accident frequency of 10% on Sundays
between 7 and 10 AM and an accident frequency of 25%
during weekdays between 5 and 6 PM. In some embodi-
ments, these attributes may be inferred directly from the
centralized history repository. In some embodiments, these
attributes may be inferred indirectly, for instance, attributing
attributes of people to the vehicles in which they ride,
attributing attributes of places to people visiting those
places, attributing attributes of places to vehicles visiting
those places, or the like.

[0127] In addition, data available from online profiles and
other data referenced in a corresponding profile graph may
also be used by a machine-learning operation or other
learning operations to determine vehicle adjustment values
or provide other results. These learning operations can
include training a machine-learning system or using a
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trained machine-learning system to find trends, determine
inferences, and determine other relationships between a user
attributes and vehicle behavior based on data available from
a profile graph. For example, a graph profile may be used to
determine attributes such as a prevalence of users inclined
towards football, SUV vehicles, sports cars, luxury cars, a
prevalence of users in a particular demographic or psycho-
graphic segment, a frequency of accidents, flat tires, pot
holes, school zones, a frequency of acceleration or decel-
eration above some threshold, or the like.

[0128] In some embodiments, these attributes may be
inferred with machine-learning techniques. These machine-
learning techniques can include one or more of those listed
above, such as a RNN using stochastic gradient descent
when minimizing an objective function. Other machine-
learning methods may include classification and regression
tree (CART), a Bayesian optimization, a simulated anneal-
ing, or other optimization techniques by which attributes of
users and places may learned from historical data. In some
embodiments, attributes may be inferred with statistical
techniques. For example, some embodiments may classify
distributions of data and designating as attributes descriptive
statistics of those distributions, like mean, median, mode,
standard deviation, variance, and the like. In some embodi-
ments, attributes may be classifications learn from features
and a plurality of different channels of information in the
history repository.

[0129] Some embodiments may perform a top-view layer
machine-learning operation by training one or more of the
machine-learning systems described above or by using a
trained version of one or more of the machine-learning
systems described above. For example, an agent executing
on the top-view computing layer may perform a training
operation by training a machine-learning system using a first
set of local computing layer results from a first data center,
a second set of local computing layer results from a second
data center and a set of geolocations as inputs. In this
example, the first set of local computing layer may be based
on data from a first vehicle and a second vehicle, the second
set of local computing layer results may be based on data
from a third vehicle, and the set of geolocations may include
the geolocations corresponding to each of the first vehicle,
second vehicle, and third vehicle. A top-view computing
neural network may then be trained to determine a top-view
control-system adjustment value based on at least one of the
local computing layer results, vehicle computing layer
results, sensor data from a plurality of vehicles, operator
profiles, and roadside sensor data.

[0130] In some embodiments, an application executing on
the top-view computing layer may apply one or more
control-system adjustment values based on sensor data from
a first and second vehicle to modify the operations of a third
vehicle, wherein applying the control-system adjustment
value may be done through an actual adjustment of vehicle
operations or through a simulation. In response, the top-view
computing layer may determine whether applying the one or
more control-system adjustment values to the third vehicle
would reduce a risk value below a risk threshold value, or
whether the proposed control-system adjustment value vio-
lates any other adjustment value limitations programmed
into one or more media of the top-view computing layer.
[0131] As discussed above, various specific machine-
learning systems may be trained and used on when execut-
ing on the top-view computing layer. In some cases, high-
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resource learning operations may be pushed to the top-view
computing layer for execution. For example, tasks such as
analyzing video streams, high volume data, or high noise
applications may transfer from the vehicle computing layer
or the local computing layer to the top-view computing
layer.

[0132] Some embodiments may determine whether one or
more of the computed results satisfy one or more adjustment
transmission criteria, as indicated by block 344. In some
embodiments, the determination that the adjustment trans-
mission criteria are satisfied may be whether or not any
non-zero control-system adjustment values were determined
based on operations such as those described for block 328 or
bock 340. Alternatively, or in addition, some embodiments
may include a minimum or maximum adjustment threshold.
For example, if a control-system adjustment to an ABS
stopping rate is set to be a 30% increase but the maximum
limit on a single control-system adjustment value is 10%, the
control-system adjustment value may be cancelled or oth-
erwise limited to the maximum adjustment value. In some
embodiments, if the control-system adjustment does not
match or exceed a minimum adjustment threshold, some
embodiments may determine that the adjustment transmis-
sion criteria are not satisfied. In addition, in the case that all
risk threshold values are already met as discussed above for
block 328, some embodiments may determine that the
adjustment transmission criteria are not satisfied. Con-
versely, some embodiments may determine that the adjust-
ment transmission criteria are satisfied if a computed risk
value exceeds at least one or more risk threshold values.
Upon determining that no adjustment transmission criteria
are satisfied, some embodiments may return to block 302
and continue obtaining sensor data.

[0133] Alternatively, upon determining that the adjust-
ment transmission criteria are satisfied, some embodiments
may update and transmit control-system adjustment values
to one or more vehicles based on the top-view computing
layer results, as indicated in block 348. In some embodi-
ments, such as if no applicable adjustment values are made
in the local computing layer, the top-view computing layer
may provide new adjustment values. For example, the
top-view computing layer may generate and transmit a
control-system adjustment value corresponding to a
decrease of an acceleration rate for all vehicles in a region
during the intervals of 11 PM to 4 AM, wherein no indi-
vidual data center generated any adjustment values corre-
sponding to an acceleration rate.

[0134] Some embodiments may update the control-system
adjustment calculated for block 328 with the top-view
control-system adjustment value described for block 340. In
addition, some embodiments may completely replace con-
trol-system adjustment values calculated at the local com-
puting layer with their corresponding top-view control-
system adjustment values. In addition, the control-system
adjustment value may be different across different vehicles
in some embodiments. In some embodiments, a top-view
application may standardize the control-system adjustment
values across the different vehicles based on the top-view
control-system adjustment value, such that all control-sys-
tem adjustment values are set to be within a range of the
top-view control-system adjustment value.

[0135] Some embodiments may determine that a differ-
ence between a particular control-system adjustment value
and the top-view control-system adjustment value is greater
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than a difference threshold and mark the vehicle correspond-
ing to that particular control-system adjustment value as
abnormal. The marked vehicle may be investigated, or a
corresponding vehicle owner may be notified of a possible
vehicle issue corresponding to a vehicle failure, a sensor
failure or operator misuse. For example, after a data center
serving a first region in the local computing layer determines
that an ABS responsiveness of a particular vehicle should be
increased by 10%, the top-view computing layer may update
the antilock braking responsiveness to 8% based on addi-
tional computations that take into account other regions
traveled by the particular vehicle, wherein a minimum and
maximum ABS adjustment value is between -6% and 8%,
respectively.

[0136] Insome embodiments, learned geographic features
or attributes thereof may be sent to vehicles in the vehicle
computing layer. These values may be pushed or pulled
based upon various parameters such as a current geolocation
of the vehicle, geolocation of a place set as a destination in
a vehicle navigation system, a projected geolocation deter-
mined from a current vehicle direction and velocity. In some
embodiments, a top-view computing layer may examine the
geographic features are attributes thereof within a threshold
distance or currently occupied tile may be sent to vehicles,
and those records may be interrogated by the onboard
computer of the vehicle to determine whether a task is to be
performed. For example, an onboard computer may populate
a heads-up display, inform navigation decisions of a self-
driving car, facilitate real-time alerting to the driver of
dangerous conditions, predictively adjust gear ratios, pre-
dictively adjust suspension systems, modulate headlight
state or brightness, or perform other activities based on the
interrogation results.

[0137] While a risk value may be used to determine a
vehicle adjustment value, other uses for the risk value exist.
Some embodiments may use a computed risk value to
determine the probability that a demographic group will
drive a particular vehicle or type of vehicle. For example,
some embodiments may associate a vehicle with a person
for various risk calculations such as insurance, credit,
employment, etc. Some embodiments may associate the
person with the vehicle using the profile graph or matching
method discussed above for block 336. Alternatively, some
embodiments may establish direct link between the person
and the vehicle based on a direct statement by the person.
Some embodiments may assess an insurance risk for a
vehicle operator, a vehicle, or a place based on a linked
vehicle. In some embodiments, insurance risk for a vehicle
operator or vehicle can be based on a portion of a road
network graph to generate a hyperlocal risk score, wherein
specific attributes of a road network may be used to calculate
the risk score for a road segment, a trip along a road network,
or series of trips along a road network.

[0138] FIG. 4 shows an exemplary computing system
1000 by which the present techniques may be implemented
in accordance with some embodiments. Various portions of
systems and methods described herein, may include or be
executed on one or more computer systems similar to
computing system 1000. Further, processes and modules
described herein may be executed by one or more processing
systems similar to that of computing system 1000.

[0139] Computing system 1000 may include one or more
processors (e.g., processors 1010a-10107) coupled to sys-
tem memory 1020, an input/output /O device interface
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1030, and a network interface 1040 via an input/output (I/O)
interface 1050. A processor may include a single processor
or a plurality of processors (e.g., distributed processors). A
processor may be any suitable processor capable of execut-
ing or otherwise performing instructions. A processor may
include a central processing unit (CPU) that carries out
program instructions to perform the arithmetical, logical,
and input/output operations of computing system 1000. A
processor may execute code (e.g., processor firmware, a
protocol stack, a database management system, an operating
system, or a combination thereof) that creates an execution
environment for program instructions. A processor may
include a programmable processor. A processor may include
general or special purpose microprocessors. A processor
may receive instructions and data from a memory (e.g.,
system memory 1020). Computing system 1000 may be a
uni-processor system including one processor (e.g., proces-
sor 1010a), or a multi-processor system including any
number of suitable processors (e.g., 1010a-10107). Multiple
processors may be employed to provide for parallel or
sequential execution of one or more portions of the tech-
niques described herein. Processes, such as logic flows,
described herein may be performed by one or more pro-
grammable processors executing one or more computer
programs to perform functions by operating on input data
and generating corresponding output. Processes described
herein may be performed by, and apparatus can also be
implemented as, special purpose logic circuitry, e.g., a vision
processing unit (VPU), a neuromorphic complementary
metal-oxide-semiconductor (CMOS) chip, an FPGA (field
programmable gate array), a PGA (programmable gate
array), or an ASIC (application specific integrated circuit)
such as a tensor processing unit (TPU). Computing system
1000 may include a plurality of computing devices (e.g.,
distributed computer systems) to implement various pro-
cessing functions.

[0140] I/O device interface 1030 may provide an interface
for connection of one or more 1/O devices 1060 to computer
system 1000. /O devices may include devices that receive
input (e.g., from a user) or output information (e.g., to a
user). [/O devices 1060 may include, for example, graphical
user interface presented on displays (e.g., a cathode ray tube
(CRT) or liquid crystal display (LCD) monitor), pointing
devices (e.g., a computer mouse or trackball), keyboards,
keypads, touchpads, scanning devices, voice recognition
devices, gesture recognition devices, printers, audio speak-
ers, microphones, cameras, or the like. /O devices 1060
may be connected to computer system 1000 through a wired
or wireless connection. [/O devices 1060 may be connected
to computer system 1000 from a remote location. I/O
devices 1060 located on remote computer system, for
example, may be connected to computer system 1000 via a
network and network interface 1040.

[0141] Network interface 1040 may include a network
adapter that provides for connection of computer system
1000 to a network. Network interface may 1040 may facili-
tate data exchange between computer system 1000 and other
devices connected to the network. Network interface 1040
may support wired or wireless communication. The network
may include an electronic communication network, such as
the Internet, a local area network (LAN), a wide area
network (WAN), a cellular communications network, or the
like.
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[0142] System memory 1020 may be configured to store
program instructions 1100 or data 1110. Program instruc-
tions 1100 may be executable by a processor (e.g., one or
more of processors 10104-10107) to implement one or more
embodiments of the present techniques. Instructions 1100
may include modules of computer program instructions for
implementing one or more techniques described herein with
regard to various processing modules. Program instructions
may include a computer program (which in certain forms is
known as a program, software, software application, script,
or code). A computer program may be written in a program-
ming language, including compiled or interpreted lan-
guages, or declarative or procedural languages. A computer
program may include a unit suitable for use in a computing
environment, including as a stand-alone program, a module,
a component, or a subroutine. A computer program may or
may not correspond to a file in a file system. A program may
be stored in a portion of a file that holds other programs or
data (e.g., one or more scripts stored in a markup language
document), in a single file dedicated to the program in
question, or in multiple coordinated files (e.g., files that store
one or more modules, sub programs, or portions of code). A
computer program may be deployed to be executed on one
or more computer processors located locally at one site or
distributed across multiple remote sites and interconnected
by a communication network.

[0143] System memory 1020 may include a tangible pro-
gram carrier having program instructions stored thereon. A
tangible program carrier may include a non-transitory com-
puter readable storage medium. A non-transitory computer
readable storage medium may include a machine readable
storage device, a machine readable storage substrate, a
memory device, or any combination thereof. Non-transitory
computer readable storage medium may include non-vola-
tile memory (e.g., flash memory, ROM, PROM, EPROM,
EEPROM memory), volatile memory (e.g., random access
memory (RAM), static random access memory (SRAM),
synchronous dynamic RAM (SDRAM)), bulk storage
memory (e.g., CD-ROM and/or DVD-ROM, hard-drives),
or the like. System memory 1020 may include a non-
transitory computer readable storage medium that may have
program instructions stored thereon that are executable by a
computer processor (e.g., one or more of processors 1010a-
1010#) to cause the subject matter and the functional opera-
tions described herein. A memory (e.g., system memory
1020) may include a single memory device and/or a plurality
of memory devices (e.g., distributed memory devices).
Instructions or other program code to provide the function-
ality described herein may be stored on a tangible, non-
transitory computer readable media. In some cases, the
entire set of instructions may be stored concurrently on the
media, or in some cases, different parts of the instructions
may be stored on the same media at different times.

[0144] 1/O interface 1050 may be configured to coordinate
/O traffic between processors 10104-10107, system
memory 1020, network interface 1040, /O devices 1060,
and/or other peripheral devices. 1/O interface 1050 may
perform protocol, timing, or other data transformations to
convert data signals from one component (e.g., system
memory 1020) into a format suitable for use by another
component (e.g., processors 1010a-10107). I/O interface
1050 may include support for devices attached through
various types of peripheral buses, such as a variant of the
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Peripheral Component Interconnect (PCI) bus standard or
the Universal Serial Bus (USB) standard.

[0145] Embodiments of the techniques described herein
may be implemented using a single instance of computer
system 1000 or multiple computer systems 1000 configured
to host different portions or instances of embodiments.
Multiple computer systems 1000 may provide for parallel or
sequential processing/execution of one or more portions of
the techniques described herein.

[0146] Those skilled in the art will appreciate that com-
puter system 1000 is merely illustrative and is not intended
to limit the scope of the techniques described herein. Com-
puter system 1000 may include any combination of devices
or software that may perform or otherwise provide for the
performance of the techniques described herein. For
example, computer system 1000 may include or be a com-
bination of a cloud-computing system, a data center, a server
rack, a server, a virtual server, a desktop computer, a laptop
computer, a tablet computer, a server device, a client device,
a mobile telephone, a personal digital assistant (PDA), a
mobile audio or video player, a game console, a vehicle-
mounted computer, or a Global Positioning System (GPS),
or the like. Computer system 1000 may also be connected to
other devices that are not illustrated, or may operate as a
stand-alone system. In addition, the functionality provided
by the illustrated components may in some embodiments be
combined in fewer components or distributed in additional
components. Similarly, in some embodiments, the function-
ality of some of the illustrated components may not be
provided or other additional functionality may be available.
[0147] Those skilled in the art will also appreciate that
while various items are illustrated as being stored in memory
or on storage while being used, these items or portions of
them may be transferred between memory and other storage
devices for purposes of memory management and data
integrity. Alternatively, in other embodiments some or all of
the software components may execute in memory on another
device and communicate with the illustrated computer sys-
tem via inter-computer communication. Some or all of the
system components or data structures may also be stored
(e.g., as instructions or structured data) on a computer-
accessible medium or a portable article to be read by an
appropriate drive, various examples of which are described
above. In some embodiments, instructions stored on a com-
puter-accessible medium separate from computer system
1000 may be transmitted to computer system 1000 via
transmission media or signals such as electrical, electromag-
netic, or digital signals, sent via a communication medium
such as a network or a wireless link. Various embodiments
may further include receiving, sending, or storing instruc-
tions or data implemented in accordance with the foregoing
description upon a computer-accessible medium. Accord-
ingly, the present techniques may be practiced with other
computer system configurations.

[0148] In block diagrams, illustrated components are
depicted as discrete functional blocks, but embodiments are
not limited to systems in which the functionality described
herein is organized as illustrated. The functionality provided
by each of the components may be provided by software or
hardware modules that are differently organized than is
presently depicted, for example such software or hardware
may be intermingled, conjoined, replicated, broken up,
distributed (e.g. within a data center or geographically), or
otherwise differently organized. The functionality described
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herein may be provided by one or more processors of one or
more computers executing code stored on a tangible, non-
transitory, machine readable medium. In some cases, not-
withstanding use of the singular term “medium,” the instruc-
tions may be distributed on different storage devices
associated with different computing devices, for instance,
with each computing device having a different subset of the
instructions, an implementation consistent with usage of the
singular term “medium” herein. In some cases, third party
content delivery networks may host some or all of the
information sent over networks, in which case, to the extent
information (e.g., content) is said to be supplied or otherwise
provided, the information may provided by sending instruc-
tions to retrieve that information from a content delivery
network.

[0149] The reader should appreciate that the present appli-
cation describes several independently useful techniques.
Rather than separating those techniques into multiple iso-
lated patent applications, applicants have grouped these
techniques into a single document because their related
subject matter lends itself to economies in the application
process. But the distinct advantages and aspects of such
techniques should not be conflated. In some cases, embodi-
ments address all of the deficiencies noted herein, but it
should be understood that the techniques are independently
useful, and some embodiments address only a subset of such
problems or offer other, unmentioned benefits that will be
apparent to those of skill in the art reviewing the present
disclosure. Due to costs constraints, some techniques dis-
closed herein may not be presently claimed and may be
claimed in later filings, such as continuation applications or
by amending the present claims. Similarly, due to space
constraints, neither the Abstract nor the Summary of the
Invention sections of the present document should be taken
as containing a comprehensive listing of all such techniques
or all aspects of such techniques.

[0150] It should be understood that the description and the
drawings are not intended to limit the present techniques to
the particular form disclosed, but to the contrary, the inten-
tion is to cover all modifications, equivalents, and alterna-
tives falling within the spirit and scope of the present
techniques as defined by the appended claims. Further
modifications and alternative embodiments of various
aspects of the techniques will be apparent to those skilled in
the art in view of this description. Accordingly, this descrip-
tion and the drawings are to be construed as illustrative only
and are for the purpose of teaching those skilled in the art the
general manner of carrying out the present techniques. It is
to be understood that the forms of the present techniques
shown and described herein are to be taken as examples of
embodiments. Elements and materials may be substituted
for those illustrated and described herein, parts and pro-
cesses may be reversed or omitted, and certain features of
the present techniques may be utilized independently, all as
would be apparent to one skilled in the art after having the
benefit of this description of the present techniques. Changes
may be made in the elements described herein without
departing from the spirit and scope of the present techniques
as described in the following claims. Headings used herein
are for organizational purposes only and are not meant to be
used to limit the scope of the description.

[0151] As used throughout this application, the word
“may” is used in a permissive sense (i.e., meaning having
the potential to), rather than the mandatory sense (i.e.,
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meaning must). The words “include”, “including”, and
“includes” and the like mean including, but not limited to.
As used throughout this application, the singular forms “a,”
“an,” and “the” include plural referents unless the content
explicitly indicates otherwise. Thus, for example, reference
to “an element” or “a element” includes a combination of
two or more elements, notwithstanding use of other terms
and phrases for one or more elements, such as “one or
more.” The term “or” is, unless indicated otherwise, non-
exclusive, i.e., encompassing both “and” and “or.” Terms
describing conditional relationships, e.g., “in response to X,
Y,” “upon X, Y,”, “if X, Y,” “when X, Y,” and the like,
encompass causal relationships in which the antecedent is a
necessary causal condition, the antecedent is a sufficient
causal condition, or the antecedent is a contributory causal
condition of the consequent, e.g., “state X occurs upon
condition Y obtaining” is generic to “X occurs solely upon
Y” and “X occurs upon Y and Z.” Such conditional rela-
tionships are not limited to consequences that instantly
follow the antecedent obtaining, as some consequences may
be delayed, and in conditional statements, antecedents are
connected to their consequents, e.g., the antecedent is rel-
evant to the likelihood of the consequent occurring. State-
ments in which a plurality of attributes or functions are
mapped to a plurality of objects (e.g., one or more proces-
sors performing steps A, B, C, and D) encompasses both all
such attributes or functions being mapped to all such objects
and subsets of the attributes or functions being mapped to
subsets of the attributes or functions (e.g., both all proces-
sors each performing steps A-D, and a case in which
processor 1 performs step A, processor 2 performs step B
and part of step C, and processor 3 performs part of step C
and step D), unless otherwise indicated. Similarly, reference
to “a computer system” performing step A and “the com-
puter system” performing step B can include the same
computing device within the computer system performing
both steps or different computing devices within the com-
puter system performing steps A and B. Further, unless
otherwise indicated, statements that one value or action is
“based on” another condition or value encompass both
instances in which the condition or value is the sole factor
and instances in which the condition or value is one factor
among a plurality of factors. Unless otherwise indicated,
statements that “each” instance of some collection have
some property should not be read to exclude cases where
some otherwise identical or similar members of a larger
collection do not have the property, i.e., each does not
necessarily mean each and every. Limitations as to sequence
of recited steps should not be read into the claims unless
explicitly specified, e.g., with explicit language like “after
performing X, performing Y,” in contrast to statements that
might be improperly argued to imply sequence limitations,
like “performing X on items, performing Y on the X'ed
items,” used for purposes of making claims more readable
rather than specifying sequence. Statements referring to “at
least Z of A, B, and C,” and the like (e.g., “at least Z of A,
B, or C”), refer to at least Z of the listed categories (A, B,
and C) and do not require at least Z units in each category.
Unless specifically stated otherwise, as apparent from the
discussion, it is appreciated that throughout this specifica-
tion discussions utilizing terms such as “processing,” “com-
puting,” “calculating,” “determining” or the like refer to
actions or processes of a specific apparatus, such as a special
purpose computer or a similar special purpose electronic
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processing/computing device. Features described with ref-
erence to geometric constructs, like “parallel,” “perpendicu-
lar/orthogonal,” “square”, “cylindrical,” and the like, should
be construed as encompassing items that substantially
embody the properties of the geometric construct, e.g.,
reference to “parallel” surfaces encompasses substantially
parallel surfaces. The permitted range of deviation from
Platonic ideals of these geometric constructs is to be deter-
mined with reference to ranges in the specification, and
where such ranges are not stated, with reference to industry
norms in the field of use, and where such ranges are not
defined, with reference to industry norms in the field of
manufacturing of the designated feature, and where such
ranges are not defined, features substantially embodying a
geometric construct should be construed to include those
features within 15% of the defining attributes of that geo-
metric construct. The terms “first”, “second”, “third,”
“given” and so on, if used in the claims, are used to
distinguish or otherwise identify, and not to show a sequen-
tial or numerical limitation. As is the case in ordinary usage
in the field, data structures and formats described with
reference to uses salient to a human need not be presented
in a human-intelligible format to constitute the described
data structure or format, e.g., text need not be rendered or
even encoded in Unicode or ASCII to constitute text;
images, maps, and data-visualizations need not be displayed
or decoded to constitute images, maps, and data-visualiza-
tions, respectively; speech, music, and other audio need not
be emitted through a speaker or decoded to constitute
speech, music, or other audio, respectively. Computer imple-
mented instructions, commands, and the like are not limited
to executable code and can be implemented in the form of
data that causes functionality to be invoked, e.g., in the form
of arguments of a function or API call.

[0152] In this patent, certain U.S. patents, U.S. patent
applications, or other materials (e.g., articles) have been
incorporated by reference. The text of such U.S. patents,
U.S. patent applications, and other materials is, however,
only incorporated by reference to the extent that no conflict
exists between such material and the statements and draw-
ings set forth herein. In the event of such conflict, the text of
the present document governs, and terms in this document
should not be given a narrower reading in virtue of the way
in which those terms are used in other materials incorporated
by reference.

[0153] The present techniques will be better understood
with reference to the following enumerated embodiments:

1. A non-transitory, machine-readable medium storing
instructions that, when executed by one or more processors,
effectuate operations comprising: obtaining a first set of
geolocations, a first set of control-system data, and a first set
of vehicle proximity data using a first set of sensors,
wherein: the first set of sensors is attached to a first vehicle,
the first vehicle includes one or more of a first set of
processors executing a first vehicle application operating as
a part of a vehicle computing layer, wherein the vehicle
computing layer comprises a set of vehicle applications
operating on the first set of processors, wherein each of the
first set of processors are attached to one or more vehicles,
the first set of geolocations, the first set of control-system
data, the a first set of vehicle proximity data are concurrently
obtained, the first set of control-system data comprises data
indicating a use of a control system of the first vehicle, and
the first set of vehicle proximity data comprises data corre-
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sponding to a distance to an object from the first vehicle;
inferring, using the one or more processors attached to the
first vehicle, a first set of vehicle computing layer results
based on the first set of control-system data and the first set
of vehicle proximity data using a neural network executing
on the vehicle computing layer; sending the first set of
vehicle computing layer results and the first set of geoloca-
tions to a local application executing on a local computing
layer, wherein: the local application comprises a neural
network executing on the local computing layer, the local
application is configured to receive a second set of vehicle
computing layer results and second set of geolocations from
a second vehicle, the local computing layer comprises a set
of local applications, wherein each of the set of local
applications is configured to receives vehicle computing
layer results, and each of the set of local applications is
executing on one of a set of computing devices; training the
neural network executing on the local computing layer to
determine a first set of local computing layer results based
on the first set of control-system data, the first set of
geolocations, and a second set of control-system data from
a second vehicle, wherein: the first set of local computing
layer results comprises a control-system adjustment value,
wherein the control-system adjustment value is at least one
of a parameter used by the control system to determine a
vehicle response of the first vehicle to an operator-effected
change on the control system or a change in the parameter,
and sending the first set of local computing layer results to
a top-view application executing on a top-view computing
layer, wherein: the top-view computing layer is configured
to receive local computing layer results from the set of local
applications, the top-view computing application comprises
aneural network executing on the top-view computing layer,
and wherein the top-view computing application also
receives a second set of local computing layer results and
third set of geolocations from a third vehicle; training a
top-view computing neural network based on the first set of
local computing layer results to determine a top-view con-
trol-system adjustment value based on a region containing
the first set of geolocations, the second set of geolocations,
and the third set of geolocations, wherein the top-view
control-system adjustment value is different from the con-
trol-system adjustment value; updating the control-system
adjustment value based on the top-view control-system
adjustment value; transmitting the control-system adjust-
ment value to the first vehicle; and adjusting a vehicle
response to an operator-effected change in the first vehicle
based on the control-system adjustment value.

2. The medium of embodiment 1, wherein: sending the first
set of vehicle computing layer results comprises sending a
masked first set of vehicle computing layer results, wherein
the masked first set of vehicle computing layer results is
determined by injecting a noise into an initial first set of
vehicle computing layer based on a first amount of noise; the
control-system adjustment value comprises an adjustment to
the responsiveness of a vehicle braking system or the
responsiveness of a vehicle acceleration system; and the
operations further comprise: obtaining a second set of geo-
locations, a second set of control-system data and a second
set of vehicle proximity data from the second vehicle; and
determining, using the one or more processors attached to
the second vehicle, a second set of vehicle computing layer
results based on the second set of control-system data and
the second set of vehicle proximity data using a second
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neural network executing on the vehicle computing layer,
wherein the determination of the second set of vehicle
computing layer results comprises changing the second set
of vehicle computing layer results from an initial second set
of vehicle computing layer results to a masked second set of
vehicle computing layer results using a noise injection
method based on a second amount of noise.

3. The medium of any one of embodiments 1-2, the opera-
tions further comprising: obtaining, using one or more
roadside sensors, a visual recording of a feature; detecting
and labeling the feature with the local application based on
the visual recording of the feature; and determining that the
feature and an object are physically connected based on a
geolocation of the first vehicle and a comparison between a
properties assigned to the feature and properties assigned to
the object.

4. The medium of any one of embodiments 1-2, the opera-
tions further comprising: obtaining, using the first set of
sensors, a first visual record of an additional vehicle; per-
forming a machine-learning prediction operation to record a
first set of features of the additional vehicle based on the
visual record, wherein the first set of features comprises an
identifier value that is visible in the visual record; mapping
the first set of features to a first vehicle profile for the
additional vehicle; obtaining a second visual recording of
the additional vehicle, wherein the second visual recording
is captured using one or more sensors other than those in the
first set of sensors; performing a machine-learning predic-
tion operation to record a second set of features of based on
the second visual record, wherein the second set of features
comprises the identifier value; creating a second vehicle
profile for the additional vehicle based on the second visual
record, wherein the second vehicle profile comprises an
identifier value that is visible in the visual record; mapping
the second set of features to a second vehicle profile for the
additional vehicle; and based on a comparison between
values stored in the first vehicle profile and the second
vehicle profile, determining that both vehicle profiles cor-
respond to the additional vehicle.

5. The medium of embodiment 4, the operations further
comprising: determining that at least one of the third vehicle
profile or the fourth vehicle profile includes an indicator that
the third vehicle satisfies a vehicle risk warning threshold,
and transmitting a message indicating to the first vehicle
identifying the third vehicle in response to the determination
that the third vehicle satisfies a vehicle risk warning thresh-
old.

6. The medium of any one of embodiments 1-5, wherein: a
neural network executing on at least one of the local
computing layer or the top-view computing layer comprises
a generating a set of attention weights corresponding to an
event log and weighting each event of the event log by their
respective attention weight.

7. The medium of any one of embodiments 1-6, wherein: the
control system comprises a vehicle braking system; the
control-system data comprises a measure of a force at which
the vehicle operator presses on an accelerator pedal; the
vehicle proximity data comprises a number of detected other
moving objects around the vehicle; training the neural
network executing on the local computing layer comprises
inferring an accelerator response rate as the control-system
adjustment value based on using the measure of the force,
the number of detected other moving objects, and a number
of recorded accidents near the vehicle’s geolocation as
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inputs; and adjusting the vehicle response comprises chang-
ing the accelerator response rate, wherein an increase in the
accelerator response rate increases the vehicle acceleration
with respect to a push in the vehicle accelerator pedal.

8. The medium of any one of embodiments 1-7, the opera-
tion further comprising selecting a road network graph from
a road network graph repository based on the first set of
geolocations, wherein: the road network graph comprises a
plurality of nodes and links between the plurality of nodes,
wherein each of the plurality of nodes correspond with a
history of geolocations visited by the first vehicle, each
respective link of the links between the plurality of nodes
comprises a road segment, and the respective link is asso-
ciated with one or more values that are dependent on a time
of day, wherein the one or more values are based on a
density measurement corresponding with the respective link.

9. The medium of any one of embodiments 1-8, wherein:
determining the first set of vehicle computing layer results
comprises using the control-system data as an input for an
autoencoder neural network comprising an input layer and
an output layer, wherein a total node count of the input layer
is equal to a total node count of the output layer; and the
operations further comprise training the autoencoder neural
network, wherein training the autoencoder neural network
comprises reducing a number of features in the first set of
vehicle computing layer results, and wherein the first set of
vehicle computing layer results comprises fewer features
than a sum of the number of features in first set of control-
system data and the number of features in the vehicle
proximity data.

10. The medium of any one of embodiments 1-9, the
operations further comprising: encrypting the first set of
vehicle computing layer results into a first set of crypto-
graphic hash values; encrypting the second set of vehicle
computing layer results into a second set of cryptographic
hash values; wherein the first set of vehicle computing layer
results is received by the local computing layer as the first
set of cryptographic hash values and the second set of
vehicle computing layer results are received by the local
computing layer as the second set of cryptographic hash
values; and determining a set of central tendency measure-
ments based on the first encrypted set of values and the
second encrypted set of values; and transmitting the set of
central tendency measurements to the first vehicle and the
second vehicle.

11. The medium of any one of embodiments 1-10, the
operations further comprising transmitting a weight of a first
vehicle neural network from the first vehicle to the second
vehicle, wherein the first vehicle neural network is config-
ured to be executed on the one or more processors attached
to the first vehicle.

12. The medium of any one of embodiments 1-11, the
operations further comprising: determine a baseline thresh-
old region for the first vehicle based on data from the first set
of sensors, where the baseline threshold region comprises at
least one range of values, and wherein a determination that
a set of data that satisfies the baseline threshold region
indicates that a status represented by the set of data is
normal; determine whether a baseline threshold region has
been satisfied by the set of data; determine a defective sensor
in the first set of sensors responsible for the abnormal signal;
and display a message in the first vehicle indicating the
defective sensor.
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13. The medium of any one of embodiments 1-12, the
operations further comprising transmitting one or more
application state values from a first data center in the local
computing layer to a second data center in the local com-
puting layer, wherein the one or more application state
values are usable by a second neural network configured to
be executable by the second data center.

14. The medium of any one of embodiments 1-13, the
operations further comprising: displaying a query in the first
vehicle in response to a detected event to confirm that the
detected event occurred; obtaining a response to the query;
and transmitting the response from the first vehicle to the
local application.

15. The medium of any one of embodiments 1-14, wherein:
training the neural network comprises training the neural
network to determine the control-system adjustment value
based on an operator profile and a vehicle profile as inputs;
and the operations further comprise: determining the vehicle
profile based on the sensor data, wherein the vehicle profile
comprises a history of events for the first vehicle; and
determining the operator profile corresponding to a vehicle
operator of the first vehicle, wherein the operator profile
includes a plurality of records corresponding to events
during which the vehicle operator was operating the first
vehicle.

16. The medium of any one of embodiments 1-15, further
comprising: selecting a road network graph from a road
network graph repository based on the first set of geoloca-
tions; training a neural network to label a region the road
network graph as a high risk region; and indicate that the
high risk region is a possible site for deployment of a
roadside device.

17. The medium of any one of embodiments 1-16, the
operations further comprising: determining that a first sensor
in the first vehicle is defective based on a comparison
between an output of the first sensor and a detected event;
wherein training the edge computing neural network com-
prises training the edge computing neural network without
using any feature associated with the first sensor as an input;
and wherein training the top-view computing neural network
comprises training the top-view computing neural network
without using any feature associated with the first sensor as
an input.

18. The medium of any one of embodiments 1-17, wherein
the neural network comprises a first set of perceptrons in a
neural network layer, wherein each of the first set of per-
ceptrons are connected with a subset of perceptrons in a
second neural network layer.

19. The medium of any one of embodiments 1-18, wherein
the neural network comprises a directed cyclic graph of
perceptrons, wherein a plurality of the perceptrons com-
prises a time-varying activation value.

20. A method comprising: obtaining a first set of geoloca-
tions, a first set of control-system data, and a first set of
vehicle proximity data using a first set of sensors, wherein:
the first set of sensors is attached to a first vehicle, the first
vehicle includes one or more of a first set of processors
executing a first vehicle application operating as a part of a
vehicle computing layer, wherein the vehicle computing
layer comprises a set of vehicle applications operating on the
first set of processors, wherein each of the first set of
processors are attached to one or more vehicles, the first set
of geolocations, the first set of control-system data, the a first
set of vehicle proximity data are concurrently obtained, the
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first set of control-system data comprises data indicating a
use of a control system of the first vehicle, and the first set
of vehicle proximity data comprises data corresponding to a
distance to an object from the first vehicle; inferring, using
the one or more processors attached to the first vehicle, a first
set of vehicle computing layer results based on the first set
of control-system data and the first set of vehicle proximity
data using a neural network executing on the vehicle com-
puting layer; sending the first set of vehicle computing layer
results and the first set of geolocations to a local application
executing on a local computing layer, wherein: the local
application comprises a neural network executing on the
local computing layer, the local application is configured to
receive a second set of vehicle computing layer results and
second set of geolocations from a second vehicle, the local
computing layer comprises a set of local applications,
wherein each of the set of local applications is configured to
receives vehicle computing layer results, and each of the set
of local applications is executing on one of a set of com-
puting devices; training the neural network executing on the
local computing layer to determine a first set of local
computing layer results based on the first set of control-
system data, the first set of geolocations, and a second set of
control-system data from a second vehicle, wherein: the first
set of local computing layer results comprises a control-
system adjustment value, wherein the control-system adjust-
ment value is at least one of a parameter used by the control
system to determine a vehicle response of the first vehicle to
an operator-effected change on the control system or a
change in the parameter, and sending the first set of local
computing layer results to a top-view application executing
on a top-view computing layer, wherein: the top-view com-
puting layer is configured to receive local computing layer
results from the set of local applications, the top-view
computing application comprises a neural network execut-
ing on the top-view computing layer, and wherein the
top-view computing application also receives a second set of
local computing layer results and third set of geolocations
from a third vehicle; training a top-view computing neural
network based on the first set of local computing layer
results to determine a top-view control-system adjustment
value based on a region containing the first set of geoloca-
tions, the second set of geolocations, and the third set of
geolocations, wherein the top-view control-system adjust-
ment value is different from the control-system adjustment
value; updating the control-system adjustment value based
on the top-view control-system adjustment value; transmit-
ting the control-system adjustment value to the first vehicle;
and adjusting a vehicle response to an operator-effected
change in the first vehicle based on the control-system
adjustment value.

1-20. (canceled)

21. A non-transitory, machine-readable medium storing
instructions that, when executed by one or more processors,
effectuate operations comprising:

receiving a vehicle profile and an operator profile corre-
sponding to an active vehicle and an operator of the
active vehicle, wherein the active vehicle includes one
or more of a first set of processors executing an active
vehicle application operating as part of a vehicle com-
puting layer, wherein the vehicle computing layer com-
prises a set of vehicle applications operating on the first
set of processors;
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receiving a set of vehicle sensor data obtained by a set of

sensors of the active vehicle;
receiving a set of geolocation data corresponding to a
current geographic region of the active vehicle;

processing the vehicle sensor data and geolocation data
using a trained neural network executing on a vehicle
application;

performing a machine-learning prediction or inference

operation using the trained neural network to update the
vehicle profile and the operator profile; and

updating one or more vehicle control metrics in accor-

dance with the operator profile and vehicle profile.

22. The medium of claim 21, comprising:

receiving a second set of vehicle sensor data obtained by

the set of sensors of the active vehicle;

identifying a second active vehicle distinct from the active

vehicle using the second set of vehicle sensor data;
generating a second vehicle profile corresponding to the
second active vehicle;

transmitting the second vehicle profile to a computing

system.

23. The medium of claim 22, wherein in response to
transmitting the second vehicle profile, receiving, from the
computing system, an indication the second active vehicle
satisfies a vehicle risk warning threshold, causing the active
vehicle to display a warning to occupants of the active
vehicle.

24. The medium of claim 21, wherein the vehicle sensor
data includes a video stream, the operations further com-
prise:

using the trained neural network:

detecting an object within the video stream;
determining the object is an anomalous object using the
video stream and the set of geolocation data; and
updating the geolocation data to include an indication and
location of the anomalous object.

25. The medium of claim 24, the operations further
comprising:

using the trained neural network, determining the anoma-

lous object is a dangerous anomalous object;

sending, to a computing device, a visual indicator of the

dangerous anomalous object from the video stream,

and a location of the dangerous anomalous object; and
updating one or more vehicle control metrics to avoid

collision with the dangerous anomalous object.

26. The medium of claim 21, further comprises:

receiving an indication of a destination of the active

vehicle;

determining a navigation route from a current location of

the active vehicle to the destination using the geoloca-
tion data, the navigation route comprising multiple
segments;

retrieving one or more road risk values associated with

each of the multiple segments of the navigation route;
calculating, a route risk value based on the one or more
road risk values;

in accordance with the route risk value meeting a thresh-

old value, generating an alternative navigation route to
the destination by removing one or more segments of
the navigation route.

27. The medium of claim 26, wherein determining the
route risk value further comprises:
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assigning a vehicle risk value based on one or more
vehicle features including: size, length, weight, number
of occupants, average speed, tire tread depth, tire
pressure, and drivetrain.

28. The medium of claim 21, wherein the operations

further comprise:

obtaining a publicly available user profile of the operator
of the active vehicle;

updating the operator profile based on data from the
publicly available user profile of the operator; and

linking the publicly available user profile of the operator
with the operator profile.

29. The medium of claim 21, wherein the operations

further comprise:

determining the active vehicle is idle;

in accordance with determining the active vehicle is idle,
performing a self-diagnostic test on the set of sensors of
the active vehicle;

determining a sensor of the set of sensors is inactive;

determining the sensor is defective; and

in response to determining the sensor is defective, causing
the active vehicle to display a warning to the operator
that the respective sensor is offline.

30. The medium of claim 21, wherein the active vehicle
includes a control system of the active vehicle, the opera-
tions comprising:

obtaining a set of control-system data comprising data
indicating a use of the control system of the active
vehicle, the control-system data including a measure of
a force at which the vehicle operator presses on a brake
pedal;

using the trained neural network to infer a braking
response rate based on using the measure of the force,
a number of detected other moving objects, and a
number of recorded accidents proximate to the active
vehicle’s current geolocation as inputs; and

adjusting the active vehicle response including changing
the brake response rate, wherein an increase in the
active vehicle response rate increases the vehicle brake
rate with respect to a push in the vehicle brake pedal.

31. The medium of claim 30, wherein an application
operating on a computing layer applies the trained neural
network to determine a vehicle accident has occurred;

determining rescue scores for each of a plurality of
neighboring rescue vehicles based on activity and sta-
tuses of the neighboring rescue vehicles;

selecting a neighboring rescue vehicle with a highest
rescue score; and

causing display on a display of the neighboring rescue
vehicle with the highest rescue score,

a location of the vehicle accident, visual imagery of the
vehicle accident, and a navigation route to the vehicle
accident location.

32. The medium of claim 21, wherein targeted content is
provided to the active vehicle for display based on the active
vehicle profile and the operator profile.

33. The medium of claim 32, wherein the targeted content
is provided to the active vehicle by way of routing the active
vehicle through a route calculated to provide the targeted
content.

34. The medium of claim 29, wherein causing the display
of a warning includes:

causing display of the warning on a heads-up-display of
the active vehicle.
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35. The medium of claim 21, wherein the operations
comprise inferring a predictive adjustment package includ-
ing adjusting gear ratios, suspension systems, headlights in
anticipation of a vehicle occurrence.

36. The medium of claim 21, further comprising:

predicting a vehicle operation score based on the active

vehicle profile and the operator profile;

updating the vehicle operation score based on a trip safety

score;

calculating an updated vehicle operation score to store in

memory with the operator profile; and

providing, to a computing system, the updated vehicle

operation score.

37. The medium of claim 21, further comprising:

selecting a road network graph from a road network graph

repository based on the set of geolocations;

receiving, from the neural network, an indication that a

projected position along a navigational path includes a
high-risk region; and

providing, to the operator of the active vehicle, an option

to re-route the navigational path to avoid the high-risk
region.

38. The medium of claim 37, the operations further
comprising: in accordance with receiving an indication to
continue along the navigational path, updating one or more
vehicle settings including activating door locks, adjusting
suspension levels, decreasing volume of an entertainment
system, and increasing a sensitivity level of computer
assisted braking.

39. The medium of claim 21, the operations further
comprising:

providing, to a computing system, a concatenated profile

including the active vehicle profile and the operator
profile;

receiving, from the computing system, an emergency

indication that the operator is high risk and;

in accordance with a determination using sensor data of

the active vehicle that it is safe to disable the active
vehicle, disabling the active vehicle.

40. A method, comprising:

receiving a vehicle profile and an operator profile corre-

sponding to an active vehicle and an operator of the
active vehicle, wherein the active vehicle includes one
or more of a first set of processors executing an active
vehicle application operating as part of a vehicle com-
puting layer, wherein the vehicle computing layer com-
prises a set of vehicle applications operating on the first
set of processors;

receiving a set of vehicle sensor data obtained by a set of

sensors of the active vehicle;
receiving a set of geolocation data corresponding to a
current geographic region of the active vehicle;

processing the vehicle sensor data and geolocation data
using a trained neural network executing on a vehicle
application;

performing a machine-learning prediction or inference

operation using the trained neural network to update the
vehicle profile and the operator profile; and

updating one or more vehicle control metrics in accor-

dance with the operator profile and active vehicle
profile.

41. The method of claim 40, further comprises:

steps for determining derived sensor data;

steps for securing sensitive data;
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steps for obtaining roadside sensor results; and

steps for transmitting results of the machine-learning
prediction or inference operation.

42. the method of claim 41, further comprises:

steps for training the trained neural network;

steps for performing a second machine learning prediction
or inference operation on the trained neural network;

steps for determining control system adjustment values;

steps for generating an online profile;

steps for updating the active vehicle profile, operator
profile, or online profile; and

steps for adjusting control system values.

#* #* #* #* #*
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