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(57) Abstract: According to one aspect, the subject matter described herein includes a method for providing Diameter network
management information in a communications network. The method includes steps occurring at a Diameter signaling router
(DSR). The method also includes determining whether successful Diameter communications are available with a first Diameter
application. The method further includes in response to determining that successful Diameter communications are not available
with the first Diameter application, generating a first Diameter network management message (DNMM) indicating that successtul
Diameter communications are not available with the first Diameter application. The method also includes sending the first DNMM
to a second Diameter node.
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DESCRIPTION
METHODS, SYSTEMS, AND COMPUTER READABLE MEDIA FOR
DIAMETER NETWORK MANAGEMENT

PRIORITY CLAIM
This application claims the benefit of U.S. Provisional Patent
Application Serial No. 61/304,310 filed February 12, 2010; the disclosure of

which is incorporated herein by reference in its entirety.

STATEMENT OF INCORPORATION BY REFERENCE

The disclosures of each of the following commonly-owned, co-
pending U.S. Patent Applications filed on February 11, 2011 are hereby
incorporated herein by reference in their entireties:

“‘Methods, Systems, And Computer Readable Media For Inter-
Diameter-Message Processor Routing,” Attorney Docket No. 1322/399/2
(Serial No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Source Peer
Capacity-Based Diameter Load Sharing” Attorney Docket No. 1322/399/3
(Serial No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Inter-
Message Processor Status Sharing,” Attorney Docket No. 1322/399/4 (Serial
No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Providing
Priority Routing At A Diameter Node,” Attorney Docket No. 1322/399/5
(Serial No. not yet assigned);

“‘Methods, Systems, And Computer Readable Media For Providing
Peer Routing At A Diameter Node,” Attorney Docket No. 1322/399/6/2
(Serial No. not yet assigned);

“‘Methods, Systems, And Computer Readable Media For Providing
Origin Routing At A Diameter Node,” Attorney Docket No. 1322/399/7 (Serial

No. not yet assigned);
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“‘Methods, Systems, And Computer Readable Media For Providing
Local Application Routing At A Diameter Node,” Atftorney Docket No.
1322/399/8 (Serial No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Answer-
Based Routing Of Diameter Request Messages,” Attorney Docket No.
1322/399/9 (Serial No. not yet assigned):

“‘Methods, Systems, And Computer Readable Media For Performing
Diameter Answer Message-Based Network Management At A Diameter
Signaling Router (DSR),” Attorney Docket No. 1322/399/10 (Serial No. not
yet assigned);

“‘Methods, Systems, And Computer Readable Media For Multi-
Interface Monitoring And Correlation Of Diameter Signaling Information,”
Attorney Docket No. 1322/399/11 (Serial No. not yet assigned);

“ “Methods, Systems, And Computer Readable Media For Diameter
Protocol Harmonization,” Attorney Docket No. 1322/399/12 (Serial No. not
yet assigned); and

‘Methods, Systems, And Computer Readable Media For Diameter
Application Loop Prevention,” Attorney Docket No. 1322/399/14 (Serial No.

not yet assigned).

TECHNICAL FIELD
The subject matter described herein relates to methods, systems, and
computer readable media for communications in a communications network.
More particularly, the subject matter described herein relates to methods,

systems, and domputer readable media for Diameter network management.

BACKGROUND
Diameter is an authentication, authorization and accounting (AAA)
protocol for computer networks and is a successor to Radius. The Diameter
base protocol is defined in IETF RFC 3588, which is incorporated by
reference herein in its entirety. Diameter messages use a per user

framework and exist in the format of request-answer messages. Diameter
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answer messages travel back to the request source via the same path
through which the request fnessage was routed using hop-by-hop transport.

Congestion and other communication issues (e.g., link failure) can
prevent or hinder Diameter messages from reaching an appropriate
destination. If a Diameter request message or a corresponding answer
message is lost or undelivered, problems can arise. For example, Diameter
mességeé may be used to authenticate subscribers for service access. If
subscribers are not authenticated, the subscribers may be denied service
access. Hence, to reduce problems associated with Diameter message

delivery, it is important that Diameter nodes are made aware of network

. management information, such as node availability information, path

availability information, and congestion information.
Accordingly, there exists a need for methods, systems, and computer

readable media for Diameter network management.

SUMMARY

According to one aspect, the subject matter described herein includes
a method for providing Diameter network management information in a
communications network. The method includes steps occurring at a
Diameter signaling router (DSR). The method also includes determining
whether successful Diameter communications are available with a first
Diameter application. = The method further includes in response to
determining that successful Diameter communications are not available with
the first Diémeter application, generating a first Diameter network
management message (DNMM) indicating that successful Diameter
communications are not a\;ailable with the first Diameter application. The
method also includes sending the first DNMM to a second Diameter node.

According to another aspect, the subject matter described herein
includes a system for providing Diameter network management information
in a communications network. The system includes a Diameter signaling
router (DSR). The DSR includes a Diameter communications interface. The
system also includes a network management module for determining

whether successful Diameter communications are available with a first
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Diameter application, for, in response to determining whether successful
Diameter communications are not available with the first Diameter
application, generating a first Diameter network management message
(DNMM) indicating that successful Diameter communications are not
available with the first Diameter application, and for sending the first DNMM
to a second Diameter node.

The subject matter described herein may be implemented in software
in combination with hardware and/or firmware. For example, the subject
matter described herein may be implemented in software executed by a
processor. In one exemplary implementation, the subject matter described
herein may be implemented using a computer readable medium having
stored thereon computer executable instructions that when executed by the
processor of a computer control the computer to perform steps. Exemplary
computer readable media suitable for implementing the subject matter
described herein include non-transitory devices, such as disk memory
devices, chip memory devices, programmable logic devices, and application
specific integrated circuits. In addition, a computer readable medium that
implements the subject matter described herein may be located on a single
device or computing platform or may be distributed across multiple devices
or computing platforms.

As used herein, the term “node” refers to a physical computing
platform including one or more processors and memory.

As used herein, the terms “function” or “module” refer to software in
combination with hardware (such as a processor) and/or firmware for
implementing features described herein.

As used herein, the term “Diameter application” refer to software in
combination with hardware (such as a processor) and/or firmware for
implementing or using a Diameter protocol. For example, a Diameter
application may be software executed by a processor for performing home

subscriber server (HSS) functions, such as subscriber authentication.
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BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the subject matter described herein will
now be explained with reference to the accompanying drawings, wherein like
reference numerals represent like parts, of which:

Figures 1A is a network diagram illustrating a DSR in a
communications network providing Diameter network management
information indicating a Diameter node is unreachable according to an
embodiment of the subject matter described herein;

Figures 1B is a network diagram illustrating a DSR in the
communications network requesting Diameter network management
information for a Diameter node according to an embodiment of the subject
matter described herein;

Figure 1C is a network diagram illustrating a DSR in the
communications network providing Diameter network management
information indicating a Diameter node is reachable according to an
embodiment of the subject matter described .herein;

Figure 2A is a network diagram illustrating a DSR in a
communications network providing Diameter network management
information indicating all realms are unreachable according to an
embodiment of the subject matter described herein;

Figure 2B is a network diagram illustrating a DSR in the
communications network requesting Diameter network management
information for all realms according to an embodiment of the subject matter
described herein;

Figure 2C is a network diagram illustrating a DSR in the
communications network providing Diameter network management
information indicating all realms are reachable according to an embodiment
of the subject matter described herein;

Figure 3A is a network diagram illustrating a DSR in a
communications network providing Diameter network management
information indicating a realm is unreachable according to an embodiment of

the subject matter described herein;
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Figure 3B is a network diagram illustrating a DSR in the

communications network requesting Diameter network management

information for a realm according to an embodiment of the subject matter

described herein;

Figure 3C is a network diagram illustrating a DSR in a
communications network providing Diameter network management
information indicating a realm is reachable according to an embodiment of
the subject matter described herein; ‘ |

Figure 4 is a message flow diagram illustrating a Diameter network
management information broadcast according to an embodiment of the
subject matter described herein;

Figure 5 is a message flow diagram illustrating a Diameter network
management information broadcast according to another embodiment of the
subject matter described herein;

Figure 6 is a block diagram illustrating an exemplary DSR -for
providing Diameter network management information according to an
embodiment of the subject matter described herein; and

Figure 7 is a flow chart illustrating exemplary steps for providing
Diameter network management information according to an embodiment of

the subject matter described herein.

DETAILED DESCRIPTION

Reference will now be made in detail to exemplary embodiments of
the subject matter described herein. exampfes of which are illustrated in the
accompanying drawings. Wherever possible, the same reference numbers
will be used throughout the drawings to refer to the same or like parts.

Figures 1A-1C are network diagrams illustrating examples of
Diameter network management in an exemplary communications network
according to embodiments of the subject matter described herein.

In the embodiments illustrated in Figures 1A-1C, the exemplary
communications network may include Diameter signaling routers (DSRs)
102A-D and Diameter nodes 100A-B. DSRs 102A-D may be any suitable

entities for routing or relaying Diameter signaling messages between
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Diameter nodes. For example, a DSR 102 may be a Long Term Evolution
(LTE) signaling router, an LTE Diameter signaling router, a Diameter
signaling agent, a Diameter proxy agent, a Diameter relay agent, a Diameter
routing agent, a Diameter translation agent, or a Diameter redirect agent.
DSR 102 may include functionality for processing various messages. In one
embodiment, DSR functionality, including the network managément
functionality described herein, may be implemented by one or more modules
(e.g., a network management module and a routing module).

Diameter nodes 100A-B may be nodes capable of implementing or
using a Diameter protocol. For example, Diameter nodes 100A-B may each
be a mobility management entity (MIME), a home subscriber server (HSS)
and/or authentication, authorization, and accounting (AAA) server, a Bearer
Binding and Event Reporting Function (BBERF), a policy charging
enforcement function (PCEF), a policy charging and rules function (PCRF), a
subscriber profile repository (SPR), a serving gateway (SGW), a packet data
network gateway (PDN GW), a Diameter peer node, a Diameter agent, a
network node, a policy engine, a policy server, an application function (AF),
an application server, a Diameter signaling agent, a LTE node, an Internet
protocol (IP) multimedia subsystem (IMS) network node, a Diameter
message processor, a server, a node, a database, a computing platform, or
a DSR 102.

DSRs 102A-D may include one or more processors for performing
various functions, e.g., a plurality of message processors. In one
embodiment, DSRs 102A-D may include one or more processors for

communicating with various Diameter nodes 100A-B via one or more 3rd

- Generation Partnership Project (3GPP) LTE communications interfaces. For ,

example, a DSR 102 may communicate messages between an MME and an
HSS via one or more LTE S6 interfaces. In a second example, a DSR 102
may exchange or communicate messages between an SPR via one or more
LTE Sp interfaces.

In another embodiment, DSRs 102A-D may include one or more
processors for communicating with Diameter nodes 100A-B via one or more

other (e.g., non-LTE) communications interfaces. For example, a DSR 102
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may communicate with IP multimedia subsystem (IMS) nodes, such as call
session control functions (CSCFs), using IMS-related interfaces. For
instance, DSR 102 may receive Diameter messages from a CSCF via a Cx
Diameter interface.

Referring to the embodiment illustrated in Figure 1A, DSR 102C may
determine and provide Diameter network management information indicating
a Diameter node is unreachable. In one embodiment, DSR 102C may
provide Diameter network management information dynamically and/or in
Aresponse to a Diameter message. For example, DSR 102C may provide
Diameter network management information in response to network
conditions occurring, such as detection of a Diameter connection failure or
congestion. In another example, DSR 102C may provide Diameter network
management information in response to receiving a Diameter network
management message (DNMM) or a Diameter request message.

In one embodiment, DSR 102C may determine that a Diameter
message cannot be communicated to Diameter node 100B via DSR 102C.
For example, DSR 102C may attempt to relay a Diameter request message
to an application or subsystem associated with Diameter node 100B. Using
response timers and/or other methods (e.g., timers, heartbeat packets
and/or link probes), DSR 102C may detect or determine that Diameter node
100B is currently unreachable.

In general, a DSR 102 according to an embodiment of the subject
matter described herein, such as DSR 102C, may determine whether
successful Diameter communications are available with a Diameter
application and/or another Diameter node. Determining whether successful
Diameter communications are available with a Diameter application and/or
another Diameter node may include determining whether the Diameter node
is unreachable due to a link failure, a Diameter connection failure, a
Diameter protocol error, congestioh, or any other cause which may be
indicate the unavailability of Diameter level communications with a node.

In some embodiments, in response to determining whether successful
Diameter communications are available with a Diameter application and/or

another Diameter node, DSR 102 may use this information in generating
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'DNMMs or other Diameter network management information. DSR 102 may

communicate the Diameter network management information to various
destinations, e.g., other Diameter nodes (e.g., peer DSR 102) in the
communications network and/or internal Diameter message processors
associated with DSR 102.

In the example illustrated in Figure 1A, in response to determining
that Diameter node 100B is currently unreachable, DSR 102C may generate
a DNMM. The DNMM may include information indicating that Diameter node
100B is unreachable via DSR 102C. For example, DSR 102C may generate
a Diameter fransfer prohibited (DTFP) message 104 indicating that a
Diameter message cannot be communicated to Diameter node 100B via
DSR 102C. In another embodiment, DSR 102C may generate DTFP
message 104 in response to receiving a Diameter request message (e.g., a
DRST message) inquiring about a Diameter node that is Currently
unavailable. '

DSR 102C may send or initiate sending the DNMM or copies of the
DNMM to one or more nodes, e.g., Diameter nodes 100A-B or DSRs 102A-
D. In one embodiment, a peer DSR 102A may receive the DNMM. In
response to receiving the DNMM, peer DSR 102A may determine a different
path for sending Diameter messages towards Diameter node 100B and may
send the Diameter messages to Diameter node 100B via a different path.
For example, as illustrated in Figure 1A, DSR 102C may send DTFP
messages 104 to its peer nodes, such as DSR 102A, 102B, and 102D. In
response, the peer nodes (e.g., DSRs 102A, 102B, and 102D) may
configure Diameter message routing or relaying information so as to steer
Diameter message traffic destined for Diameter node 100B away from DSR
102C. For instance, after receiving DTFP message 1'04, Diameter message
traffic destined for Diameter node 100B may be relayed via DSR 102D.

Referring to the embodiment illustrated in Figure 1B, after receiving a
DNMM indicating that Diameter node 100B is unreachable via DSR 102C,
DSR 102A may periodically or aperiodically poll DSR 102C with a DNMM
requesting information regarding whether DSR 102C is able to reach
Diameter node 100B. For example, DSR 102A may generate a Diameter
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route set test (DRST) message 106 requesting information regarding route
availability status for reaching Diameter node 100B via DSR 102C. DSR
102A may send the DNMM towards DSR 102C.

DSR 102C may receive DRST message 106 or another Diameter
request message and may indicate route availability status of Diameter node
100B via DSR 102C. In one embodiment, indicating route availability status
may include providing no response. For example, as illustrated in Figure 1B,
no answer from DSR 102C (represented by box 108) may indicate that DSR
102C is still unable to reach Diameter node 100B. In another embodiment,
indicating route availability status may include providing a response. For
example, DSR 102C may respond to DRST message 106 with a message
indicating route availability status. For instance, a response message may
indicate that DSR 102C is able to reach Diameter node 100B. In another
instance, a response message may indicate that DSR 102C is unable to
reach Diameter node 100B.

Referring to the embodiment illustrated in Figure 1C, DSR 102C may
determine that a Diameter message can be communicated to Diameter node
100B via DSR 102C. For example, a network operator may repair a
connection or link failure between Diameter node 100B and DSR 102C.
After the repair, using one or more methods (e.g., timers, heartbeat packets
and/or link probes), DSR 102C may detect or determine that Diameter node
100B is currently reachable via DSR 102C.

In one embodiment, in response to determining that Diameter node
100B is Currently' reachable, DSR 102C may generate a DNMM. The
DNMM may include information indicating that Diameter node 100B is
reachable via DSR 102C. For example, in response to route availability
status information changing (e.g., a Diameter node 100 becoming
reachable), DSR 102C may generate a Diameter transfer allowed (DTFA)
message 110 indicating that a Diameter message can be communicated to
Diameter node 100B via DSR 102C. In another embodiment, DSR 102C
may generate DTFA message 110 in response to receiving a Diameter

request message (e.g., a DRST message).

-10-
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DSR 102C may send or initiate sending DNMMs to one or more
nodes. In one embodiment, peer DSR 102A may receive the DNMM. In
response to receiving the DNMM, peer DSR 102A may send Diameter
messages to Diameter node 100B via DSR 102C. For example, as
illustrated in Figure 1C, DSR 102C may send DTFA messages 110 to peer
nodes, such as DSRs 102A, 102B, and 102D. In response, the peer nodes
(e.g., DSRs 102A, 102B, and 102D) may configure Diameter message
routing or relaying information so as to steer Diameter message traffic
destined for Diameter node 100B to DSR 102C. For example, after
receiving DTFA message 110, Diameter message traffic may be steered
towards DSR 102C.

Figures 2A-2C are network diagrams illustrating additional examples
of Diameter network management in an exemplary communications network
according to embodiments of the subject matter described herein. Except as
disclosed herein, the exemplary network of Figures 2A-2C is essentially the
same as the network described in reference to Figures 1A-1C.

In the embodiments illustrated in Figures 2A-2C, the exemplary
network includes reaims 200A-B. Realms 200A-B may be entities that
include one or more Diameter nodes. In one embodiment, realms 200A-B
may include a cluster including Diameter nodes, a network segment
including Diameter nodes, a domain including Diameter nodes, a subnet
including Diameter nodes, an address space including Diameter nodes, a
geographical location including Diameter nodes, a logical location including
Diameter nodes, a logical group including Diameter nodes, or a physical
group including Diameter nodes.

DSRs 102 may be associated with realms 200A-B. For example, as
illustrated in Figure 2A-2C, links may connect DSR 102C and realms 200A-
B and different Diameter connections and/or links may connect DSR 102D
and realms 200A-B. Using these connections, DSR 102C and DSR 102D
may communicate Diameter messages towards nodes of reaims 200A-B.

Referring to the embodiment illustrated in Figure 2A, DSR 102C may
provide Diameter network management information indicating realms 200A-

B are unreachable. In one embodiment, DSR 102C may determine that a

-11-



WO 2011/100629 ) PCT/US2011/024645

10

15

20

25

30

Diameter message cannot be communicated to realms 200A-B. For
example, using one or more methods (e.g., timers, heartbeat packets and/or
link probes), DSR 102C may detect or determine that realms 200A-B are
currently unreachable via DSR 102C.

In one embodiment, in response to determining that realms 200A-B
are currently unreachable, DSR 102C may generate a DNMM. The DNMM '
may include information indicating that realms 200A-B and/or nodes of
realms 200A-B are unreachable via DSR 102C. For example, DSR 102C
may generate a Diameter transfer cluster prohibited (DTCP) message 202
indicating that a Diameter message cannot be communicated to realms
200A-B and/or nodes of realms 200A-B via DSR 102C. In another
embodiment, DSR 102C may generate DTCP message 202 in response to
receiving a Diameter request message (e.g., a Diameter cluster route set
test (DCRST) message).

DSR 102C may send or initiate sending DNMMs to one or more

nodes. In one embodiment, a peer DSR 102A may receive the DNMM. In

response to receiving the DNMM, peer DSR 102A may determine a different
path for sending Diameter messages to realm 200A or realm 200B and may
send the Diameter messages via a different path. For example, as
illustrated in Figure 2A, DSR 102C may send a DTCP message 202 to peer
nodes, such as DSR 102A, 102B, and 102D. In response, the peer nodes
(e.g., DSR 102A, 102B, and 102D) may configure Diameter message
routing or relaying information so as to steer Diameter message traffic
destined for realm 200A or realm 200B generally away from DSR 102C. For
instance, after receiving the DTFP message, Diameter message ftraffic
destined for realm 200B may be relayed via DSR 102D.

| Referring to the embodiment illustrated in Figure 2B, after receiving a
DNMM indicating that realms 200A-B are unreachable via DSR 102C, DSR
102A may periodically or aperiodically poll DSR 102C with a DNMM
requesting information regarding whether DSR 102C is able to reach realms
200A-B. For example, as illustrated in Figure 1B, DSR 102A may generate
a Diameter cluster route set test (DCRST) message 204 requesting

information regarding route availability status for reaching realms 200A-B via

-12-
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DSR 102C. DSR 102A may send DCRST message 204 towards DSR
102C.

DSR 102C may receive DCRST message 204 or another Diameter
request message and may indicate route availability status of realms 200A-B

via DSR 102C. In one embodiment, indicating route availability status may

‘include providing no response. For example, as illustrated in Figure 2B, no

answer from DSR 102C (represented by box 206) may indicate that DSR
102C is still unable to reach realms 200A-B. In another erhbodiment,
indicating route availability status may include providing a response. For
example, DSR 102C may respond to DCRST message 204 with a message
indicating route availability status. For instance, a response message may
indicate that DSR 102C is able to reach realms 200A-B. In another
instance, a response message may indicate that DSR 102C is unable to
reach realms 200A-B.

Referring to the embodiment illustrated in Figure 2C, DSR 102C may
determine that a Diameter message can be communicated to realms 200A-
B. For example, a network operator may repair a Diameter connection or
link failure between each realm 200 and DSR 102C. After the repair, using
one or more methods (e.g., timers, heartbeat packets and/or link probes),
DSR 102C may detect or determine that realms 200A-B are currently
reachable via DSR 102C.

In one embodiment, in response to determining that realms 200A-B
are currently reachable, DSR 102C may generate a DNMM. The DNMM
may include information indicating that realms 200A-B and/or nodes 100 of
realms 200A-B are reachable via DSR 102C. For example, as illustrated in
Figure 2C, in response to route availability status information changing (e.g.,
realms 200A-B becoming reachable), DSR 102C may generate a Diameter
transfer cluster allowed (DTCA) message 208 indicating that a Diameter
message can be communicated to realms 200A-B and/or nodes of realms
200A-B via DSR 102C. In another embodiment, DSR 102C may generate
DTCA message 268 in response to receiving a Diameter request message

(e.g., a DCRST message).

13-
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DSR 102C may send or initiate sending DNMMs to one or more
nodes. In one embodiment, peer DSR 102A may receive the DNMM. In

~ response to receiving the DNMM, peer DSR 102A may send Diameter

messages to realm 200A or realm 200B via DSR 102C. For example, as
illustrated in Figure 2C, DSR 102C may send a DTCA message 208 to peer
nodes, such as DSRs 102A, 102B, and 102D. In response, the peer nodes
(e.g., DSR 102A, 102B, and 102D) may configure Diameter message
routing or relaying information so as to steer Diameter message traffic
destined for realm 200A or realm 200B to DSR 102C. For example, after
receiving DTCA message 208, Diameter message traffic destined for realm
200B may be steered fo DSR 102C. ’

Figures 3A-3C are network diagrams illustrating further examples of
Diameter network management in an exemplary communications network
according to embodiments of the subject matter described herein. Except as
disclosed herein, the exemplary communications network of Figures 3A-3C
is essentially the same as the network described in reference to Figures 1A-
2C.

Referring to the embodiment illustrated in Figure 3A, DSR 102C may
provide Diameter network management information indicating realm 200A is
unreachable. In one embodiment, DSR 102C may determine that Diameter
messages cannot be communicated to realm 200A via DSR 102C. For
example, using response timers and/or other methods (e.g., timers,
heartbeat packets and/or link probes), DSR 102C may detept or determine
that realm 200A is currently unreachable via DSR 102C.

In one embodiment, in response to determining that realm 200A is
currently unreachable, DSR 102C may generate a DNMM. The DNMM may
include information indicating that realm 200A and/or particular nodes 100 of
realm 200A are unreachable via DSR 102C. For example, DSR 102C may
generate a Diameter transfer cluster prohibited (DTCP) message 202
indicating that a Diameter message cannot be communicated to realm 200A
via DSR 102C. In another embodiment, DSR 102C may generate DTCP
message 202 in response to receiving a Diameter request message (e.g., a

Diameter cluster route set test (DCRST) message).

-14-



WO 2011/100629 ‘ PCT/US2011/024645

10

15

20

25

30

DSR 102C may send or initiate sending the DNMMs to one or more
Diameter nodes. In one embodiment, peer DSR 102A may receive the
DNMM. In response to receiving the DNMM, peer DSR 102A may
determine a different path for sending Diameter messages to realm 200A
and may send the Diameter messages towards realm 200A via a different
path. For example, as illustrated in Figure 3A, DSR 102C may send DTCP
messages 202 to peer DSRs, such as DSR 102A, 102B, and 102D. In
response, the peer DSRs (e.g., DSR 102A, 102B, and 102D) may configure
Diameter message routing or relaying information so as to steer Diameter
message' traffic destined for realm 200A generally away from DSR 102C.
For instance, after receiving the DTFP message, Diameter message traffic
destinéd for realm 200A may be relayed via DSR 102D.

Referring to the embodiment illustrated in Figure 3B, after receiving a
DNMM indicating that realm 200A is unreachable via DSR 102C, DSR 102A
may periodically or aperiodically poll DSR 102C with a DNMM requesting
information regarding whether DSR 102C is able to reach realm 200A. For
example, as illustrated in Figure 1B, DSR 102A may generate a D4CRST
message 204 requesting information regarding route availability status for
reaching realm 200A via DSR 102C. DSR 102A may send DCRST
message 204 towards DSR 102C.

DSR 102C may receive DCRST message 204 or another Diameter
request message and may indicate route availability status of realm 200A via
DSR 102C. In one embodiment, indicating route availability status may
include providing no response. For example, as illustrated in Fingre 3B, nol
answer from DSR 102C (represented by box 206) may indicate that DSR
102C is still unable to reach realm 200A. In another embodiment, indicating
route availability status may include providing a response. For example,
DSR 102C may respond to DCRST message 204 with a message indicating
route availability status. For instance, a response message may indicate
that that DSR 102C is able to reach realm 200A. In another instance, a
response message may indicate that that DSR 102C is unable to reach
realm 200A. '
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Referring to the embodiment illustrated in Figure 3C, DSR 102C may
determine that a Diameter message can be communicated to realm 200A
via DSR 102C. For example, a network operator may repair a failed
Diameter connection or link between realm 200A and DSR 102C. After the
repair, using one or more methods (e.g., timers, heartbeat packets and/or
link probes), DSR 102C may detect or determine that realm 200A is
currently reachable via DSR 102C.

In one embodiment, in response to determining that realm 200A is
currently reachable, DSR 102C may generate a DNMM. The DNMM may
include information indicating that realm 200A and/or particular nodes 100 of
realm 200A are reachable via DSR 102C. For example, asiil’lustrated in
Figure 2C, in response to route availability status information changing (e.g.,
realm 200A becoming reachable), DSR 102C may generate a Diameter
transfer cluster allowed (DTCA) message 208 indicating that a Diameter
message can be communicated to realm 200A and/or particular nodes 100
of realm 200A via DSR 102C. In another embodiment, DSR 102C may
generate DTCA message 208 in response to recéiving a Diameter request
message (e.g., a DCRST message).

DSR 102C may send or initiate sending the DNMMs to one or more
nodes. In one embodiment, peer DSR 102A may receive the DNMM. In
response to receiving the DNMM, the peer DSR may send Diameter
messages towards realm 200A via DSR 102C. For example, as illustrated in
Figure 3C, DSR 102C may send a DTCA message 208 towards peer DSRs, -
such as DSR 102A, 1OZB', and 102D. In response, the peer DSRs (e.g.,
DSR 102A, 102B, and 102D) may configure Diameter message routing or
relaying information so as to steer Diameter message traffic destined for
realm 200A to DSR 102C. For example, after receiving DTCA message
208, Diameter message traffic destined for realm 200A may be steered to
DSR 102C.

Figure 4 is a message flow diagram illustrating a Diameter network
management information broadcast according to an embodiment of the
subject matter described herein. In the embodiment illustrated in Figure 4,
Diameter peer node 400 and Diameter peer node 402 may be connected for
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communicating messages. For example, Diameter peer node 400 and
Diameter peer node 402 may be capable of exchanging messages without
using a DSR 102 as an intermediate.

DSR 102 may include or have access to a rules database 404. Rules
database 404 may include any suitable data structure for storing or
maintaining network management rules. For example, rules database 404
may include information for generating and/or providing network
management information, e.g., DTFP messages, DTFA messages, DTCP
messages, DTCA messages, DRST messages, and DCRST messages.

Diameter node 100 represents a node capable of implementing or
using a Diameter protocol. For example, Diameter node 100 may be an
HSS for providing authorization and authentication for subscribers. '

Referring to the embodiment illustrated in Figure 4, at step 1, a
Diameter request message destined for Diameter node 100 may be sent to
DSR 102 from Diameter peer node 400. After receiving the Diameter
request message, DSR 102 may determine information for relaying or

routing the Diameter request message to Diameter node 100. For example,

'DSR 102 may determine that Diameter node 100 is reachable. The

Diameter request message may be sent from DSR 102 to Diameter node
100.
The Diameter request message may be received at Diameter node
100. Diameter node 100 may examine message and determine that it
unable to perform request. For example, the Diameter request message
may be fof a particular Diameter application or subsystem, such as an
Diameter authentication application. In this example, Diameter node 100, or
a Diameter application executing at Diameter node 100, may not have
available resources to handle the request. In another example, Diameter
node 100 may not include an appropriate Diameter application or subsystem
to handle the Diameter request message. Diameter node 100 may generate
a Diameter response message indicating that an error has occurred, e.g.,
message may include an error code or other information.
| At step 2, a Diameter response message including an error code may

be sent from Diameter node 100 to DSR 102. The Diameter response
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message may be received at DSR 102. DSR 102 may examine or analyze
the Diameter response message. In one embodiment, DSR 102 may use
rules database 404 in analyzing the Diameter response message. Using
information from rules database 404 and information from the Diameter
response message (e.g., an error code), DSR 102 may generate a DNMM.
The DNMM may include the error code from the Diameter response
message and/or information for indicating that Diameter node 100 is unable
to handle particular Diameter request messages. In one embodiment, after
generating the DNMM, the Diameter response message including the error
code may be sent from DSR 102 towards Diameter peer node 400. In
another embodiment, the Diameter response message including the error
code may be sent before a DNMM is generated. '

At step 3, the generated DNMM may be sent from DSR 102 to one or
more Diameter nodes, such as Diameter peer node 402. Diameter peer
node 400 and Diameter peer node 402 may receive the respective
messages and may use the messages for making subsequent decisions.
For example, Diameter node 402 may use the information from the DNMM
and may send Diameter request messages towards a different Diameter
node other than Diameter node 100. Similarly, Diameter node 400 may use
the information from the Diameter response message and may send
Diameter request messages towards a different Diameter node other than
Diameter node 100.

Figure 5 is a message flow diagram illustrating a Diameter network
management broadcast according to another embodiment of the subject
matter described herein. Except as disclosed herein, nodes depicted in
Figure 5 is essentially the same as described in reference to Figure 4.

Referring to the embodiment illustrated in Figure 5, at step 1, a
Diameter request message destined for Diameter node 100 may be sent to
DSR 102 from Diameter peer node 400. After receiving the Diameter
request message, DSR 102 may determine information for relaying or
routing the Diameter request message towards Diameter node 100. For
example, DSR 102 may determine that Diameter node 100 is reachable.

-18-



WO 2011/100629 PCT/US2011/024645

10

15

20

25

30

The Diameter request message may be sent from DSR 102 towards
Diameter node 100.

In one embodiment, DSR 102 may initiate a response timer. The
response timer may be used for triggering actions in response to an amount
of time elapsing. For example, rules database 404 may include
preconfigured time amounts for receiving a response to particular Diameter
request messages. If the response timer expires before a corresponding
response message is received, DSR 102 may perform one or more actions,
e.g., send or broadcast a DNMM to other nodes (e.g., Diameters 100). The
DNMM may include information indicating an error and/or information for
indicating that Diameter node 100 is unable to handle particular Diameter
request messages.

In one embodiment, DSR 102 may generate a Diameter Watchdog
Request (DWR) message (e.g., Diameter message code 280) in response to
failing to observe or detect Diameter communications with Diameter node
100 within a predetermined period of time. The DWR message may' be
communicated from DSR 102 to Diameter node 100. Failure to receive an
associated Diameter Watchdog Answer (DWA) message from Diameter
node 100 within a predetermined timeout period may be used to confirm that
a network management issue exists. DSR 102 may use this information in
generating DNMMs or other Diameter network management information.
DSR 102 may communicate the Diameter network management information
to various destinations, e.g., other Diameter nodes (e.g., peer DSR 102) in
the comrhunications network and/or internal Diameter message processors
associated with DSR 102.

In one embodiment, where an associated DWA message is received
from Diameter node 100, DSR 102 may examine the DWA message and
extract message information, e.g., error information stored in one or more
AVPs in the message, such as information in an error-message AVP, a
failed AVP, an Origin_State ID AVP, et cetera. DSR 102 may use this
information in generating DNMMSs or other Diameter network management
information. DSR 102 may communicate the Diameter network

management information to various destinations.

-19-



WO 2011/100629 PCT/US2011/024645

10

15

20

25

30

At stép 3, the generated DNMM may be sent from DSR 102 to one or
more nodes, such as Diameter peer node 400 and Diameter peer node 402.
Diameter peer node 400 and Diameter peer node 402 may receive the
DNMM and may use the messages for making subsequent decisions. For
example, Diameter node 402 may use the information from the DNMM and
may send Diameter request messages towards a different Diameter node
other than Diameter node 100.

Figure 6 is block diagram illustrating an exemplary DSR 102 for

—'providing Diameter network management information according to an

embodiment of the subject matter described herein. ,
Referring to the embodiment illustrated in Figure 6, DSR 102A
includes one or more message processors (MPs) 600A-D for sending,
receiving, and/or processing various messages, such as Diameter
messages. MPs 600A-D may include one or more communications
interfaces for communicating signaling messages (e.g., Diameter messages
and DNMMs) and/or inter-MP messages. For example, MPs 600A-D may
send and receive Diameter request messages between external entities,
e.g., Diameter node 100A and Diameter node 100B. MPs 600A-D may also
send and receive messages (e.g., Diameter messages and other non-
Diameter messages) between internal entities. For example, MP 600A may
screen a Diameter message and relay it to MP 600C for further processing.
MPs 600A-D may include or have access to one or more network
management (NM) modules, e.g., NM modules 602A-D. NM module 602A-
D may include any functionality described herein associated with
determining, generating, and/or providing Diameter NM information. In one
embodiment, NM modules 602A-D may perform one or more steps for
answer-based NM broadcasting. For example, NM module 602D may
determine or initiate determining whether a node or a group of nodes (e.g., a
realm) is reachable via DSR 102C. For instance, NM module 602D may use
response timers for determining whether a response to a request message is
received in a timely manner. NM module 602D may also generate or initiate
generating a DNMM. The DNMM may include NM information, such as

node availability information, Diameter application availability information,
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path availability information, and congestion information. NM module 602D

1 méy also send or initiate sending DNMMs towards various entities, e.g., MPs

600A-C, Diameter nodes 100A, DSR 102B, DSR 102C, and DSR 102D.

In one embodiment, MPs 600A-D and NM modules 602A-D may
include functionality for handling particular messages. For example, NM
module 602A at MP 600A may handle communications with Diameter node
100A and NM module 602D at MP 600D may handle communications with
Diameter node 100B. _ |

MPs 600A-D and/or NM modules 602A-B may include or have
access to one or more databases, such as NM rules databases 404A-D. NM
rules databases 404A-D may include any suitable data structure for storing
or maintaining information usable for determining when to provide NM
information and rules for determining which entities receive the NM
information. In one embodiment, rules database 404 or another database
may store Diameter NM information for various nodes and/or realms, e.g.,
congestion information and path availability status.

In one embodiment where a DSR 102 includes multiple processors
(e.g., a distributed architecture), each processor (e.g., an MP 600) may be
capable of providing Diameter NM. For example, MPs 600A-D may provide
DNMMs between each other. In another example, MP 600A may provide
DNMMs to particular entities (e.g., Diameter node 100A) and/or locations
(e.g., Realm 200A) and MP 600B may provide DNMMs to other entities
(e.g., Diameter node 100B) and/or locations (e.g., Realm 200B).

Figure 7 is a flow chart illustrating exemplary steps for providing
according to an embodiment of the subject matter described herein. In one
embodiment, one or more exemplary steps described herein may be
performed at or performed by DSR 102. In another embodiment, one or
more exemplary steps described heréin may be performed at or performed
by a NM module located at various nodes, e.g., Diameter node 100B.

Referring to the embodiment illustrated in Figure 7, at step 700 a DSR
determines whether successful Diameter communications are available with
a first Diameter application. For example, as illustrated in Figure 1A, DSR
102C may determine that Diameter node 100B is unreachable via DSR
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102C and that communications with a Diameter application executing at
Diameter node 100B are unavailable.

At step 702, in response to determining that successful Diameter
communications are not available with a first Diameter application, the DSR
generates a first Diameter network management message (DNMM)
indicating that successful Diameter communications are not available with
the first Diameter application. For example, as illustrated in Figure 1A, DSR
102C may generate a DTFP message 104 indicating that a Diameter node
100B is unreachable via DSR 102C and/or indicating that communications
with a Diameter application executing at Diameter node 100B are
unavailable.

In one embodiment, a DNMM may include global Diameter network
management information or a portion thereof. For example, a DNMM may
indicate availability status for all Diameter applications, nodes 100, and/or
realms 200 associated with a communications network. In another example,
a DNMM may indicate availability status for all Diameter applications, nodes
100, and/or realms 200 associated a DSR 102. In yet another example, a
DNMM may indicate availability status for particular Diameter applications,
nodes 100 and/or particular realms 200 associated a DSR 102.

In one embodiment, a DNMM may be a DTFP message, a DTFA
message, a DRST message, a DCTP message, a DTCA message, and a
DCRST message.

At step 704, the first DNMM may be sent to a second Diameter node
associated with the DSR. For example, as illustrated in Figure 1A,:. DSR
102C may send a DTFP message 104 towards peer DSRs, such as DSR
102A, 102B, and 102D. In response, the peer DSRs (e.g., DSR 102A,
102B, and 102D) may configure Diameter message routing or relaying
information so as to steer Diameter message traffic destined for the
Diameter application executing at Diameter node 100B generally away from
DSR 102C.

While various network management functionality is disclosed above in
relation to particular DSRs 102 (e.g., DSR 102A and DSR 102C of Figures
1A-3C), it will be understood that such functionality is illustrative and that a
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given DSR 102 (e.g., )DSR 102B and DSR 102D of Figures 1A-3C) or other

appropriate Diameter node may include similar, different, and/or additional

functionality.
It will be understood that various details of the subject matter
5 described herein may be changed without departing from the scope of the
subject matter described herein. Furthermore, the foregoing description is

for the purpose of illustration only, and not for the purpose of limitation.
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CLAIMS

What is claimed is:

A method for providing Diameter network management information in
a communications network, the method comprising:
at a Diameter signaling router (DSR):

determining whether successful Diameter communications are
available with a first Diameter application;

in response to determining that successful Diameter
communication are not available with the first Diameter application,
generating a first Diameter network management message (DNMM)
indicating that successful Diameter communications are not available
with the first Diameter application; and
' sending the first DNMM to a second Diameter node.
The method of claim 1 wherein determining whether successful
Diameter communications are available with the first Diameter
application includes sending a Diameter request message to the first
Diameter application and determining that successful Diameter
communications are not available with the first Diameter application in
response to receiving a response message indicating an error or
communications issue.
The method of claim 1 wherein determining whether successful
Diameter communications are available with the first Diameter
application includes sending a Diameter request message to the first
Diameter application and determining that successful communications
with the first Diameter application are not available in response to
failing to receive, at the DSR, a response in a predetermined amount
of time.
The method of claim 3 wherein a Diameter request message is a
Diameter watchdog request (DWR) message.
The method of claim 1 comprising:
at the second Diameter node:

receiving the first DNMM;

-24-



WO 2011/100629 PCT/US2011/024645

10

15

20

25

30

in response to receiving the first DNMM, generating a Diameter
network management request message requesting information
regarding availability status of the first Diameter application via the
DSR; and

sending the Diameter network management request message
to the DSR. '
The method of claim 1 comprising:
at the second Diameter node:

receiving the first DNMM; and

in response to receiving the first DNMM, determining a different
path for_sending a Diameter message towards the first Diameter
application and sending the Diameter message to the first Diameter
application via a different path.
The method of claim 5 comprising:
at the DSR:

receiving the Diameter network management request
message; and

in response to receiving the Diameter network management
request message, indicating to the second Diameter node availability
status of the first Diameter application via the DSR.
The method of claim 7 wherein indicating to the second Diameter
node availability status of the first Diameter application via the DSR
includes one of providing no response indicating that availability
status has not changed, providing a response, providing a response
indicating that a Diameter message cannot be communicated to the
first Diameter application via the DSR, and providing a response
indicating that a Diameter message can be communicated to the first
Diameter application via the DSR.
The method of claim 1 wherein the DSR comprises a Diameter relay
agent, a Diameter redirect agent, a Diameter translation agent, or a
Diameter proxy agent and wherein the first and second Diameter
nodes each comprise a mobility management entity (MME), a home
subscriber server (HSS) and/or authentication, authorization, and
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10.

11.

12.

accounting (AAA) server, a Bearer Binding and Event Reporting
Function (BBERF), a serving gateway (SGW), a packet data network
gateway (PDN GW), a policy charging enforcement function (PCEF),
a policy charging and rules function (PCRF), a subscriber profile
repository (SPR), a Diameter peer node, a Diameter agent, a network
node, a policy engine, a policy server, an application function (AF), an
application server, a Diameter signaling agent, a long term evolution
(LTE) node, an Internet protocol (IP) multimedia subsystem (IMS)
network node, a server, a node, a database, a computing platform, or
a second DSR.
The method of claim 1 comprising: '
at 'the DSR and after determining that successful Diameter
communications are not available with the first Diameter application:

determining whether successful Diameter communications
have become available with the first Diameter application;

in response to determining that successful Diameter
communications have become available with the first Diameter
application, generating a second DNMM indicating that successful
Diameter communications have become available with the first
Diameter application; and |

sending the second DNMM towards the second Diameter
node.
The method of claim 1 wherein determining whether successful
Diameter communications are available with the first Diameter
application includes determining that Diameter messages cannot be
communicated to a realm associated with the first Diameter
application and wherein the first DNMM indicates that Diameter
messages cannot be communicated to the realm via the DSR.
The method of claim 11 comprising:
at the second Diameter node:

receiving the first DNMM indicating that Diameter message

cannot be communicated to the realm via the DSR; and
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13.

14.

15.

16.

in response to receiving the first DNMM, determining a different
path for sending a Diameter message to the realm and sending the
Diameter message to the realm via a different path.
The method of claim 11 wherein the realm comprises one of a cluster
including Diameter nodes, a network segment including Diameter
nodes, a domain including Diameter nodes, a subnet including
Diameter nodes, an address space including Diameter nodes, a
geographical location including Diameter nodes, a logical location
including Diameter nodes, a logical group including Diameter nodes,
or a physical group including Diameter nodes.
The method of claim 1 wherein the first DNMM comprises one of a
Diameter transfer prohibited (DTFP) message, a Diameter transfer
allowed (DTFA) message, a Diameter route set test (DRST)
message, a Diameter transfer cluster prohibited (DTCP) message, a
Diameter transfer cluster allowed (DTCA) message, or a Diameter
cluster route set test (DCRST) message.
A system for providing Diameter network management information in
a communications network, the system comprising:
a Diameter signaling router (DSR), the DSR comprising:

a Diameter communications interface; and

a network management module for determining whether
successful Diameter communications are available with a first
Diameter application, for, in response to determining that successful
Diameter communications are not available with the first Diameter
application, generating a first Diameter network management
message (DNMM) indicating that successful Diameter
communications are not available with the first Diameter application,
and for sending the first DNMM to a second Diameter node.
The system of claim 15 wherein the network management module
determines whether successful Diameter communications are
available with the first Diameter application by sending a Diameter
request message to the first Diameter application and determines that

successful Diameter communications are not available with the first
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17.

18.

19.

20.

21.

Diameter application in response to receiving a response message
indicating an error or communications issue.

The system of claim 15 wherein the network management module
determines whether successful Diameter communications are
available with the first Diameter application by sending a Diameter
request message to the first Diameter application and using a
response timer for determining whether a corresponding response is
received in a predetermined amount of time.

The system of claim 17 wherein a Diameter request message is a
Diameter watchdog request (DWR) message.

The system of claim 15 wherein the network management module
receives a Diameter network management request message
transmitted by the second Diameter node in response to receiving the
first DNMM, and, in response to receiving the Diameter network
management request message, indicates to the second Diameter
node availability status of the first Diameter application via the DSR.
The method of claim 19 wherein indicating to the second Diameter
node availability status of the first Diameter application via the DSR
includes one of providing no response indicating that availability
status has not changed, providing a response, providing a response
indicating that a Diameter message cannot be communicated to the
first Diameter application via the DSR, and providing a response
indicating that a Diameter message can be communicated to the first
Diameter application via the DSR.

The system of claim 15 wherein the DSR comprises a Diameter relay
agent, a Diameter redirect agent, a Diameter translation agent, and a
Diameter proxy agent and wherein the first and second Diameter
nodes each comprise a mobility management entity (MME), a home
subscriber server (HSS) and/or authentication, authorization, and
accounting (AAA) server, a Bearer Binding and Event Reporting
Function (BBERF), a serving gateway (SGW), a packet data network
gateway (PDN GW), a policy charging enforcement function (PCEF),
a policy charging and rules function (PCRF), a subscriber profile
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22.

23.

24.

25.

repository (SPR), a Diameter peer node, a Diameter agent, a network
node, a policy engine, a policy server, an application function (AF), an
application server, a Diameter signaling agent, a long term evolution
(LTE) node, an Internet protocol (IP) multimedia subsystem (IMS)
network node, a server, a node, a database, a computing platform, or )
a second DSR.

The system of claim 15 wherein, after determining that successful
Diameter communications are not available with the first Diameter
application, the network management module determines whether
successful Diameter communications have become available with the
first Diameter application, and, in response to determining that
successful Diameter communications have come available with the
first Diameter application, generates a second DNMM indicating that
successful Diameter communications have become available with the
first Diameter application, and sends the second DNMM to the second
Diameter node.

The system of claim 15 wherein determining whether successful
Diameter communications are available with the first Diameter
application includes determining whether Diameter messages can be
communicated to a realm associated with the first Diameter
application and wherein the first DNMM indicates that Diameter
messages cannot be communicated to the realm via the DSR.

The system of claim 15 wherein the first DNMM includes a Diameter
transfer prohibited (DTFP) message, a Diameter transfer allowed
(DTFA) message, a Diameter route set test (DRST) message, a
Diameter transfer cluster prohibited (DTCP) message, a Diameter
transfer cluster allowed (DTCA) message, or a Diameter cluster route
set test (DCRST) message

The system of claim 23 wherein the realm includes a cluster including
Diameter nodes, a network segment including Diameter nodes, a
domain including Diameter nodes, a subnet including Diameter
nodes, an address space including Diameter nodes, a geographical

location including Diameter nodes, a logical location including
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Diameter nodes, a logical group including Diameter nodes, or a
physical group including Diameter nodes.
A non-transitory computer readable medium having étored thereon
executable instructions that when executed by the processor of a
computer control the computer to perform steps comprising:
at a Diameter signaling router (DSR):

determining whether successful Diameter communications are
available with a first Diameter application;

in response to determining that successful Diameter
communications are not available with the first Diameter application,
generating a first Diameter network management message (DNMM)
indicating that successful Diameter communications are not available
with the first Diameter application; and

sending the first DNMM to a second Diameter node.
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DETERMINING WHETHER SUCCESSFUL ~ |—700
DIAMETER COMMUNICATIONS ARE
. AVAILABLE'WITH A FIRST DIAMETER
APPLICATION

!

IN RESPONSE TO DETERMINING THAT 702
SUCCESSFUL DIAMETER COMMUNICATION
ARE NOT AVAILABLE WITH THE FIRST
DIAMETER APPLICATION, GENERATING A
FIRST DIAMETER NETWORK MANAGEMENT
MESSAGE (DNMM) INDICATING THAT
SUCCESSFUL DIAMETER COMMUNICATIONS
ARE NOT AVAILABLE WITH THE FIRST
DIAMETER APPLICATION

!

SENDING THE FIRST DNMM TO A SECOND | — 704
DIAMETER NODE

FIG. 7
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