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APPARATUS, SYSTEM, AND METHOD FOR 
VIRTUAL MACHINE BACKUP 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to a backup and more particularly 

relates to backing up virtual machines. 
2. Description of the Related Art 
Virtual machine software is often used to allow a single 

computer to execute a plurality of virtual machines. Each 
virtual machine may appear to a user or other computer as a 
unique physical computer. Thus each virtual machine may 
execute a unique operating system and/or have a unique Secu 
rity configuration. In addition, each virtual machine may 
store data to a virtual disk, wherein each virtual disk is 
embodied in one or more physical hard disks. 
The use of virtual machines may reduce computing costs 

by allowing a single physical computer to perform the func 
tions of multiple computers. For example, a first virtual 
machine may function as a database server while a second 
virtual machine may function as a Web server. Each virtual 
machine may be configured with an appropriate operating 
system and security configuration. However, both virtual 
machines may execute on the same computer. 

Because virtual machines often store and process critical 
data, virtual machines need to be backed up. For example, a 
backup proxy may back up data from a plurality of virtual 
machines to a data storage system. 

Unfortunately, the backup proxy typically stores the 
backed up data as the data is seen by the backup proxy. For 
example, all the data from a plurality of virtual disks embod 
ied by a single physical hard disk may be stored together. 
Thus although each virtual disk may have unique security 
controls, the backup data may all share the security controls 
of the backup proxy. In addition, the pathnames for the data 
may reflect those names seen by the backup proxy rather than 
the virtual disk names. 

SUMMARY OF THE INVENTION 

From the foregoing discussion, there is a need for an appa 
ratus, system, and method that backs up virtual machines. 
Beneficially, such an apparatus, system, and method would 
backup virtual machines while preserving security controls 
for each virtual machine. 
The present invention has been developed in response to 

the present state of the art, and in particular, in response to the 
problems and needs in the art that have not yet been fully 
Solved by currently available backup methods. Accordingly, 
the present invention has been developed to provide an appa 
ratus, system, and method for backing up a virtual machine 
that overcome many or all of the above-discussed shortcom 
ings in the art. 
The apparatus to back up a virtual machine is provided with 

a plurality of modules configured to functionally execute the 
steps of establishing an administrative machine name, asso 
ciating at least one administrative name space, backing up 
files, and masking out pathname components. These modules 
in the described embodiments include a name module, a 
space module, a backup module, and a mask module. 
The name module establishes an administrative machine 

name for a virtual machine. The space module associates at 
least one administrative name space with the administrative 
machine name. The backup module backs up files belonging 
to the virtual machine using a backup proxy, wherein the files 
are segregated under the administrative machine name and 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
are accessible using only a secure key belonging to the virtual 
machine and without using a backup proxy secure key. The 
mask module masks out pathname components for each 
backup file pathname so that the backup file pathname is 
equivalent to a virtual machine file pathname. 
A system of the present invention is also presented to back 

up a virtual machine. The system may be embodied in a 
virtual machine backup system. In particular, the system, in 
one embodiment, includes a computer, a backup proxy, a 
name module, a space module, a backup module, and a mask 
module. 
The computer executes a plurality of virtual machines. The 

backup proxy backs up the plurality of virtual machines. The 
name module establishes an administrative machine name for 
a virtual machine. The space module associates at least one 
administrative name space with the administrative machine 
name. The backup module backs up files belonging to the 
virtual machine using a backup proxy. The files are segre 
gated under the administrative machine name and are acces 
sible using only a secure key belonging to the virtual machine 
and without using a backup proxy secure key. The mask 
module masks outpathname components for each backup file 
pathname so that the backup file pathname is equivalent to a 
virtual machine file pathname. 
A method of the present invention is also presented for 

backing up a virtual machine. The method in the disclosed 
embodiments Substantially includes the steps to carry out the 
functions presented above with respect to the operation of the 
described apparatus and system. In one embodiment, the 
method includes establishing an administrative machine 
name, associating at least one administrative name space, 
backing up files, and masking outpathname components. 
A name module establishes an administrative machine 

name for a virtual machine. A space module associates at least 
one administrative name space with the administrative 
machine name. A backup module backs up files belonging to 
the virtual machine using a backup proxy, wherein the files 
are segregated under the administrative machine name and 
are accessible using only a secure key belonging to the virtual 
machine and without using a backup proxy secure key. A 
mask module masks out pathname components for each 
backup file pathname so that the backup file pathname is 
equivalent to a virtual machine file pathname. Thus the 
method enables efficient and complete backing up virtual 
machines. 

References throughout this specification to features, 
advantages, or similar language do not imply that all of the 
features and advantages that may be realized with the present 
invention should be or are in any single embodiment of the 
invention. Rather, language referring to the features and 
advantages is understood to mean that a specific feature, 
advantage, or characteristic described in connection with an 
embodiment is included in at least one embodiment of the 
present invention. Thus, discussion of the features and advan 
tages, and similar language, throughout this specification 
may, but do not necessarily, refer to the same embodiment. 

Furthermore, the described features, advantages, and char 
acteristics of the invention may be combined in any Suitable 
manner in one or more embodiments. One skilled in the 
relevant art will recognize that the invention may be practiced 
without one or more of the specific features or advantages of 
a particular embodiment. In other instances, additional fea 
tures and advantages may be recognized in certain embodi 
ments that may not be present in all embodiments of the 
invention. 
The present invention provides an apparatus, a system, and 

a method for virtual machine backup using a backup proxy. 














