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A data copyright management apparatus for handling data 
copyrights, and data of digital cash and video conference 
system is provided. The data copyright management appara 
tus comprises a CPU, ROM, EEPROM, and RAM. The ROM, 
EEPROM, and RAM are connected to the CPU bus, and a 
system bus of a device which utilizes the data can be con 
nected to the CPU bus. A data copyright management system 
program, cryptographic algorithm, and user information are 
stored in the ROM, and a first public-key, a first private-key, a 
second public-key, a second private-key, a first secret-key, a 
second secret-key, and copyright information are stored in the 
EEPROM. The data copyright management apparatus may be 
configured in the form of a monolithic or hybrid IC, a thin IC 
card, PC card, insertion board, and further, may be incorpo 
rated in a computer, television set, set-top box, digital video 
tape recorder, digital video disk recorder, digital audio tape 
apparatus, or personal digital assistants, and the like. 
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DATA COPYRIGHT MANAGEMENT 

0001. This application is a division of application Ser. No. 
08/779,751, filed Jan. 10, 1997, which is a division of appli 
cation Ser. No. 08/549,270, filed Oct. 27, 1995. The entire 
disclosure of prior application Ser. Nos. 08/779.751 and 
08/549,270 is considered as being part of the disclosure of the 
present application and is hereby incorporated by reference 
herein. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to an apparatus for 
displaying, storing, copying, editing or transferring digital 
data, and protecting digital data copyrights. 
0004 2. Background Art 
0005. In the information-oriented society of today, data 
base systems are becoming widespread in which it is possible 
to use various types of data which were stored independently 
in each computer in the past, by connecting computers via 
communication lines. 

0006. In such a database system, the information handled 
up to this point has been conventionally coded information 
that can be processed by a computer, and that contains a 
relatively small amount of information and monochrome 
binary data, such as facsimile information at most. It has not 
been possible to handle data containing a relatively large 
amount of information, such as data for natural pictures or 
animation. 
0007. With the rapid progress of digital processing tech 
nique for various electric signals, a technique is under devel 
opment for digital processing of picture signals other than 
binary data, which had been handled only as analog signals in 
the past. 
0008. By digitizing the picture signal, it is possible to 
handle a picture signal, e.g., a television signal, by a com 
puter. The technology of a “multimedia system” is an emerg 
ing technology of the future capable of simultaneously han 
dling the data handled by computers and digitized picture 
data. 
0009. Because picture data contains an overwhelmingly 
large amount of information compared with character data 
and audio data, it is difficult to store or transfer or process the 
picture data by computer. For this reason, techniques for 
compressing or expanding picture data have been developed. 
Further, several standards for compression/expansion of pic 
ture data have been established. For example, the following 
standards have been established as common standards: JPEG 
Joint Photographic image coding Experts Group) standards 
for still pictures, H.261 standards for video conferences, 
MPEG1 (Moving Picture image coding Experts Group 1) 
standards for picture accumulation, and MPEG2 standards 
for current television broadcasting and high definition televi 
sion broadcasting. By using these new techniques, it is now 
possible to transmit digital picture data in real time. 
0010 For analog data, which has been widely used in the 
past, the control of copyrights during processing has not been 
an important issue because the quality of the analog data 
deteriorates each time the data is stored, copied, edited, or 
transferred. The editing of a copyrighted work produced 
according to the above operation has not been a large prob 
lem. However, the quality of digital data does not deteriorate 
when the data is repeatedly stored, copied, edited, or trans 
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ferred. Therefore, the management and control of copyrights 
during processing of digital data is an important issue. 
0011 Up to now, there has been no adequate method for 
management and control of copyrights for digital data. They 
have been managed and controlled merely by copyright law 
or by contracts. In copyright law, only compensation for 
digital sound or picture recording devices has been pre 
scribed. 
0012. It is possible not only to refer to the content of a 
database, but also to effectively utilize the data obtained from 
the database by storing, copying, or editing the data, and also 
transferring the edited data to the database with the edited 
data registered as new data. Further, it is possible to transfer 
edited data to other persons via a communication link or by a 
proper recording medium. 
0013. In a conventional database system, only character 
data is handled. However, in multimedia systems, Sound data 
and picture data originally generated as analog data, are digi 
tized and used as part of the database in addition to the other 
data in the database such as character data. 
0014 Under Such circumstances, it is an important ques 
tion to determine how to handle copyrights of the data in the 
database. However, there are no means in the prior art for 
copyright management and control of Such actions as copy 
ing, editing, transferring, etc. of data. 
0015. Although data from “software with advertisement' 
or “free software' is generally available free of charge, it is 
copyrighted and its use may be restricted by the copyright 
depending on the Way it is used. 
0016. The inventors of the present invention proposed a 
system for copyright management, wherein a permit key is 
obtained from a key control center via a public telephone line 
in Japanese Patent Laid-Open No. 46419/1994 and Japanese 
Patent Laid-Open No. 141004/1994. Japanese Patent Laid 
Open No. 132916/1994 by the same inventors also discusses 
an apparatus for copyright management. Furthermore, the 
same inventors proposed a system for managing a copyright 
of digital data in Japanese Patent Application No. 64889/1994 
(U.S. patent application Ser. No. 08/416,037) and Japanese 
Patent Application No. 237673/1994 (U.S. patent application 
Ser. No. 08/536,747). 
0017. In these systems and apparatus, one who wants to 
view and listen to encrypted programs requests viewing from 
a control center via a communications line by using a com 
munication device. The control center sends a permit key to 
the requester, performs charging and collects a fee. 
0018. After receiving the permit key, the requester sends 
the permit key to a receiver by using an on-line or off-line 
means. The receiver then decrypts the encrypted programs 
using the permit key. 
0019. The system disclosed in Japanese Patent Applica 
tion No. 64889/1994 (U.S. patent application Ser. No. 
08/416,037) uses a program and copyright information for 
managing the copyright, in addition to the permit key, so that 
the copyright for display (including sound processes), Stor 
age, copying, editing, or transferring of the digital data in the 
database system, including real-time transmission of a digital 
picture, can be managed. The program for managing the 
copyright watches and manages to prevent a user from using 
the digital data outside the conditions of the user's request or 
permission. 
(0020 Japanese Patent Application No. 64889/1994 (U.S. 
patent application Ser. No. 08/416,037) further discloses that 
data is Supplied in encrypted form from a database, decrypted 
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by a copyright management program when displayed or 
edited, and encrypted again when it is stored, copied or trans 
ferred. Also, the copyright management program, being 
encrypted, is decrypted by a permit key. The copyright man 
agement program thus decrypted performs encryption and 
decryption of copyright data, and when data is utilized other 
than for storage and display, copyright information including 
information about the user, being stored as a history in addi 
tion to the original copyright information, is disclosed. 
0021. A general description of cryptography is provided 
below. Cryptography includes a secret-key cryptosystem and 
a public-key cryptosystem. 
0022. The secret-key cryptosystem is a cryptosystem 
using the same crypt key for encryption and decryption. 
While this cryptosystem requires only a short time for 
encryption or decryption, if the secret-key is found, the cryp 
togram may be cryptanalyzed. 
0023 The public-key cryptosystem is a cryptosystem in 
which a key for encryption is open to the public as a public 
key, and a key for decryption is not open to the public. The key 
for encryption is referred to as a public-key and the key for 
decryption is referred to as a private-key. To use this crypto 
system, it is necessary that the party transmitting information 
encrypts the information with the public-key of the party 
receiving the information. The party receiving the informa 
tion decrypts the information with a private-key not open to 
the public. While this cryptosystem requires a relatively long 
time for encryption or decryption, the private-key cannot 
easily be found, and it is very difficult to cryptanalyze the 
Cryptogram. 
0024. In cryptography, a case of encrypting a plaintext M 
with a crypt key K to obtain a cryptogram C is expressed as 

and a case of decrypting the cryptogram C with the cryptkey 
K to obtain the plaintext M is expressed as 

0025. The cryptosystem used for the present invention 
uses a secret-key cryptosystem in which the same secret-key 
KS is used for encryption and decryption, and a public-key 
cryptosystem in which a public-key Kb is used for encryption 
of plaintext data and a private-key KV is used for decryption 
of a cryptogram. 
0026 FIG. 1 shows a structure of the data copyright man 
agement system disclosed in the Japanese Patent Application 
No. 237673/1994, (U.S. patent application Ser. No. 08/536, 
747) in which the apparatus for data copyright management 
system of the present invention can be used. 
0027. In this system, encrypted data is supplied via two 
way communication in accordance with a request from the 
primary user 4. 
0028. This system uses the secret-key cryptosystem and 
the public-key cryptosystem as a cryptosystem. 
0029. It will be obvious that this system can be applied 
when using a satellite broadcast, ground wave broadcast, 
CATV broadcast or a recording medium other than a database 
as the data Supply means provided with advertisement requir 
ing no charge or encryption. 
0030. In this system, reference numeral 1 represents a 
database, 4 represents a primary user terminal, 5 represents a 
secondary user terminal, 6 represents a tertiary user terminal, 
and 7 represents an n-order user terminal. Also, reference 
numeral 3 represents a copyright management center, 8-10 
represent a secondary copyright data, tertiary copyright data, 
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and n-order copyright data, respectively, stored at the copy 
right management center 3. Reference numeral 2 represents a 
communication network Such as a public telephone line 
offered by a communication enterprise or a CATV line 
offered by a cable television enterprise. 
0031. In the above arrangement, the database 1, primary 
user terminal 4, secondary user terminal 5, tertiary user ter 
minal 6, n-order user terminal 7, and copyright management 
center 3 are connected to the communication network 2. They 
can also be connected each other. 

0032. In FIG. 1, a path shown by a broken line represents 
a path for encrypted data. A path shown by a solid line rep 
resents a path of requests from each user terminal. A path 
shown by a one-dot chain line represents a path through 
which a crypt key and authorization information correspond 
ing to a utilization request for data are transferred. A path 
shown by a two-dot chain line represents a path through 
which copyright information is transferred from the database 
or from one data element to a next-order data element within 
the copyright management center. 
0033 Each user who uses this system has previously been 
entered in the database system and has been provided with 
database utilization software. The database utilization soft 
ware includes a program for decrypting an encrypted copy 
right management program in addition to normal communi 
cation Software such as data communications protocols. 
0034) To use the database 1, a primary user prepares pri 
mary-user authentication data Au1, a first public-key Kb1, a 
first private-key Kv1 corresponding to the first public-key 
Kb1, a second public-key Kb72, and a second private-key Kv2 
corresponding to the second public-key Kb72. The primary 
user accesses the database 1 from the primary user terminal 4 
via the communication network 2. 

0035. The database 1, receiving the primary-user authen 
tication data Au1, first public-key Kb1 and second public-key 
Kb2 from the primary user, confirms the primary-user 
authentication data Au1 and transfers the confirmed primary 
user authentication data Aul to the copyright management 
center 3 as the primary user information Iul. 
0036. The database 1 prepares two secret-keys, first 
secret-key KS1 and second secret-key KS2. The second 
secret-key KS2 is transferred to the copyright management 
center 3. 

0037. As the result of the above transfer, a permit key 
corresponding to primary utilization, the primary user infor 
mation Iul, original copyright information Ic0 and the second 
secret-key KS2 are stored in the copyright management center 
3. In this case, the original copyright information Ic0 is used 
for copyright royalties distribution. 
0038. When a primary user who desires data utilization 
accesses the database 1 from the primary user terminal 4, a 
data menu is transferred to him. In this case, information for 
charges may be displayed together with the data menu. 
0039. When the data menu is transferred, the primary user 
retrieves the data menu and selects the data M. In this case, the 
original copyright information Ic0 of the selected data M is 
transmitted to the copyright management center 3. The pri 
mary user selects permit key Kp1 corresponding to the 
required form of the usage Such as viewing, storing, copying, 
editing and transferring of data. Permit key Kp1 is also trans 
mitted to the copyright management center 3. 
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0040. Because viewing and storing of data are the mini 
mum required forms of use for the primary user, these forms 
of use may be excluded from the choices, thus offering only 
copying, editing and transferring as choices. 
0041. The original data M0 is read out of the database 1 in 
accordance with a request of the primary user. The read origi 
nal data MO is encrypted by the first secret-key Ks 1: 

0042. The encrypted data Cm0ks1 is provided with the 
unencrypted original copyright information Ic0. 
0043. The first secret-key KS1 is encrypted by the first 
public-key Kb1 and the second secret-key Ks2 is encrypted 
by the second public-key Kb72: 

0044) While the copyright management program P is also 
encrypted by the second secret-key Ks2: 

the copyright management program P may not always be 
encrypted by the second secret-key Ks2 but it may be 
encrypted by any other proper crypt key. 
0045. The encrypted original data Cmoks1, encrypted 
copyright management program Cpks2, and two encrypted 
secret-keys Cks1kb1 and Cks2kb2 are transferred to the pri 
mary user terminal 4 via the communication network 2 and 
charged, if necessary. 
0046. It is possible to store the encrypted copyright man 
agement program Cpks2 in means Such as in a ROM in the 
user terminal 4 instead of Supplying it from the database 1. 
0047. The primary user receiving the encrypted original 
data Cm0ks1, two encrypted secret-keys Cks1kb1 and 
Cks2kb2, and encrypted copyright management program 
Cpks2 from the database 1 decrypts the encrypted first secret 
key Cks1kb1 with the database utilization software using the 
first private-key Kv1 corresponding to the first public-key 
Kb1: 

and decrypts the encrypted second secret-key Cks2kb2 using 
the second private-key KV2 corresponding to the second pub 
lic-key Kb7: 

0048. The primary user decrypts the encrypted copyright 
management program Cpks2 using the decrypted second 
secret-key Ks2: 

0049 Finally, the primary user decrypts the encrypted 
data CmokS1 by the decrypted copyright management pro 
gram Pusing the decrypted first secret-key KS1: 

and uses the decrypted original data MO directly or data M1 as 
edited. 

0050. As described above, the first private-key Kv1 and 
second private-key KV2 are crypt keys prepared by the pri 
mary user but not open to others. Therefore, even if a third 
party obtains the data M, it is impossible to use the encrypted 
data M by decrypting it. 
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0051. Thereafter, to store, copy, or transfer the data Mas 
the original data M0 or the edited data M1, it is encrypted and 
decrypted using the second secret-key KS2: 

0.052 The decrypted second secret-key Ks2 is thereafter 
used as a crypt key for encrypting/decrypting data when 
storing, copying, or transferring the data. 
0053. The first private-key Kv1 and second private-key 
Kv2, the first secret-key KS1 and second secret-key Ks2, the 
data M, the copyright management program P. the original 
copyright information Ic0 and copyright information Ic1. 
containing information about the primary user and the editing 
date and time, are stored in the primary user terminal 4. 
0054 Further protection is provided by attaching the 
copyright information Ic1 to the data as copyright informa 
tion label, and adding the digital signature. 
0055. The encrypted data Cmks2 is encrypted to be dis 
tributed. Since the copyright information label provides a 
clue to obtain the second secret-key KS2 which is the key for 
decryption, the second secret key KS2 cannot be obtained in 
the case where the copyright information label is removed 
from the encrypted data Cmks2. 
0056. When the encrypted data Cmks2 is stored in the 
primary user terminal 4, the second secret-key KS2 is stored in 
the terminal 4. However, when the encrypted data Cmks2 is 
not stored in the primary user terminal 4 but is copied to the 
recording medium 11 or transferred to the secondary user 
terminal 5 via the communication network 2, the second 
secret-key KS2 is disused in order to disable Subsequent uti 
lization of the data in the primary user terminal 4. 
0057. In this case, it is possible to set a limitation for 
repetitions of copying or transferring of the data so that the 
second secret-key Ks2 is not disused within limited repeti 
tions of copying and transferring of the data. 
0058. The primary user who is going to copy the data M to 
the external recording medium 11 or transmit the data Mvia 
the communication network 2 must prepare the second 
secret-key Ks2 to encrypt the data M by this second secret 
key KS2 before copying or transmitting the data: 

0059. The unencrypted original copyright information Ic0 
and primary-user copyright information Ic1 are added to the 
encrypted data CmkS2. 
0060. Before using a database, a secondary user, similar to 
the primary user, prepares authentication data Au2 for 
authenticating the secondary user, a third public-key Kb3, a 
third private-key Kv3 corresponding to the third public-key 
Kb3, a fourth public-key Kb4, and a fourth private-key Kv4 
corresponding to the fourth public-key Kb4. 
0061 The secondary user who desires secondary utiliza 
tion of the copied or transferred encrypted data Cmks2 must 
designate the original data name or number to the copyright 
management center 3 in order to request secondary utilization 
from the secondary user terminal 5 via the communication 
network 2. In this time, the secondary user also transfers the 
third public-key Kb3 and the fourth public-key Kb4, as well 
as the secondary user authentication data Au2, original copy 
right information Ic0 and primary user copyright information 
Ic1. 
0062. The copyright management center 3 receiving the 
secondary utilization request from the secondary user con 
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firms the secondary-user authentication data Au2, and trans 
fers confirmed secondary-user authentication data Au2 to the 
tertiary copyright data 9 as secondary user information. 
0063. When the secondary copyright information Ic1 of 
the primary user is transferred, the secondary copyright infor 
mation Ic1 is provided to the secondary copyright data 8, and 
then, secondary copyright data 8 recognizes the secondary 
copyright information Ic1 to be transferred to the tertiary 
copyright data 9. 
0064. The secondary user selects permit key Kp2 corre 
sponding to the form of data usage such as viewing, storing, 
copying, editing and transferring of data. Permit key Kp2 
corresponding to the selected usage is sent to the tertiary 
copyright data 9. 
0065. Because viewing and storing of data are the mini 
mum required forms of use for the secondary user, these 
forms of use may be excluded from the choices, offering only 
copying, editing and transferring as the choices. 
0066. The secondary copyright data 8 prepares a third 
secret-key Ks3. The prepared third secret-key Ks3 is trans 
ferred to and stored in the tertiary copyright data 9. 
0067. As the result of the above transfer, the permit key 
Kp2, primary user copyright information Ic1, primary user 
information Iul, original copyright information Ic0, second 
ary user information Iu2, and third secret-key KS3 are stored 
in the tertiary copyright data 9. The permit key Kp2, primary 
user copyright information Ic1, and primary user information 
Iu1 are used for copyright royalties distribution. 
0068. Hereafter similarly, permit key Kpn corresponding 
to n-orderusage, copyright information for secondary exploi 
tation right Icn-1 of (n-1)-order user, primary user informa 
tion Iul, original copyright information Ic0, n-order user 
information Iun, and n-th secret-key KSnare stored in n-order 
copyright data 10. 
0069. The permit key Kp2, primary user information Iul, 
original copyright information Ic0 and second secret-key KS2 
are read out of the secondary copyright data 8. The original 
copyright information Ic0 is used for copyright royalties dis 
tribution. 

0070 The read second secret-key KS2 and third secret-key 
KS3 are encrypted by the third public-key Kb3 and fourth 
public-key Kb4 of the secondary user respectively: 

0071. The copyright management program P is encrypted 
by the third secret-key Ks3: 

0072 The encrypted copyright management program 
Cpks3, encrypted second secret-key Cks2kb3, and encrypted 
third secret-key Cks3kb4 are transferred to the secondary user 
terminal 5 via the communication network 2. In this case, 
charging is performed, if necessary. 
0073. The secondary user, receiving two encrypted secret 
keys, Cks2kb3 and Cks3kb4, and the encrypted copyright 
management program Cpks3 from the secondary copyright 
data 8, and using the database utilization Software decrypts 
the encrypted second secret-key Cks2kb3 by the third private 
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key Kv3, and decrypts the encrypted third secret-key 
Cks3kb4 by the fourth private-key Kv4 corresponding to the 
fourth public-key Kb4: 

0074 The encrypted copyright management program 
Cpks3 is decrypted by the decrypted third secret-key Ks3: 

0075. Then, the encrypted data Cmks2 is decrypted for use 
by the decrypted second secret-key KS2 using decrypted 
copyright management program P: 

0076. As described above, the third private-key Kv3 and 
the fourth private-key Kv4 are prepared by the secondary user 
but not opened to others. Therefore, even if a third party 
obtains the encrypted data Cmks2, it is impossible to use the 
data by decrypting it. 
0077. Each user who uses the above-mentioned system 
must have previously been entered in the database system, 
and when entered in the system is provided with database 
software. 

0078 Because the software includes not only normal com 
munication software, Such as a data communication protocols 
but also a program for decrypting a copyright management 
program by a first crypt-key, protection is necessary. 
0079 A first crypt-key K1, a second crypt-key K2, and a 
copyright management program Pare transferred to each user 
in order to use data M. Each user keeps these keys and the 
program. 
0080 Further, the copyright information label, the user 
information, the public-key and private-key in the public-key 
cryptosystem and the program containing the algorithm for 
generating the secret-key are stored when needed. 
I0081 For storing them, the simplest means to use is a 
flexible disk. However, the flexible disk is easy to lose or alter. 
I0082. A hard disk drive is also subject to loss or alteration 
of data, though it is more stable than the flexible disk. 
I0083 Recently, use of an IC card has spreadin which an IC 
element is sealed in a card-like package. Particularly, stan 
dardization of a PC card with a microprocessor sealed inside 
has developed for PCMCIA cards and JEIDA cards. 
0084. The data copyright management apparatus pro 
posed by the present inventors in the Japanese Patent Appli 
cation No. 237673/1994 (U.S. patent application Ser. No. 
08/536,747) is described in FIG. 2. 
I0085. The data copyright management unit 15 is config 
ured as a computer system comprising a microprocessor 
(CPU) 16, a local bus 17 of CPU 16, read only memory 
(ROM) 18 connected to local bus 17, and write/read memory 
(RAM) 19, and wherein the local bus 17 is connected to 
system bus 22 of the microprocessor 21 of the user terminal 
20. 

I0086. Further, a communication unit (COMM) 23 which 
receives data from an external database and transferS data to 
the external database; a CD-ROM drive (CDRD) 24 which 
reads data provided by CD-ROM; a flexible disk drive (FDD) 
25 which copies received or edited data to a flexible disk drive 
to provide the outside with such data, and a hard disc drive 
(HDD) 26 which stores data are connected to the system bus 
22 in the user terminal 20. 
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I0087. As is typical, ROM and RAM or the like are con 
nected to the system bus 22 of the user terminal. However, this 
is not shown in the figure. 
0088 Fixed information, such as software and user data, 
for utilizing the database is stored in ROM 18 of the data 
copyright management unit 15. A crypt-key and the copyright 
management program provided from the key control center or 
copyright management center are stored in RAM 19. 
0089. The process of decryption and re-encryption are 
performed by the data copyright management unit 15, only 
the results of which are transferred to the user terminal 20 via 
the local bus 17 and the system bus 21 of the user terminal. 
0090 The data copyright management unit 15 is imple 
mented as monolithic IC, hybrid IC, an expansion board, an 
IC card, or a PC card. 

SUMMARY OF THE INVENTION 

0091. In the present application, apparatus for a data copy 
right management system, resulting from the further imple 
mentation of the apparatus used with the user terminal pro 
posed in the Japanese Patent Application No. 237673/1994, 
(U.S. patent application Ser. No. 08/536,747) is proposed. 
0092. The apparatus for data copyright management in the 
present invention is attached to the user terminal, which com 
prises a central processing unit, central processing unit bus, 
read only semiconductor memory, electrically erasable pro 
grammable read-only memory, and read/write memory. 
0093. The central processing unit, read only semiconduc 
tor memory, electrically erasable programmable read-only 
memory, and read/write memory are connected to the central 
processing unit bus. Also, the system bus of a unit which 
utilizes the data can be connected to it. A data copyright 
management system program, a crypt algorithm, and user 
information are stored in the read only semiconductor 
memory. A second private-key, permit key, second secret-key, 
and copyright information are stored in the electrically eras 
able programmable read-only memory. The first public-key, 
first private-key, second public-key, and first secret-key are 
transferred to the read/write memory during operation of the 
unit. If the copyright management program is provided from 
the outside, it is stored in the EEPROM. Otherwise, it is stored 
in ROM. 
0094. As embodiments of the data copyright management 
apparatus, a monolithic IC, a hybrid IC, a thin IC card, a PC 
card, and a board for insertion may be used. 
0095. In the data copyright management system described 
above as a Japanese Patent Application, while the obtained 
encrypted data is decrypted for displaying/editing, the 
obtained or edited data is re-encrypted to store/copy/transfer, 
so that no unauthorized use of the data is allowed. 
0096. Accordingly, in the apparatus used in the data copy 
right management system of the present invention, re-encryp 
tion of data, as well as decryption of data should be performed 
concurrently. However, the data copyright management appa 
ratus described in the Japanese Patent Application can per 
form only one process of either data decryption or data re 
encryption at the same time. 
0097 Thus, in the present application, a data copyright 
management apparatus is proposed which, at the same time, 
can decrypt and re-encrypt the Supplied encrypted data to 
perform copyright management and control. 
0098. For this purpose, data which was encrypted and 
provided is decrypted and re-encrypted by adding at least one 
microprocessor, and preferably two microprocessors, in addi 
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tion to the microprocessor that controls the entire user termi 
nal therein. When one microprocessor is added, one of the 
two microprocessors which include the microprocessor of the 
user and the added one, will decrypt data and the other will 
re-encrypt data. 
0099. When two microprocessors are added, one of the 
added microprocessors will decrypt data, another micropro 
cessor will re-encrypt data, and the third microprocessor of 
the user terminal will control the entire operation. 
0100 Although the added microprocessors may be con 
nected to the system bus of the microprocessor in the user 
terminal, this configuration may not allow a multiprocessor 
configuration to operate plural microprocessors concurrently. 
Therefore, in the present application, a data copyright man 
agement apparatus is implemented as a multiprocessor con 
figuration utilizing SCSI bus or PCI bus. 
0101. Other than character data, digital data includes 
graphic data, computer programs, digital audio data, still 
picture data of the JPEG standard, and motion-picture works 
of the MPEG standard. While the data applications compris 
ing these data forms are utilized by using various apparatus, it 
is necessary that these apparatus also include the data copy 
right management function. 
0102 Thus, in the present application, it is proposed that, 
as a form of use, these data copyright management apparatus 
and the data copyright management apparatus described in 
the prior application be incorporated in various systems. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0103 FIG. 1 is a block diagram of the data copyright 
management system of Japanese Patent Application No. 
237673/1994 (U.S. patent application Ser. No. 08/536,747). 
0104 FIG. 2 is a block diagram of the data copyright 
management apparatus of Japanese Patent Application No. 
237673/1994 (U.S. patent application Ser. No. 08/536,747). 
0105 FIG. 3 is a block diagram of the data copyright 
management apparatus of a first embodiment of the present 
invention. 
0106 FIG. 4 is a specific block diagram of the data copy 
right management apparatus of a first embodiment of the 
present invention. 
0107 FIG. 5 is a process flow chart of a data copyright 
management system related to the present invention. 
0.108 FIG. 6 is a block diagram of the data copyright 
management system of Japanese Patent Application No. 
237673/1994 (U.S. patent application Ser. No. 08/536,747). 
0109 FIG. 7 is a flow chart of a general editing process for 
digital data. 
0110 FIG. 8 is a flow chart of an encrypted data editing 
process of the present invention. 
0111 FIG. 9 is a block diagram of the data copyright 
management apparatus of a second embodiment of the 
present invention. 
0112 FIG. 10 is a block diagram of the data copyright 
management apparatus of a third embodiment of the present 
invention. 

0113 FIG. 11 is a block diagram of the data copyright 
management apparatus of a fourth embodiment of the present 
invention. 

0114 FIG. 12 is a block diagram of the data copyright 
management apparatus of a fifth embodiment of the present 
invention. 
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0115 FIG. 13 is a block diagram of the data copyright 
management apparatus of a sixth embodiment of the present 
invention. 
0116 FIG. 14 is a block diagram of the digital cash system 
as one example of use of the present invention. 
0117 FIG. 15 is a block diagram of the video conference 
system as one example of use of the present invention. 

DETAILED DESCRIPTION 

0118. The detailed embodiments of the present invention 
are described below with reference to the drawings. 
0119) A first embodiment of the data copyright manage 
ment apparatus related to the present invention is shown in the 
block diagram of FIG. 3. 
0120. The data copyright management unit 30 includes 
electrically erasable programmable read-only memory (EE 
PROM) 31 in addition to the components of the data copy 
right management unit 15 described in Japanese Patent Appli 
cation No. 237673/1994 (U.S. patent application Ser. No. 
08/536,747). 
0121 The data copyright management unit 30 is a com 
puter system having CPU 16 and local bus 17 of CPU 16, as 
well as ROM 18, RAM 19, and EEPROM 31 which are 
connected to local bus 17, wherein local bus 17 is connected 
to the system bus 22 of the microprocessor 21 in the user 
terminal 20. 
0122 Further, communication unit (COMM) 23, which 
receives data from an external database and transferS data 
outside; CD-ROM drive (CDRD) 24, which reads data pro 
vided by CD-ROM; a flexible disc drive (FDD) 25, which 
copies data received or edited in order to supply it to the 
outside; and hard disk drive (HDD) 26, which stores data, are 
connected to the system bus 22 of the user terminal 20. 
0123 ROM and RAM are connected to the system bus 22 
of the user terminal. However, they are not shown in the 
figure. 
0124 Fixed information Such as a data copyright manage 
ment program P. a cryptography program Pebased on a crypt 
algorithm, and user data Iu are stored in ROM 18. 
0.125. A crypt-key K and copyright information Ic are 
stored in EEPROM 31. Further, when the data copyright 
management program and cryptography program are Sup 
plied from outside. Such as from a database, they are stored in 
EEPROM 31, rather than in ROM 18. 
0126 The data copyright management unit 30 performs 
the process of decryption or re-encryption, only the result of 
which is transferred to the user terminal 20 via local bus 17 
and system bus 22. 
0127. The data copyright management unit 30 is imple 
mented as a monolithic IC, a hybrid IC, an expansion board, 
an IC card, or a PC card. 
0128. Fixed data such as a data copyright management 
program, a cryptography program based on a crypt algorithm, 
and user data are stored in ROM 18 of the data copyright 
management unit 30 in the first embodiment. 
0129. Further, a decryption program, a re-encryption pro 
gram, and a program for generating secret-keys based on a 
known secret-key algorithm may be stored in ROM 18. 
0130. A crypt-key and copyright information are stored in 
EEPROM 31. Also, when the copyright management pro 
gram and the cryptography program are Supplied from the 
outside, such as from a database, they are stored in EEPROM 
31, rather than ROM 18. Still, the EEPROM is not necessarily 
required and may be omitted. 
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I0131) Either one of the first crypt-key or the second crypt 
key Supplied from the key control center or copyright man 
agement center, and the data copyright management system 
program are stored in RAM19. However, information such as 
software and the user data required by MPU 46 in the user 
terminal 20 are supplied to the user terminal 20 by the soft 
ware, and stored in RAM of the user terminal 20. Besides 
either one of the first crypt-key or the second crypt-key Sup 
plied from the key control center or the copyright manage 
ment center, and the data copyright management system pro 
gram are stored in RAM of the user terminal unit 20. 
0.132. The process of decryption and re-encryption are 
shared by MPU 46 of the main body of the user terminal 20 
and CPU 16 of the data copyright management unit 30; one 
re-encrypts data and the other decrypts data, and only the 
processed results of the data copyright management unit 30 
are transferred to the user terminal. 

I0133. The specific internal structure of the data copyright 
management unit 30 in FIG. 3 is shown in FIG. 4. 
I0134. A microcomputer (CPU) 16, read only semiconduc 
tor memory (ROM) 18, write/read memory (RAM) 19, and 
electrically erasable programmable read-only memory (EE 
PROM) 31 are enclosed in the data copyright management 
unit 30, and are connected to microcomputer bus 17 of the 
microcomputer 16. The microcomputer bus 17 is further con 
nected to system bus 22 of the user terminal 20 main body. 
0.135 The data copyright management system program, 
crypt algorithm, and the user information are stored in the 
read only semiconductor memory 18. 
0.136 The electrically erasable programmable read-only 
memory 31 is divided internally into three areas. In the first 
area 35, the first public-key Kb1, the first private-key Kv1, the 
second public-key Kb7, and the second private-key Kv2 are 
stored. 

0.137 In the second area 36, the copyright management 
program P. the first secret-key Ks1 for use as a permit key for 
primary use (for example, as a view permit, store permit, copy 
permit, edit permit, or transfer permit), and the second secret 
key KS2 for use as a permit key for secondary use (for 
example, as a view permit, store permit, copy permit, edit 
permit or transfer permit) are stored. However, in Some cases 
where the copyright management program P is not supplied 
from the outside, but preset in the user side, the copyright 
management program P is stored in the read only memory 18, 
rather than in the second area 36 of the electrically erasable 
programmable read-only memory 31. 
0.138. In the third area 37, an access control key and copy 
right information Such as the original copyright information 
and the secondary copyright information are stored. 
0.139. As in the case of the electrically erasable program 
mable read-only memory 31, the inside of the write/read 
memory 19 is divided into three areas. In the first area 32, the 
first public-key Kb1, the first private-key Kv1, and the second 
public-key Kb2 are stored during operation. In the second 
area 33, the first secret-key Ks1 for use as a permit key in the 
primary utilization (for example, as a view permit, store per 
mit, copy permit, edit permit, or transfer permit) is stored 
during operation. In the third area 34, an access control key is 
stored during operation. 
0140. The user terminal attached with the data copyright 
management apparatus is reliable since it performs all of the 
processes for utilizing data within the data copyright man 
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agement unit related to the present invention, so that only the 
results are transferred to the user terminal for various utiliza 
tion. 
0141 When picture data containing large amounts of 
information is transferred/received, original data is transmit 
ted after being compressed to reduce the amount of data. The 
compressed data is expanded after reception to utilize it. In 
this case, the data copyright may be managed by encryption. 
0142 FIG. 5 is an example of data copyright management 
flow when encrypted data of a digital picture is compressed 
according to the JPEG or MPEG standard. The flow is divided 
into transmitting side flow and receiving side flow with a 
transmit line in between. The receiving side flow is further 
divided into display flow and storage flow. 
0143. The signal process on the transmitting side consists 
of a process of preparing a digital picture and a process of 
processing the digital picture prepared. In this process, if an 
original picture is the digital picture 41, it proceeds to next 
process. If an original picture is an analog picture 40, a digi 
tizing process 42 is performed. 
0144. The digital picture is compressed (43) first accord 
ing to a given standard such as JPEG or MPEG, then the 
compressed digital data is encrypted (44) using the first 
secret-key. 
0145 The picture data signal processed on the transmit 
ting side is transmitted through transmission line 45. Such as 
a satellite broadcasting wave, terrestrial broadcasting wave, 
CATV wave, or public telephone line/ISDN line. Further, 
recording media such as a digital Video tape, a digital Video 
disk, or CD-ROM may be used as the transmission line. 
0146 Thus, the picture data transmitted to the receiving 
side is decrypted (46) first using the first secret key, then the 
compressed picture data is expanded (47) to be displayed 
(49). When the display is a digital data display unit, it is 
directly displayed, however, when it is an analog data display 
unit, it is converted to analog data 48. 
0147 When data is stored in hard disk, flexible disk, opti 
cal magnetic disk, writable video disk or the like, it is stored 
after being re-encrypted (50) using the second secret key. 
0148. In redisplaying the picture data that has been re 
encrypted and stored, it is re-decrypted (52) using the second 
secret key and displayed (49). If the display unit is a digital 
data display unit, it is directly displayed. However, if it is an 
analog data display unit, it is converted to analog data (48). 
0149 For data compression/expansion means and the 
transmission path, appropriate ones compatible with the data 
are used. 
0150 FIG. 6 shows an example of the data copyright man 
agement system disclosed in the Japanese Patent Application 
No. 237673/1994 (U.S. patent application Ser. No. 08/536, 
747). This system uses the secret-key system as a cryptosys 
tem 

0151. In the case of this system, reference numeral 1 rep 
resents a database in which text data, binary data serving as a 
computer graphic display or a computer program, digital 
audio data, and digital picture data are stored by being 
encrypted. Reference numeral 14 represents a space satellite 
Such as a communications satellite or a broadcasting satellite. 
Reference numeral 15 represents a data recorder such as a 
CD-ROM or a flexible disk. Reference numeral 2 represents 
a communication network Such as a public telephone line 
offered by a communication enterprise or a CATV line 
offered by a cable television enterprise. Reference numeral 4 
represents a primary user terminal. Reference numeral 16 
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represents a key control center for managing a secret-key, and 
reference numeral 17 represents a copyright management 
center for managing a data copyright. 
0152 Reference numerals 5, 6, and 7 represent a second 
ary user terminal, a tertiary user terminal, and n-order user 
terminal respectively. Reference numerals 11, 12, and 13 
represent a secondary disk, tertiary disk, and n-order disk 
serving as a recording medium such as a flexible disk or 
CD-ROM respectively. The symbol 'n' represents an 
optional integer. When “n” is larger than four, a correspond 
ing user terminal and a corresponding disk are arranged 
between the tertiary user terminal 6 and the n-order user 
terminal 7 and between the tertiary disk 12 and the n-order 
disk 13 respectively. 
0153. In the above arrangement, the database 1, key con 
trol center 16, copyright management center 17, primary user 
terminal 4, secondary user terminal 5, tertiary user terminal 6, 
and n-order user terminal 7 are connected to the communica 
tion network 2. 

0154) In FIG. 6, the path shown by a broken line is a path 
of encrypted data; a path shown by a solid line is a path of 
requests from each user terminal; and a path shown by a 
one-dot chain line is a path through which authorization infor 
mation corresponding to a utilization request and a secret-key 
are transferred. 

0155 Each user who uses this system has been previously 
entered in the database system. When the user is entered in the 
system, database utilization Software is provided to the user. 
The database utilization software includes not only normal 
communication Software such as a data communication pro 
tocol, but also a program for running a copyright management 
program. 

0156 Original data M0 of text data, binary data as a com 
puter graphic display or computer program, digital audio 
data, or digital picture data stored in the database 1 or data 
recording medium 15 is Supplied via one-way communica 
tion to the primary user terminal 4 via the communication 
network 2, satellite 14 or recording medium 15. In this case, 
the data is encrypted with a first secret-key Ks1: 

0157 Even if data is provided with advertisement to be 
offered free of charge, encryption is necessary in order to 
protect the copyright. 
0158. It is disclosed in the Japanese Patent Application 
No. 64889/1994 (U.S. patent application Ser. No. 08/416, 
037) that the data utilization includes not only displaying of 
data which is the most basic usage, but also storing, editing, 
copying, and transferring of the data. A use permit key is 
prepared which corresponds to one or several forms of usage, 
and its management is executed by the copyright manage 
ment program. 
0159 Moreover, it is described there that data is encrypted 
again by the copyright management program for uses such as 
storing, copying, editing and transferring of the data other 
than displaying of the data and displaying for editing the data. 
0160. In other words, the data whose copyright is claimed 

is encrypted to be distributed. Only when the data is displayed 
or displayed for editing the data in a user terminal having a 
copyright treatment function, is the data decrypted to a plain 
text format. 

0.161 This system disclosed in Japanese Patent Applica 
tion No. 237673/1994 (U.S. patent application Ser. No. 
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08/536,747) uses the method described in the Japanese Patent 
Application No. 64889/1994 (U.S. patent application Ser. 
No. 08/416,037). 
0162 A primary user who desires primary utilization of 
the Supplied encrypted data CmokS1 requests for primary 
utilization of the encrypted original data Cmoks1 by desig 
nating the original data name or the original data number to 
the key control center 16 via the communication network 2 
from the primary user terminal 4. In this case, the primary 
user must present information Iul for the primary user to the 
key control center 16. 
0163 The key control center 16, receiving the primary 

utilization request from the primary user terminal 4, transfers 
first secret-key KS1 for decrypting the encrypted original data 
Cmoks 1 obtained from the database 1 by the primary user and 
second secret-key KS2 for re-encrypting the decrypted origi 
nal data M0 or edited data M1 from the original data, together 
with a copyright management program P via the communi 
cation network 2 to the primary user terminal 4. 
0164. In the primary user terminal 4, receiving the first 
secret-key KS1 as a decryption key and the second secret-key 
KS2 as an encryption/decryption key, the encrypted original 
data Cmoks1 is decrypted by the first secret-key Ks1 using the 
copyright management program P: 

to use the decrypted original data MO directly or data M1 as 
edited. 

(0165. When the data M, which is the original data M0 or 
edited data M1, is stored in a memory or a built-in hard disk 
drive of the primary user terminal 4, only the primary user can 
use the data. However, when the data M is copied to the 
external recording medium 11, Such as a flexible disk, or 
transmitted to the secondary user terminal 5 via the commu 
nication network 2, a copyright problem due to secondary 
utilization occurs. 

0166 When the original data M0 obtained by the primary 
user is directly copied and Supplied to a secondary user, the 
copyright of the primary user is not effected on the data M0 
because the original data M0 is not modified at all. However, 
when the primary user produces new data M1 by editing the 
obtained data M0 or by using means such as combination with 
other data, the copyright of the primary user, i.e., secondary 
exploitation right occurring from secondarily utilizing origi 
nal data, is effected on the data M1. 
0167 Similarly, when a secondary user produces new data 
M2 by editing the original data M0 or edited data M1 obtained 
from the primary user, or by means such as combination with 
other data, the copyright of the secondary user, i.e., secondary 
exploitation right of the secondary user, is also effected. 
0.168. In this system, to deal with the copyright problem, 
the data M is encrypted by the second secret-key KS2 using 
the copyright management program P when the data M is 
stored, copied, or transferred. Thereafter, in the primary user 
terminal 4, the data M is decrypted and encrypted by the 
second secret-key KS2: 

0169. It is free in principle for the primary user to display 
and edit data to obtain edited data. In this case, however, it is 
possible to limit the repetitions of the operation by the copy 
right management program. 
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0170 When the data M is copied to the external recording 
medium 11 or transmitted via the communication network 2. 
the first secret-key Ks1 and the second secret-key KS2 in the 
primary user terminal 4 are disused by the copyright manage 
ment program P. Therefore, when reusing the data M, the 
primary user makes a request for utilization of the data M to 
the key control center 16 to again obtain the second secret-key 
KS2. 

0171 The fact that the user receives the regrant of the 
second secret-key KS2 represents secondary utilization of 
data in which the data M has been copied to the external 
recording medium 11 or transferred to the secondary user 
terminal 5 via the communication network 2. Therefore, this 
fact is entered in the copyright management center 17 from 
the key control center 16, and Subsequent secondary utiliza 
tion becomes possible. 
0172. The data M is moved from the primary user terminal 
4 to the secondary user terminal 5 by the external recording 
medium 11 or the communication network 2. When the data 
M is copied to the external recording medium 11 or transmit 
ted via the communication network 2, it is encrypted by the 
second secret-key KS2. 
0173 When the data M is copied to the external recording 
medium 11 or transmitted via the communication network 2. 
the first secret-key Ks1 and the second secret-key KS2 in the 
primary user terminal 4 are disused. At this time, unencrypted 
primary user information Iul is added to the encrypted data 
Cmks2 stored in the primary user terminal 4 and when the 
encrypted data CmkS2 is transferred to the secondary user, the 
primary user information Iul is also transferred. 
0.174. A secondary user who desires secondary utilization 
of the encrypted data Cmks2 copied or transmitted from the 
primary user must designate the original data name or data 
number to the copyright management center 17 via the com 
munication network 2 from the secondary user terminal 5. 
and also present the secondary user information Iu2 to the 
center 17 to request secondary utilization of the data Cmks2. 
In this time, the secondary user further presents the unen 
crypted primary user information Iul added to the encrypted 
data Cmks2 in order to clarify the relationship with the pri 
mary user. 

0.175. The copyright management center 17 confirms, in 
accordance with the presented primary user information Iul, 
that the primary user has received a regrant of the second 
secret-key KS2 for secondary utilization of the data, and then, 
transfers the second secret-key KS2 serving as a decryption 
key and the third secret-key KS3 serving as an encryption/ 
decryption key to the secondary user terminal 5 via the com 
munication network 2. 

0176). In the secondary user terminal 5 receiving the sec 
ond secret-key KS2 and the third secret-key Ks3, the 
encrypted data CmkS2 is decrypted by the copyright manage 
ment program Pusing the second secret-key KS2. 

and is secondarily utilized, e.g. displayed or edited. 
0177. In this system, the key control center 16 processes 
primary utilization requests, and the copyright management 
center 17 processes secondary utilization requests. While the 
data M supplied to a primary user is encrypted by the first 
secret-key KS1, the data M Supplied to a secondary user is 
encrypted by the second secret-key Ks2. Moreover, the first 
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secret-key Ks1 and the second secret-key KS2 are transferred 
to the primary user as crypt keys from the key control center 
16. 
0.178 Therefore, if the secondary user, instead of the pri 
mary user, falsely issues a request for primary utilization to 
the key control center 16, the first secret-key Ks1 for decryp 
tion and the second secret-key KS2 for encryption/decryption 
are transferred to the secondary user. However, the secondary 
user cannot decrypt the encrypted data CmkS2 by using the 
first secret-key KS1 transferred as a decryption key. 
0179 Therefore, it is impossible to falsely issue a request 
for data utilization. Thus, not only the original copyright of 
data but also the copyright of the primary user on the data is 
protected. 
0180. When storing, copying, or transferring of the data 
M, other than displaying and displaying for editing is per 
formed in the secondary user terminal 5, the data M is 
encrypted by the copyright management program Pusing the 
third secret-key KS3 and thereafter, the data is decrypted and 
encrypted by the third secret-key Ks3: 

0181. It is free in principle for the secondary user to dis 
play and edit data to obtain the edited data M2. In this case, it 
is possible to limit the repetitions of the operation by the 
copyright management program P. 
0182. When the data M is copied to the external recording 
medium 12 or transmitted via the communication network 2. 
the second secret-key KS2 and the third secret-key Ks3 in the 
secondary user terminal 5 are disused by the copyright man 
agement program P. Therefore, when reusing the data M, the 
secondary user makes a request for the utilization of the data 
to the copyright management center 17 to again obtain the 
third secret-key Ks3. 
0183 The fact that the secondary user receives a regrant of 
the third secret-key Ks3 represents secondary utilization of 
data in which the data M has been copied to the external 
recording medium 12 or transmitted to the tertiary user ter 
minal 6 via the communication network 2. Therefore, this fact 
is entered in the copyright management center 17 and allows 
Subsequent data use. 
0184 The data M is moved from the secondary user ter 
minal 5 to the tertiary user terminal 6 by the external record 
ing medium 12 or by the communication network 2. When the 
data M is copied to the external recording medium 12 or 
transferred via the communication network 2, it is encrypted 
by the third secret-key Ks3. 
0185. When the data M is copied to the external recording 
medium 12 or transmitted to the tertiary user terminal 6 via 
the communication network 2, the second secret-key KS2 and 
the third secret-key Ks3 in the secondary user terminal 5 are 
disused. In this case, the unencrypted secondary user infor 
mation Iu2 is added to the encrypted data Cmks3 stored in the 
secondary user terminal 5, and when the encrypted data 
Cmks3 is transferred to a tertiary user, the secondary user 
information Iu2 is also transferred. 
0186. In adding each user information to data, there are 
two cases: a case in which all information is added to data 
whenever it is copied or transmitted and another in which the 
history updated whenever the data is copied or transmitted is 
stored in the copyright management center. 
0187. A tertiary user who desires tertiary utilization of the 
encrypted data Cmks3 copied or transmitted from the second 
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ary user must designate the original data name or number to 
the copyright management center 17 from a tertiary user 
terminal 6 via the communication network 2, and also present 
the tertiary user information Iu3 to request tertiary utilization 
of the data. At this time, the tertiary user further presents the 
unencrypted secondary user information Iu2 added to the 
encrypted data Cmks3 in order to clarify the relationship with 
the secondary user. 
0188 The copyright management center 17 confirms that 
the secondary user has received a regrant of the third secret 
key Ks3 for preparation of tertiary utilization of data, in 
accordance with the presented secondary user information 
Iu2, and then transfers the third secret-key Ks3 serving as a 
decryption key and fourth secret-key KS4 serving as an 
encryption/decryption key to the tertiary user terminal 6 via 
the communication network 2. 

0189 In the tertiary user terminal 6 receiving the third 
secret-key KS3 and the fourth secret-key KS4, the encrypted 
data Cmks3 is decrypted using the third secret-key Ks3 by the 
copyright management program P: 

and is tertiarily utilized, e.g. displayed or edited. 
0190. In this system, the data M supplied to the primary 
user is encrypted by the first secret-key Ks1, and the data M 
Supplied to the secondary user is encrypted by the second 
secret-key Ks2, and the data M supplied to the tertiary user is 
encrypted by the third secret-key Ks3. 
(0191). Therefore, if the tertiary user, instead of the primary 
user, falsely issues a request for primary utilization from the 
key control center 16, the first secret-key Ks1 for decryption 
and the second secret-key KS2 for encryption/decryption are 
transferred to the tertiary user. However, it is impossible to 
decrypt the encrypted data Cmks3 by the first secret-key Ks1 
transferred as a decryption key. Moreover, if the tertiary user, 
instead of the secondary user, falsely issues a request for 
secondary utilization to the copyright management center 17, 
the second secret-key KS2 and the third secret-key KS3 are 
transferred to the tertiary user as a decryption key and an 
encryption/decryption key respectively. However, it is impos 
sible to decrypt the encrypted data CmKs3 by the second 
secret-key KS2 transferred as a decryption key. 
0.192 Therefore, it is impossible to falsely issue a request 
for data utilization. As a result, not only the original copyright 
of the data, but also the copyrights of the primary and sec 
ondary users on the data are protected. The same procedure is 
applied to quaternary and Subsequent utilization. 
0193 In the above described system, the database 1, key 
control center 16, and copyright management center 17 are 
separately arranged. However, it is not always necessary to 
arrange them separately. It is also possible to set all of them or 
two of them integrally. 
0194 Moreover, it is also possible for the primary user to 
issue a request for a regrant of the second secret-key not to the 
key control center 16 but to the copyright management center 
17. 

0.195. In FIGS. 7(a) and 7(b), signal process flow in a data 
editing method of digital video or digital audio is shown. An 
edit flow as generally processed is shown in 7(a). An edit flow 
which can avoid deterioration of signals is shown in 7(b). 
0196. In the edit flow shown in 7(a), signals supplied as 
digital signals 61 are converted to analog signals (62). The 
analog signals are then edited (63) while being displayed 
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(64), and the edited analog signals are re-digitized (65) to be 
stored, copied, and transferred (66). 
0197) Though this process may be simple, it can not avoid 
the deterioration of signals since the signal is edited in analog 
form and re-digitized after completion of editing. 
0198 In the edit flow shown in 7(b), digital signals 61 are 
converted to analog signals (62) to be displayed. While the 
analog signals (62) are used in editing (63), the analog signals 
are used only for displaying (64) rather than for storing, 
copying, transferring. 
0199 Signals for storage, copy, and transfer are edited 
(67), copied, and transferred (66) in the form of digital signals 
61 corresponding to signals displayed in analog. 
0200. In the case of this edit flow, there is no deterioration 
of signals since digital signals which are stored, copied, and 
transferred are never converted to analog signals. 
0201 FIGS. 8(a) and 8(b) illustrate flow examples when 
editing encrypted data to which a signal process of the data 
editing method of digital video or digital audio shown in 
FIGS. 7(a) and 7(b) is applied. FIG. 8(a) shows a simplified 
signal processing flow, and FIG. 8(b) shows a signal process 
ing flow which allows Sufficient copyright management. 
0202 In the signal processing flow shown in 8(a), the 
original data (71) Cmoks1, encrypted using the first secret 
key Ks 1 and supplied, is initially decrypted (72) using the first 
secret key Ks 1: 

and the decrypted data MO is then edited (73) while being 
displayed (74). The data M1 completed editing is re-en 
crypted (75) using the second secret key Ks2: 

and stored, copied, and transferred (76). 
0203 Though the process may be simple, copyright can 
not be properly managed since there is a possibility that the 
decrypted data might be stored, copied, or transferred due to 
the data editing process in decrypted form. 
0204. On the other hand, in the signal processing flow 
shown in 8(b), the original data (71) Cmoks1, encrypted using 
the first secret key KS1, is decrypted (72) using the first 
secret-key Ks 1: 

and the decrypted data MO is displayed (74). 
0205 Meanwhile, the encrypted data Cmoks1 is edited 
(73), lead by the decrypted data M0, and the original data M0 
for storage or the edited data M1 are re-encrypted using the 
second secret-key: 

Cmoks2=E (Ks2, MO) 

and the encrypted data Cmoks2 or Cm1ks2 is stored, copied, 
and transferred (76). 
0206 Without being decrypted corresponding to the 
decrypted and displayed data, it is edited (77) in the encrypted 
form, and the editing program and the data still encrypted are 
used to store, copy or transfer (76). 
0207. In this signal processing flow, the decrypted data are 
never stored, copied, or transferred since the data for storing, 
copying, transferring remain encrypted. 
0208. In the data copyright management system which 

utilizes the data copyright management apparatus of the 
present invention, when data is decrypted for use when the 
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obtained encrypted data are displayed/edited, data copyright 
is managed by encrypting data when obtained or edited data 
is stored/copied/transferred. 
0209 However, the data copyright management unit 15 of 
the Japanese Patent Application No. 237673/1994 (U.S. 
patent application Ser. No. 08/536,747) shown in FIG. 2 and 
the data copyright management unit 30 of the present inven 
tion described in FIG. 3 can perform only one process of 
decryption of encrypted data or encryption of decrypted data. 
When decrypted or edited data is stored/copied/transferred, 
therefore, it is necessary to store data in the user terminal or 
RAM of the data copyright management apparatus to re 
encrypt the stored data afterwards. Thus, there is a possibility 
that decrypted or edited data might be lost due to accident or 
misoperation. This also limits the volume of data that can be 
processed. 
0210. With the exception of some high-class MPU, gen 
eral MPU used in personal computers does not take into 
account the multiprocessor configuration which allows con 
current operation of plural microcomputers. Therefore, plural 
operations can not be performed at the same time, although 
accessory units are connected to the system bus of the per 
Sonal computer. 
0211. Accordingly, to connect the data copyright manage 
ment unit 15 shown in FIG. 2 or the data copyright manage 
ment unit 30 shown in FIG.3 to the system bus 22 of the user 
terminal 20 does not provides multiprocessor function that 
enables concurrent operation of MPU 21 or 46 and CPU 16, 
and the processes of decryption of encrypted data and re 
encryption of decrypted data are performed alternately, not 
concurrently. Thus, a large amount of data can not be pro 
cessed since the data to be encrypted and decrypted is limited 
by the capacity of RAM. Further, it is impossible to increase 
the processing speed, even if the amount of data is not large. 
0212. On the other hand, in the data copyright manage 
ment system described in the Japanese Patent Application, 
encrypted data that is obtained is decrypted to use for display 
ing or editing, and when the obtained or edited data is stored, 
copied, or transferred, it is re-encrypted to prevent unautho 
rized use of the data. Therefore, it is desirable that the appa 
ratus in the data copyright management system of the present 
invention perform not only decryption but also re-encryption 
of data at the same time. 
0213 Recently, a PCI (Peripheral Component Intercon 
nect) bus has attracted attention as a means for implementing 
a multiprocessor configuration of a typical personal com 
puter. 
0214. The PCI bus is a bus for external connection con 
nected to a system bus of a personal computer via a PCI 
bridge. The PCI bus allows implementation of a multiproces 
Sor configuration. 
0215 FIG.9 shows another embodiment of this invention, 
which is a configuration of data copyright management appa 
ratus using a PCI bus and the same configuration of data 
copyright management unit 30 as shown in FIG. 3, that is, a 
computer configuration having a CPU 16, a local bus 17 for 
the CPU 16, and ROM 18, RAM 19, and EEPROM 31 con 
nected to the local bus 17. 

0216. In a user terminal 20, a PCI bus 81 is connected to a 
system bus 22 for a microprocessor 21 via a PCI bridge 82. 
and the local bus 17 for the CPU 16 of a data copyright 
management apparatus 80 is connected to the PCI bus 81. 
Also connected to the system bus 22 of the user terminal 20 
are a communications device (COMM) 23 which receives 
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data from external databases and transferS data to the external 
of the terminal, a CD-ROM drive (CDRD) 24 which reads 
data supplied on CD-ROM, a flexible disk drive (FDD) 25 
which copies received or edited data to supply to the external 
of terminal and hard disk drive (HDD) 26 used for storing 
data. COMM 23, CDRD 24, FDD 25, and HDD 26 may also 
be connected to the PCI bus 81. While ROM, RAM etc., of 
course, are connected to the system bus 22 of the user termi 
nal, these are not shown in FIG. 9. 
0217 Configurations and operations of other parts are the 
same as the embodiment shown in FIG. 3, and further expla 
nation of them will be omitted. 
0218. A decryption task is performed by the MPU 21 of 
the user terminal 20 and a re-encryption task is performed by 
the CPU 16 of the data copyright management apparatus 80 at 
the same time, and Vice versa. Since the configuration of the 
MPU21 and CPU 16 in this embodiment is a multiprocessor 
configuration which performs parallel processing with a PCI 
bus, high processing speed can be achieved. 
0219. Other typical means for attaching external devices 

to a personal computer include SCSI (Small Computer Sys 
tem Interface), which is used for the connection of an external 
storage medium such as hard disk drives and CD-ROM 
drives. 
0220. Up to eight devices, including the personal com 
puter itself to which the SCSI is attached, can be connected to 
the SCSI, and a plurality of computers may be included in the 
eight devices. Each of these computers can play an equivalent 
role; in other words, the SCSI functions not only as an inter 
face, but also as a multiprocessor bus. 
0221 Taking advantage of this function of the SCSI, yet 
another embodiment connects a data copyright management 
apparatus 85 to the system bus 22 of a user terminal 20 via 
SCSI 86 (hereinafter called the “SCSI bus.” for clear under 
standing) instead of the PCI bus 81 in the embodiment shown 
in FIG. 9. 
0222 FIG. 10 shows a configuration block diagram of a 
data copyright management apparatus of this embodiment 
which uses the SCSI bus according to the present invention. 
0223) In FIG. 10, the configuration of the data copyright 
management apparatus 85 is the same as the data copyright 
management apparatus shown in FIG. 3; that is, the apparatus 
has a CPU 16, a local bus 17 for the CPU 16, and ROM 18, 
RAM 19, and EEPROM 31 connected to the local bus 17. 
0224. On the other hand, an SCSI bus 86, which is con 
trolled by an SCSI controller (SCSICONT) 87, is connected 
to a system bus 22 for a microprocessor 21 of a user terminal 
20, and the local bus 17 for the CPU 16 of a data copyright 
management apparatus 85 is connected to this SCSI bus 86. 
0225. Also connected to the system bus 22 of the user 
terminal 20 area communications device (COMM) 23 which 
receives data from external databases and transfers data exter 
nal to the terminal, a CD-ROM drive (CDRD) 24 which reads 
data supplied on CD-ROM, a flexible disk drive (FDD) 25 
which copies received or edited data to supply external to the 
terminal, and hard disk drive (HDD) 26 used for storing data. 
COMM 23, CDRD 24, FDD 25, and HDD 26 may also be 
connected to the SCSI bus 86. While ROM, RAM etc., of 
course, are connected to the system bus 22 of the user termi 
nal, these are not shown in FIG. 10. 
0226 Configurations and operations of other parts are the 
same as the embodiment shown in FIG. 3, and further expla 
nation of them will be omitted. 
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0227. A decryption task is performed by the MPU 21 of 
the user terminal 20, and a re-encryption task is performed by 
the CPU 16 of the data copyright management apparatus 85 at 
the same time, and Vice versa. Since the configuration of the 
MPU21 and CPU 16 in this embodiment is a multiprocessor 
configuration which performs parallel processing with an 
SCSI bus 86, high processing speed can be achieved. 
0228. Other means for implementing a multiprocessor 
configuration, such as SCI (Scaleable Coherent Interface), 
may be used, and, if possible, the microprocessors may be 
connected with each other without using a bus. 
0229 Data to be managed by the data copyright manage 
ment apparatus of the present invention includes, in addition 
to text data, graphic data, computer programs, digital audio 
data, JPEG-based still picture data, and MPEG-based moving 
picture data. 
0230. The above-mentioned multiprocessor configuration 
of the data copyright management apparatus 80 of the 
embodiment shown in FIG. 9 and the data copyright manage 
ment apparatus 85 of the embodiment shown in FIG. 10 is 
implemented by connecting the apparatus to the system bus 
22 of the microprocessor 21 in the user terminal 20 via a PCI 
bus or a SCSI bus. In such a multiprocessor configuration, the 
MPU 21 of the user terminal 20 must also control the overall 
system. For relatively slow-speed and Small data such as text 
data and graphic data, data copyright management with 
encryption and re-encryption can be performed by the multi 
processor configuration using the MPU21 and CPU 16. For 
JPEG-still-picture-based moving picture data and MPEG1 or 
MPEG2-based moving picture data, however, data copyright 
management by Such configuration is considerably difficult 
to perform because a large amount of data must be processed 
quickly. 
0231. To deal with this problem, a multiprocessor system 

is configured by connecting a first data copyright manage 
ment apparatus 80 and a second data copyright management 
apparatus 90 to a PCI bus 81 in the embodiment shown in FIG. 
11. 
0232. The configuration of the second data copyright man 
agement apparatus 90 is the same as that of the first data 
copyright management apparatus 80; that is, the apparatus 
comprises a CPU91, a local bus 94 for the CPU91, and ROM 
92, RAM 93, and EEPROM 95 connected to the local bus 94. 
0233. In this embodiment, the first data copyright manage 
ment apparatus 80 decrypts encrypted data and the second 
data copyright management apparatus 90 re-encrypts 
decrypted data. 
0234 Fixed information, such as software for utilizing 
databases and user data Iu, are stored in the ROM 18 of the 
first data copyright management apparatus 80 decrypting 
encrypted data. A first crypt-key KS1 for decryption and data 
copyright management system program PS Supplied by a key 
control center or copyright management center are stored in 
the EEPROM 31. 
0235 Similarly, fixed information, such as software for 
utilizing databases and user data, are stored in the ROM 92 of 
the second data copyright management apparatus 90 re-en 
crypting decrypted data, and a second crypt-key KS2 and data 
copyright management system program PS Supplied by a key 
control center or copyright management center are stored in 
the EEPROM 95. 
0236. In this multiprocessor configuration, SCSI or SCI 
may be used, and, if possible, the microprocessors may be 
connected to each other without using a bus. 
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0237. In the Japanese Patent Application No. 237673/ 
1994 (U.S. patent application Ser. No. 08/536,747) shown in 
FIG. 2 and in the embodiment of the present invention 
described with reference to FIG. 3, the communications 
device (COMM) 23, to which encrypted data is supplied, and 
the CD-ROM drive (CDRD) 24 are connected to the system 
bus of the user terminal 20. To decrypt encrypted data, there 
fore, the encrypted data must be transmitted by way of the 
system bus of the user terminal 20 and the local bus of the data 
copyright management apparatus, and consequently, the pro 
cessing speed can be slowed. This is true for a configuration 
in which those attached devices are connected to a PCI bus or 
SCSI bus. 

0238. In another embodiment of the present invention 
shown in FIG. 12, a communications device 23 to which 
encrypted data is supplied and a CD-ROM drive 24 are con 
nected to a local bus 17 of a data copyright management 
apparatus 97 for decryption, to prevent processing speed from 
being slowed. 
0239. The data copyright management apparatus 97 of the 
embodiment shown in FIG. 12 is a data copyright manage 
ment apparatus for decryption, and its configuration is essen 
tially the same as that of the data copyright management 
apparatus 30 of the embodiment shown in FIG. 3; that is, the 
computer system has a CPU 16, a local bus 17 for CPU 16, 
and ROM 18, RAM 19 and EEPROM 31 connected to the 
local bus 17, and a communication device COMM 23 and a 
CD-ROM drive CDRD 24 connected to the local bus 17. 
0240 Fixed information, such as a copyright management 
program P. a cryptography program Pe based on a crypt 
algorithm, and user data Iu, are stored in the ROM 18. 
0241 Copyright information Ic is stored in the EEPROM 
31. If the copyright management program and cryptography 
program are Supplied externally, Such as from databases, 
those programs are stored in the EEPROM 31, rather than in 
the ROM 18. 

0242. A crypt-key Ks1 for decryption and a data copyright 
management system program Ps Supplied from a key control 
center or copyright management center are stored in the 
EEPROM 31. 

0243 Encrypted data supplied from the COMM 23 or 
CDRD 24 is decrypted by the data copyright management 
apparatus 97 and transferred to a user terminal 95. 
0244. While the above-mentioned data copyright manage 
ment apparatus 80 and 90 of the embodiment (shown in FIG. 
11) are described as being configured separately, these appa 
ratus, of course, can be configured as a unit. 
0245 FIG. 13 shows another embodiment of a data copy 
right management apparatus which is extended from the data 
copyright management apparatus 97 described with reference 
to FIG. 12. 

0246. In the Japanese Patent Application No. 237673/ 
1994 (U.S. patent application Ser. No. 08/536,747) shown in 
FIG. 2 and the embodiment described with reference to FIG. 
3, the storage medium, such as HDD 26, for storing re 
encrypted data, are connected to the system bus 22 of the user 
terminal 20. To store re-encrypted data, therefore, the 
encrypted data must be transmitted by way of the system bus 
22 of the user terminal 20 and the local bus 17 of the data 
copyright management unit 15 or data copyright management 
unit 30, and consequently, processing speed can be slowed. 
This is true for a configuration in which those attached 
devices are connected to a PCI bus or SCSI bus. 
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0247. In the data copyright management apparatus 100 of 
the embodiment shown in FIG. 13, in addition to the commu 
nications device COMM 23 and the CD-ROM drive CDRD 
24 connected to the local bus 17 in the data copyright man 
agement apparatus 97 for decryption in the embodiment 
shown in FIG. 12, storage devices such as HDD 26 for storing 
re-encrypted data are connected to the local bus 94 of the data 
copyright management apparatus 101 for re-encryption. 
0248. The configuration of the data copyright manage 
ment apparatus 101 for re-encryption in the embodiment 
shown in FIG. 13 is essentially the same as that of the data 
copyright management unit 30 shown in FIG. 3; that is, the 
computer system has a CPU91, a local bus 94 for the CPU91, 
and ROM 92, RAM 93 and EEPROM 95 connected to the 
local bus 94, and HDD 26 is connected to the local bus 94. 
0249 Fixed information, such as a copyright management 
program P. a cryptography program Pe based on a crypt 
algorithm, and user data Iu, are stored in the ROM 92. 
(0250 Copyright information is stored in the EEPROM95. 
If the copyright management program and cryptography pro 
gram are Supplied externally such as from databases, those 
programs are stored in the EEPROM95 rather than the ROM 
92. A crypt-key KS2 for re-encryption and a data copyright 
management system program PS Supplied from a key control 
center or copyright management center are stored in the 
EEPROM 95. Data re-encrypted by the copyright manage 
ment apparatus 101 for re-encryption is stored in HDD 26. 
0251 While the above-mentioned data copyright manage 
ment apparatus 100 and 101 of the embodiment shown in 
FIG. 13 are described as being configured separately, these 
apparatus, of course, can be configured as a unit. 
0252) Digital data includes, in addition to text data, 
graphic data, computer programs, digital sound data, JPEG 
based still picture data, and MPEG-based moving picture 
data. 

0253) A typical user terminal which utilizes copyrighted 
data is a computer apparatus such as a personal computer. 
Other apparatus which utilize Such data are receivers such as 
television sets, set-top boxes used with those receivers, digital 
recording apparatus such as digital video tape-recorders, 
digital video disk recorders, digital audio tapes (DAT) which 
store digital data, and personal digital assistants (PDA). 
0254 The data copyright management apparatus shown in 
FIG. 2 which is configured as an expansion board, IC card, or 
PC card and described in the Japanese Patent Application No. 
237673/1994 (U.S. patent application Ser. No. 08/536,747) 
or the data copyright management apparatus shown in FIG.3 
may be used by attaching it to a user terminal which is a 
computer, receiver, set-top box, digital recording medium, or 
PDA. However, it is desirable that a data copyright manage 
ment apparatus is factory-installed in the user terminal to 
eliminate labor and possible failure arising from the attach 
ment of the apparatus. 
0255 To accomplish this, in each embodiment of the 
present invention, a data copyright management apparatus is 
implemented in the form of a monolithic IC, hybrid IC, or 
built-in Subboard and is incorporated in a user terminal Such 
as computer apparatus or personal computers, or receivers 
Such as television sets, set-top boxes used with those receiv 
ers, digital recording medium Such as digital video tape 
recorders, digital video disk recorders, and digital audio tape 
(DAT) which store digital signals, or personal digital assis 
tants (PDA). 
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0256 Further, the apparatus for managing data copyright 
described above can be applied not only to the data utilization 
but also to the handling of the digital cash and video confer 
ence systems. 
0257 The digital cash system which has been proposed so 
far is based on a secret-key cryptosystem. The encrypted 
digital cash data is transferred from a bank account or a cash 
service of a credit company, and is stored in the IC card so that 
a terminal device for input/output is used to make a payment. 
The digital cash system which uses this IC card as an elec 
tronic cash-box can be used at any place Such as shops or the 
like as long as the input/output terminal is installed. However, 
the system cannot be used at places such as homes or the like 
where no input/output terminal is installed. 
0258 Since the digital cash is encrypted data, any device 
can be used as the electronic cash-box which stores digital 
cash data, in addition to the IC card, as long as the device can 
store encrypted data and transmit the data to the party to 
which the payment is made. As a terminal which can be 
specifically used as the electronic cash-box, there are per 
Sonal computers, intelligent television sets, portable tele 
phone sets such as a personal information terminal, personal 
handy phone system (PHS), intelligent telephone sets, and PC 
cards or the like which have an input/output function. 
0259 Trades in which such terminals are used as an elec 
tronic cash-box for a digital cash can be actualized by replac 
ing, in the configuration of the data copyright management 
system, the database with a customer's bank, a first user 
terminal with a customer, the secondary user terminal with a 
retailer, the copyright control center with a retailer's bank, 
and a tertiary user terminal with a wholesaler or a maker. 
0260 An example of the trading system will be explained 
in FIG. 14 in which the digital cash is transferred via a 
communication network. 
0261 The example uses the configuration of the data 
copyright management system shown in FIG. 1. In FIG. 14. 
reference numeral 111 represents a customer, reference 
numeral 112 a bank of the customer 111, reference numeral 
113 a retail shop, reference numeral 114 a bank of the retail 
shop 113, reference numeral 115 a maker, reference numeral 
116 a bank of the maker 115, reference numeral 2 a commu 
nication network Such as a public line provided by a commu 
nication enterprise or CATV line provided by a cable televi 
sion enterprise. Customer 111, the customer's bank 112, the 
retail shop 113, the retail shop's bank 114, the maker 115, the 
maker's bank 116 can be mutually connected with the com 
munication network 2. In this system, the customer 111 can 
use a credit company offering cashing service other than 
banks and he can also interpose an appropriate number of 
wholesalers between the retail shop and the maker. 
0262. In addition, reference numerals 117 and 118 are 
either IC cards or PC cards in which digital cash data is stored. 
The cards are used when the communication network is not 
used. 
0263 Incidentally, in FIG. 14, the broken line represents a 
path of encrypted digital cash data, the Solid line represents a 
path of requests from the customer, the retail shop or the 
maker, and the one-dot chain line represents a path of the 
secret-key from each bank. 
0264. In this example, first secret-key prepared by the 
customer's bank 112, the second secret-key generated by the 
customer, the third secret-key generated by the retail shop, 
and the fourth Secret-key prepared by the maker are used as 
cryptkeys. 
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0265. Further, while the customer's bank 112, the retail 
shop's bank 114, and the maker's bank 116 are explained as 
separate entities, these can be considered as a financial system 
as a whole. 
0266 Digital cash management program Pfor encrypting 
and decrypting the digital cash data is preliminarily distrib 
uted to the customer 111 and is stored in the user terminal. 
Further, it is possible to transfer the digital cash management 
program P together with data every time a trade with the bank 
is executed. Further, it is desirable to install the common 
digital cash management program P in all banks. 
0267. The customer 111 uses the user terminal to desig 
nate the amount of money via the communication network 2 
to request to be drawn out from the account of the customer's 
bank 112 to the bank. At this time, the terminal presents 
customer information Ic of the customer 111. 
0268. The customer's bank 112 which receives the cus 
tomer's request for drawing out from the account selects or 
generates the first secret-key KS1 so that the digital cash data 
M0 of the amount is encrypted by the first secret-key Ks 1: 

and the encrypted digital cash data Cmoks 1 and the first 
secret-key Ks1 for a decrypting key are transferred to the 
customer 111, and the customer information Ic and the first 
secret-key KS1 are stored. 
0269. In this case, the first secret-key KS1 can be selected 
from what is preliminarily prepared by the customer's bank 
112, and also may be generated by presentation of the cus 
tomer information Ic at the time of drawing by the customer 
using the digital cash management program P on the basis of 
the customer information Ic: 

0270. Through this means, the first secret-key KS1 can be 
private for the customer 111. At the same time, it is not 
necessary to transfer the first secret-key Ks 1 to the customer 
111 so that the security of the system can be heightened. 
0271 Further, the first secret-key KS1 can be generated on 
the basis of the bank information Ibs of the customer's bank 
112 or on the basis of the bank information Ibs and the key 
generation data. 
0272. The customer 111 to which the encrypted digital 
cash data Cm0ks 1 and the first secret-key KS1 are transferred 
generates second secret-key KS2 according to any one or both 
of the customer information Ic and the first secret-key KS1 
using the digital cash management program P. for example: 

and the generated second secret-key KS2 is stored in the user 
terminal. 

0273. Further, the customer 111 uses the first secret-key 
Ks 1 to decrypt the encrypted digital cash data Cm0ks1 with 
the digital cash management program P. 

and the content is confirmed. When the decrypted digital cash 
data MO whose content is confirmed is stored in the user 
terminal as a cash-box, it is encrypted by the generated sec 
ond secret-key KS2 using the digital cash management pro 
gram P: 

Cmoks2=E(Ks2, MO). 

The first secret-key KS1 is disused at this time. 
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0274 The customer 111 who wishes to buy an article from 
the retail shop 113 decrypts the encrypted digital cash data 
Cmoks2 which is stored in the user terminal as a cash-box by 
the digital cash management program P using the second 
secret-key Ks2: 

and the digital cash data M1 which corresponds to the neces 
sary amount of money is encrypted by the second secret-key 
kS2 using the digital cash management program P: 

and then payment is made by transmitting the encrypted 
digital cash data Cm1ks2 to the user terminal as a cash-box of 
retail shop 113 via communication network 2. At this time, 
the customer information Ic is also transmitted to the user 
terminal of retail shop 113. 
0275. Further, the residual amount digital cash data M2 is 
encrypted by the second secret-key KS2 using the digital cash 
management program P: 

and stored in the user terminal of customer 111. 
0276. The retail shop 113 to which the encrypted digital 
cash data Cm1kS2 and the customer information Ic are trans 
ferred stores the transferred encrypted digital cash data 
Cm1kS2 and customer information Ic in the user terminal and 
presents the customer information Ic to the retail shop's bank 
114 via the communication network 2 for confirming the 
content to request the transmission of the second secret-key 
Ks2 for decryption. 
0277. The retail shop's bank 114 which is requested by the 

retail shop 113 to transmit the second secret-key Ks2 trans 
mits the request for the transmission of the second secret-key 
KS2 and the customer information Ic to the customer's bank 
112. 
0278. The customer's bank 112 which is requested to 
transmit the second secret-key KS2 from the retail shop's 
bank 114 generates the second secret-key KS2 according to 
the customer information Ic by the digital cash management 
program P in the case where the second secret-key KS2 is 
based only on the customer information Ic, or generates the 
second secret-key KS2 according to the customer information 
Ic and the first secret-key KS1 by the digital cash management 
program P in the case where the second secret-key KS2 is 
based on the customer information Ic and the first secret-key 
KS1, and transmits the generated second secret-key KS2 to the 
retail shop's bank 114. 
(0279. The retail shop's bank 114 to which the second 
secret-key Ks2 is transmitted from the customer's bank 112 
transmits the second secret-key Ks2 to the retail shop 113 via 
the communication network 2. 
0280. The retail shop 113 to which the second secret-key 
KS2 is transferred decrypts the encrypted digital cash data 
Cm1kS2 by the second secret-key KS2 using the digital cash 
management program P: 

and, after confirming the amount of money, forwards the 
article to the customer 111. 
0281 Incidentally, in this case, the retail shop 111 can 
directly request the transfer of the second secret-key Ks2 to 
the customer's bank 112 instead of the retail shop's bank 114. 
0282. In case where the digital cash received by the retail 
shop 113 is deposited in the account of the retail shop's bank 
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114, the customer information Ic is transferred to the retail 
shop's bank 114 together with the encrypted digital cash data 
Cm1kS2 via the communication network 2. 

0283. The retail shop's bank 114 to which the encrypted 
digital cash data Cm1kS2 and the customer information Ic are 
transferred requests the transfer of the second secret-key Ks2 
to the customer's bank 112 by transmitting the customer 
information Ic. 

0284. The customer's bank 112, which is requested to 
transfer the second secret-key KS2 from the retail shop's bank 
114, generates the second secret-key KS2 according to the 
customers information Ic by the digital cash management 
program P when the second secret-key KS2 is based only on 
the customers information Ic, or generates the second secret 
key KS2 according to the customers information Ic and the 
first secret-key KS1 by the digital cash management program 
P when the second secret-key Ks2 is based on the customer's 
information Ic and the first secret-key Ks1. Then the gener 
ated second secret-key Ks2 is transferred to the retail shop's 
bank 114. 

0285. The retail shop's bank 114, to which the second 
secret-key Ks2 is transferred from the customer's bank 112, 
decrypts the encrypted digital cash data CmlkS2 by the sec 
ond secret-key KS2 using the digital cash management pro 
gram P: 

and the decrypted digital cash data M1 is deposited in the 
bank account of the retail shop's bank 114. 
0286. In the general trade system, the retail shop 113 
stocks products from the maker 115 or from the wholesaler 
which intervenes between the retail shop 113 and the maker 
115. Then the retail shop 113 sells the products to the cus 
tomer 111. Consequently, a trading form is present between 
the customer 111 and the retail shop 113 just as between the 
retail shop 113 and the maker 115. 
0287. The handling of the digital cash between the retail 
shop 113 and the maker 115 is not basically different from the 
handling of the digital cash which is carried out between the 
customer 111 and the retail shop 113. Therefore, the expla 
nation there will be omitted for the sake of clarity. 
0288. In this digital cash system, the digital cash is 
handled through banks. As information Such as the processed 
amount of the digital cash, date, and the secret-key demand 
ing party information with respect to the handling of the 
digital cash is stored in the customer's bank, the residual 
amount of digital cash and usage history, can be grasped. 
0289 Even in the case where the user terminal (which is an 
electronic cash-box storing the digital cash data) cannot be 
used owing to the loss or the breakage, it is possible to reissue 
the digital cash on the basis of the residual amount and usage 
history kept in the customer's bank. 
0290. It is desirable to add a digital signature to the digital 
cash data to heighten the security of the digital cash. 
0291. In this example, digital cash is added by the custom 
er's information which may be accompanied by digital sig 
nature. Therefore, the digital cash in the example can also 
have a function of a settlement system for cheques drawn by 
CuStOmerS. 

0292 Also, this system is applicable to various systems in 
international trade such as payment settlement of import/ 
export by a negotiation by a draft using executed documents 
such as a letter of credit and a bill of lading. 



US 2013/006 1062 A9 

0293. In a video conference system, a television picture 
has been added to the conventional voice telephone set. 
Recently, the video conference system has advanced to the 
point where a computer system is incorporated into the video 
conference system so that the quality of the Voice and the 
picture are improved, and data on computers can be handled 
at the same time as the Voice and the picture. 
0294 Under these circumstances, security against the vio 
lation of the user's privacy and the data leakage due to eaves 
dropping by persons other than the participants of the confer 
ence are protected by the cryptosystem using a secret-key. 
0295 However, since the conference content obtained by 
the participants themselves are decrypted, in the case where 
participants themselves store the content of the conference 
and sometimes edit the content, and further, use for secondary 
usage Such as distribution to the persons other than the par 
ticipants of the conference, the privacy of other participants of 
the video conference and data security remains unprotected. 
0296. In particular, advancements in the compression 
technology of the transmission data and increases in the Vol 
ume of the data storage medium means, it will be possible to 
copy all of the content of the video conference to the data 
storage medium, or to transmit it via a network. 
0297. In view of the circumstances, the example is 
intended, when video conference participants perform sec 
ondary use, to secure the privacy of other participants and 
data security by using the aforementioned configuration of 
the data copyright management system. 
0298. This video conference data management system can 
be actualized, for example, by replacing the database in the 
data copyright management system configuration shown in 
FIG. 1 with a participant of the video conference, the first user 
terminal with another participant of the video conference, and 
the second user terminal with a non-participant of the video 
conference. 
0299. An example will be explained by using FIG. 15. 
Referring to FIG. 15, reference numeral 121 represents a 
participant as a host of the video conference, reference 
numeral 122 a participant of the video conference as a guest, 
reference numeral 123 a non-participant of the video confer 
ence as a user, reference numeral 124 a non-participant of the 
Video conference as another user, reference numeral 2 a com 
munication network Such as a public telephone line provided 
by the communication enterprise and a CA television line 
provided by the cable television enterprise or the like. The 
participant 121 of the video conference is connected to the 
participant 122 of the video conference via the communica 
tion network 2. Further, the participant 122 of the video 
conference can be connected to the non-participant 123 of the 
video conference, and the non-participant 123 of the video 
conference to the non-participant 124 of the video confer 
ence, via the communication network 2. Reference numerals 
125 and 126 represent a data recording medium. 
0300 Referring to FIG. 15, the broken line represents a 
path of the encrypted video conference content, the solid line 
represents a path requesting the crypt key from the non 
participants of the video conference 123 and 124 to the par 
ticipant of the television conference 121, and the one-dot 
chain line represents a path of cryptkeys from the participant 
of the video conference 121 to the participant of the video 
conference 122 and the non-participants of the video confer 
ence 123 and 124. 
0301 In this example, a video conference data manage 
ment system is described here protecting only the data secu 
rity and privacy of video conference participant 121 to sim 
plify the explanation. It is of course also possible to protect for 
data security and privacy of video conference participant 122. 
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0302) A video conference data management program Pfor 
encryption/decryption of the video conference data of the 
participant 121 including audio and picture is previously 
distributed to the video conference participant 122 and the 
Video conference non-participants 123 and 124, and is stored 
in each terminal. This video conference data management 
program P may be transferred whenever a crypt-key is trans 
ferred. 
0303. In this example, further, a first secret-key prepared 
by the video conference participant 121, a second secret-key 
prepared by the video conference participant 122, a third 
secret-key prepared by the video conference non-participant 
123 and Subsequent secret-keys prepared similarly are used as 
a crypt key. 
0304. The video conference participant 121 and the video 
conference participant 122 perform the video conference by 
transmitting audio, picture and data (referred to as video 
conference data on the whole) to each other, using each ter 
minal via communication network 2. Prior to the video con 
ference, the video conference participant 121 generates or 
selects the first secret-key Ks1 to transfer to the video con 
ference participant 122 prior to the start of the video confer 
CCC. 

0305 The video conference participant 122 receiving the 
first secret-key KS1 generates the second secret-key KS2 by 
the first secret-key KS1 using the video conference data man 
agement program P: 

(0306 
terminal. 
0307 The video conference participant 121 encrypts the 
video conference data M0 with the first secret-key KS1, in the 
Video conference through the communication network 2: 

The generated second secret-key KS2 is stored in the 

and transfers the encrypted video conference data Cmoks 1 to 
the video conference participant 122. 
0308 The video conference participant 122 who receives 
the video conference data Cmoks 1 encrypted by the first 
secret-key KS1 decrypts the video conference data Cmoks1 
by the first secret-key Ks1: 

and uses decrypted video conference data M0. 
0309 Further, the second secret-key Ks2 is generated 
based on the first secret-key Ks1 with the video conference 
data management program P: 

0310. In the case where the decrypted video conference 
data MO is stored in the terminal of the participant 122 of the 
Video conference, copied to the data 
record medium 125, or transferred to the non-participant of 
the video conference via the communication network 2, the 
data M is encrypted by the second secret-key KS2 using the 
Video conference data management program P: 

0311. The encrypted data Cmks2 is copied to the record 
medium 125 or supplied to the non-participant of the video 
conference via the communication network 2, together with 
the video conference data name or the video conference data 
number. 
0312 The non-participant of the video conference 123 
who obtains the encrypted data CmkS2 makes a request to the 
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participant 121 for the secondary use of the video conference 
data Mfrom the terminal by specifying the name or number of 
the video conference data. 
0313 The participant 121 of the video conference who 
receives the request for the secondary use of the data M finds 
out the first secret-key KS1 according to the name or the 
number of the video conference data to generate the second 
secret-key Ks2 based on the first secret-key Ks 1: 

and Supplies the generated second secret-key KS2 to the non 
participant of the video conference 123. 
0314. The non-participant of video conference 123 who 
receives the second secret-key KS2 decrypts the encrypted 
data Cmks2 by the second secret-key KS2 by using the video 
conference data management program P: 

and then uses decrypted video conference data M. 
0315. In the case where the video conference data M is 
stored in the terminal of the non-participant of the video 
conference 123, copied to the record medium 126, or trans 
mitted to the non-participant of the video conference 124, the 
video conference data M is encrypted by the second secret 
key KS2 using the video conference data management pro 
gram P: 

0316 Incidentally, the third secret-key Ks3 may be gen 
erated on the basis of the second secret-key KS2 with the 
Video conference data management program P: 

and the data M can be encrypted with the video conference 
data management program P by this generated third secret 
key Ks3: 

What I claim is: 
1. A data copyright management apparatus, comprising: 
decryption means which decrypts encrypted copyrighted 

digital data by using a first crypt key; and 
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encryption means which encrypts said copyrighted digital 
data thus decrypted, by using a second crypt key. 

2. A data copyright management apparatus according to 
claim 1, further comprising at least one means to implement 
displaying of said decrypted copyrighted digital data; pro 
cessing of said decrypted copyrighted digital data; and edit 
ing said decrypted copyrighted digital data. 

3. A data copyright management apparatus according to 
claim 1, further comprising at least one means to implement 
storing of said decrypted copyrighted digital data; copying of 
said decrypted copyrighted digital data; and transferring said 
decrypted copyrighted digital data. 

4. A data copyright management apparatus according to 
claim 1, comprising a central processing unit, a central pro 
cessing unit bus, a read-only semiconductor memory, electri 
cally erasable programmable memory, and read/write 
memory; 

wherein, 
said central processing unit, said read-only semiconduc 

tor memory, said electrically erasable programmable 
memory, and read/write memory are connected to 
said central processing unit bus, and a system bus of a 
user terminal is able to be connected to said central 
processing unit bus; 

a data copyright management System program, a copy 
right management program, crypt algorithm and user 
information are stored in said read-only semiconduc 
tor memory; and 

a crypt key is stored in said electrically erasable pro 
grammable memory. 

5. A data copyright management apparatus according to 
claim 4, which is configured in the form of an IC. 

6. A data copyright management apparatus according to 
claim 4, which is configured in the form of an IC card. 

7. A data copyright management apparatus according to 
claim 4, which is configured in the form of a PC card. 

8. A data copyright management apparatus according to 
claim 4, which is configured in the form of an insertion board. 


