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DATA PACKET PROCESSING
TECHNICAL FIELD

[0001] The present invention relates to data network, and more specifically, to a
method and system for processing data packets in a data network.

BACKGROUND

[0002] With the ever increasing network scale, there are more and more users,
emergence of technologies such as virtualization helps multiple users to better utilize
the network, meanwhile, it also present higher requirement for flexibility of the
network. Support for multiple users needs to share network resource, and also needs
to perform isolation among multiple users to ensure security. Software Defined
Networking can satisfy user’s flexibility demand for network, but meanwhile it will
also cause network performance degradation, because processing load will occur both
at switch or server side, thereby encounter processing bottleneck.

SUMMARY

[0003] In view of the above problems, there is a need of providing a solution for
improving network performance.

[0004] According to one embodiment of the present invention, there is provided
a method for processing data packets, comprising: dividing flows containing data
packets into elephant flows and mice flows according to a particular division
parameter, wherein, an elephant flow contains more data packets than a mice flow;
transmitting the divided elephant flows and mice flows to a virtual switch in a server;
processing the mice flows at the virtual switch; and transmitting the elephant flows
and the processed mice flows to a hardware switch in network, so as that the hardware
switch may process the elephant flows and forward the processed elephant flows and
the received processed mice flows.

[0005] According to one embodiment of the present invention, there is also
provided a method for processing data packets, comprising: dividing flows
containing data packets into elephant flows and mice flows according to a particular
division parameter, wherein, an elephant flow contains more data packets than a mice
flow; transmitting the divided elephant flows and mice flows to a virtual switch in a
server; processing the mice flows at the virtual switch, and transmitting the elephant
flows and the processed mice flows to a hardware switch in network; and processing
the elephant flows at the hardware switch, and forwarding the processed elephant
flows and the received processed mice flows.
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[0006] According to one embodiment of the present invention, there is also
provided a system for processing data packets in a server, comprising: a divider
configured to divide flows containing data packets into elephant flows and mice flows
according to a particular division parameter and transmit them to a virtual switch,
wherein, the elephant flow contains more data packets than the mice flow; and a
virtual switch configured to process the mice flows from the divider and transmit the
received elephant flows and the processed mice flows to a hardware switch in
network, so as that the hardware switch may process the elephant flows and forward
the processed elephant flows and the received processed mice flows.

[0007] According to one embodiment of the present invention, there is also
provided a system for processing data packets in a server, comprising: a divider in a
server, configured to divide flows containing data packets into elephant flows and
mice flows according to a particular division parameter and transmit them to a virtual
switch, wherein, the elephant flow contains more data packets than the mice flow; a
virtual switch in the server, configured to process the mice flows from the divider and
transmit the received elephant flows and the processed mice flows to a hardware
switch in network; and a hardware switch in the network, configured to process the
elephant flows and then forward the processed elephant flows and the received
processed mice flows.

[0008] In this way, by simply processing mice flows containing less data packets
at a virtual switch of a server and transmitting elephant flows containing more data
packets to a hardware switch in network for processing, requirement for CPU at
server side can be reduced, thereby avoiding forwarding delay due to bottleneck in
CPU processing capability.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0009] Through the more detailed description of some embodiments of the present
disclosure in the accompanying drawings, the above and other objects, features and
advantages of the present disclosure will become more apparent, wherein the same
reference generally refers to the same components in the embodiments of the present
disclosure.

[0010] Fig 1 shows a block diagram of an exemplary computer system/server 12
which is applicable to implement the embodiments of the present invention;

[0011] Fig.2 shows a diagram of architecture of an exemplary data center
network;

[0012] Fig.3 shows a flowchart of a method for processing data packets according
to one embodiment of the invention;
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[0013] Fig.4 shows a flowchart of a method for processing data packets according
to another embodiment of the invention;

[0014] Fig.5 shows a block diagram of a system for processing data packets
according to one embodiment of the invention; and

[0015] Fig.6 shows a block diagram of a system for processing data packets
according to another embodiment of the invention.

DETAILED DESCRIPTION

[0016] Some preferable embodiments will be described in more detail with
reference to the accompanying drawings, in which the preferable embodiments of the
present disclosure have been illustrated. However, the present disclosure can be
implemented in various manners, and thus should not be construed to be limited to the
embodiments disclosed herein. On the contrary, those embodiments are provided for
the thorough and complete understanding of the present disclosure, and completely
conveying the scope of the present disclosure to those skilled in the art.

[0017] As will be appreciated by one skilled in the art, aspects of the present
invention may be embodied as a system, method or computer program product.
Accordingly, aspects of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (including firmware, resident
software, micro-code, etc.) or an embodiment combining software and hardware
aspects that may all generally be referred to herein as a “circuit,” “
“system.” Furthermore, aspects of the present invention may take the form of a
computer program product embodied in one or more computer readable medium(s)
having computer readable program code embodied thereon.

module” or

[0018] Any combination of one or more computer readable medium(s) may be
utilized. The computer readable medium may be a computer readable signal medium
or a computer readable storage medium. A computer readable storage medium may be,
for example, but not limited to, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system, apparatus, or device, or any suitable combination
of the foregoing. More specific examples (a non-exhaustive list) of the computer
readable storage medium would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a portable compact disc
read-only memory (CD-ROM), an optical storage device, a magnetic storage device,
or any suitable combination of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction execution system,
apparatus, or device.
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[0019] A computer readable signal medium may include a propagated data signal
with computer readable program code embodied therein, for example, in baseband or
as part of a carrier wave. Such a propagated signal may take any of a variety of forms,
including, but not limited to, electro-magnetic, optical, or any suitable combination
thereof. A computer readable signal medium may be any computer readable medium
that is not a computer readable storage medium and that can communicate, propagate,
or transport a program for use by or in connection with an instruction execution
system, apparatus, or device.

[0020] Program code embodied on a computer readable medium may be
transmitted using any appropriate medium, including but not limited to wireless,
wireline, optical fiber cable, RF, etc., or any suitable combination of the foregoing.

[0021] Computer program code for carrying out operations for aspects of the
present invention may be written in any combination of one or more programming
languages, including an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural programming languages, such
as the "C" programming language or similar programming languages. The program
code may execute entirely on the user's computer, partly on the user's computer, as a
stand-alone software package, partly on the user's computer and partly on a remote
computer or entirely on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user's computer through any type of
network, including a local area network (LAN) or a wide area network (WAN), or the
connection may be made to an external computer (for example, through the Internet
using an Internet Service Provider).

[0022] Aspects of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems) and
computer program products according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These computer program instructions
may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine,
such that the instructions, which execute via the processor of the computer or other
programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks.

[0023] These computer program instructions may also be stored in a computer
readable medium that can direct a computer, other programmable data processing
apparatus, or other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce an article of
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manufacture including instructions which implement the function/act specified in the
flowchart and/or block diagram block or blocks.

[0024] The computer program instructions may also be loaded onto a computer,
other programmable data processing apparatus, or other devices to cause a series of
operational steps to be performed on the computer, other programmable apparatus or
other devices to produce a computer implemented process such that the instructions
which execute on the computer or other programmable apparatus provide processes
for implementing the functions/acts specified in the flowchart and/or block diagram
block or blocks.

[0025] Referring now to Fig. 1, in which a block diagram of an exemplary
computer system/server 12 which is applicable to implement the embodiments of the
present invention is shown. Computer system/server 12 is only illustrative and is not
intended to suggest any limitation as to the scope of use or functionality of
embodiments of the invention described herein.

[0026] As shown in Fig. 1, computer system/server 12 is shown in the form of a
general-purpose computing device. The components of computer system/server 12
may include, but are not limited to, one or more processors or processing units 16, a
system memory 28, and a bus 18 that couples various system components including
system memory 28 to processor 16.

[0027] Bus 18 represents one or more of any of several types of bus structures,
including a memory bus or memory controller, a peripheral bus, an accelerated
graphics port, and a processor or local bus using any of a variety of bus architectures.
By way of example, and not limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus.

[0028] Computer system/server 12 typically includes a variety of computer
system readable media. Such media may be any available media that is accessible by
computer system/server 12, and it includes both volatile and non-volatile media,
removable and non-removable media.

[0029] System memory 28 can include computer system readable media in the
form of volatile memory, such as random access memory (RAM) 30 and/or cache
memory 32. Computer system/server 12 may further include other
removable/non-removable, volatile/non-volatile computer system storage media. By
way of example only, storage system 34 can be provided for reading from and writing
to a non-removable, non-volatile magnetic media (not shown and typically called a
"hard drive"). Although not shown, a magnetic disk drive for reading from and
writing to a removable, non-volatile magnetic disk (e.g., a "floppy disk"), and an
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optical disk drive for reading from or writing to a removable, non-volatile optical disk
such as a CD-ROM, DVD-ROM or other optical media can be provided. In such
instances, each can be connected to bus 18 by one or more data media interfaces. As
will be further depicted and described below, memory 28 may include at least one
program product having a set (e.g., at least one) of program modules that are
configured to carry out the functions of embodiments of the invention.

[0030] Program/utility 40, having a set (at least one) of program modules 42, may
be stored in memory 28 by way of example, and not limitation, as well as an operating
system, one or more application programs, other program modules, and program data.
Each of the operating system, one or more application programs, other program
modules, and program data or some combination thereof, may include an
implementation of a networking environment. Program modules 42 generally carry
out the functions and/or methodologies of embodiments of the invention as described
herein.

[0031] Computer system/server 12 may also communicate with one or more
external devices 14 such as a keyboard, a pointing device, a display 24, etc.; one or
more devices that enable a user to interact with computer system/server 12; and/or
any devices (e.g., network card, modem, etc.) that enable computer system/server 12
to communicate with one or more other computing devices. Such communication can
occur via Input/Output (I/O) interfaces 22. Still yet, computer system/server 12 can
communicate with one or more networks such as a local area network (LAN), a
general wide area network (WAN), and/or a public network (e.g., the Internet) via
network adapter 20. As depicted, network adapter 20 communicates with the other
components of computer system/server 12 via bus 18. It should be understood that
although not shown, other hardware and/or software components could be used in
conjunction with computer system/server 12. Examples, include, but are not limited to:
microcode, device drivers, redundant processing units, external disk drive arrays,
RAID systems, tape drives, and data archival storage systems, etc.

[0032] Fig.2 shows a diagram of architecture of an exemplary data center network.
It should be noted that, although a data center network is taken as an example for
describing various embodiments of the invention, the invention is not limited to data
center network, rather, the present invention is applicable to any type of network. As
shown in Fig.2, the data center network may include multiple hardware switches 210,
here, a hardware switch refers to a network signal forwarding device for
interconnecting among multiple network nodes. Via the multiple hardware switches
210, a server 220 is connected to the data center network. Here, the server 220 may be
a server on which multiple virtual machines are realized, or may be any other physical
server. The server 220 contains therein a virtual switch vSwitch, i.e. a software switch
realized in the server, and the virtual switch may be used to interconnect multiple
virtual machines in the server.
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[0033] Data packets are transmitted in form of a flow within the server and the
data center network. Here, a flow refers to a group of data packets having same
quintet (source IP, destination IP, source mac, destination mac, and port number),
generally, data packets within a same flow have relevance therebetween and typically
belong to one network application.

[0034] Inventor of the invention has found that, under the architecture of the data
center network shown in Fig.2, at server side, as input load increases, processing
requirement for CPU of the server increase proportionally, such that CPU becomes
bottleneck in processing. Extra consumption of CPU will waste computation resource,
such that expense of tenants will also be wasted.

[0035] Meanwhile, at hardware switch side, a flow table has limited size. If
time-out period for flow rule is set to relatively long, such as longer than 35 seconds,
then size of flow entries need to be stored will exceed 2k, which makes flow table of
the switch overflow, resulting in processing bottleneck at switch side.

[0036] Inventor of the invention observes that, within traffic of a data center
network, there are elephant flows and mice flows, in which number of elephant flows
per se is relatively small, however, each elephant flow contains a large amount of data
packets; on the other hand, number of mice flows per se is relatively large, however,
they contain much less data packets as compared to an elephant flow.

[0037] At server side, most CPU time is consumed by processing of data packets
of elephant flows, packet processing time of elephant flows is much large than that of
mice flows. This is due to the fact that, processing of data packets on virtual switch
will consume general CPU, and elephant flows containing more data packets will
consume more CPU resource. Meanwhile, another inevitable system overhead is
network I/0O for forwarding data packets, and CPU consumed by network I/O for
forwarding elephant flows is also much larger than that of mice flows.

[0038] While at switch side, as to flow entries for buffering flows, the need for
flow entries for buffering elephant flows is much smaller than that for buffering all
the flows and is more stable. For example, if time-out period for a cache is set to 30
seconds, then on average 56 flow entries and at most 300 flow entries will be needed
to buffer an elephant flow, which can be easily realized by a switch commonly used at
present. If all the flows are to be buffered, then on average 1741 flow entries will be
needed and there will be significant variation.

[0039] Based on the above observation, we propose a method and system for
processing data packets according to various embodiments of the invention.

[0040] Fig.3 shows a flowchart of a method for processing data packets according
to one embodiment of the invention.
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[0041] In step S310, dividing flows containing data packets into elephant flows
and mice flows according to a particular division parameter. Wherein, an elephant
flow contains more data packets than a mice flow. According to an embodiment of the
invention, in context of virtual machine, flows may be from respective virtual
machines.

[0042] According to an embodiment of the invention, the particular division
parameter may be a threshold. Number of data packets of each flow is recorded, and if
the number of data packets in a flow is lower than the threshold, that flow is divided
as a mice flow; and if the number is equal to or larger than the threshold, that flow is
divided as an elephant flow.

[0043] According to an embodiment of the invention, the divided flows may be
identified. The identifying may be performed only on elephant flows, or only on mice
flows, or may be performed on both elephant flows and mice flows, respectively. For
example, the identifying may be performed by utilizing existing tag bits (such as, vlan,
tos) in a data packet, or by adding a new location.

[0044] In step S320, transmitting the divided elephant flows and mice flows to a
virtual switch in a server.

[0045] In step S330, processing the mice flows at the virtual switch.

[0046] According to an embodiment of the invention, whether a flow is a mice
flow may be judged by checking a tag in the data packet. If it is a mice flow, then
processing operation is performed on the mice flow, the processing operation may
comprise operation such as buffering flow information, replacing packet header,
encapsulating, decapsulating etc.

[0047] In step S340, transmitting the elephant flows and the processed mice flows
to a hardware switch in network, so as that the hardware switch may process the
elephant flows and forward the processed elephant flows and the received processed
mice flows.

[0048] Wherein, the hardware switch distinguishes an elephant flow from a mice
flow by checking a tag in data packet. If it is an elephant flow, then processing
operation on elephant flow is performed, such as buffering flow information,
replacing packet header, encapsulating etc. If it is not an elephant flow, no processing
is performed, and it is directly forwarded to a core network or a hardware switch at
destination side.

[0049] In this way, by simply processing mice flows containing less data packets
at a virtual switch of a server and transmitting elephant flows containing more data
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packets to a hardware switch in network for processing, requirement for CPU at
server side can be reduced, thereby avoiding forwarding delay due to bottleneck in
CPU processing capability.

[0050] According to an embodiment of the invention, the particular division
parameter may be dynamically adjusted based on load related information of the
virtual switch and the hardware switch.

[0051] For example, load status may be periodically fed back to a monitor in
network. The monitor collects load data on the virtual switch and the hardware switch
periodically, or the switch may periodically feedback load parameter to the monitor.
The monitor allocates proper division threshold based on monitoring data so as to
reach load balance between the virtual switch and the hardware switch. For example,
the monitor may collect necessary load data, CPU occupancy rate, memory
occupancy rate etc on the virtual switch and the hardware switch, and calculate load
occupancy rate by comprehensively considering various data indices. For example,
the value having the highest occupancy rate, i.e. system bottleneck, may be selected
as load occupancy rate, and then division parameter for elephant flows and mice flows
is adjusted based on load condition of the virtual switch and the hardware switch. If
load of the virtual switch is high, the parameter is adjusted to allocate more load to the
hardware switch (e.g., reduce division threshold by 10% to divide more flows as
elephant flow). On the contrary, if load of the hardware switch is high, the threshold is
increased by 10%. If load are close (the difference is within 10%), the load is
regarded as balanced, and the division parameter will not be adjusted.

[0052] Fig.4 shows a flowchart of a method for processing data packets realized
by a server and a switch in network together according to one embodiment of the
invention.

[0053] In step S410, dividing flows containing data packets into elephant flows
and mice flows according to a particular division parameter. Wherein, an elephant
flow contains more data packets than a mice flow.

[0054] In step S420, transmitting the divided elephant flows and mice flows to a
virtual switch in a server.

[0055] In step S430, processing the mice flows at the virtual switch, and
transmitting the elephant flows and the processed mice flows to a hardware switch in
network.

[0056] In step S440, processing the elephant flows at the hardware switch, and
forwarding the processed elephant flows and the received processed mice flows.
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[0057] When transmitting a data packet, the data packet first goes through the
virtual switch on the server (access switch at transmitting side) before arriving at the
hardware switch in network. While the order of receiving the data packet is just the
opposite, the data packet first goes through the hardware switch on network (access
switch at receiving side) before arriving at the virtual switch on the destination server,
and finally arrives at the receiving party.

[0058] For some applications that need symmetrical operations, for example,
packets need to be encapsulated after being transmitted from transmitting side and
need to be decapsulated before arriving at receiving side, the receiving side also needs
to conduct processing in reverse order, that is, elephant flows are first processed by
the hardware switch, then mice flows are processed by the virtual switch. For
operations that need not to be processed at receiving side, such as security detection,
packets only need to be processed after being transmitted from transmitting side, and
the receiving side, whether it is the virtual switch or the hardware switch, will directly
forward them (equivalent to processing instruction being null).

[0059] Thus, according to one embodiment of the invention, Fig.4 may further
comprise a step S450: at the hardware switch in network: receiving flows containing
data packets, recognizing elephant flows, processing the elephant flows, and
transmitting the mice flows and the processed elephant flows to the virtual switch in
the server.

[0060] According to one embodiment of the invention, in the step S450, the
hardware switch may recognize elephant flows based on an identifier contained in
data packets in the flow. Alternatively, the hardware switch may also re-divide
elephant flows and mice flows according to current load condition, for example, the
method described above is used to divide flows into elephant flows and mice flows
based on a particular division parameter, wherein an elephant flow contains more data
packets than a mice flow.

[0061] Then, in step S460, processing the mice flows by the virtual switch, and
forwarding the processed mice flows and the received processed elephant flows.

[0062] According to one embodiment of the invention, the virtual switch is a
transmitting side switch as well as a receiving side switch. This means that, both the
transmitting side and the receiving side are on a same physical server (maybe
different virtual machines or different processes). In this case, data packets will not go
through the hardware switch, thus they are all processed on the virtual switch.
According to one embodiment of the invention, the virtual switch may further judge
whether its received flows are forwarded locally. For example, the virtual switch may
judge whether a data packet is forwarded locally based on mac address thereof. If yes,
all flows are processed on the virtual switch.

10
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[0063] According to one embodiment of the invention, the hardware switch is a
transmitting side switch as well as a receiving side switch, for example, if both the
transmitting party and the receiving party are connected to a same hardware switch,
then the hardware switch will, after it has completed transmitting side processing,
directly perform receiving side processing. For symmetry application (such as
encapsulating and decapsulating), processing will not be performed, which depends
on specific application.

[0064] Fig.5 shows a block diagram of a system for processing data packets at
server side according to one embodiment of the invention. The system comprises a
divider 510 and a virtual switch 520. The divider 510 is configured to divide flows
containing data packets into elephant flows and mice flows according to a particular
division parameter and transmit them to the virtual switch 520. Wherein, the elephant
flow contains more data packets than the mice flow. The virtual switch 520 is
configured to process the mice flows from the divider and transmit the received
elephant flows and the processed mice flows to a hardware switch, so as that the
hardware switch may process the elephant flows and forward the processed elephant
flows and its received processed mice flows.

[0065] Wherein, the divider 510 is further configured to identify the divided
flows.

[0066] According to one embodiment of the invention, the particular division
parameter may be dynamically adjusted based on load related information of the
virtual switch and the hardware switch. The particular division parameter may a
threshold, the divider 510 may record number of data packets of each flow, divide the
flow of which the number is lower than the threshold as a mice flow and divide the
flow of which the number is equal to or larger than the threshold as an elephant flow.

[0067] Fig.6 shows a block diagram of a system for processing data packets
according to one embodiment of the invention. The system comprises a divider 610
and a virtual switch 620 at server side and a hardware switch 630 in network. The
divider 610 is configured to divide flows containing data packets into elephant flows
and mice flows according to a particular division parameter and transmit them to the
virtual switch 620. Wherein, the elephant flow contains more data packets than the
mice flow. The virtual switch 620 is configured to process the mice flows from the
divider and transmit the received elephant flows and the processed mice flows to the
hardware switch 630 in network. The hardware switch 630 is configured to process
the elephant flows and then forward the processed elephant flows and the received
processed mice flows.

[0068] According to one embodiment of the invention, the system 600 further
comprises a monitor 640 configured to dynamically adjust the particular division

11



WO 2015/014198 PCT/CN2014/081875

parameter based on load related information of the virtual switch 620 and the
hardware switch 630.

[0069] When transmitting a data packet, the data packet first goes through the
virtual switch on the server (access switch at transmitting side) before arriving at the
hardware switch in network. While the order of receiving the data packet is just the
opposite, the data packet first goes through the hardware switch on network (access
switch at receiving side) before arriving at the soft switch on the destination server,
and finally arrives at the receiving party.

[0070] According to one embodiment of the invention, the hardware switch is a
transmitting side switch as well as a receiving side switch. In case of being a receiving
side switch, the hardware switch 630 may be further configured to receive flows
containing data packets; recognize elephant flows; process the elephant flows;
transmit the mice flows and the processed elephant flows to the virtual switch in the
server; and the virtual switch 610 is configured to process the mice flows, and
forward the received elephant flows and the processed mice flows.

[0071] According to one embodiment of the invention, the hardware switch 630
may recognize the elephant flows based on an identifier contained in data packets
within the flows. Alternatively, the hardware switch 630 may also re-divide elephant
flows and mice flows according to current load condition, for example, the method
described above is used to divide flows into elephant flows and mice flows based on a
particular division parameter, wherein an elephant flow contains more data packets
than a mice flow.

[0072] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and
computer program products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block diagrams may represent
a module, segment, or portion of code, which comprises one or more executable
instructions for implementing the specified logical function(s). It should also be noted
that, in some alternative implementations, the functions noted in the block may occur
out of the order noted in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hardware and computer
instructions.

[0073] The descriptions of the various embodiments of the present invention have
been presented for purposes of illustration, but are not intended to be exhaustive or
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limited to the embodiments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing from the scope and
spirit of the described embodiments. The terminology used herein was chosen to best
explain the principles of the embodiments, the practical application or technical
improvement over technologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments disclosed herein.
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CLAIMS

What is claimed is:
1. A method for processing data packets, comprising:

dividing flows containing data packets into elephant flows and mice flows
according to a particular division parameter, wherein, an elephant flow contains more
data packets than a mice flow;

transmitting the divided elephant flows and mice flows to a virtual switch in a
Server;

processing the mice flows at the virtual switch; and

transmitting the elephant flows and the processed mice flows to a hardware
switch in network, so as that the hardware switch may process the elephant flows and
forward the processed elephant flows and the received processed mice flows.

2. The method according to claim 1, further comprising: identifying the divided
flows.

3. The method according to claim 1, wherein, the particular division parameter
may be dynamically adjusted based on load related information of the virtual switch
and the hardware switch.

4. The method according to claim 1, wherein, the particular division parameter is
a threshold, wherein, the step of dividing flows containing data packets into elephant
flows and mice flows according to a particular division parameter comprises:
recording number of data packets of each flow, dividing the flow of which the number
is lower than the threshold as mice flow, and dividing the flow of which the number is
equal to or larger than the threshold as elephant flow.

5. The method according to claim 1, wherein, the processing comprises one or
more of buffering flow information, replacing packet headers, encapsulating, and
decapsulating.

6. A method for processing data packets, comprising:

dividing flows containing data packets into elephant flows and mice flows
according to a particular division parameter, wherein, an elephant flow contains more
data packets than a mice flow;

transmitting the divided elephant flows and mice flows to a virtual switch in a
Server;
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processing the mice flows at the virtual switch, and transmitting the elephant
flows and the processed mice flows to a hardware switch in network; and

processing the elephant flows at the hardware switch, and forwarding the
processed elephant flows and the received processed mice flows.

7. The method according to claim 6, further comprising: identifying the divided
flows.

8. The method according to claim 6, further comprising:

dynamically adjusting the particular division parameter based on load related
information of the virtual switch and the hardware switch.

9. The method according to claim 6, wherein, the particular division parameter is
a threshold, wherein, the step of dividing flows containing data packets into elephant
flows and mice flows according to a particular division parameter comprises:
recording number of data packets of each flow, dividing the flow of which the number
is lower than the threshold as mice flow, and dividing the flow of which the number is
equal to or larger than the threshold as elephant flow.

10. The method according to claim 6, wherein, the processing comprises one or
more of buffering flow information, replacing packet headers, encapsulating, and
decapsulating.

11. The method according to claim 6, further comprising:
at the hardware switch:
receiving flows containing data packets;
recognizing elephant flows;
processing the elephant flows;

transmitting the received mice flows and the processed elephant flows to a
virtual switch in the server; and

processing the mice flows by the virtual switch, and forwarding the processed
mice flows and the received processed elephant flows.

12. The method according to claim 11, wherein, the step of at the hardware
switch, recognizing elephant flows comprises: recognizing the elephant flows based
on an identifier contained in data packets within the flows.

13. The method according to claim 11, wherein, the step of at the hardware
switch, recognizing elephant flows comprises: dividing the flows into elephant flows
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and mice flows according to the particular division parameter, wherein, an elephant
flow contains more data packets than a mice flow.

14. A system for processing data packets in a server, comprising:

a divider configured to divide flows containing data packets into elephant flows
and mice flows according to a particular division parameter and transmit them to a
virtual switch, wherein, the elephant flow contains more data packets than the mice
flow; and

a virtual switch configured to process the mice flows from the divider and
transmit the received elephant flows and the processed mice flows to a hardware
switch in network, so as that the hardware switch may process the elephant flows and
forward the processed elephant flows and the received processed mice flows.

15. The system according to claim 14, wherein, the particular division parameter
may be dynamically adjusted based on load related information of the virtual switch
and the hardware switch.

16. A system for processing data packets, comprising:

a divider in a server, configured to divide flows containing data packets into
elephant flows and mice flows according to a particular division parameter and
transmit them to a virtual switch, wherein, the elephant flow contains more data
packets than the mice flow;

a virtual switch in the server, configured to process the mice flows from the
divider and transmit the received elephant flows and the processed mice flows to a
hardware switch in network; and

a hardware switch in the network, configured to process the elephant flows and
then forward the processed elephant flows and the received processed mice flows.

17. The system according to claim 16, further comprising: a monitor configured
to dynamically adjust the particular division parameter based on load related
information of the virtual switch and the hardware switch.

18. The system according to claim 16, wherein, the hardware switch is further
configured to:

receive flows containing data packets;
recognize elephant flows;
process the elephant flows; and

transmit the received mice flows and the processed elephant flows to the
virtual switch in the server; and
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the virtual switch is configured to process the mice flows, and forward the
processed mice flows and the received processed elephant flows.

19. The system according to claim 18, wherein, the hardware switch is
configured to recognize the elephant flows based on an identifier contained in data
packets within the flows.

20. The system according to claim 18, wherein, the hardware switch is
configured to divide the flows into elephant flows and mice flows according to the
particular division parameter, wherein, an elephant flow contains more data packets
than a mice flow.

21. A computer program comprising program code adapted to perform the
method steps of any of claims 1 to 13 when said program is run on a computer

17



WO 2015/014198

PCT/CN2014/081875

12-| COMPUTER SYSTEM SERVER 8
r,.i
30 MEMORY 5,
N
RAM b SN
i€« | T L
N
PROCESSING CACHE = o
UNIT / 40~
Y 32 4o
G- e 27 ™
24 22
> E 20
},)
DISPLAY } o NETWORK ADAPTER
INTERFACES) /
14
2
EXTERNAL
DEVICES)
Fig. 1

1/5

10



WO 2015/014198 PCT/CN2014/081875

xxxxxxxxxxxxxxxxxxxxxxx

2/5



WO 2015/014198 PCT/CN2014/081875

5310

dividing flows containing data packets into elephant flows and mice flows
according to a particular division parameter

S320

transmitting the divided elephant flows and mice flows to a virtual switch in a
server

5330

processing the mice flows at the virtual switch in the server

S340
transmitting the elephant flows and the processed mice flows to a hardware
switch in network, so as that the hardware switch may process the elephant flows
and forward the elephant flows and the mice flows
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5410

dividing flows containing data packets into elephant flows and mice flows
according to a particular division parameter

S420

transmitting the divided elephant flows and mice flows to a virtual switch in a
server

5430

processing the mice flows at the virtual switch in a server, and transmitting the
elephant flows and the processed mice flows to a hardware switch in network

A

S440

processing the elephant flows at the hardware switch, and forwarding the
processed elephant flows and the received processed mice flows

S450
at the hardware switch: receiving flows containing data packets, recognizing
elephant flows, processing the elephant flows, and transmitting the mice flows
and the processed elephant flows to the virtual switch in the server

r

1

i

E processing the mice flows by the virtual switch, and forwarding the received
: elephant flows and the processed mice flows
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