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INTEGRATED SWITCH TAP ARRANGEMENT WITH VISUAL
DISPLAY ARRANGEMENT AND METHODS THEREQOF
BACKGROUND OF THE INVENTHON

[0001] Telecommunication networks have long been emploved 1o facilitate communication
between users who are geographically dispersed. Communication may include transmission
of data packets, such as data and voice packets, between a plurality of network devices, such
as routers and switches. In today’s business environment, a company’s network may perform
an important role in enabling a company to conduct its business. A company’s network may
have a plarality of ronters and/or switches connected together. In a large company, the
number of routers andior switches may easily grow to a few huadreds. To manage the
company’'s network in order to assure that the network is folly functionally, the information
technology (1T) personnel may make sure that each router andfor switch is performing
properiy.
{6002} One conventional method for monitoring the network may include logging onto the
network system in order to extract statistical data about the performance of each router andior
switch. A less manual method may include emploving monitoring tools to extract the
statistical data and to employ an analytical application program to analyze the statistical data.
Even so, the statistical data is not readily available and the I'T (information technology)
personnel may still be required to log onto the network system and/or router/switch in order
to access this mformation.
{0003} In additon, the statistical data that IT personnel, such as a technician, may need in
order to perform his task of maintaining and monitoring the health of the network system
may not always be accessible 1o the [T personnel. In a typical network environment, certain
servers may mchode highly sensitive information. As a resalt, not everyone in the IT
department may have access to every aspect of the network. As a result, to access the
statistical data, authorization may be required,

BRIEF SUMMARY OF THE INVENTION
j0004] The invention relates, in an embodiment, 1o an arrangement in a network device for
montoring network trathe. The arrangement includes a set of network ports, which includes
a set of input network ports for receiving the network trafhic and a set of cutput network ports
for putputting the network traffic from the network device. The arrangement also incledes a

switch chip, wherein the switch chip is configured at {zast for analvzing the network traffic.
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The arrangement further includes a set of monitoring ports, which is configured to receive the
network traffic front the set of network ports. The arrangement yet also mcludes a tap
module, which is configured at least for intercepting at least part of the network traffic
flowing through the network device and forwarding at least part of the network traffic to at
least one of the set of monttoring ports.
f0005] The above summary relates to only ong of the many embodiments of the invention
disclosed herein and is not intended to limit the scope of the invention, which 13 set forth in
the claims herein. These and other features of the present invention will be described in more
detail below in the detatled description of the mvention and in conjunction with the following
figures.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
j0006] The present invention is lustrated by way of example, and not by way of imitation,
tn the figures of the accompanying drawings and in which Iike reference numerals refer to
similar elements and in which:
[9007] Fig. 1 shows a simple network diagram with a network tap.
j0008] Fig. 2 shows a schematic of a network tap.
{0009] Fig. 34, shows i an embodiment of the mvention, a siumple block diagram of a
network tap with a visual performance display arrangement.
[0018] Fig. 3B, shows w an embodiment of the tnvention, a simple diagram of a RX CLK
and a RX_DV signals.
[0011] Fig. 4 shows, in an embodunent of the invention, a simiple flow chart illustrating a
methodology for calculating the vtilization rate.
{0012} Fig. 5 shows, in an embodiment of the invention, an example of a network device
with a visual performance display arrangement.
j0013] Fig. 6 shows a simple block diagram of a switch device with mirroring functionality.
{0014} Fig. 7 shows a simple block diagram of a network switch with an external tn-line tap
arrangement.
[0015] Fig. 8 shows, in an embodiment of the imvention, a simple overall diagram ot a
network switch with an integrated tap arrangement.
{0016} Fig. 9 shows, m an embodiment of the invention, a simple flowchart iustrating the

steps for enabling monttoring within an integrated switch tap device.
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{0017} Fig. 10 shows, in an embodiment of the invention, a simple diagram of a partial view
of a visual performance display arrangement of a high density network device, such as an
integrated switch tap device.

[O0EB] The present invention will now be described in detail with reference to a few
embodiments thereof as iltustrated in the accompanying drawings. In the following
description, numerous specific details are set forth in order to provide a thorough
anderstanding of the present wvention, It will be apparent, however, o one skilled n the an,
that the present invention may be practiced without some or all of these specific detasls. In
other instances, well known process steps and/or structures have not been described in detaid
i order to not unnecessarily obscure the present invention.

j0019] Various embodiments are described hereinbelow, including methods and techniques.
It should be kept 1o nund that the invention roght also cover articles of manafacture that
mchades a computer readable medium on which computer-readable instructions for canying
out embaodinents of the inventive technique are stored. The computer readable medinom may
include, for example, semiconductor, magnetic, opto-magnetic, optical, or other forms of
computer readable medium for storing computer readable code. Further, the mvention may
also cover apparatuses for practicing embodiments of the invention. Such apparatus may
mclude cirenits, dedicated and/or programmable, to carry out tasks pertaining to
embodiments of the mvention. Examples of such apparatus include a general-purpose
computer and/or a dedicated computing device when appropriately programmed and may
inchude a combination of a computericomputing device and dedicated/programmable circuits
adapted for the various tasks pertaining to embodiments of the invention.

[6028] As aforementioned, a network may include a plurality of network devices. Each
network device may store statistical data about the data traffic {e.g., data, media, voice, etc.)
that may tlow through the device. To monitor the activities on the network, a monitoring
system may be emploved.

{0021} To facilitate discussion, prior art Fig. 1 shows a simple network diagram with a
network tap. As discussed herein, a network tap is an example of a network device that may
be employed to monttor the activities on a network k. A network arrangement 100 may
inchude a set of network devices, such as an Ethernet switch 102 and an Ethernet rowter 104,

to facilitate the transnussion of the stream of data packets. Network arrangement 100 may
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also include a network tap 106, which may sit in-line on a network link (as shown by paths
10R and 114) between the two network devices (Ethernet switch 102 and Ethernet router
104). In an example, stream of data packets may flow from Ethernet switch 102 upstream
along path 108 to a port 110 over to a port 112 and out to Ethernet router 104 via path 114
Simuarly, data from Ethernet router 104 may flow upstream along path 114 to port 112
through port 110 down path 108 to Ethernet switch 102,

[6022] Network tap 106 may act as a bridge between Ethemet switch 102 and Ethernet router
104, By emploving network tap 106, monitoring of the data traffic between Ethernet swiich
102 and Ethernet router 104 may be monitored. Network tap 106 may be a dual ports
monitoring grrangement. In an example, the stream of data packets recetved by port 110 may
be copied and forwarded through a port 116 to a monitoring device 118, Similarly, the
stream of data packets received by port 112 may be copied and forwarded through a port 120
to a ntonitormng device 122, Examples of monttoring device may be a PC, an intrusion
detection system, a network analyzer, an mntrusion prevention system, and the like.

[6023] To understand how a network tap may function, prior art Fig. 2 shows a schematic of
a network tap. Network tap 200 may include a PHY (physical interface layer) chip 202,
which may be an Ethernet transcerver, As discussed herein, a PHY chip refers to a chip that
may be emploved to receive and transmut signals, which may include data packets. A media
side 204 of PHY chip 202 may enable PHY chip 202 to connect with the physical ports (206,
208, 210, and 212} of network tap 200, In an example, stream of data packets may be
recetved at a port 206 and transinitted along a hine 214 to PHY chip 202, The stream of data
packets is usually received as an analog signal.

{3024} The stream of data packets from port 206 may travel through PHY chip 202 along
path 218 ont on a media access controller (MAC) side 216 ot PHY chip 202, PHY chip 202
may be employed to convert the analog signal to a digital signal before sending the signal out
on MAC side 216, The stream of data packets may loop back via a bus line 220 through
PHY chip 202 to travel to port 208 via a path 222, Similarly, a bus line 224 may be
employed to loop stream of data packets traveling from port 208 to port 206. In an example,
the bus line that may be emploved to loop data between the ports may be a reduced gigabit

media independent interface (RGMIT.
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[0025] Network tap 200 may also include a passive circuit 226, Passive circuit 226 may
mclude a switch 228 that may close to create a bypass route between port 206 and port 208
when power is not available.

j0026] For monitoring purposes, the stream of data packets received may be copied and sent
to monitoring devices on port 210 and port 212, In an example, stream of data packets
received by port 2006 may be sent through PHY chip 202. PHY chip 202 may convert the
stream of data packet from analog to digital before sending the stream of data packets out on
MAUC sude 216, A copyv of the digital stream of data packets may be seat along a line 230
back through PHY chip 202 to monttor port 210, Note that as the digital stream of data
packets travels through PHY chip 202, PHY chip 202 mayv convert the stream of data packets
back to an analog signal. Similarly, stream of data packets received by port 208 may be sent
to a port 212 via a line 232.

{0027} As can be appreciated from the foregomg, monitoring systems, such as the one
described in Fig. 1 and 2 may collect a plurality of statistical data about a company’s
network., However, the stanistical data s not readily available. In an example, to retrieve the
statistical data, I'T personnel may have to log onto the system in order to access the data.
[0028] In one aspect of the mvention, the mventors herem reahizes that the time IT personnel
may spend on retrieving the statistical data in order for the I'T staff to perform maintenance
and monttoring may be substantially minimized if the network data s readily avaitable. Itis
desirable therefore to provide a convenient method for accessing network data, especially the
atitization rate of a port. The inventors herein realized that if the data is visually displaved,
the IT persommel may quickly access the health of each component of the network without
being required t© log onto the system to retrieve the information. Further, by visually
displaving the information, IT personnel may be able to support network devices that may be
associated with highly sensitive information without being required to acquire authorization
to access the server that may bold the highly sensitive mformation.

{0029} In accordance with embodiments of the invention, a network device with a visual
performance display arrangement is provided. Embodiments of the invention also melude
methods for calculating and displaying a utilization rate for a network port. As discussed
herein, a utilization rate refers to the actual throughput of a network port.

{0038} In this document, varions implementations may be discossed using utihization rate as

an example, This mvention, however, is not limited to utilization rate and may melude any
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network parameters. Instead, the discussions are meant as examples and the imvention is not
himited by the examples presented.

0031} Also, in this document, various implementations may discuss using a dual port
network tap as an example. This invention, however, Is not limited 1o a dual port network tap
and may include other network devices, such as a port aggregation tap, a bypass switch, a
regeneration tap, a matrix switch, and the like. Instead, the discussions are meant as
examples and the invention s not limited by the examples presented.

{0032} In an embodiment of the mvention, a network device with a visual performance
display arrangement may be provided for displaying vital network parameters. Examples of
network parameters may include, but are not himited 1o, real-time utilization rate of network
capacity, average utilization rate, highest peak of traffic peaks, traffic types, faslt conditions,
and the like. In an embodiment, network parameters for each port may be displayed. The
network parameters may be displaved in text and/or graphically. As can be appreciated from
the foregoing, the network parameters may be visually available without requiring IT
personnel to log in to retrieve the data, thereby increasing the efficiency of the IT personnel
ancl decreasing response time for handling network anomalies.

{0033} As can be appreciated from the foregomg, a plurality of network parameters may be
available. In an embodiment of the invention, a logic arrangement {e.g., such as an FPGA
{ficld-programmable gate array), an apphcation-specific integrated circuit {ASIC), complex
programmable logic device (CPLID), and the like) may be employed to analvze the network
paramcters and to generate the statistical data. As can be appreciated from the foregoing, the
logic arrangement that may be employed to perform the analysis and to caleuolate the
statistical data may vary depending upon the manufacturing preference. In an example, the
logic arrangement may iclode a single programmable component (such as a FPGA). In
another example, the logic arrangement may be a set of programmable components (such as a
set of FPGAs), with each programmable component being configured to perform different
function. In vet another example, the logic arrangement may include a set of progranunable
components (such as a set of FPGAS) and a set of programmable digital electronic component
{such as a set of microprocessors).

[0034] A network parameter that 1s commonly employed to quickly determine the status of a
port 1 a utilization rate. To deternune the otilization rate, the logic arrangement may be

coufigured to mclude a set of counters for cach port. In an ewbodiment, a first counter may
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be employed to keep track of each instance of a vahid data packet received by a port. The
data for valid data packet may be extracted from an RX_DV signal of an RGMIT bus that is
connected to the MAC side of a PHY. RX_DV is a contrel signal that may indicate a valid
data packet being received by a port. In an example, when a valid data packet is received, the
RX_DV signal may be asserted (i.e. go high) and the RX_DV signal may go low when the
transmission has been completed. Thus, the logic arrangement may be able to identify the
valid data time period by analyzing the RX_DV signal.

{0035} In an embodiment, a second counter may be employed 1o keep track of the number of
bytes bemg recerved. The byte data may be extracted from an RX_CLK signal of an RGMII
bus. In an embodiment, for a gigabits Ethernet device, the RX (LK signal isa 128
megahertz clock that employs a double rate transmission. In other words, for each clock
cvele (up and down), two bytes are being received.

{0036} To wWentify the number of bytes that may be received during a valid data time period,
the logic arrangement may correlate the RX_DV signal with the RX_CLK signal. With the
nuntber of bytes, the logic arrangement may then convert the data from bytes to bits
information. In other word, If 7 bytes are received for a valid data packet, the logic
arrangentent may convert the bytes nto bits by multiplying the number of bytes received by
&, thereby getting 56 bits.

{9037} In addition, the logic arrangement may nonmalize the data. In an example, a monitor
cyele may be every one second but the data collected by the covnter may be collected at
every 110 of a second. In the above example, the 56 bits may be nomalized to be 560 hits
per second. The normalized data may indicate the amount of data that 15 acteally bemg
received by a port. To determine the utilization rate, the logic arrangement may divide the
actual rate of data received by the line rate a network device s capable of carrying. In this
example, for a one-gigabits Ethernet device, which is capable of transmitting up to 1 gigabits
of data, to only be recetving data at S60 bits per second may be a cause for concern. By
displaying the utilization rate for easy viewing, the IT personnel may be able to promptly
address the problem.

j0038] The features and advantages of the present invention may be better understood with
reference to the figures and discussions that follow.

[0039] Fig. 3A shows, in an embodiment of the invention, a simple block diagram of a

network tap with a visual performance display srrangenent.
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[0040] A network tap 300 may include port 302 and port 304, As aforementioned, network
tap may be employed to monitor the data tratfic of a network. As can be appreciated,
network fap is able to perform its monitoring function without interfering with the normal
data traffic. In other words, data tratfic may flow between ports 302 and 304 withow
mterruption irespective whether power is available to power-up the circuitry of network tap
300, In an example, data traffic may flow info port 302 to an Ethernet transcelver, such as
PHY 306, and out through port 304, Thus, data tratic may continue to How between the
ports whether or not network tap 300 is performing its monitoring function,

{0041} However, if power is avatlable to enable network tap 300 to perform its monitoring
function, the same data traffic which may flow taie port 302 and 1s received by PHY 306 may
be copied. In an embodiment, & bus, such as an RGMII bus 308, may be configured to direct
the copy of the data wraffic to the monitor devices. Those skilled in the art are aware that
RGMIT bus 308 may inclode a plurahity of signals, including, but are vot limited to,
RX_CLK, RX_DV, GTX_CLK, TX_EN, RXD[3:0], and TXD[3:0]. In an embodiment, two
signals, such as an RX_CLK signal 350 and an RX_DV signal 352 (as shown in Fig. 3B),
may be extracted from RGMII bus 308 and be sent along a path to a logic arrangement, such

as a held-programmniable gate array (FPGA) 312, FPGA 312 may mclode mtelhigence tor

determining when data is valid on RGMIT bus 308 based on the two signals (RX CLK and
RX DV).

[0042] FPGA 312 may inchude 2 counters for each port {counter 314, counter 316, counter
318, and counter 320). In an embodiment, counter 314 may be associated with RX_DV
signal 352 and may be mceremented tor each occurrence of valid data. In an example, when a
data packet is recetved by port 302, counter 314 may increase by one,

{0043} In another embodiment, counter 316 may be associated with RX_CLK signal 350 and
mayv be incremented for each byte received. FPGA 312 may employ RX_CLX signal 350 as
the clock for measuring the number of bytes that may be received during a vahd data time
pertod. RX CLK signal 350 15 a 125 megaheriz clock for a 1 gigabytes Ethernet. Since the
RX CLK signal 350 may be a conirol signal from RGMII bus 308, two bytes are assumed {o
be received in each clock cycle. tn other words for each lowering or rising edge (360, 362,
364, 3606, 368, 370, and 372), a byte 15 received.

[0044] In order to determine the number of bytes recetved during a valid data time period,

FPGA 312 may combine the two coutrol signals.
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{0045 In an example, when a data packet is received by a port, RX_DV signal 352 may be
asserted (e, go high). In other words, when RX_ DV signal 352 is high (as shown by shaded
section 354) a valid data packet has been received. In an embodiment, the time period
between rising edge 356 and lowering edge 358 may indicate the valid data time period.
fo046] Although RX_DV signal 352 may be emploved to indicate when data is valid,

RX_ DV signal 352 does not provide information about the byte size of the incoming data
packet.  Since the number of bytes per packet is unknown, RX_ CLK signal 350 may be
emploved to determine the number of bytes i a valid data packet. Those skilled 10 the ans
are aware that for a RGMIH bas, data 1s sent out for each falling clock and each lowering
clock of the 125 megahertz clock. Thus, by counting the number of rising and lower edges
{360, 362, 364, 366, 368, 370, and 372y of RX_CLK signal 350 when RX DV signal 352 is
asserted, the number of bytes for each valid data time period may be determined.

{0047} Once the counters in FPGA 312 bave coltected the data and have correlated the two
signals to determine the valid number of bytes for each valid data time period, the utilization
rate may be deternune. In an embodiment, the logic arrangement may include one or more
programmable component. In an example, the same FPGA 312 may perform the analyvsis. In
another example, FPGA 312 may forward the data collected to another programmable
component in the logic arrangement, such as a microprocessor 322, to determine the
utifization rate. As can be appreciated from the foregoing, the calculation of the utilization
rate may depend upon the netwaork device that may have been employed. In an example, for
a 1 gigabits Ethernet, the number of bytes collected during a valid data time period may have
1o be divided by a gigabits to determine the actual witlization rate.

[0048] Once the utihzation rate has been determined, the utilization rate may be forwarded
atong a path 324 to be display on a visual displav 326 of network tap 300, in an embodiment.
As can be appreciated from the foregoing, besides being displayed, the utilization rate may
also be distributed by other methods, such as sending the statistical data as a report to a
remote user or forwarding the data to an application program for analysis. Also, as can be
appreciated from the foregoing, since the data may be remotely accessible, monitoning may
be performed offsite, enabling the IT personnel mere flexibulity in performing their task of
keeping the network fully functional.

[0049] As can be seen from Fig. 3A and 3B, by extracting the relevant control signals from

the bus hue, the logic arrangement, such as the FPGA and the microprocessor, may be able 1o
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calculate the utilization rate of a network port. By displaying the utilization rate, IT
personnel may be able to casily view the data without having to log onto the network system
to retrieve the data. Besides displaying real-time data, the visual performance display
arrangement may also displav historical trend, such as the greatest traffic peak, to aid the IT
personnel with mamtaining and monitoring the network. As can be appreciated from the
foregoing, by making the data visually available, the need for authorization code to access
network devices associated with highly sensitive information may be substantially
chminated. Thus, low-level IT personnel may perform their job without the company having
to be concerned about wnauthorized users gaining access to confidential information.

{0058] Fig. 4 shows, in an embodiment of the invention, a simple flow chart tllustrating a
methodology for calenlating the wtilization rate. Fig 4 will be discussed in refation to Fig. 3A
and 3B to provide an illustration of how the steps may be implemented. Consider the
situation wherein, for example, a valid data packet has been received by port 302,

[0051] Ata fust step 402, a logic arrangement may detect valid data time period on a

RX DV signal. In an example, FPGA 312 may analyze RX DV signal 352 to determine
rising edge 356 that may indicate the beginning of valid data time period 354, As
aforementioned, only one data packet s recerved during each vahd data time period. Thus,
counter 314 may mcrease by one to indicate the new valid data time period.

{0052} At a next step 404, the logic arrangement may count the number of nising and
lowering edges ona RX_CLK signal. To determine which section of RX_CLK signal to
count, FPGA 312 may correlate RX CLK signal 350 against RX_DV signal 352 to determine
the number of rising and lowering edges. In an example, during valid data tme period 354,
seven bytes may have been collected based on the rising and lowering edges {360, 362, 364,
366, 368, 370, and 372) of RX CLK signal 350.

0053 Ata next step 406, the number of bytes is converted into the number of bits. Once
FPGA 312 has determined the nurnber of bytes collected, FPGA 312 may forward the data to
microprocessor 322, Since the network device i3 a gipabits Ethernet device, microprocessor
322 may first convert the number of bytes o the number of bus, Those skilled in the arts are
aware that & bits are in each byte. Thus, the number of valid bits w vahd data time period
354 may be 56 bits {e.g., 7 bytes x 8 bits).

[0054] Ata next step 408, the utilization rate may be calculated. Before caleulating the

utilization rate, microprocessor 322 may normalize the data. In an example, 56 bits have
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been ransnuitted for each 1/10 of a second. However, a collection cycle may be occurring
every one second. Thus, in every one second S60 bits per second may be transmitted.

j005S] Once the data has been normalized, the logic arrangement may caleulate the
utilization rate. Utilization rate may be calenlated by dividing the actual number of bits per
second into the number of bits per second a line may be capable of carrying. In this example,
since the network device is a one gigabits Ethernet device, the microprocessor may divide the
normalized mumber into one gigabits to determine the utilization rate.

[0056] As can be appreciated from the foregomng, the same procedure described in Fig. 4 may
also be applied to other bus lines, such as a GMII, that may also have control signals, such as
RX DV and RX _CLK, from which utilization rate may be calculated.

[0057] Fig. 5 shows, in an embodiment of the invention, an example of a network device
with a visual performance display arrangement. A network device 500 may include a
plurality of ports. In this example, network device 500 may include two network ports (502
and 304) and two monitoring ports {306 and S08). As can be appreciated from the foregoing,
the network device may be any device that is capable of divecting Ethernet trattic. Thus,
network device 500 may be a router, a switch, a network tap, and the like.

{0058} A visual display arrangement 510 may also be coupled to network device 500, In an
example, visual display arrangement may be an LOD (liquid crystal display) sereen. As can
be appreciated from the foregoing, the size of the visual display arrangement may be
dependent vpon a manuafacturer’s configuration preference. In an example, the size of the
LCD screen may depend upon the size of the network device.

[0059] As can be appreciated from the foregoing, the network parameters that may be
displayed on visual display arrangement may be data that may aid 1T personnel in perfornung
their task of maintaining and monitoring a company’s network. Although otilization rates
have been utilized as examples for implementing a network device with a visual performance
display arrangement, other network data pavameters may also be shown, Exaraples of type of
technical and diagnostic data that is displayed may include, but are not limited to, real-time
utilization level for each path of a network link, size and time of the greatest traffic peaks,
SNMP waps for system/link/power, average percent utilization of network capacity, counters
for total packets, total bytes, and the like.

{0068} In an embodiment, network data may be updated periodically to visually display the

real-titne data. In another embodiment, the data parameters that may be displayed may be
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cycled. In other words, the amount of data parameters that may be viewed may be linnted to
the visual display arrangement. To enable the different data parameters to be viewed,
differemt methods may be employed to determine when the network data may be cveled. In
an example, data parameters may be displayed for a pre-set time period. In another example,
a controf component, such as a button or a rolling wheel, may be utilized to enable the IT
personnel to select the desired data parameters.

[6061] As can be appreciated from the foregoing, the mode i which the data parameters may
be displaved may vary. In an example, the network data may be shown as text. In another
example. the network data may be shown graphically {e.g., charts, bar graphs, etc.).

[0062] As can be appreciated from the foregoing, one or more embodiments of the present
mvention provide for methods and apparatuses for displaying network parameters on a
network device. By visually displaying the network parameters, mstantaneouns network data
parameters may be readily available to the IT personnel at the network device. Thas,
efficiency may increase and cost may decrease by making the network data parameters
visually accessible.

j0063] In an interconnected environment, such as an enterprise network or even the Internet,
mitlions of data packets are being exchanged daily. To facilitate the exchange of dats packets
through a network, a network device, such as a Layer 2 or Layer 3 network switch, may be
employed. Typically, a network switch is a ligh-density device that is capable of directing a
plethora of network taffic. Since a high volome of network traffic may flow through a single
network switch, the ability to monitor the network traffic mayv provide an administrator with a
tool tor managing the health of a network, such as ensuring rehiable performance, enabling
fault detection, and detecting unguthorized activities.

{0064} One arrangement that has been implemented to enable monitoring includes the usage
of a mirror port. As discussed, hersin, a mirror port refers to a port that has been configured
to receive a copy of the network wraffic from a plurality of source ports. To faciliate
discussion, Fig. 6 shows a simple block diagram of a switch device with mirroring
functionality. A network switch 600 may include a plurality of source ports (606, 608, 610,
612, 614, 616, 618, and 620}, which are configured for receiving data packets, determinmng
the destination, and forwarding the data packets. In an example, a data packet may be

recetved by source port 606, The data packet is analvzed by a switch chip 604, which may
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deternuine that the data packet is to be forwarded to its destination via an uplink port {e.g.,
630, 632, etc.).

j0065] Network switch 600 may also include a mirror port 622, which may be linked to a
monitoring tool 624, such as a computer system. In an example, data packets received by
switch chip 604 may be copied and forwarded to monitoring tool 624 via mirror port 622.
Since data traffic from a plurality of source ports are flowing into a single mirror port {622),
network traffic congestion may occur. To relieve network traffic congestion to mirror port
622, switch chip 604 may have a built-in filtering functionality.

{0066} In an example, a data packet of one gigabyte may be recetved by source port 606,
However, about 0.30 gigabyte of the data packet may clede ervor. Before copying the data
packet, switch chip 604 may filter the data packet and remove the portion of the data packet
that may include the ervror. Accordingly, only a portion of the data packet is being forwarded
tor mirror port 6220 Thus, the data teatfic that s vistble to monitoring 1ol 624 is Limited o
the network traffic that is copied and forwarded via mirror port 622. Singe the error portion
of the data packet has been filtered out, the ervor portion is not available for analysis.

j0067] However, even by filtering out the error portion of a data packet, network traffic
congestion may still continue to be g problem. Hence, switch chip 604 may have to drop
additional data packets in order o minimize andfor prevent network traffic congestion.
Theretore, the ability for monttoring tool 624 to perform its monttoring is dependent upon the
network switch.

[0068] To enable switch chip 604 to perform the mirror functionality, a significant amount of
processing may be required. In some circumstances, up to 20-30 percent of a UPU 602
processing power may be utilized by switch chip 604 to perform the mirroring functionality.
Stnce the mirroring functionality is considered as a non-~critical function for network switch
600, the nurroring functionality may be one of the first functionality that mayv be turned off
when CPU 602 is overloaded in order to enable network switch 600 to pevform s nuam
function of routing network traffic. Consequently, the loss of the mirroring functionality may
eliminate the ability for an administrator to monitor the network traffic since no copy of the
network traffic is being forwarded to monitoring tool 624 via mirror port 622

[0069] An alternative prior art sotution for monitoring network tratfic, especially for a
network switch without mirroring functionality, is to attach an external network tap as an -

line device to a network switch. Fig. 7 shows a simple block diagram of a network switch
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with an external in-line tap arrangement. A network switch 700 may mclude a plurality of
source ports (702, 704, 706, etc.), which are configured for receiving data packets,
determining the destination, and forwarding the data packets. In an example, network traffic
may flow into a source port 702 and out one of the uplink pons {708, 710},

{0078} In order to monitor the traffic, an external in-line tap, such as a tap 716, may be
connected to uplink port 708 in order to monitor the data traffic that is flowing out of uplink
port 708 to a router 722, for example. Tap 716 may include two network ports {718 and
720}, which are configured for receiving and forwarding network traffic. In an example,
network port 718 15 configured for receiving data packets from uplink port 708 and for
sending data packets to uplink port 708, Simularly network port 720 15 configured for
receiving/sending data packets fromfto router 722, The network traffic that flows through tap
716 is copied and forwarded to set of monitoring tools 728 via a monitor port (such as 724 or
726). I an example, network traffic is received by source port 702, The network traffic is
forwarded to a switch chip (not shown}. In this network switch arrangement, the switch chip
may not have nurvoring functionality, Thus, the network tratfic that is received by the switch
chip is ultimately sent out via one of the uplink ports.

{0071} The network traffic flowing through tap 716 i lidirectional. In other words, tap 716
may be recetving network traftic from both network switch 700 and router 722, As aresolt,
the amount of data that may How through tap 716 may cause traffic congestion when the data
packet is duplicated and forwarded to the monttoring ports. Due to traffic congestion, data
packets may be dropped until the traffic congestion has been alleviated.

{0072} As can be appreciated from Fig. 7, the network switch with an external m-line tap
arrangement requires multiple network devices to be faterconnected. Since the network
devices may be of different makes and models, the setup and the maimenance of the netwaork
may become quite complex. Additionally, more physical space 1s required in order to
accormmodate the network switch with the external tap arrangement.

{0073 There are several disadvantages to the prior art monitoring arrangements for a
network switch device. For a network switch with a mirror port, users are provided with hitle
or no control over the type of data packets that are visible to the users. Instead. the network
switch may have built-in logic that defines the rules for dropping a data packet. In addition,
the mirroring functionality is resource miensive and may cause the CPU of the network

switch to be overloaded. Since the mirroring functionality 18 a secondary function of the
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network switch, the mirroring functionality may be turn off to preserve the primary function
{directing network trafficy of the network switch, thereby termunating the trafhic flow to the
monitoring devices.

j0074] In the second monitoring arrangement, a network switch with an external in-line tap
provides a monitoring arrangenent that 1s not susceptible to being turn off when the
processor of the network switch is overloaded. However, the tap monitoring arrangement
may still experience loss of data due to network traftic congestion. In addition, the tap
monioring arangement requires more physical space since the tap monttoring arrangement
may require more network devices to perform the same monttoring function as the network
switch with nurroring functionality. Also, the external tn-line tap arrangement may result in
higher power consumption. Given that this arrangement is a digjointed solotion, the
configuration and maintenance of the external tap arrangement may also require more
TRSOUTCES.

{0075} In accordance with embodiments of the invention, an integrated switch tap
arvangement is provided for enabling monitoring of network traffic within a single device,
Embodinments of the invention include integrating a tap module within a switch device to
perform monitoring functionahities. The tap module may be configured to mtercept data
traffic flowing to a set of aplink ports. The intercepted data may be copied and forwarded to
a set of monitoring ports.

[6076] In an embodiment of the invention, tap module may include filtering logic. Unlike
the prior art, the filtering logic may be user-configurable, therehy enabling a user to
determine the type of data packets that may be monitored.  Additionally or alternatively, the
filtering logic may alse enable the user to define the tvpe of data packets that a monitoring
tool may receive,

j0077] In an embodiment, the integrated switch tap arrangement may include two CPUs.
The primary CPU being utilized to perform functions ssually associated with a traditional
network switch, A secondary CPU mav be reserved for processing the tasks the tap module
may perform, such as executing the {iltering logic. With a secondary CPU the possibility of
fosing vistbility of the network traffic 1s substantially eliminated since the monitoring and
filtering fonctions have been separated from the routing function.

{0078} In another embodiment, the integrated switch tap arrangement may include a

buffering component, Since network traffic is bidirectionag! (Howng o and out of uplink
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ports}, the volume of network traffic that may be forwarded to a set of monitoring ports may
be larger than the volume that the set of monitoring ports is capable of handling. To handle
the potential network traffic congestion to the set of monitoring ports, a buffer component
may be positioned between the tap module and the set of monitoring ports, thereby enabling
the buffer component to butfer the network traffic when network traffic congestion may
occur. Thus, with a buffer component, the risk of dropped data packets may be substantially
reduced and/or minimized,

{0079} The features and advantages of the present invention mayv be hetter understood with
reference to the figures and discussions that follow.

[0088] Fig. 8 shows, in an embodiment of the invention, a simple overall diagram of a
network switch with an integrated tap arrangement. An integrated switch tap device 800 may
nclude a plurality of setwork ports (806, 808, 810, 812, 814, 816, 818 820, 822, 824, 826,
and 828). Fach of the network ports is configured to be bidirectional such that each port may
have an input network port for receiving inbound traffic and an output network pont for
forwarding outhound traffic. Upon receiving a data packet, the input network port may
forward the data packet to a switch chip 804, After analyzing and determining the destination
of the data packet, switch chip 804 may forward the data packet to one of the uplink ports
{836 and 838).

[0081] To facilitate monttoring of network tratfic Howing through integrated switch tap
device 800, a tap module 830 may be included as a built-in component, i an embodiment.
Tap module 830 may be configured to intercept data traffic and to duplicate the data waffic in
order to forward the data traffic to one of the monitoring ports, sach as monitoring ports 840
and 842. In gn embodiment, tap module 830 may mclude a filtering functionality. Unlike the
prior art solution of a switch device with mirroring functionality, the filtering functionality
that is built into tap 830 is user-configurable.

[0082] In an example, a user may be interested in the network traffic that may be flowing
through the network device via a specific source port, regardless if the data packets may
include error. However, in the prior art, a switch chip with mirronng functionality may be
configured to filter out any error that may occur in the network traffic; thus, the user may
never have the opportunity to analyze the error that may be occurring. Unlike the prior as,
tap module 830 includes user-configurable filtering functionality, thereby enabling a user to

define the type of data packets that the user may want to monitor or may want to drop.  Thus,
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mstead of being subjected to the whim of the switch device, the user may now have control
over the type of data packets that may be sent to a monitoring tool for analvsis,

j0083] In an embodiment, tap module 830 may include a processor, thereby enabling tap
moduie 830 to perform processing without having to access the main processor {CPU 802) of
mntegrated switch tap device 300. Since the monttoring and filtering functionality are now
being performed by tap module 830 instead of switch chip 804, the risk of overload to CPU
802 i1s minimized since CPU BO2 1s not required to handle additional functionalities, such as
mirroring functionality, Even if the CPU 802 becomes overloaded and other secondary
functionalities are twrn off 1o preserve the primary fonction of a network switch, tap module
830 may continue 1o perform its monitoring and filiering functions since tap module 830 has
its own independent processor.

j0084] In an embodiment, tap module 830 may be positioned between switch chip 804 and
one or more of the uplink ports (836 and 838). By postioning tap modale 830 between the
switch chip and the set of uplink ports, tap module 830 is able to intercept the network traffic

that 1s being sent between the switch chip 804 and the uplink ports. In one embodiment, an

integrated switch tap device 800 may include a plurality of tap modules. In an example, for
cach uplink port, a tap module may be associated with the uphink port. For example, m one
embaodiment, a tap module may be associated with a first aplink port while a second tap
module may be associated with a second uplink port (not shown i figure).

[6085] In yet another embodiment, a sigle tap module may be emploved to monitor network
traffic flowing to more than one uplink ports. In an example, a single tap module may be
configured to handie both the network waffic flowing to uplink port 836 and uplink port 838
In such an arrangement, the tap module may emplov an aggregator, in an embodiment, to
aggregate the network traftic flowing from both paths 832 and 8§34 before duplicating and
filtering the network traffic. In an example, data packets ABCD are received from path 832
and data packets GHIUJ are received from path 834, An aggregator may combine network
traffic from both paths before duplicating the data packets. Once the data packets have been
duplicated, the tap module may apply filtering to determine which data packets are kept and
the destination of each data packet. For example, the user may have established filtering
rules that require all emails {e.g., data packets A and H) to be handled by a monitoring tool

connected to monitoring port 842, As a result, data packets AH are sent via monttoring port
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842 to the monitoring tool while data packets BCDGLI are sent to the other set of monitoring
tools via momtoring port 840,

j0086] Since tap module 830 may handle both inbound and cutbound wraffic (1.e., data
packets coming from the source ports and the uplink ports, respectively), network traffic
congestion may oceur. In an embodiment, integrated switch tap device 800 may include a
buffering component, thereby enabling tap modale 830 to handle potential network traffic
congestion Howing to the monitoring ports (840 and 842). In an example, the amount of data
packets flowing to monitoting port 840 way exceed the capacity that monitoring port 840
may be able to handle. To minimize petwork traffic congestion, a buffering component may
be configared to buffer data traffic, thereby managing data traffic flow to the monitor ports.
By implementing a buffering component, data packets that may have been unintentionally
dropped in the prior art due to network traffic congestion may now be buffered until the
monitoring port is ready to recetve the data packets.

{0087} In an embodiment, integrated switch tap device 800 may include a switch chip with
mirroring functionahity. In other words, a user has the option of turning on the mirroting
finctionality if the user has a desive to apply the filtering functionality of the switch chip. By
providing the user with an option to choose the muronng functionality, addittonal monstoring
functions may be supported. However, even 1f CPU 802 become overloaded and the
mirroring fusctionahity is turned off, a user does not lose visthility of the network traffic since
the network traffic 15 stifl being duplicated by tap module 830, which is not dependent upon
CPU 802,

{0088] In another embodiment, if one of the uplink ports 15 not associated with a tap module,
an external tap arrangement may be utilized to monitor the network traffic flowing through
the uplink port. In an example, a third uplink port (not shown) is not associated with tap
moduie 830, If the user wants to monitor the network traffic flowing through the third uplink
port, the user may have the option of attaching an external in-line tap arrangement to the third
uplink port.

[0089] As can be appreciated from Fig. 8§, an mtegrated swich tap device enables the
network device to integrate tap and switch functionalities into a single device. As a single
device, integrated switch tap device 800 occupies tess physical space and/or consume less
power than a network switch with an external in-line tap arrangement. In addition, as a single

device, the management of the network device 1s stmpler than that of managing multiple
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network devices. In an example, with a single management port 844, an administrator may
be able to configure and maintain both the switch and tap functionalities. In the prior art, an
administrator may have the challenge of trying to imegrate the switch device with the tap
device, which may be of different makes and models. However, with both functionalities
mcorporated mto a sigle device, the administrator no longer has to perform complex
configurations o enable both functions 1o mesh with one another.

[6090] Fig. 9 shows, in an embodiment of the invention, a simple Hlowchart iflustrating the
steps for enabling monttoring within an integrated switch tap device. To facilitate discussion,
Fig. 9 will be discussed in relation to Fig. 8.

{0091} As a first step 902, g set of data packet 1s received by a tap module. Consider the
situation wherein, for example, network traffic is being received by switch chip 804 via
network port 808, After analyzing the data, switch chip may forward the set of data packet to
an uphisk port, such as splink port 842, 1y an embodiment, tap modute 830 may mtercept the
set of data packets.

[0092] At a next step 904, the set of data packets is processed. In an example, tap module
830, upon receiving the data, may duplicate the data.

{0093} Once the set of data packets has been duplicated, at a next step 906, the set of data
packets may be forwarded to an uplink port.

[0094] At a next step 908, the set of data packets is forwarded to the next destimation. In an
example, the set of data packets may be forwarded to a router.

[009S] Returning to step 904, once the data has been duplicated, at a next step 910, the set of
data packets may be filtered. In an example, the set of monitoring tools attached to
monitoring port 840 is only inmterested in email packets, Thus, instead of sending the entire
network traffic to monitoring port 840, tap module 830 may filter ont the email packets and
forward the email packets to monitoring port 840 while directing ali other data packets to
monttoring port 842 {step 912). In an emtbodiment, a buffer component may be employed to
temporarily store data packets if network traffic congestion is cecwring at one of the
mMonHoring ports.

j8096] Once the data packets have flow to their respective monitoring ports, at a next step
914, the data packets are outputted 1o the designated set of monitoring tools.

{0097} As can be appreciated from one or more embodiments of the Invention, an inlegrated

switch tap arrangement provides a monitoring environment that is user-configurable. With a
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user-configurable tap module, administrators of networks have control over the type of data
packets that are monitored. By implementing switch and tap functionalities within a single
network device, routing and monitoring network traffic may concarrently exist without the
monitoring functionally ever having to be sacrificed 1o preserve the routing functionality
since each function is controlied by different processors. Also. by integrating the
functionalities into a single device, cost-saving may be had since less physical space is
required to store the hardware.

{0098} In cne aspect of the invention, the inventors realize that statistical data collected by
the monttoring tools about a high density network device, such as a network switch, are
usually not readily avatlable to an administrator and/or techuician. For example, to access the
statistical data collected, an adnmunistrator may have to go to a computer system and log omo
the system before the adnunistrator may be able to determine the health of the network
device. To facilitate monitorng, a quick and convenient method for retrieving the statisticat
data, such as the wtilization rate of each network port, may substantially reduce the time IT
persongel may spend on sapporting a network.

j00991 The inventors herein realized that the aforementioned visual performance display
arrangentent for a low density network device, such as a port aggregator, yway also be applied
1o a high density network device {e.g., network switch, router, etc.). In accordance with
embodiments of the invention, a high density network device with a visual performance
display arrangement is provided.

[00106] Fig. 10 shows, in an embodiment of the invention, a simple diggram of g partial view
of a visual performance display arrangement of a high density network device, such as an
mtegrated switch tap device.

{00181} To facilitate the monitoring of each network ports of a network device 1002, a port
indicator may be employed to display the status of a network port. In an example, network
device 1002 may include 32 network ports. Each of the network ports may be associated
with & LED port indicator {as shown by cluster of port indicators 1026). In an embodiment,
the color of the LED port indicator may provide a quick status of each network pori. laan
example, based on color legend 1018, a red LED indictor represents a network port that may
require immediate attention. However, a yellow LED indicator may represent a network port
that may bear watching. Whereas, a green LED mdicator may denote that the network port s

behaving as expected. For example, all but network port 19 has a green LED indicator.
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Unlike the prior art, an IT personnel may be able to quickly access the health of a network
port and promptly handle the anomaly,

j00102] In an embodiment of the invention, network device 1002 with a visual performance
display arrangement 1004 may be provided for displaving vital network parameters {e.g.,
real-tune utilization rate, average utilization rate, highest peak of traffic peaks, traffic types,
fault conditions, etc.). Visual display arrangement 1004 may be a non-opaque viewing
sereen, such as an LCD (iquid crystal display) screen.

{00193} In an embodiment, network parameters for each network port may be displayed. In
one embodiment, both the inbound port and the cutbound port of a network port may be
displayed. The network parameters may be displayed as text andior graphically.

{00104} In an embodiment, statistical data about a network port is being periodically updated.
Thus, the data that may be shown may reflect real-time numbers. In an example, for network
port 1 (1006} the inbound real-time ntthization rate 18 52250 percent {1008} and the outbound
real-time utilization rate 1s 46,122 percent (1010).

{00105 In another embodiment, highest peak statistical data for each network port may also
be displaved. In an example, the highest peak for inbound port of network port 1 has been
53,500 percent and 47.252 percent for onthound port. By having the data readily available,
IT personnel may quickly determine the health of a network port. With a visual performance
display arrangement, the task of monttoring the health of a network may hecome more
efficient since the network parameters may be visually available without accessing a
computer to retrieve the statistical data about a network port.

[00106] Due 1o physical limttation, the size of visual display arrangement 1004 may only be
able to visually display a limited amount of data. In an embodiment, the statistical data that
may be displayed may be cyvcled. In other words, to enable the data about each network ports
to be displayed, different methods may be employed to determine when the statistical data
mayv be cycled. In an example, the statistical data may be displaved based on a pre-defined
time period. In another example, a control component, such as a set of buttons 1012, may be
available 1o enable IT personnel to guickly retrieve the desired data parameters. As can be
apprectated from the foregoing. other physical implementation, such as rolling wheels, may
be utilized to scroll through the statistical data.

(00107} As can be appreciated from one or more embodiments of the invention, a visual

display arrangement for a high density network device provides a guick status of each port of
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the network device. With a visual display arrangement, 1T personnel may be able to mamtain
and monitor the health of the network. As a result, IT personnel nmay become more efficient
in monitoring the network and have more time to address anomalies that may require
attention.

{00108] While this invention has been described in terms of several preferred embodiments,
there are alterations, permutations, and equivalents, which fall within the scope of this
mvention. Although vartous examples are provided herein, it i3 intended that these examples
be illustrative and not limiting with respect to the invention.

[00109] Also, the title and summary are provided herem for convenience and should not be
usedd to construe the scope of the claims herein. Further, the abstract s written m g hnghly
abbreviated form and is provided herein for conventence and thus should not be employed to
construe or limit the overall invention, which is expressed i the claims. If the term “set™ is
emploved berein, such term is jatended to bave its commonly understood mathematical
meaning to cover zero, one, or more than one member. It should also be noted that there are
many alternative ways of implementing the methods and apparatuses of the present invention,
It is therefore intended that the following appended claims be interpreted as including alf such
alterations, permutations, and equivalents as fall within the true spint and scope of the present

myvention.
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CLAIMS
What 1s clauned 1s:
1. An arrangement in a network device for monitoring network traffic, comprising:

a set of network ports, said set of network ports mnclading a set of input network ports
for recetving said network traffic and a set of output network ports for outputting said network
traffic from said network device;

a switch chip, wherein said switch chip being configured at least for analyzing said
network traffic;

a set of monitoring ports, said set of monitoring ports being configured to receive said
network traffic from said set of network poris; and

a tap module, wherein said tap module being configured at least for intercepting at least
part of said network traffic flowing through said network device and forwarding said at least
part of said network traffic to at least one of said set of monitoring ports.

2. The arrangement of claim 1 Torther incloding a first processor, wherein said first processor
is configured at least for handling processes associated with said tap module, wherein said first
processor is not configured for handling processes of other components of said network device.
3. The arrangement of claim 1 wherein said tap module includes a mirroring functionality,
wherein said mirroring fonctionality includes duplicating said network traffic for forwarding
said network traffic to said set of monitoring ports.

4. The arrangement of claim 1 wherein said tap module includes a filtering functionality,
wherein said filtering functionality imchudes dentifving types of data packets from said
network traffic for forwarding to said at least one of said monitoring ports.

5. The arrangement of claim 4 wherein said hiltering functionality s user~configurable.

6. The arrangement of clatm 1 further including a set of uplink ports, wherein said set of
uplink ports is configured for receiving said at least part of said network traffic.

7. The arrangement of claim 6 wherein satd tap module is positioned between satd switch chip
andd said set of uphnk ports, wherein said tap module 1s contigured for intercepting said
network traffic before said network traffic is sent 1o said set of uphink pornis.

8. The arrangement of claym 7 further including a second tap module, wherein said second tap
module is posttioned between said switch chip and at least one uplink port of said set of uplink
ports, wherein said second tap module is not said first tap module.

9. The arrangement of claim 1 further incloding a buffering component, wherein said

buffering component is positioned between said tap module and said set of monitoring ports,
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wherein said buffering component is configured at least for managing network traffic to said
set of monitoring ports.

10, The arrangement of claim | wherem said tap module includes an aggregator functionality,
wherein said aggregator functionality mcludes aggregating data packets received from said set
of network ports,

P, An arrangement in a high density network device with an mternal tap module for
displaying statistical data pertaining to network traffic that traverses said high density network
device, comprising:

a power supply arrangement for providing power to circaitry of said high density
netwaork device;

a set of network ports, said set of network ports inclhuding a set of input network ports
for recerving said network traffic and a set of output network ports for outputting said network
traffic from said high density network device;

a logic arrangement for analyzing said network waffic and for displaying said statistical
data pertaining to said network traffic; and

a visual display arrangement, said visual display arrangement being configured to
display said statistical data, whereas said network traffic is configured to traverse said high
density network device between said set of input network ports and said set of output network
ports irvespective whether said power is provided to said circuitry of said high density network
device.

12, The arrangement of clamm 11 wherein said visual display arrangement 13 a non~opague
vIewing arrangement.

13. The arrangement of claim 12 wherein said visual display arrangement s an LCD (hqud
crysial display) screen.

14, The arrangement of claim {1 wherein said statistical data displayed on said visual display
arrangement is configured to be cyeled through.

15, The arrangement of claint 11 further including a port indicator, wheren said port indicator
1s configured to display status of a network port of said set of network ports.

16. The arrangement of claim 15 wherein said port indicator s a Hght-enutted dioded (LED)
port indicator.

17. A method for monitoring network traffic through a high density network device,
comprising:

receiving a phurality of data packets from a set of network pors;
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sending said plurality of data packets to a switch chip, wherein said switch chip is
configured at least for analyzing said network traffic;

intercepting at least part of said plurality of data packets when said plorality of data
packets 15 forwarded to a set of uplink ports, wherein said set of uplink potts is configored for
forwarding said plurality of data packets to other network devices, said intercepting s
performed by a tap module;

creating a set of data packets, wherein said set of data packets including said at least
part of said plurality of data packets, wherein said set of data packet is created by said tap
modude; and

sending said set of data packets 1o a set of monitoring ports.
18. The method of claimy 17 further including aggregating a first data packet of said plurality
of data packets and said second data packet of said plurality of data packets mto said set of data
packets.
19, The method of claim 17 further including filtering said set of data packets before sending
said set of data packets to said set of monitoring ports, wherein said filtering including
separating said set of data packets into a plurality of set of data packets based on user-
configurable conditions.
20. The method of claim 17 funthering including buffering said set of data packets if said set

of monitoring ports is unavailable for receiving said set of data packets.
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