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MUTUAL ACCESS BETWEEN SUCH SMART TERMINALS AND SUB-GATEWAYS
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(57) Abstract: Disclosed are a hierarchical hybrid
encryption method and device for a smart home
system, which comprise: configuring, between all
smart terminals and between the sub-gateways and
smart terminals under a same sub-gateway, an in-

1o tra-cluster encryption mechanism, and using sym-
metrical encryption and decryption for data trans-
missions and for mutual access between such
smart terminals and sub-gateways; configuring,
between the sub-gateways and between the sub-
gateways and the main home gateway, an in-

oo ter-cluster encryption mechanism, and using ID-
based encryption and decryption for data transmis-
sions and for mutual access between the sub-gate-
ways and between the sub-gateways and the main
home gateway. The method of the present inven-
tion wholly satisfies the security requirements of
smart home systems, taking advantage of the small
overheads and fast encryption of symmetric en-
cryption computation, and of the low deployment
and running costs etc., of ID-based encryption,
thus reducing installation and operational costs
while ensuring security.
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