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PICS: APPARATUS AND METHODS FOR PERSONAL MANAGEMENT
OF PRIVACY, INTEGRITY, CREDENTIALING AND SECURITY IN
.ELECTRONIC TRANSACTIONS

BACKGROUND OF THE INVENTION

1. Field of The Invention

The invention relates to the field of authentication, fraud detection and
prevention, security, cryptography and electronic and mobile commerce. More
particularly a Privacy, Integrity, Credentialing and Security System enables users
to manage themselves the privacy, credentialing, integrity, and security of their

electronic records and transactions.

2. Description of The Prior Art

Today applications that allow order placement, fulfillment and payment
by means of credit cards are common, whether at point of sales, or over the
Internet for so-called electronic-commerce. These applications are well known
in the art. They require the users to identify themselves by means of a pin code
and a name, with additional information such as date of birth, mother’s maiden
name, (part of) a social security number, expiration date, last transaction
amounts, or the like.

Service providers keep this information together with the pre-registered
templates, that include address and other personal data, and with the history of
the transactions. These “secrets” often are shared by the service providers, such
as banks, by depositing them with third parties such as credit bureaus, an
example of which is Equifax. These measures, while widely used with private
networks, are not very adequate for use with open networks such as Internet,
where identity easily can be stolen. Furthermore these systems are prone to
errors and omissions. It is difficult for consumers, who are the subject of these
secrets to know of their existence, and therefore to correct them. On top of that
these secrets are often used for purposes other than credentialing. Banks and
market place are known to collect and sell all or part of the information that their
clients entrusted them with for mercantile purposes, with neither the knowledge

nor authorization by the clients.
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For the purpose of Electronic Commerce various processes have been
devised for authenticating users and ensuring privacy of the data transmitted
between users. Government may designate and accredit service providers to
perform specific roles for secure data transmission, including digital or electronic
signatures.

Electronic commerce may require several distinct security elements:
authentication, secure communications, trusted third parties, electronic contracts,
digital payment systems, corporate information security. Solutions to the
problems include symmetric and asymmetric cryptography, public key
infrastructures (PKI), and X509 certificates.

Intra company transactions and data are protected to some extent by
firewalls. However most fraud occurs inside. Existing solutions for data
integrity and access control are more oriented towards extranet situations than
towards intra-net operations. PKI type solutions are not practical and expensive
for intranet usage.

At the business-to-business (B2B) level such solutions are provided by
trusted third parties, such as Identrus. This places the businesses at equal footing
and Identrus, a PKI consortium of banks is in control of the transaction and the
security, integrity and confidentiality issues surrounding it. Identrus provides the
so-called middleware that the banks use to provide management of all security
issues. The traditional banks provide a sufficient framework for legality and
trust to make this solution workable as a global B2B environment.

At a consumer-to-consumer level secure socket layer and pretty good
privacy are widely available, but do not provide a legal framework of trust that
can be upheld in court because of the lack of uniformity in the commercial codes
of various countries.

At a business-to-consumer (B2C) level the solutions are driven by the
businesses, they may offer the possibilities of registering for certificates, from
PKI services such as Verisign. However, the certificates issued by the PKI are
not really identifying the individual who requests them, nor the individual who
uses them. Also the business tends to build profiles of the users accessing the

business portal. Thus Amazon.com decided to declare these profiles a corporate
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asset, in order to improve its balance sheet. Trust-e is an organization that
promises its members to policy privacy issues related to electronic commerce.
But when Toysmart.com went into receivership, the US Commerce Department
itself had to go to court to prevent Toysmart to sell its customer profiles to the
highest bidder, in spite of its membership in Trust-e and its commitment to its
members to maintain their privacy at all time.

It is thus not evident that either business or government will guarantee
the privacy, the integrity and the security of data and transactions conducted over
computer networks.

There is thus a need in the art for systems that undeniably put individuals
or entities in control of the information regarding the transactions they conduct
and the items that concern these transactions, in order to provide privacy,

integrity, credentialing and security.

SUMMARY OF THE INVENTION

It is the object of the present invention to provide apparatus and methods
that allow consumers, small businesses and corporations alike to implement
processes and enforce policies allowing them to control and manage the privacy,
integrity, credentialing and security of all objects, transactions, documents,
entities and other items related to the execution of the transactions and the
maintenance of electronic records regarding the items involved in these
transactions. The invention is needed in the field of electronic commerce, order

fulfillment, groupware and the like.

The invention includes:

A computer or computerized device (server, desktop, laptop, personal
digital assistant, digital telephone) equipped with a biometrics measuring device,
connected to it by secure communication means, whether wired or wireless and
with software code permitting biometric authentication, symmetric or |
asymmetric encryption and decryption, middleware to manage secure
communication, secrets databases, access control, key management license

modules.

PCT/US02/00825
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When a consumer contacts a web portal with the purpose of conducting
electronic business transactions, the consumer uses the PICS system as follows:

Access the portal, by establishing a secure pipe on the network or world
wide web,

Transmit a software agent to the portal inviting the portal to conduct
business with the consumer,

An operator entitled to do so at the portal attaches a certificate to the
plug—in,

The certificate contains an order form, and a price quotation, and is
hashed. The hash, and the hash key are encrypted with the private key of the
sales operator and transmitted to the consumer, who decrypts it with the public
key of the operator according to the usual procedures known in the art.

The consumer then fills out the order form, hashes it attaches an
electronic signature including an identity and a proof of signature verification,
and transmits that message over the secure pipe to the sales operator,
who sends in a similar manner a sales acceptance notification.

All information is stored in the secrets databases of the transacting
parties.

As a result the personal privacy and the data integrity of the credentialed
consumer is kept secure, while the portal can use statistical evidence and non-
private information. The occurrence of the transaction cannot be repudiated. If
there is a need to verify the content of the data, both parties must participate in

order to make it possible to fully decrypt the data to a clear message.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates the apparatus.

FIG. 2 describes functional block diagrams.

PCT/US02/00825
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DESCRIPTION OF AN ILLUSTRATIVE EMBODIMENT OF THE
INVENTION

The foregoing brief description as well as further objects, features, and
advantages of the present invention will be understood more completely from the
following detailed description of the illustrative embodiments of the invention,
with reference to the accompanying drawings, in which:

A Biometrics Measurement Apparatus (1101,1102,1103,1104) produces
a dynamic biometric signature (1110) of a buyer (1000).

The buyer has registered a Signature Template (1001), it is encrypted and stored
securely in an secrets database(1200), that contains the Signer ID, the Signature-
Template (1002)and optionally other data like an authorization entitlement and
private RSA key for use with a PKI.

When the Biometrics Measurement Apparatus (BMA, 1100) is activated,
a Transaction Security Module (1300) creates a session key(1310). The session
key (1310) is kept in the secrets database(1200).

The session key combined with the identification number(1101) of the
BMA(1100) is used to encrypt the biometric signature data (BSD) (1110).
Asymmetric encryption can be used with RSA keys, or symmetric encryption
can be used with AES standard keys. Verification of the BSD (1110) with the
template (1002) if positive results in a Positive Signature Verification Message '
(1300). It is signed with the user’s RSA key, and thus secure and unchangeable,
guaranteeing the integrity of the information. Alternatively strong symmetric
encryption can be used. If negative, an exception handling occurs alerting the
buyer of an attempt at tampering or other unusual behavior of the BMA.

The buyer pushes, as known in the art, a software agent (1400) such as an applet,
to the seller’s (2000) portal (2100). This opens a secured pipe (4000) as known
in the art.

The buyer sends a hashed request for proposal (RFP) (1500) together
with the PSV (1300) to the seller over said secured pipe (4000). When the sales
portal (2100) receives the PSV (1300) secured RFP (1500), an authorized sales
person sends a standard X509 certificate (2001) to the buyer (1000), upon which
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the buyer (1000) returns a standard (Mf)S, SHAT1) hash key (1600), over said
secure pipe (4000). The seller (2000) uses the hash key to reconstruct the RFP
(1500). The seller (2000) than creates a proposal (2700), signs it digitally with a
private key (2002), attaches a public key (2003), and hashes the message with
said hash key (1600). Then the seller (2000) transmits the message over said
secure pipe (4000) to the buyer (1000). A MAC guarantees the message
integrity, as known in the art. The MAC is stored in the buyer’s secrets database
(1200). This is also done at the seller’s (2000) secrets database (2200).

In similar ways, upon acceptance of the proposal (2700), the buyer sends an
electronically signed purchase order (1710) to the seller(2000), who returns an
electronically signed sales agreement(2710). Alternatively these transactions
may be linked to third party information systems (3000), such as the buyer’s
electronic banking system (3100), or the sellers order fulfillment system (3200).
Upon termination of the transaction the software agent (1400) removes all traces
of the transaction from the sellers (2000) website (2100), with the exception of
the information stored in the seller’s secrets database (2200), and the secured
pipe (4000) is closed.

Since all items related to the transaction are stored in the secrets database
(1200, 2200) of both buyer (1000) and seller (2000), all transactions are
traceable. Information maybe reconstructed with guaranteed integrity, when
required. Private information may only be made “clear” with permission of both
seller and buyer and always under the control of the buyer, since the buyer is the
keeper of the session key (1310), required to regenerate the original
authorization to start the transaction.

Neither the seller nor the buyer can repudiate the transaction, since both
appended electronic signatures to the transaction records. Because all the
information is hashed when stored, no changes can be made to it and that
guarantees the integrity of the transaction records. The content of the secrets
databases can only be revealed when buyer and seller agree and exchange the
necessary encryption keys. That warrants the confidentiality of the transaction

data, without restricting the usage of the data for statistical purposes.
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Key management and keﬁr loadiﬁg is the responsibility of the transacting
parties (1000,2000). They can request supervision from Trusted Third Parties
(3000).

Although preferred embodiments of the invention have been disclosed for
illustrative purposes, those skilled in the art will appreciate that many
additions, modifications, and substitutions are possible without departing from

the scope or spirit of the invention as described above.
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What is claimed is the following:
1. A method for secure peer-to-peer electronic commerce.

2. The method of claim 1 whereby biometric means assure the positive proof of

participation of individuals.

3. The method of claim 2 whereby the privacy of the participating individuals is

assured.

4. The method of claim 3 thereby assuring the integrity of the data resulting of the

transaction.

5. The method of claim 4 thereby relying on credentialing to determine the

entitlement of the individuals involved in the electronic transaction.

6. The method of claim 1 whereby asymmetric encryption is used in an open Public

Key Infrastructure.

7. The method of claim 1 whereby symmetric encryption is used in a private closed

infrastructure.

8. The method of claim 6 whereby the certificate used in the Public Key
Infrastructure belongs to a single portal and is complemented with the biometrics and
credentialing of the participating individuals to generate unique instances of derived
certificates, whereby the participants in the transaction do not require a separate

certificate thanks to the method of claim 2.
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Biometrics Measurement Apparatus (BMA, 1100) produces
BSD (1110) of buyer (1000)

v

Buyer's (1000) registered signature template is encrypted
and stored in a secrets database (1200)

'

When BMA (1100) is activated, a Transaction Security
Module (1300) creates a session key (1310)

'

Session key (1310) stored in secrets db 1200

'

The session key (1310) combined with the BMA's (1100)
identification number(1101) is used to encrypt the BSD
(1110)

'

Asymmetric or symmetric encryption

'

BSD (1110) verified against template (1002)

|

If positive, results in a PSV (1300)

If negative results in
exception handling

It is signed with the buyer's electronic signature

l

The buyer pushes a sogtware agent (1400) to the seller's
portal

'

A secured pipe (4000) is opened |

'

Buyer sends a hashed RFP (1500) together with the PSV
(1300) to the seller (2000) over secured pipe (4000)

l

When sales portal (2100) receives PSV (1300) secured RFP
(1500), an authorized sales person sends a X509 certificate
(2001) to the buyer (1000)

SUBSTITUTE SHEET (RULE 26)
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'

Buyer (1000) returns hash key (1600) over the secure pipe
(4000)

'

Seller (2000) reconstructs RFP (1500) with hash key (1600)

'

Seller (2000) creates proposal (2700), signs it digitally with a
private key (2002), attaches public key (2003) & hashes
message with hash key (1600)

'

Seller (2000) transmits message over secure pipe (4000) to
buyer (1000). A MAC guarantees message integrity and is
stored in buyer's secrets database (1200) and in seller's
secrets database (2200)

¥

Upon acceptance of proposal (2700), buyer sends an
electronically signed purchase order 91710) to seller

'

Seller returns an electronically signed sales agreement '
(2710) R

2

Upon terminating transaction software agent (1400) removes

traces from the sellers website (2100) with the exception of

the information stored in the seller's secrets database, and
the secured pipe is closed

Buyer & Seller send
—————p»{ clear information to third
party information
systems (3000)

SUBSTITUTE SHEET (RULE 26)
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