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FIG. 1A

user having an administrative privilege with respect to the ma-
chine-readable link, the system sends, to the first device, a response
containing information to allow performance of management with re-
spect to the machine-readable link.
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RESPONSE TO A MACHINE-READABLE LINK

Background
[0001] Various types of machine-readable links, such as one- or two-dimensional

barcodes, digital watermarks, images, text, and the like, may be optically readable by a
computing device with an image capture device. Such machine-readable links may be
encoded or associated with various types of information. In some examples, a
machine-readable link may be encoded or associated with information identifying

content accessible over a network.

Brief Description Of The Drawings

[0002] Some implementations are described with respect to the following figures.

[0003] Figs. 1A and 1B are flow diagrams of processes performed by a linking

system, according to various implementations.

[0004] Fig. 2 is a block diagram of an example arrangement including a

computing device and a linking system, according to some implementations.

[0005] Fig. 3 is a flow diagram of a process performed by a linking system,

according to further implementations.

[0006] Fig. 4 is a flow diagram of a process performed by a computing device

according to some implementations.

Detailed Description

[0007] In some implementations, a machine-readable link can refer to an image
associated with a linking system that is optically readable by a computing device,
using an image capture device (e.g. a camera, a scanner, or any other device
capable of capturing an image of a target object), to determine payload information
with which the computing device may obtain access to content assigned to the
image by the linking system. A computing device may provide payload information,
determined from a captured image of a machine-readable link, to the linking system to
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access content associated with the machine-readable link by the linking system. In
such examples, the determined payload information provided to the linking service may
indicate to the linking system that the computing device captured the machine-readable
link with an image capture device. In some examples, a computing device can refer to
a desktop computer, a laptop (or notebook) computer, a workstation, a tablet computer,
a mobile phone, a smart device, a server, a blade enclosure, or any other processing

device or equipment.

[0008] A machine-readable link can include at least one of a bar code (e.g. a
one-dimensional bar code, a two-dimensional bar code, a matrix bar code, a QUICK
RESPONSE CODE (QR CODE), or the like), a digital watermark, a target image
such as a printed photograph, target text, a three-dimensional object (e.g. a building,
a sign, etc.), or the like. In some examples, a machine-readable link can include the
payload information encoded or embedded in the machine-readable link. In some
examples, a machine-readable link such as digital watermark can include the
payload information encoded or embedded in a carrier image. In other examples, a
machine-readable link may not contain encoded or embedded payload information.
In such other examples, a computing device using an image capture device may
determine the payload information based on features, characteristics, or other

aspects of the machine-readable link.

[0009] In some implementations, “content” assigned to a machine-readable link
may be any suitable type of information that may be accessed (e.g. retrieved,
viewed, etc.) over a network, such as video data, audio data, image data, a web
page, a uniform resource identifier (URI) (such as a uniform resource locator (URL))
for web content, or the like. Content assigned to a machine-readable link can also
be referred to as “payoff content.” As used herein, a network can include, for
example, a local area network (LAN), a wireless local area network (WLAN), a virtual
private network (VPN), the Internet, or the like, or a combination thereof. In some
examples, a network can include a telephone network (e.g. a cellular telephone
network).
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[0010] In some implementations, a “linking system” can be a system
implemented by one or more computing devices to create and manage machine-
readable links, and to create and manage the assignment of content to respective
machine-readable links. In some examples, a linking system can assign content to
respective machine-readable links and provide access, by a computing device, to the
payoff content assigned to a given machine-readable link in response to an
indication that the computing device has captured an image of the given machine-

readable link.

[0011] A link producer can refer to a user that specifies payoff content to be
associated with a machine-readable link. A link consumer can refer to a user that
seeks to retrieve (such as for viewing or for another purpose) the payoff content of a
machine-readable link.

[0012] A link producer may dynamically vary the payoff content associated with a
given machine-readable link, based on one or multiple factors. For example, the link
producer may specify that different payoff content is to be associated with the given
machine-readable link at different times. Varying the payoff content for different
times can be performed for purposes of recycling the given machine-readable link
over time. For example, during a first time interval, the link producer can specify that
first advertising content is to be associated with the given machine-readable link. In
a second time interval, the link producer can specify that different advertising content
is to be associated with the given machine-readable link. In this manner, the link
producer does not have to acquire different machine-readable links for different

payoff content does not have to be obtained for different payoff content).

[0013] More generally, the link producer may specify that different payoff content
is to be associated with the given machine-readable link based on one or multiple
factors selected from among any or some combination of the following: a location of
a computing device that detected the given machine-readable link, a timestamp from
the computing device, historical data associated with usage of the given machine-
readable link, information about characteristics of the computing device, information



WO 2015/167499 PCT/US2014/036058

4

about an environment of the computing device, and information about the link

consumer.

[0014] Traditionally, to manage association of payoff content with a machine-
readable link, a link producer may use a management portal, which can be a website
or another portal. The link producer can log into the management portal. Once
logged into the management portal, the link producer can search for a target
machine-readable link that is to be updated, and the link producer can then perform
a link updating workflow to update the payoff content of the machine-readable link.
However, such a process for managing a machine-readable link may not be
convenient to use, especially for a user who is not familiar with the management
portal or who does not remember specific information about the machine-readable
link to be managed.

[0015] In accordance with some implementations, techniques or mechanisms are
provided to allow for more convenient performance of management tasks with
respect to machine-readable links. Fig. 1A is a flow diagram of a process that can
be performed by a linking system according to some implementations. The linking
system receives (at 102) a user identifier and a link identifier to identify a machine-
readable link in an image captured by a computing device. In some
implementations, the user identifier and the link identifier may be included in a
message received by the linking system from the computing device, where the
message provides an indication that the computing device has detected the
machine-readable link.

[0016] A user identifier can uniquely identify a user, and can include any one or
some combination of the following: text, characters, symbols, an image, and so
forth. For example, the user identifier can be a username, an email address, and so
forth. Alternatively, a user identifier can uniquely identify a computing device (or a
set of computing devices) that is associated with a user (or multiple users). For
example, the user identifier can be an address or a set of addresses, such as one or
multiple Medium Access Control (MAC) addresses or other types of addresses of the
computing device(s) associated with the user(s).
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[0017] A link identifier can uniquely identify a respective machine-readable link.
The link identifier can be derived based on detection by the computing device of the
respective machine-readable link in an image captured by the computing device. As
an example, the computing device can be derived by decoding the link identifier in
the captured image. As another example, the computing device can compare the
captured image to a database of images containing machine-readable links to
identify a matching one of the machine-readable links. The database can contain
link identifiers for the respective machine-readable links. The link identifier for the
matching machine-readable link can be retrieved from the database for use as the
link identifier of the detected machine-readable link.

[0018] The linking system determines (at 104) whether the user identifier
indicates a user having an administrative privilege with respect to the machine-
readable link. As noted above, the user identifier can be an identifier of a user, or
alternatively, can be an identifier of a computing device used by the user. The user
identifier indicates a user having an administrative privilege if the user identifier
identifies such a user, or the user identifier identifies a computing device of the user.
A user having an administrative privilege can be a link producer, for example, or any
other user that has been designated to have the administrative privilege. For
example, the link producer may designate that one or multiple other users can have
an administrative privilege with respect to the machine-readable link. A user having
an administrative privilege with respect to the machine-readable link is a user that
can perform a management task with respect to the machine-readable link, such as
to view analytics information associated with the machine-readable link, update
payoff content of the machine-readable link, or another management task (example
management tasks are discussed further below).

[0019] In response to determining (at 104) that the user identifier indicates a user
having the administrative privilege with respect to the machine-readable link, the
linking system sends (at 106), to the computing device, a response containing
information to allow performance of management with respect to the machine-

readable link.
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[0020] In further implementations, the sending of the response to allow
performance of management with respect to the machine-readable link can further
be based on an identifier of an application that sent a request that includes the user
identifier and the link identifier. The identifier of the application can be used to
confirm that the application is capable of performing the management. If the linking
system determines that the identified application at the computing device is not
capable of performing the management with respect to the machine-readable link,
then the linking system can decide not to send the response to computing device to
allow performance of management with respect to the machine-readable link.

[0021] In some examples, the information contained in the response can include
analytics information that relates to past usage with respect to the machine-readable
link. For example, the analytics information can include the number of times the
machine-readable link was detected in images captured by one or multiple
computing devices. The analytics information can also record the types (e.g. brands,
models, etc.) of computing devices that have been used to capture images
containing the machine-readable link. The analytics information can also identify
characteristics of such computing devices, including types of operating systems,
types of processors, and so forth. Additionally, the analytics information can include
information specifying usage of payoff content associated with the machine-readable
link. For example, the analytics information can indicate whether a link consumer
clicked on a hyperlink included in the payoff content, a length of time the payoff
content was viewed, whether the payoff content was forwarded by the link consumer

to another user, and so forth.

[0022] Other examples of management tasks can include modification of the
payoff content of the machine-readable link. The link producer can change the
payoff content of the machine-readable link, or the link producer can delete and

insert a new payoff content for the machine-readable link.

[0023] Another example of a management task that can be performed with
respect to the machine-readable link is the specification of a location of the machine-
readable link. A link producer can communicate location information of an object that



WO 2015/167499 PCT/US2014/036058

7

includes the machine-readable link, and this information can be recorded in a
database that correlates machine-readable links to their corresponding locations. As
an example, at a conference, sporting event, retail store, and so forth, there can be a
high density of objects containing respective machine-readable links (where the
objects can be in close proximity with each other). The density of the objects can be
such that Global Positioning System (GPS) coordinates obtained by GPS receivers
may not be adequate to distinguish locations of the objects. In other examples, the
objects may be located in a building where GPS receivers are unable to obtain GPS
signals. To address the foregoing issues, an administrative user can manually
specify the location of a given object that contains a machine-readable link, and

communicate that location to a remote system.

[0024] Fig. 1B is a flow diagram of a process that can be performed by a linking
system according to further implementations. The linking system receives (at 120) a
user identifier and a link identifier to identify a machine-readable link in an image

captured by a computing device.

[0025] The linking system determines (at 122) whether the user identifier
indicates a link consumer or a user having an administrative privilege with respect to
the machine-readable link. In response to determining (at 122) that the user
identifier indicates a link consumer, the linking system sends (at 124) payoff content
of the machine-readable link to the computing device, for viewing or other use at the

computing device.

[0026] On the other hand, in response to determining (at 122) that the user
identifier indicates a user having the administrative privilege with respect to the
machine-readable link, the linking system sends (at 126), to the computing device, a
response containing information to allow performance of management with respect

to the machine-readable link.

[0027] Fig. 2 is a block diagram of an example arrangement that includes a
computing device 202 and a linking system 204. The linking system 204 can
communicate with the computing device 202 over a network 203. Although just one
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computing device 202 and one linking system 204 is shown in Fig. 2, it is noted that
in other implementations, multiple computing devices 202 and/or multiple linking
systems 204 can be provided.

[0028] The computing device 202 includes one or multiple processors 204 and a
non-transitory machine-readable storage medium (or storage media) 206, which can
store an application 208. The application 208 can be in the form of machine-
readable instructions executable on the processor(s) 204. A processor can include a
microprocessor, microcontroller, processor module or subsystem, programmable
integrated circuit, programmable gate array, or another control or computing
resource. The computing device 202 includes a network interface 220 that is able to

communicate over the network 203.

[0029] A machine-readable storage medium can refer to any electronic,
magnetic, optical, or other physical storage apparatus to contain or store information,
such as executable instructions, data, and the like. For example, any machine-
readable storage medium described herein may be any of a dynamic or static
random access memory, an erasable and programmable read-only memory
(EPROM), an electrically erasable and programmable read-only memory
(EEPROM), a flash memory, disk-based storage device such as a magnetic disk

drive or optical disk drive, a solid state drive, or another types of storage device.

[0030] The application 208 can be an application used to perform access of
payoff content of machine-readable links or management of machine-readable links.
In some implementations, the application 208 can be selectively set to a consumer
mode and an administrative mode. In the consumer mode, the application 208 is
used for the purpose of retrieving and viewing (or otherwise using) payoff content
associated with a machine-readable link. In the administrative mode, the application
208 can be used to perform management tasks (such as those discussed above)

with respect to the machine-readable link.

[0031] In other examples, different applications can be used by a link consumer
and an administrative user, respectively. A first application can be invoked by a link
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consumer to access payoff content of a machine-readable link. A second, different
application can be invoked by an administrative user to perform management with
respect to a machine-readable link.

[0032] The computing device 202 further includes an image capture device 210,
which is able to capture an image of an object 212 that includes a machine-readable
link 214. The object 212 can be a document, a paper or other substrate, a three-
dimensional object, a display screen, and so forth. The application 208 can process
the image of the object 212 to detect the machine-readable link 214, such as by
comparing the image of the object 212 (or a portion of the image of the object 212)
with a database of images of machine-readable links to identify a matching machine-
readable link.

[0033] The computing device 202 also includes a display device 216, which can
display a user interface (Ul) 218. If the application 208 is set in the consumer mode,
then the Ul 218 allows a user of the computing device 202 to view the payoff content
associated with the machine-readable link 214. If the application 208 is set in the
administrative mode, then the Ul 218 is a management Ul that includes various user-
selectable control items to allow a user to perform management tasks with respect to
the machine-readable link 214. The management Ul 218 can also be used to

display analytics information associated with the machine-readable link 214.

[0034] The linking system 204 includes a network interface 224 to communicate
over the network 222. In addition, the linking system includes one or multiple
processors 226, and a non-transitory machine-readable storage medium (or storage
media) 228.

[0035] The machine-readable storage medium (or storage media) 228 can store
link control instructions 230, a link-payoff database 232, and an administrative user
identifier database 234. The link-payoff database 232 associates machine-readable
links with corresponding payoff content. The administrative user identifier database
234 includes one or multiple identifiers of users with administrative privileges with
respect to one or multiple machine-readable links.
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[0036] The link control instructions 230 are executable on the processor(s) 226 to
perform various tasks, including tasks depicted in Fig. 1A or 1B. As examples, the link
control instructions 230 can include a user resolver 230-1, a link resolver 230-2, and
an administrative control logic 230-3. The user resolver 230-1 can determine
whether or not a user identifier received from the computing device 202 indicates a
link consumer or a user with an administrative privilege. As examples, the user
resolver 230-1 can compare the received user identifier with identifier(s) in the
administrative user identifier database 234. If the received user identifier matches
any of the identifier(s) in the administrative user identifier database 234, then the
user resolver 230-1 determines that the received user identifier indicates a user with
an administrative privilege. On the other hand, if the received user identifier does
not match any of the identifier(s) in the administrative user identifier database 234,
then the user resolver 230-1 determines that the received user identifier indicates a

link consumer.

[0037] The link resolver 230-2 uses a link identifier received from the computing
device 202 to retrieve corresponding payoff content from the link-payoff database
232. In some implementations, the link resolver 230-2 can use the link identifier and
at least one additional factor to identify the payoff content to retrieve. For a given
link identifier, there can be multiple payoff content that can be selected based on the
at least one factor. As noted above, the at least one factor is selected from among
any or some combination of the following: a location of the computing device 202
that detected the given machine-readable link, a timestamp from the computing
device 202, historical data associated with usage of the given machine-readable link,
information about characteristics of the computing device 202, information about an

environment of the computing device 202, and information about the link consumer.

[0038] The location of the computing device 202 may be indicated by location
information, such as GPS coordinates or other location information, from the
computing device 202. The historical data can include data relating to information
previously served to the computing device 202 for the machine-readable link, such
as payoff content selected by a link consumer.



WO 2015/167499 PCT/US2014/036058

11

[0039] Information about the characteristics of the computing device 202 can
include any or some combination of the following: a brand of the computing device
202, a version of the computing device 202, an operating system of the computing
device 202, a version of the operating system, a display size or resolution, an
installed application, and so forth. Information about the environment of the
computing device 202 can include any or some combination of the following: a
temperature, a brightness, a humidity, and so forth. Information about the link
consumer can include any or some combination of the following: age, gender, social

networking activities, user authentication information, and so forth.

[0040] The administrative control logic 230-3 can provide a response and can
perform management tasks with respect to a machine-readable link, in response to
the user resolver 230-1 determining that a user identifier indicates a user with an

administrative privilege.

[0041] Fig. 3 is a flow diagram of a process of the linking system 204 according
to further implementations. Tasks 120, 122, and 124 in Fig. 3 are the same as or
similar to respective tasks in Fig. 1B. Fig. 3 further depicts additional tasks that can
be performed by the link control instructions 230 of the linking system 204. In
response to determining that the user identifier indicates a user having an
administrative privilege with respect to a machine-readable link, the linking system
204 can send (at 302) analytics information associated with the machine-readable
link to the computing device 202. In addition, the linking system 204 can send (at
304) the payoff content of the machine-readable link to the computing device 202.
The linking system 204 can also receive (at 306) modification information from the
computing device 202 to modify the payoff content of the machine-readable link.
The modification information can include a message (or messages) specifying a
change to be made to the payoff content. In addition, the linking system 204 can

receive (at 308) location information of an object including the machine-readable link.

[0042] Fig. 4 is a flow diagram of a process performed by the computing device
202, according to some implementations. More specifically, the task of Fig. 4 can be
performed by the application 208 of Fig. 2 that runs in the computing device 202.
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[0043] The application 208 receives (at 402) authentication information from a
user of the computing device 202. The application 208 then authenticates (at 404)
the user based on the received authentication information. The authentication
information can include a user identifier as well as other information, such as a

password, a security key, or other information useable for authenticating the user.

[0044] The application 208 determines (at 406) whether the user identifier
indicates a link consumer or a user with an administrative privilege. This
determination is used by the application 208 to selectively set the application 208
into a consumer mode or an administrative mode. If the user identifier indicates that
the user is a link consumer, then the application 208 sets (at 408) itself in the
consumer mode, where detection of a machine-readable link causes the application
208 to retrieve payoff content for consumption (viewing or other use) by the user.

[0045] On the other hand, if the application 208 determines that the user
identifier indicates a user with an administrative privilege with respect to the
machine-readable link, then the application 208 sets (at 410) itself in the
administrative mode. In the administrative mode, the application 208 can receive a
response that contains information to allow for management with respect to the

machine-readable link.

[0046] Using techniques or mechanisms according to some implementations, an
administrative user may more easily perform management tasks with respect to a
machine-readable link. The administrative user can manage a machine-readable
link without having to remember specific information about the machine-readable
link, since the administrative user can simply capture the machine-readable link that
the administrative user wishes to manage to trigger the ability to perform

management tasks.

[0047] As discussed above, machine-readable instructions for performing tasks
according to some implementations can be stored on one or multiple computer-
readable or machine-readable storage media. Such computer-readable or machine-
readable storage medium or media is (are) considered to be part of an article (or
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article of manufacture). An article or article of manufacture can refer to any
manufactured single component or multiple components. The storage medium or
media can be located either in the machine running the machine-readable
instructions, or located at a remote site from which machine-readable instructions

can be downloaded over a network for execution.

[0048] In the foregoing description, numerous details are set forth to provide an
understanding of the subject disclosed herein. However, implementations may be
practiced without some of these details. Other implementations may include
modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.
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What is claimed is:

1. A method comprising:

receiving, by a system, a user identifier and a link identifier to identify a
machine-readable link in an image captured by a first device;

determining, by the system, whether the user identifier indicates a user having
an administrative privilege with respect to the machine-readable link; and

in response to determining that the user identifier indicates a user having the
administrative privilege with respect to the machine-readable link, sending, by the
system to the first device, a response containing information to allow performance of

management with respect to the machine-readable link.

2. The method of claim 1, wherein the receiving comprises receiving a message
containing the user identifier and the link identifier, the message indicative of capture

of the image containing the machine-readable link by the first device.

3. The method of claim 1, further comprising:
receiving, by the system from the first device, modification information to
modify payoff content associated with the machine-readable link, the modification

information being responsive to the response.

4. The method of claim 1, wherein the user identifier and the link identifier are
received in association with a request, the method further comprising receiving an
identifier of an application in the first device used to make the request, wherein
sending the response is further based on the identifier of the application.

5. The method of claim 1, further comprising:

receiving, by the system from the first device, information identifying a location
of an object including the machine-readable link, the information being responsive to
the response.
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6. The method of claim 5, further comprising:
recording, by the system, the information identifying the location of the object

in a database that correlates machine-readable links with corresponding locations.

7. The method of claim 1, wherein sending the response comprises sending the
response that includes analytics information relating to usage of the machine-
readable link.

8. The method of claim 1, further comprising:

determining, by the system, whether the user identifier indicates a consumer
of the content associated with the machine-readable link; and

in response to determining that the user identifier indicates the consumer of
the content associated with the machine-readable link, sending, by the system to the
first device, the content for viewing at the first device.

9. A system comprising:
at least one processor to:

receive a message including a user identifier and a link identifier to
identify a machine-readable link in an image captured by a first device, the message
being indicative of detection of the machine-readable link by the first device;

determine whether the user identifier indicates a consumer of content
associated with the machine-readable link or a user having an administrative
privilege with respect to the machine-readable link;

in response to determining that the user identifier indicates a user
having the administrative privilege with respect to the machine-readable link, send,
to the first device, a response containing information to allow performance of
management with respect to the machine-readable link; and

in response to determining that the user identifier indicates the
consumer of the content associated with the machine-readable link, send, to the first
device, the content for viewing at the first device.
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10.  The system of claim 9, wherein sending the content for viewing at the first
device comprises sending dynamic content that is variable according to at least one
parameter received by the system, the at least one parameter selected from the
group consisting of a location of the first device, a timestamp from the first device,
historical data associated with usage by the user relating to the machine-readable
link, information regarding the first device, information about an environment of the

first device, and information about the user.

11.  The system of claim 9, wherein sending the response comprises sending the
response that includes analytics information associated with usage relating to the

machine-readable link.

12.  The system of claim 9, wherein the at least one processor is to further:

receive, from the first device, modification information to modify content
associated with the machine-readable link, the modification information being
responsive to the response.

13.  An article comprising at least one non-transitory computer-readable storage
medium storing instructions that upon execution cause a computing device to:
determine, based on a user identifier, whether to selectively set an application
running in the computing device in a consumer mode or an administrative mode;
if the application is set in the administrative mode:
send, by the application to a system in response to detection of the
machine-readable link, the user identifier and a link identifier to identify a machine-
readable link in an image captured by the computing device;
receive, by the application from the system, a response containing
analytics information associated with usage relating to the machine-readable link;
and
cause display of the analytics information in the response.
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14.  The article of claim 13, wherein the instructions upon execution cause the
computing device to further:
if the application is set in the consumer mode:

send, by the application to the system in response to detection of the
machine-readable link, the user identifier and the link identifier;

receive, by the application from the system, payoff content associated
with the machine-readable link; and

cause display, by the application, of the payoff content.

15.  The article of claim 13, wherein the instructions are executable to:
if the application is in the administrative mode, cause display, by the
application, of a management user interface including at least one control item

selectable to modify payoff content associated with the machine-readable link.
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