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(57) Abrégé/Abstract:

Systems consistent with the present disclosure may include a plurality of user mobile devices to generate an alert based on an
incident, and crowd-sourced user mobile devices and subscriber mobile devices to receive an alert notification within a mobile alert
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(57) Abrégé(suite)/Abstract(continued):

network. Systems may also include a computer server communicatively coupled to the mobile devices to receive the alerts from the
user mobile devices and to send the alerts to the crowd-source user mobile device and subscriber mobile devices according to a
proximity rule. The user mobile and crowd-sourced user mobile devices are to send messages related to the incident to each
mobile device via the computer server. A subset of the crowd-sourced-user mobile devices or subscriber mobile devices is to
receive each alert notification. The user mobile devices and the crowd-sourced-user mobile device are to send messages related to
the incident to each mobile device via the computer server.
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(57) Abstract: Systems consistent with the present disclosure may include a plurality of user mobile devices to generate an alert
based on an incident, and crowd-sourced user mobile devices and subscriber mobile devices to receive an alert notification within a
mobile alert network. Systems may also include a computer server communicatively coupled to the mobile devices to receive the
alerts from the user mobile devices and to send the alerts to the crowd-source user mobile device and subscriber mobile devices ac-
cording to a proximity rule. The user mobile and crowd-sourced user mobile devices are to send messages related to the incident to
each mobile device via the computer server. A subset of the crowd-sourced-user mobile devices or subscriber mobile devices is to
receive each alert notification. The user mobile devices and the crowd-sourced-user mobile device are to send messages related to
the incident to each mobile device via the computer server.
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ANOVEL ALERT NOTIFICATION ANB MESSAGING SYSTEM

PRIORITY

This disclosure ¢laims priority to U.S. Provisional Patent Application No. 61/871871 filed
August 30, 2013 entitled “Parsonal Safety Alert System,” ULS. Provisional Patent Application
No. 617879666 filed September 13, 2013 entitied “Maobile Fall Detection and Alert System,”
U.S. Provisional Patent Application No, 61/8913820 filed October 16, 2013 entitled
“Emergency Telephory Crowd-Sourcmng Alert System,” ULS. Provisional Patent Application
Neo. 61/894937 filed October 24, 2013 entitled “Emergency Telephony Crowd-Sourcing
Information System,” and U.S. Provisional Patent Application No. 61/927460 filed January
14, 2014 entitled “Safety Alert Messaging and Notification System” wherein they are

meorporated by reference 1u their entirety.

FIELD
This disclosure pertains to an alert notification and messaging system, and in particular
.

{but not exclusively), to techniques for transmitting alerts and distributing the alerts among

mobile devices related to incidenis in real {ime.

BACKGROUND
The North Arcerican Numbering Plan has assigned the elephone nuoder 9-1-1

ag the primary emergency contact number in the United States. Many other countries use similar
three-digit telephone mumbers to allow reporting of emergency meidents, Por example, Ausiralia
uses the three-digit telephone number 0-0-0 and the European Union uses 1-1-2

ney telephone rumber 10 summon emergeney

Typically, when one uses an emerge
agsistance, only public safety dispaichers and responding public safety personnel are made aware
of the emergency meident in real-timne. However, persons nearby the scene of the incident may
have acocess to valuable information but may be completely unaware that an erasgency situation

18 OCCUTTIBg,.

Accordingly, 4 need exists to corumunicate the cocurrence of an incident in real
time and to obtain and share valnable information about the incident to emergency agencics, law
enforcement, and family members of persons at or near the scene of an incident. The present

disclosure addresses such a need.

SUMMARY
The following sumrnary s included 0 order to provide a basic understanding of

some aspects and features of the present disclosure. This summary is not an exiensive overview of

the disclosure and as such it 15 not mfended to particularly identify key or critical elernents of the
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disclosure or to delineate the scope of the disclosure. s sole purpose 1s fo present some concepts
o the disclosure 1 a simplified form as a prefude to the more detailed description that is
presented below.
Systerns and methods of the present disclosure pertam to alert notification

systerns and in particular to fechniques for sending alerts and exchanging information during
emergency meidents. Systems consistent with the present disclosure may mehide a phurality of
mobile devices, the pluralily of mobile devices inchide user mobile device(s) to generate an alert
based on an incident, crowd-sourced-user mobile device(s) to receive a notification of the
generated alert, and subscriber mobile device(s) to receive the notificalion of the generated alert.
Systems may also include a computer server cormmunicatively coupled 1o the plurality of raobile

evices via a mobile alert network, the computer server to receive the generated alert from the
user mobile device(s) and to send the generated alert to the crowd-source-aser mobile device(s)
and the subscriber mobile device(s) according to a proximity rule. The user mobile device(s) and
the crowd-sourced user mobile device(s) are to send messages related to the incident to each of
the plurality of mobile devices via the conputer se:rve:r(s) i the network, Ondy 2 subset of the
crowd-sourced-user mobile devices or a subset of the subscriber mobile devices receives the
notification of each generated alert. The user mobile device(s) and the crowd-sourced-user mobile
device(s) are to send messages related to the meident 1o each mobile device via the computer

server(s) in the network.

BRIEF DESCRIPTION OF THE DRAWINGS

To facilitate understanding, identical reference numerals have been used, where
possible, to designate identical elements that are common to the drawings. The drawmgs are not
o scale and the relative divnensions of various elements in the drawings are depicted
schematically and not necessarily 1o scale. The technigues of the present disclosure may readily
be understood by considering the following detailed description in conjunction with the
accompanying drawings, in which:

FIGL T 8 0 exemplary fayout of several software and hardware componenis of

2 syslem ¢ ent with the present disclosure

FIG. 2 is an exemplary layout of an alert distributed through a system consistent

with the present disclosure.

FIiz, 3 ¢ an exemplary lavoud Hhustiating the travgmussion of dala when a ranbile

device is used o contact omergency assiglance,

FIG. 4 13 an exemplary mobile device display that lusirates the location of a user
mabile device in relation to a crowd-sourced-user mobile device,

FIG. § 1s an exemplary mobile device dispiay that allows a user to transmit and
view messages related to an incident from a mobile device within a mobile alert network,
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FIG. 6 18 an exemplary conirol display that may be used by public safety
personne} 1o monitor messages related to a crowd-sourced emergency call or other crowd-sourced
alert trigger.

1
H
i

5 FIG. 7 is an exemplary control display that may be used by public safety
personnel to monitor various related message groups.

FIG. 8 is an illustration of a control display 860 of a public-service-agency use

4

wterface that enables a public service agency to create a global boundary around a location of an
weident such that each mobile device withun the global boundary 15 sent an alert or alert
10 notification from a public agency.
FiG. 9 18 yvet another ilustration of a control display 900 of a public-service-
agency user mterface that enables a user to change the global boundary.
FIG. 10 1s an exenplary layout illustrating a process of generating and
fransmitting alert notification{s) to crowd-sourced-user mobile devices and subscriber roobile
15 devices.
FIG. 11 1s an illustration of the locations of a subscriber mobile device and
crowd-sourced-oser mobile devices in relation to & user mobile device that issued the alert.
FIG. 12 18 an dlustration of an exeraplary process for generating alerts o
subscriber mobile devices when 4 user mobile device arrives at a location where the aggregate
20 number of erime incidents within a predetermuined time period exceeds a threshold value.
FIG. 13 18 an exemplary illustration of two mobile device display screenshots
showing a hist of subscribed user roobile devices along with the type of notifications o be
received by a subscribed mobile device.
FIG. 14 is an exemplary illustration of two mobile display screenshots showing
25 notification settings and incident type settings for a subscribed user mobile device.
FIG. 15 is an exemplary illustration of two mobile display screenshots showmg
an alert notification received by a crowd-sourced-user mobile device.
FIG. 16 18 an exeraplary layout of a process for receiving a notification of an alert
at  user mobile device and in response sending an information report (o a computer server and
30 public safety systems on the mobile alert network.
FIG. 17 1s an illustration of an exemplary layout showmg the distribution of user
data throughout a mobile alert network consisterd with the present disclosure.
FIG. 18 is an exenplary illustration of an emergency alert incident record

generated when a user mobile device contacts emergency assistance,

Cod
(9]

FIG. 1915 an exernplary layout of several software and hardware components
which incorporate biefeedback monitoring in accordance with systems and methods in

1 1

accordance with the present disclosure.
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FIG. 26 is an exemplary illustration that shows the configuration of user account
data in accordance with systeras and methods of the present disclosure.

FIG. 21 1s an illustration of an exemplary biofeedback-monitormg device
consisient with svsteras and methods of the present disclosure.

FIG. 22 1s another illustration of an exemplary biofeedback-monttoring device
consistent with systems and methods of the present disclosure.

FIG. 23 18 an exeraplary layout dlustrating various alert options in accordance
with systerns and methods of the present disclosure.

FIG. 24 15 an exenmplary layout illustrating the process of fall detection and an
alert generation response from a user mobile device in accordance with systerss and methods of
the present disclosure

FIG. 25 is an exeniplary layout illustrating the process of generating various types
of alerts for fall detection in accordance with systems and methods of the present disclosure.

FI(3. 26 15 an excraplary layout dlustrating a process of fall detection using a
biofeedback-montoring device(s) coupled to & mobile device consistent with systems and
methods of the present disclosure.

FIG. 27 is an ilustration of a user equipped with a user mobile device having
biofeedback-monitoring and fall-detection capability consistent with systerns and methods of the
present disclosure

FIG. 28 is an exemplary layout of various functions to be performed in response
to an incoming alert it accordance with systems and methods of the present disclosure,

FIG. 29 is an exeniplary illustration of a mobile~-device-alert display that may be
used to evaluate and respond to alerls in accordance with sysierns and methods of the present
disclosure.

~
£
X

FIG. 30 1s an exemplary layout of several software and hardware components
and various manuers to generate alorts within a reobie alert network.

FIG. 31 18 an exeraplary ilustration of two mobile device screenshots displaving
an alert notification that has been transmitted 1o a crowd-sourced-user mobile device.

FIG. 32 is an illustration of a geographic boundary around a user mobile device
and other mobile devices in relation to crowd-sourced-user mobile devices within a mobile alert
network.

FIG. 33 is exeraplary layout tllustrating an alert process when a biofeedback
monitoring device generates an alert in accordance with systems and methods of the present
disclosure.

FIG. 34 is an exemplary illustration of two mobile device screenshots illustrating

fime-based alerf settings assnciated with a fixed focation,

PCT/US2014/041435
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FIG. 35 is an exemplary illustration of two mobile device screenshots ilhustrating
time-based alert settings associated with a trip between two fixed locations.

FiG. 36 18 an illustration of two mobile device screenshots llustrating a manner of
sending marwal alerts in accordance with systens and methods of the present disclosure,

FIG. 37 is an exemplary illustration of two mobile device screenshots of a user
making 2 9-1-1 calls and by using a keypad and a user mobile phoune that receives an alert based
ontthe 9-1-1 call.

FIG. 38 18 an exemplary dlustration of two mobile deviee screenshots of 2 user
making 2 9-1-1 call by selecting an emergency function and 2 user mobile phone that receives an

alert based on the 9-1-1 call.

DETAILED DESCRIPTION

A detailed description of some embodiments 18 provided below along with
accompanyiag figures. The detaled description is provided in connection with such
embodiments, but 18 not limited to any particular example. The scope 18 linted only by the claims
and numerous alternatives, moedifications, and equivalents are encompassed. Numerous specific
details are set forth 1n the following description in order to provide a thorough understanding,
These details arve provided for the purpose of example and the described techniques may be

~

practiced according to the claims without some or all of these specific details. For the purpose of
clarity, technical material that is known in the technical fields related to some embodiments have
not been described 1n detail to avoid unnecessarily ohscuring the description.
Systerns consistent with the present disclosure may include a plurality of user
mobile devices to generate an alert based on an incident, crowd-sourced-user mobile devices (o
receive a notification of the alert, and subscriber mobile devices to receive the notification of the
alert all within a mobile alert network. The network may also melude a computer server

corarunicatively coupled 1o the mobile devices to receive the aleris from the user mobile devices

and to send the alerts 1o the crowd-source-user and subscriber mobile devices according to a
proximity rele. The user mobile devices and the crowd-sourced user mobile devices are capable 1o
send messages related to the incident 1o each mobile device via the computer server. In some
embodiments, only a subset of the crowd-sourced user mobile devices or a subset of the
subscriber mobile devices is to receive the notification of each alert. The user mohile devices and
the crowd-sourced user mobile devices send messages related to the incident to other vobile
device within the mobile alert network via the computer server(s}.

FIG. 1 18 an iflustration of an exemplary flowchart of several software and

hardware components of a systern in accordance with the present disclosure. The systems

disclosed herein reay include a mobile alert network of mobile device(s) 100, computer server{s)

5.
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104, 108, mobile subscribers 106, crowd-sourced-user mobile devices 107, and any other devices
and computer systerns which may receive or transtut alerts, alert notifications, or other messages
related to an incident {e.g., omergency event).

In some implementations, the mobile device 100 is a celiudar telephone,
spariphone device, or any device which nay be ecasily transported and coupled to an individual’s
person. In some ernbodiments, mobile device 100 1s & cordless telephone component of a LAN
hine phore system,

A mobile device 100 s installed with a software application 101 that enables the
mobhile device 100 to cornmunicate and share data with is telephony software. In some
ernbodirnents of the present disclosure, software application 161 comvmurnicates and shares data
with the mobile device’s telephony software (not shown) using software development kits
{5DEs).

The present disclosure 18 not limited to SDIs and therefore any method which
enables the software application 101 o share data and comunicate with the mobile device’s

telephony software is within the spirit and scope of the present disclosure. In soree embodiraents

23
H
X

software application 101 and the mobile device’s 100 telephony software application is combined
into a single software application,

Mobile device 100 is capable to recognize when the mobile device’s 101
telephony software contacts emergency assistance and may be forther configared to automatically
transmit an alert or notification computer server(s) 104 upon such event. For exanple, software
apphcation 101 may be configured to transmit an alert or alert notification when user 102 makes a
9-1-1 call. One having ordinary skill in the art may appreciate that the present disclosure is not
fimited to generating and transnutting alerts based on a 9-1-1 call. Any manner of contacting
ernergency assistance may trigger an alert. In some embodiments, software apphcation 101 may
be configured to generate and transmit alerts from various emergency assistance contacts.

Most notably, data reiated to contacting emergency assistance (e.g., contacting
public safety call center 103} may be iransmitted wirelessly to compuier server(s) 104 using any
suitable data transmission protocols, such as CDMA (Code Division Multiple Access), GSM
{Global Systemn for Mobile Communicationsy, UMTS {(Universal Mobile Telecommunication
Systen), and the 1P (Internet Protocol) based protocols, such as LTE, (Long Term Evolution),

WiMax {Worldwide Interoperability for Microwave Access), VOLTE (Voice Over Long Term

Evolution}, wireless email, short message service {SMS), roultimedia roessaging service {(MMS),
satellite data transmission methods, or voice over internet protocol (VOIP).

Computer server(s) 104 may include a database 105 which has identifying
wmformation of registered users 102 that have downloaded and enabled the app]ication software
101 on their mobile device 100. The identifying information may include the user’s 102 full legal

narae, date of birth, mobile telephone number {of the mobile device 100), any unique Listed
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mumbers associated with the user's raobile device such as IMEI (International Mobile Equipment
{dentity}, IMSE (Intermnational Mobile Subscriber Identity}), ESN (Electronic Serial Number),
MEID (Mobile Equipment Identifier), MAC 1D (Media Access Control) mobile service provider
mformation, mobile subscribers to the user 102 or user’s mobile device 100, or any payment
5 information on file for user 102 and its subscribers 106, FIG. 1 also shows a secure data access
portal 108 that can be accessed by anthorized public safety personnel using a user interface 109 to
access data from the coraputer server{s) 104,
FIG. 2 18 an exemplary layout of an alert distributed through a system consistent
with the present disclosure. The user’s 200 mobile device 201 places a call o the corresponding
10 emergency communications center 202 o swmmon public safety personnel (e.xz., police, fire,
ambulance services).
In some embodiments, when user 200 coniacts emergency assistance (e.g., public
safety call center 202), an alert 203 and other data is transmitted to compter server{s) 209,
For exaraple, the other day may inclode a omque incident HD (204), a time stamp (e.g., data and
15 time) of the alert transmission (205), mobile user’s ID (206), the location of the mobile device
that transmitted the alert (207) (e.g., GPS coordinates), and an alert type (208).
In addition, a proximity algorithim 210 may be executed by computer server{s)
209 to determpine the emergency assistance center(s) (¢.g., public safety call center 202) that is
nearest 10 the mobile device 201 which issoed the alert 203, Once the proximity algorithm 210
20 deternunes the nearest emergency assistance center, computer server 209 fransmils an alert
notification 211 to a public safety Ul 212.
In addition, cornputer server{s) 209 may determine which mobile devices on the
mobile alert network should receive the alert notification based on a distance from the mobile
device 201 which transmitted the alert 203. [n some embodiments, computer server(s) 209
25 transinits alert notification(s) 214 1o a mobile U 213 which forwards the alert notification{s) to
other mobile device user 213.

FEG. 3 is ancexemplary layoot iHostrating the irausmrission of data wheo a

maobile device 360 15 used o contact euiergency assistance, As showr, mobile device 300 vekes a
G-1-1 telephone call 361 1o an emergency cormmurucations center 303 via a wiveless means 302,

30 Advantageously, a software application {consistent with the present disclosure) that is instatled on
the mobile device 300 may detect 304 the emergency calll Upon detection, the mobile device 3068
smits data 305 (e.g., ncident ID romber 306, user 1D 307, and GPS coordinates 308} o
coramier server(s) 304,

FIG. 4 13 an exemplary mobile device display that illustrates the location of 2 user

(9]

mobile device in relation to a crowd-sourced-user mobile device. As shown, a display screen of a
crowd-sourced-user mobile device 400 displays a map interface 401 near the vicinity of the

mobile device that transmitted the alert. In addition, icons 402, 403 of cach mobile device is

7.
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shown in relation to the other device on the map interface 401 so each crowd-sourced user 15
wiormed to the exact location of the mebile device that 1ssued the alert.
Also, the crowd-sourced-user mobile device 400 displays a message indicator
406. The message indicator 406 may provide an indication of the mumber of messages received
fron a public safety agency or from another mobile device user within the mobile alert network.
Furthermore, the crowd-sourced user may use an interface mechanism to
compose and send message(s) 468 to other interface mobile users within the mobile alert network
based on predefined transoussion rules. The crowd-sourced-user mobile device may also receive
the address of where the alert was generated along with the distance that the crowd-sourced-user-
mobile phone is away from the mobile device which issued the alert.
FIG. 5 18 an exemplary mobile device display that allows & user to transomt and
view messages related to an inecident from a mobile device 500 within a mobile alert network. As
shown, the crowd-sourced-user mobile device 500 displays location information 501 of the
mobile device that issued the alert {along with the distance frora that device), the alert type

1

generated, and the tunestanp 503 of the generated alert. Advantageously, a crowd-sourced user

1

may view the messages 504 sent related 1o the incident. For each message 504, an alphanumeric

that transmitted the message 504.

t=a

wlentifier 502 may be assigned to indicate a specific mobile user t

In particular, & sp;eciai identifier 505 may indicate that the message 504 was sent by public safety

BgENCy.

(28]

Messages may be coraposed 506 and transmitied 507 to mobile device:
throughout the mobile alert network. Accordingly, crowd-sourced-user mobile devices may both
recetve and transmit alert notifications throughout the network.

FIG. 6 is an exemplary control display 600 that may be used by public safety
personnel to momtor messages related to a crowd-sourced emergency call or other crowd-sourced
alert trigger. The condrol display 600 displays a comprehensive view of the mobile alert network
as it refates o the generated alerts related to a specific incident. In addition, the control display
604 displays the alert type 601, the mobile telephone rumber 602 of the mobile user who
generated the alert, the timestamp of the alert 603, and the street address 604 of the mobile device
when the alert was generated. Control display 600 may also include some of the message features
{605-609, 615, and 616} present on the crowd-sourced-user mobile interface (see FIGs. 4 and 5).

Control display 600 features a map interface 610 which shows icon 612-614 of
crowd-sourced-user mobile devices in relation to the user mobile device 611 that issuved the alert,
Each icon 611 — 614 may also include a unicue alphanumeric wdentifier (001, 002, and 003) that

corresponds to an identifier 607 displayed in the messaging interface.
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FIG. 7 16 an exempialy control display 700 that may be used by public safety
personnel to monitor varions related message groups. ln the embodiment shown, the locations of
two different users (A) 701, (B) 702, each of which generated alerts related to the same incident,
are shown on the display’s map mierface 703,

In particular, the location of crowd-sourced-user mobile devices 704, 703 that
recetved an alert notification issued by user (B) 702 are shown in relation 1o the location of user
(B} 702, In addition, the location of crowd-sourced-user mobile devices 706, 707 that received an
alert notification of the alert issued by user {A) 701, A software mierface mechanism 708 may be
used to merge the message interface feeds related to the alerts generated by users (A) 701 and {(B)
702. As discussed above, control display 700 may have features which operate similarly to the
control display previously described 10 FIGs. 4 - 6.

FIG. 8 is an ihustration of a conirod display 800 of a public-service-agency user
mierface that enables a public service agency to create a global boundary around a location of an
incident such that each mobile device within the global boundary is sent an alert or alert
notification from a public agency. As shown, an adjusiable geographic boundary 803 may be st
{see geo-radius indicator 804) around a location of interest such as a scene of a crime, accident, or
natural disaster such that crowd-sourced-user mobile devices and their subscribers may receive an
alert or alert notification of the incident. In the exampie shown in the figure, the geographic
boondary 803 is set (0 3 one-mile radivs surrounding the mobile device identified by icon 802,

In one imaplementation, icon 802 of map interface 801 may represent the location
of a business-related incident. Public-safety-agency personnel may set a one-mule radivg 803
around the business-related mcident 802 such that nearby businesses, identified by icons 805 and
806 located within the geographic boundary 803, are sent notification alerts of the incident. For
instance, if a bank is robbed, personrel at a public service agency may issue an alert to other
nearby banks to prevent another bank robbery and possibly reprehend the assailant,

In vet another implementation, an emergency telephone call is made from a
fraditional LAN to a public safety dispatch cender fo report an incident which may be recorded in
a public safety agency’s computer aided dispateh system (CAD). While on scene, public safety
responders may determine that the inecident may effect an area 2 — 3 miles from the initial incident
locus. Personuel having access to the public-safety-agency user interface may select a goographic
boundary 803 surrounding the location of the incident and transmmit an alert notification to mobile
users on the mobile alert network within the selected geographic boundary.

FIG. 9 1s yet another tlustration of a control display 900 of a public-service-

~

wgeriey user interface that enables a user i change the global boundary. For instance, there may
be times when public-safety-agency personnel desives {0 expand the geographic boundary around

a location of interest 902 from a first seting 904 {6 a geographic boundary having a second
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setting 906 via a geo-radius indicator 905 such that more mobile devices on the mobile alert
network may be made aware of an ncident.
As shown, geographic boundary 904 enables alerts to be sent to mobile devices
903, 914. However, geographic boundary 906 enables alerts 1o be sent 1o mobile devices 903,
914 1 addition, reobile devices 907-910 as shown by the icons of the mobile devices on the map
mterface 901. Accordingly, public-service-b agency personnel may compose 911 and transmit
912 messages and alerts throughout the mobile alert network according to a predefined proximity
rule.
A user inlerface function 905 may be used to increase or decrease the geographic
boundary 906 within select mobile user of the roobile alert network receives wotification and

1

aleris. For example, the expanded geographic boundary 906 shows that mobile users mdicated by
icons 907-91 ¢ will also receive the re-iransmitted alert notification. FIG, 9 also shows a user
mterface mechanisn 1o compose 911 and transmit 912 a message that will be fransmitted and re-
fransmitted upon an expansion of the geographic boundary 903,

FIG, 1018 an exeraplary layout dlustrating a process of generating and
transmitting alert notification(s) to crowd-sourced-user mobile devices and subscriber mobile
devices. Aun alert may be generated when a mobile device 1001 places 2 call to emergency
agsistance (frigger 1001},

Alert data is also transmitted such as an omique incident number 1004, a time
stamp 1003, a user ID 1006, GPS coordinates 1007 of the mobile device 1001, and the alert type
1008, Once a computer server{s) 1003 receives the aleri{s) 1002, the aleris 1002 are processed
and the computer server(s} 1003 uses the proximity algorithm 1009 to determine the location of
other mobile devices on the meobile alert network that s in proximity to the location from which
the alert 1002 originated.

3

In time, computer server{s) 1003 then wirelessly transmits “crowd-sourced”

alert notification(s) to crowd-sourced users 1011 via software interface 1012, In addition,
coraputer server(s) 1003 may also transmit alert notification 1013, 1015 1o mobile subscriber
1014, 1016 via a mobile user interface 1015, 1019, Mobile subscribers 1014, 1016 may subscribe
to various raobile devices on the mobile alert network,

Moreover, computer server{s) 1003 may use a notification algorithm 1017 10
determine instances where a mobile user that receives a crowd-sourced alert 1011 requires that a
notification alert 1018 be sent 10 a subscriber.

FIG. 11 is an illustration of the locations of a subscriber mobile device and
crowd-sourced-user mobile devices in relation to a user mobile device that issued an alert, The
embodiment shown illustrates icon 1100 of an exemplary mobile device to transmit an alert 1101,

Based on a proximity rule, computer server 1102 discovers the crowd-sourced-user mobile
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devices represented by icon 1103 ("User B™) and con 1104 ("User C7) that are within the
geographic boundary 1108 as displaved on the map interface 1107,
Accordingly, alert notifications 1105, 1106 are therefore transmitted to mobile

5
e
i

users 1103, 1104, respectively. In this example, “User B” and “User € have enabled the alert

1
H
i

software application seftings to receive ail crowd-sourced alert notifications within 2 one-mile
geographic boundary 1108 of their current location. However, because “User D7 1109 18 not
within the one-mile geographic boundary 1108 of “User A,” “User I does not receive a crowd-
sourced alert notification.

Furthermore, map interface 1107 llustrates that "User C” 1104 scribed {o
by “User E” 1110. Therefore, according to one embodiment, “User E” has configured the settings
of the alert software application settings so that the maebile device receives an alert notification
anytime “User 7 1134 receives a crowd-sourced alert notification {or transmits an alert). The
mobile subscriber settings may be stored on the computer server(s) 1102 such that when “User C”
receives a crowd-sourced alert 1106, an alert notification alert 1111 informing “User E” that
“User {7 has received a crowd-sourced alert notification is fransmited to the comaputer servers
1102, For the purpose of this example, “User E” receives the crowd-sourced alert notification in
the State of Texas 1112 based on the alert notification 1106 received by “User C.7

FIG. 12 18 an dlustration of an exeraplary process for generating alerts o
subscriber mobile devices when 4 user mobile device arrives at a location where the aggregate
number of erime incidents within a predetermined time period exceeds a threshold value. In some

mplementations, “User A” 1200 uses the user interface 1201 to configure the alert software

application settings 1204 to transmit periodic location data 1204 (settings that determaine time
between updates) using GPS functions installed on the user’s mobile device 1202 such that GPS

5
H
i

location data 1205 is set to the computer server(s} 1206, In some embodiments, computer
server(s) 1206 has or 1s coupled to a crime database 1213 which meludes date, time, incident
types, and location data of recorded ¢rivne events,

Advardageousty, “User B” 1207 may use user tuterface 1208 to configure alert
application software settings 1210 of mobile device 1209 1o receive erime density alerts 1211
based on “User B’s” 1207 location. In some embodiments, the settings (210 are transmitied o

coraputer server{s) 1206, Furthermore, when “User A's” GPS location 1205 is transmitied o

the computer server(s) 1206, an algorithm 1212 determines whether the threshold (based on

seftings 12140 set by “User B™ 1207 has been met or exceeded. In the event that the threshold is
met or exceeded, the computer server(s) 1206 will transmit an alert notification 1214 10 “User B
1207, Accordingly, the present disclosure affords the capability for mobile devices within the
mohile alert network to subscribe 1o various user roobile devices and set unigue threshold settings

for each mohile device subscribed thereto.



20

30

Cod
(9]

CA 02959297 2017-02-24

WO 2015/030897 PCT/US2014/041435

FIG. 13 18 an exeraplary ilustration of two mwobile device display screenshots
1300, 1301 (i.c., screenshots A, B) showing a hist of subscriber user mobile devices along with the
type of notifications to be received by a subscribed mobile device. As shown, screenshot “A”

1

he type of alerts 10 be received for each subscribad mobile device 1303, 1304,

-t

configure
For example, screenshot “B” shows seiting options for crowd-sourced 9-1-1 alerts

5
H
i

1306, biofeedback alerts 1307, public-safety alerts 1308, and crime-density alerts 1309 for each
subscribed mobile device 1305 {e.g., James Davis).
FIG. 14 18 an exemplary tlustration of two mobile display screenshots 1400, 1401

{L.e., screenshots A, B that iffustrates notification seftings 1403 and incident type setiings 1408

1

for a subscriber mobile device. For the purpose of the embodintent showsn, crime denmity alerts for
James Davis may be enabled or disabled (1403} when the subscribed user mobile device transmits
their GPS location to the computer server(s) on the mobile alert network. The subscriber mobile
user may configure he notification settings to receive alerts based on a configured geographic
boundary 1404 (e.g. 3 miiesy, imeframe 1405 (e.g., 0 — 3 weeks), and meident threshold
1406 (e.g., 523 incidents}.
A user raobile device may also “doill down” o specific types of mcidents (e.g.,

criminal incidents) via user interface function 1407, For instance, screenshot “B” shows a list
1409 - 1413 of crivninal incident types 14038 that may be enabled by the subscriber user to

enerate the crimne density alerts,

1

FIG. 15 1s an exemplary illustration of two mobile display screenshots 1500, 1501
{(i.e., screenshots A, B) showing an alert notification received by a crowd-sourced-user mohile
device. Screenshot “A” shows an moident proximity alert 1502 received by a crowd-sourced-
mobile user. As shown, the alert notification 1502 displays the alert type 1503, the name/1D 1504
of the owner of the mobile device that fransmitted the alert, any additional information related to
the alert 1303, and the distance from the incident (e.g., 0.2 miles).

The crowd-sourced-raobile user may select the “View” function 1506 10 receive
mare mformation about the incident. For example, “screenshot “B” 1501 displays a mobile
wterface 1508 with the address 1509 of the incident {or location of mobile device when alert was

3
}
i

transmitted) along with icons 1510, 1511 showing the locations of the devices in relation to cac
other. in this view, information of the meident proximity alert {e.g., crowd-sourced-user name,
weident type, otc.} may be displayed.

Screenshot “B” shows an exaraple of an incident proximity alert 1507, displayed
on a map interface 1508 which displays location information (GPS and/or street address) 1509,
the location of the user mobile device respousible for generating the alert 1310, and the location

of the subscribing mobile device users 1511,

2
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FIG. 16 18 an exeraplary layout of a process for receiving a notification of an alert
at # user mobile device and in response sending an information report (o computer server(s) and
public safety systems on the mobile alert network. As shown, an alert notification 1600 s
received by a mobile device 1601 that another mobile device on the network has dialed an
emergency number. Mobiie device 1601 may be configured {0 transrait an mformation report
1602 to the computer servers 1604 when the user of the mobile device 1601 elects to trangmit
relevant information to the mobile alert network.

Information report 1602 may transmit useful information such as, but not limited
to, an incident 1D number 1605, a user identifier 1606 (or anonymous), a imestamp of the
fransmission 1607, the GPS location of the user frapsmitting the report at the tinwe the notification
alert was recetved as well ag the GPS location 1603 of mobile device 1661, text narrative(s)
wformation 1609, and digital photographs or videos 16114

In some embodiments, data from the information reports 1602 may be accessed
by public safety personnel via a public-safety user interface 1603 {(or public safety CAD system
1612) via a secure public safety portal 1611,

FIG. 17 1s an illustration of an exemplary layout ximwmg the distribution of user
data throughout a network/sysiem consistent with the present disclosure. As shown, alert data
transmitied from a mobile device within the mobile alert network may have associated metadata
that 15 transroitted with the alert. For example, when an alert is transrmtted from a mobile device
{i.c., transmitting alert user 1704), a user identifier 1706, incident date/time 1708, and GPS
iocation of the mobile device that sent the data is transmiited along with the alert data 1709,

Once the alert is transmitted, it is received at computer server{s) 1701 where the

-~
Ji
/

alert 18 processed (1o determine register user data 1707) to send alert data to other mobile device

and system components of the mobile alert network. In some embodiments, the alert data or alert
>

5
H
i

notification is forwarded to secure public safety portal 1700 where an emergency alert incident
record s prepared.

In some embodiments, data from an emergeney alert incident record 1702, having
an mecident identification number 1703, sent from a user mobile device may also be accessible to
a secure public safety portal 1700 such as have transmitted information reports in response 10 &
recetved alert notification 17051 information identifying the user or an anonymous designation
1710, the timnestamp 1711 that the information report was transmitied 1711, the GPS location
1712 of the user mobile device that fransmiited the alert, text narrative data 1713, and digital
photographs and/or videos 1714,

FIG. 18 is an exemplary illustration of an emerg alert meident record 1800
generated when a user mobile dovice contacts eraergency assistance. As shown, an emergency

alert meident record 1800 may include an incident 1D 1802, a user 1D 1803 {e.g., mobile phone
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mumber), and the timestarap 1804 when the eoiergency alert incident record was generated. Most
notably, the emergency alert tncident record lists information from two ncident reports 18035,

FIG. 19 is an exemplary layout of several software and hardware coraponents
which meorporate biofeedback monitoring in accordance with systems and methods. A mobile
device 1900 having an alert software application 1901 installed thereon enables users to log indo
the system using an authentication process 1902, generate or modify a user profile 1903, syne/pair
1904 the mobile device 1900 with a biofeedback-monitoring device 1903, manually transmit an
alert 1906, configure timer alert 1907, and configure biofeedback-threshold alerts 1908,

Mobile devices 1900 may transmit data and alerts to compuler server(s) 1909,
which 1 furn, may fransmi alert notifications 1o computers 1910 accessible to monitoring center
persormel via a monitoring user interface 1911, In this ernbodiment, mobile device 1900 has
components 1912 capable to detect a falling motion. For instance, exeraplary components may
melude, but are not Himited to accelerometers, gyroscopes, and timers to detect movement.

FIG. 20 is an exemplary illustration that shows the configuration of user account
data. Compuier server{s) 2000 may reaintain user account 1D 2001 that tnchudes 2 username and
password 2002, an activation status of a user {(on/off) 2003, biofeedback link 2004, the current
location 2005 of the mobile device 2009, user account information 2006, and the subscribers 2007
of the user mobile device for each raobile device on the mobile alert network,

In addition, coraputer server{s) 2000 may also include personal information of the
mobile device users such as the user’s name, date of burth, physical description, medical
conditions, home and work addresses, description of velucles owned, known threats, and
restraining order and information if apphicable 2006, Computer server(s) 2000 may also maintain
the email addresses and SMS mumbers of subscribers 2007 that the user wishes to notify in the
event of an emergency. As such, the mobile device user may elect to have alerts, alert
notifications, and messages sent 1o mobile devices of family and friends, with their consent, that
are on the mobile alert network. Advantageously, the account data may be hnked to a mobile
device and may be accessed using an interface 2008 From the finked raobie device or a computer

2009,

FIG. 21 18 an illustration of an exenaplary biofeedback-montioring device
consistent with systems and methods of the present disclosure. In an embodiment, the device’s
sensors 2102 wirelessly fransnit monitored biometric data to the user’s mobile device (not

4
H
H

shown) using any of several wireless techriques {(e.2., Bluetooth techuology, Near Field

Communications, eic. ). Biofeedback-monitoring device 2100 may include other button{s) 2103 to
carryout additional functionality,

FIG. 22 18 another ilustration of an exemplary biofeedback monitoring device
2202, tustration “A” shows the shirt pocket 2201 of the shirt 2200 containing an inserted

biofeedback-raonitoring device 2202 whereas Ilustration “B” shows a larger view of the

14.
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biofeedback-monitoring device 2202, In addition, the biofeedback-monitoring device 2202
wcludes capability to wirelessly connect with a mobile device on the mobile alert network

3
H
i

allowing the reception and transroission of audio over a cethular network, capability to maeasure
biofeedback data such as electro-cardio and pulse data, galvanic skin response data, and electro-
muscular data,

Furthermore, biofeedback-montioring device 2202 may wirelessly transmit
biofeedback data i 2 linked mobile device, a camera capable of transmitting video through a
Iinked mobile device to computer server(s), a rechargeable power supply 2208, and a clipping
mechanism 2209 to fasten the biofeedback-monitonng device 1o an article of clothing, In
addition, bution or switch 2207, that when manipulated by the user, causes a manual alert o be
transmitted to the mobile alert network. Biofeedback-monitoring device 2202 may melude other
button(s) 2208, 2210 (o carryout additional functionality.

FIG. 23 is an exeniplary layout illustrating various alert options in accordance
with systems and methods of the present disclosure, As shown, user mobile device(s) may
transmit an aleri based on a manual frigger 2301, timer-based tnigger 2302, or biofeedback trigger
2303, For example, an alert 2305 may be generated when a biofeedback-monitoring device 2304,
finked to the user’s mobile device 2300, receives data that meets or exceeds a predetermined
biofeedback-response threshold associated with the biofeedback trigger 2303,

In some embodiments, whern the alert(s) 2303 iy transmitted to the computer

server(s) 2306, an alert notification 2307 is then fransmiited to monitoring center computer(s)

41
H
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pne

2308 1o be evaluated by momtoring center personnel and/or subscribers 2309, Likewise, an aler
may be generated and transmitted from mobile device 2300 mamually (Le., manoval trigger 2301)
ot based on a predetermined time hmit or event {(i.e., timer-based trigger 2302).

FI1G. 24 is an exemplary layout illustrating the process of fall detection and an

alert generation response from a user mobile device in accordance with systerss and methods of

=
(¢

he present disclosure. Mobile device 2400 is capable of analyzing biofeedback back sent from a
biofeedback-reonitoring device 2403 based on a set of predefined rules 2401, The mobile device
2400 also has rootion sensors 2402 {and/or acceleroracters) to detect when the mobile device 2400
is moving,

In particular, the mobile device 2400 may detect when the mobile device 2400 1s

1

in a fall state 2404, In some embodiments, when mobile device 2400 detects 24004 when mobile

1
H
i

device 2400 is in a fall state, the device 2400 transmiis an alert 2406. User maobile device 2400

may also generate alerts based on a biofeedback trigger 2408 as described above. Onee the alert
2406 is received and processed by the computer servers 2407, alert notificationds) may be

transmitted to monitoring center(s) 2409, subscriber mobile devices 2410, and crowd-sourced-

user mobile device(s) 2411,

()
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FIG. 25 18 an exeraplary layout dlustrating the process of generating various types
+f alerts (e.g., based on fall detection 2501, biofeedback trigger 2503, manual trigger 2504, and
timers 2505). Accordingly, a mobile device 2500 having an alert system application of the present
disclosure installed thereon may generate alerts for various meident tnggers. For example, mobile

3
H
i

device 2500 may be wirelessly linked to a biofeedback reontioring device 2502 which inchudes a

i8]

biofeedback trigger 2503 such that mobile device 2500 generates alerts based on physiological
responses which meet or exceed a predeternuned threshold value of biofeedback trigger 2503,
Maoreover, in the event that biofeedback trigger 2503 detects that the user’s physiclogical
responses exceed a predetermined threshold, the user may be alerted that via a message displayed
on the display screen of the mobile device 2500 that an alert is to be generated unless aborted by
the user by submitting a password within & predetermined timeframe.

FIG. 26 18 an exemplary layout illustrating a process of fall detection using
a biofeedback-monitoring device(s) coupled to a mobile device 2600 consistent with the present
disclosure 1nstalied thereon. More specifically, mobile device 2600 is capable of detecting
movement consistent with a fall 2601,

If data 2601 15 below configurable threshold 2614, the biofeedback-
montloring device continues mounitoring, However, when data {e.g., aceeleration, time, etc.)
consistent with a fall 18 egual to or greater 2603 than a configurable threshold value 2602, the
biofeedback-monitoring device 2604 will perform a biofeedback assessment 2605, o some
embaodiments, the biofeedback assessment 2605 validates the occurrence of a detected fall. Tn
particular, the user's physiological responses, electro~-cardio data, pulse data, galvamc-skin
response data, electro-muscular data, pupil-dilation data, or eyelid-blink data may be measured by
the biofeedback-maonttoring device 2604,

{f the physiological data assessed is equal to or exceeds 2606 the threshold{(s) for
each respective physiological target, an alert 2607 is transmitted to computer server{s) on the
mobile alert network. Aitemative‘iyﬁ if the physiological data accessed 1s below 2608 a threshold,
a configurable timer 2609 begins. In some embodimends, 1 the user falls t¢ enter a correct
passcode (e.g., PIN) within a predetermined timeframe 2610, an alert 2611 is transmitted.
However, if the physiological data 18 submitted in time, the timer 18 dismissed 2612 and the
biofeedback-raonitoring device 2604 continues monitoring 2613,

FIG. 27 1s an illustration of a user 2706 equipped with a user mobile device 2703
having bioteedback-monitoring and fall-detection capability consistent with systems and methods
of the present disclosure. In this example, the user’s muobile device 2703 having a biofeedback
monitor device 2704 coupled thereto may detect the user’s fall 27035 from a hunting apparatus

Al
H
i

2701 according 1o the functionality of alert software application insialied, previously described,

Y

mstalled within the mobile device 2703,
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FIG. 28 1s an exeraplary layout of various functions to be performed in response
to an incoming alert. When a configured mobile device 2800 transmits an alert 2801 to computer
servers 2802, an alert notification 18 transmitied to monitoring center computer(s) 2803, The

31
H
54

computer server(s) 2802 may automatically dial the telephone number of the mobile device
trangmitting the alert 2804 to connect the user assaciated with the alert {0 monitoring center
personnel 2803, If & connection 2805 18 made, monitoring center personmel are able to verbally
comrminicate 2806with the user, monitoring center personnel may requests that the user render a
predeterrained verbal password 2807, I the user provides the correct password, the alert
notification incident ends 2808, Alternatively, if the user does not provide the correct
password/PIN or no response is given 2809, a notification may be transmitied to enforcement
personmnel

If the aulomated call resuits 1n voice mail activation 2810, the computer server(s)
2802 will terminate the call and automatically redial 2811 the user’s telephone number in an
attemnpt to connect with the oser 1o determine the user’s safety. The raobile alert network installed
on a mobile device 2800 may alse force the mobile device 2860 to answer afier a predetermined
number of rings 2812. If this feature is enabled, the user mobile device 2800 will automatically
connect and provide monitoring center personnel with the ability to momtor (“listen) 2813 audio
transmissions by the user’s phone in an attempt to determine the user’s safety.

FIG. 29 18 an exemplary lustration of a mobile-device-alert display 2900 that
may be used to evaluate and respond to alerts. The display 2900 features a visual representation of
the type of alert received (¢.g., biofeedback alert) 2901, the telephone number 2902 of the mobile

device that generated the alert, and the location of the mobile device when the alert 2903 was

generated.

The display 2900 also shows the name 2904, a photograph 2908 of the user 2908,
and provides & means to view additional data such as the user’s account information 2906 (¢.g.,
date of birth, physical deseription, associated addresses), medical conditions 2807, description of
vehicles 2904, notes 2909, and any other relevant information that may assist in an erergency
sttuation. Furthermore, the display 2900 features a map of the user’s current location 2910 and an
1wcon representing the specific location of the user 291 1.

A password 2912 associated with the user account 2912 and provides a
mechanism to view or listen 1o video and audio transmitied by the user if such a configuration has
been enabled 2913, Also shown is 2 real-time activity log 2914 of evends related to the tncident
that 18 accessible from a reonitoring center. Personnel may make a call 2915, send alerts or
messages to a CAD systern 2916, or contact emergency assistance 2817,

A telephone call may be made to the appropriate public safety agency’s

M
H
X

emergency dispatch center, utilizing geo-location data generated by the user’s current or last
known location and determining from stored database information, the cotract public safety

17-
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agency with jurisdiction to contact via telephone. Additionally, if connection has been made with
2 user in response 1o an alert, and it iy determined by monitoring center personnel that local pubhc
safety personnel should respond, a three-way call among monitoring center personnel, the user’s
mobile cellular device, and public safety personnel may be enabled 2917,

FIG, 3018 an exeraplary layout of several software and hardware componernds
and vanous manners to generate alerts within a mobile alert network. Alerts 3000 are transmitted
from a user mobile device 3001 to computer servers 3002 and subsequently distributed alerts to
various systems. In somne embodiments, after the coraputer server(s) 3002 processes the alert, the
computer server(s) 3002 forwards an alert notification 30063 to a montioring center computer
system 3004, Personnel at the monitoring center may access the coraputing systern 30604 via a
monitoring interface 3003, Moreover, personmel at 8 monitoring center may direct the alert
notifications to be forwarded to other computing systerns and devices within the mobile alert

1etwork {e.g., subscriber mobile devices 3007, public-safety computer-aided dispateh (CAD)

3008, public-safety mobile subscribers 3009, and crowd-sourced-user mobile devices 301G).

If the system settings of the alert software application have been configured to
automatically transmit data concerming the received alert to other devices within the mobile alert
network automatically to user-selected notification subscribers 3007, public safety computer

5
51
i

aided dispateh systems 3008, and public safety mobile subseribers 30609, In addition, personnel at
2 Toonitoring center may use a computer interface 3005 o manually ransmit alert notifications
and raessages to compuiers and mobile devices configured to receive these messages. Further

a

shown mn FIG. 30, 1s the abihity of monitoring center personnel to utilize a computer interface

3005 to manmually cause the transmission of recetved alert notification data to locations
{computers and/or mwobile devices) where a software mechanism has been implemented to enable
the reception of alert notification data transimtted by the disclosure, Advantageously, a user
mabile device 3002 may elect to enable 3012 or disable 3013 the crowd-sourcing function of the
device 3002,

FIG. 31 15 an exenmplary illustration of two mobie device screenshots 310640, 3106
{i.e., screenshots A, B) that may be used to evaluate and respond fo alerts in accordance with
systerns and methods of the present disclosure. Hhustration “A” provides a screenshot of a displa
3100 featuring a crowd-sourced alert 3101 which displays the address 3103 of the user mobile

evice which generated the alert 3102 and the distance 3104 that the mobile device of the current

user is located from the user mobile device which generated the alert 3102, To view tmore
mformation about the alert, the “Go” function 3105 may be selected by a user.

{Hhustration “B” provides a screenshot of a display 31066 featuring 2 map display
3109 upon which displays a crowd-sourced alert indicator 3107 with the address 3108 of the

meident {or the address of the mobile user that generated the alert. In addition, the map display
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meludes location icons 3110 and 3111 of the crowd-sourced-user mobile device and the user
mebile device.

FIG. 32 is an illustration of a geographic boundary 3200 around a user mobile

evice and other mobile devices in relation to crowd-sourced-user mobile devices within a mobile
alert network. As shown, user reobiie device icon 3261 has configured system settings 1o receive
crowd-sourced alerts from other devices {e.g., 3202, 3204) within the mobile alert network that
are within a (.5 mile geographic boundary 3200, In contrast, because user mobile devices 3205
and 3206 are outside of the 0.5 mile geographic boundary 3200, user mobile device 3201 would
1ot receive crowd-sourced alerts from these devices.

FIG. 33 is exeraplary layout (lustrating an alert process when a biofeedback
monttoring device 3302 generates an alert. In the embodiment shown, mobile device 3300 may
wirelessly recetve data 3301 from biofeedback monitoring device 3302, In some embodiments,
the alert software application within the moobile device 3300 mcludes configurable threshold(s) for
otie or several biometric parameters measured by the biofeedback monttoring device 3302,

In particular, the alert software application may be configured to receive data
from the biofeedback monitoring device 3302 which may meet or exceed 3306 the configured

threshold 3303 thereby tniggering 3307 an alert 3308, Once mobile device 3300 generates an alert
3308, the alert 3308 1s transmitted to comnputer server(s) 3309,

For exarnple, data 3301 may indicate that the mobile device moves ina
direction counsistent with a fall a distance that 18 equal to or greater than a comfigurable threshold
value 3302. In some embodiments, if the calculated distance of movement consistent with a fall is
equal 1o or greater than the data threshold value 33063, a configurable will begin counting down
and a user interface prompt will be displayed on the user mobile device that requires a personal

ilentification number (PN} to be dismissed 3309,

If the user fails to enter the correct PIN before the timer expires, an alert will be
transmitied. If the user correctly enters the required PIN before the timer expires, an alert will not
be transmitied and will contiaue to process and analyze the data,

In the event that data indicating the mobile device 18 moving m a direction

consisient with a fall 3301, and the data receives indicates that the distance of the fall was below
3304 than the threshold currently configured, an alert will not be transmitted and the disclosure’s
moenitoring components will continue 3305 to process and analyze the received data.

FIG, 34 is an exeraplary Ulustration of two mwobile device screenshots 3660, 3606
lustrating time-based alert settings associated with a fixed location. Screenshot “A” illustrates
the following functions and elements: the capability to select from a kst of saved timer alerts

3401, the capabilily to change the time-based location alert associated with a fixed locationto a

(-(-

g-based location alert associated with a trip between two fixed locations 3402, the capability to

1

mput a specific location where the user will be present for a predetermined time peariod 3403, the

19-
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apability 10 save the time-based alert 3404, and a function 34035 {0 select a tiree period associated
with the alert.

FRETS

Furthermore, screenshot “B” illustrates the following functions and

elements: the fixed location pr“vm&xiv entered by the user associaled with the time-based alert
being generated 3407 (entered 1n 3403}, the capabiily to ewter 2 specific tie period that the user
esiimates he or she will be present at the previously entered location 3408, and the capability to
start a tirner 3409 that when expired, will generate a visual prompt on the user’s mobile device

z
}
i

screen requesting that the user add additional time or dismiss the prompt.

FIG. 35 18 an exemplary illustration of two mobile device screenshots 35360, 35035
illusirating time-basad alert settings associated with a trip between two fixed locations. In
particular, screenshot “A” illustrates the following functions and elements: the capability o enter

a specific location where a user will begin 3501 and end a trip 3502, the capability to save the
time-based location alert 3703, and the capability to select a time period associated with the alert
3504.

Likewise, screenshot “B” illustrates functions and elements: the fixed locations
3506, 3507 previously entered by the user associated with the time-based alert being gencrated
{entered in 3561, 3502}, the capability to enter a specific tirne period that the user estimates will
be required to travel the distance between the aforomentioned locations 3508, and the capability
to start a tirner 3509 that generates a visual prompt on the user’s mobile device screen requesting
that the user add additional tivie or disnuss the provapt or otherwise a location/timer based alert is
transmitted to the network’s computer server(s}.

FIG. 36 18 an illustration of two mobile device screenshots 3600, 3602 illustrating
a mamner of sending reanual alerts. In particular, screenshot “A” illustrates the following
furictions and elements: the capability to generate a manually transmitted alert 3601, In some
embodinents, a touch screen interface may be used to slide a button n a predetermuned divection
{e.g., rightward} to generate and transmit the alert,

Likewise, screenshot “B” illustrates the following functions and elements:

b
H
i

the capability to manually generate an alert has been moved to the rightward position 3603, The
tlustration also shows & nolification 3604 that the generated alert hag been transmitted.
FIG. 37 is an exeniplary illustration of two mobile device screenshots 3700, 3701

23
H
¥

of a user making a 9-1-1 calls and by using a keypad and a user mobile phone that receives an

alert based on the 9-1-1 call. Hlustration “A” shows a mobile device sereen where the user has

dialed the emergency number 9-1-1 {3702} whereas illustration “B” shows a mobie device sereen
of a user whe has received an incoming, crowd-sourced alert from the user of the mobile device

depicted 1n illustration “A™.
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The mobile device sereen 3701 shown in illustration “B” shows a description of

the mcoming alert 3703 that includes the location associated with the nearby user who generated
the alert and the distance from that user to the user who received the alert. Furthermore, the
embodiment shows a map associated with the location of the incident 3704, a visual
representation of the user’s location on the map who generate the alert 3705, a visval
representation of the user’s location who received the alert 3706, the identity of the user whoe
fransmitted the alert 3707, a visual representation or picture of the user who generated the alert
3708, and a mechanism to exit the displaved screen 3709

FIG, 38 18 an exemplary dlustration of two mobile deviee screenshots 38060, 3861

of a user making a 9-1-1 call by selecting an omergency function and 2 user mobile phone that

et

eceives an alert based on the 9-1-1 call. For example, & user involved in a situation requinng the
response of medical services, could wtilize the application icon 3802, shown in FIG. 38,
ilustration “A,” o automatically dial 9-1-1 and connect with an emergency communications
center. FIG. 38, illustration “B”, shows an example of a screen that would display data related to
the aforementioned subscriber alert, to include a visual or text indication that the alert 3804, was
related to an incident where medical assistance is needed.

This disclosure pertains to an alert notification and messaging systern, and in
particular (but not exclusively), to technigques for transmitting alerts and distributing among
mobile devices related to imcidents in real time. It will be undersiood by those having ordinary
skill in the art that the present disclosure may be emnbodied in other specific foroms without
departing from the spirit and scope of the disclosure disclosed. In addition, the examples and
embodiments described herein are in all respects illustrative and not restrictive. Those skilled in
the art of the present disclosure will recognize that other erobodiments using the concepts

described herein are also possible.



20

30

Cod

(9]

WO 2015/030897

CA 02959297 2017-02-24

PCT/US2014/041435

What is clagimed is:
i A syster, comprising:

a plurality of mobile devices, the plurality of mobile devices include a first set of user
mobile devices to generate at least one alert based on at least one mcident, a second set of crowd-
sourced-user robiie devices and a third set of subscriber ranbile devices 1o receive a notification
for each generated alert; and

at least one cornputer server commurucatively coupled to the plurality of mobile devices,
the at least one coraputer server 10 receive the generated alert from the first set of user maobile
devices and to send a notification of cach generated alert o the second set of crowd-source-user
maobile devices and the thivd set of subscriber mobile devices according to a proxumaity rule
wherein only a subset of the second set of crowd-sourced-user mobile devices or a subset of the
third set of subscriber mobile devices receive the notification of each generated alert;

wherein at least the first set of user mobile devices and the sccond set of crowd-sourced-

user mobile devices are 1o send messages related to the incident to each of the plurality of mobil

devices via the at least one computer server.
2, The systemn of clairn 1 further comprising a biofeedback sensor coupled to at least one of

A

the first set of user mobile devices wherein a state of the biofeedback sensor may cause the at
least one user mobile device to generate an alert.
g

3. The system of claim 2, wherem the biofeedback sensor includes fall detection capability.

4. The systern of claim 1, wherein the at least one computer server includes memory to
retain cach generated alert, notification, and message related to the ncident.

Wi
St
Cig

5. The systemn of claim 1, wherein the at least one computer server 18 communicatively

coupled to a public safety dispatch computer-aided dispatch (CAD) systen,

6. The system of claim 35, wherein messages and notifications that are transmitted to the at
feast one computer server are further transmitted to the public safety dispatch CAD systemasa
data stream,.

7. The systern of claim 1, wherein each mobile device is to function as & user mobile device,

crowd-sourced-user mobile device, and a subscriber mobile device.

f:.
=
b
[y
[
=N

3. The system of claim 1, wherein the first set of user mobile devices inc!

user mabile device,
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9. The systenm of claim 1, wherem at least one of the third set of subscriber mobile devices

subscribe 1o receive notifications of alerts from two or more user mobile devices.

10, The system of claim 1, wherein each of the third set of subscnber mobile devices are to
send messages to a subset of the third set of subscriber mobile devices, a subset of the first set of
user mobile devices and 4 subset of the second set of crowd-sourced-user mobiie devices

according to the proximily rule.

il A computer readable medium including code, when executed, to cause a mobile device

generaie an alert based on an incident;

transmit the alert (o at least one computer server;

receive a first notification relevant to the ingident;

generate a second notification relevant o the incident; and

fransmit the second notification to the at jeast one computer server to be distributedto a

network of mobile devices.

12 The computer readable medium of claiot 11, wherein the alert is generated and
transmitied by a soflware application witlun & mobile device.
i3, The computer readable medium of claim 11, wherein a software application within a

mobile device receives the first notification, generates the second notification, and transmits the

second notification.

4, The computer readable meedivm of claion 13, wherein the mobile device is a smartphone.
is. The compuier readabiec medium of claim 11, wherein the generated alert inciudes at jeast

one of an incident identification {(ID), a date/time stamp, a user 1D, and an alert type.

16. A computer readable roedium 1ncluding code, when executed, to cause a maobile device

receive a first notification of an alert related fo an incident upon a determination that 2
first mobile device is within a predetermined distance from a second mobile device;

generate a second notification related to the meident; and

iransmit the second notification to at least one computer server to be distributed to the

second mobile device.
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The computer readable mediun of claim 16, wherein the first notification inchudes at

feast one of a user wlentifier, a daie/time starnp, GPS location data of the incident, a text message
narrative of the incident, a photograph of the incident, and a video of the incident.
i8.

The computer readable medivo of claim

i
a text message narrative, a photograph of the meider

6, wherein the second notifi
len

nea

t, and a video of the mcident.
A method, comprising:

tion includes

setling a first geo-boundary around a user mobile device;

wherein the first gon-boundary includes a radial perimeter distance around the user

mobile device wherein notifications of alerts that ave transitted by a crowd-sourced user mobile

sourced u

ocated within the first geo-bonndary of the user mobile device; and

device are received by the user mobile device for a crowd-sourced user mobile device that is

ge

recelving & first notification of an alert that relates 1o an incident generated from a crowd-
user mobile device that is located & distance within the

mohile device.

243,

g

s

t geo-hboundary of the uset
boondary 18 n effect.
20

The method of ¢laim 19, further comprising setting a time duration that the first geo-
21.

o
[

The method of ¢laim 19 further comprising changing the geo-boundary of the user
mohile device from the first geo-boondary setling (0 a second geo-boundary setting.

23.

The method of claim 19, wherein the radial perimeter distance 1s less than I mile.
emergency, of a natural disaster
24,
30

The method of claim 19, wherein the incident is any of a crivninal event, a medical

A method, comprising:

receiving an alert based on an tncident  proximity 1o a first mobile device;
determining whether each of a set of mot
range foora the first mobile device

bile devices 1s within a predetermined proxinuty
transroitting a notification of the alert to cach mobile device within the set of mobile
devices based on the determination;
ransoiitting the notification of the al

device withun the set of mobile devices based on the determunation;

ert to each subscriber mobile device of cach mobile
receiving a message from a subscriber mobile device about the ncident;

4.
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ransouitting the message about the 1ncident to each mohbile device within the set of mobile

20

30

Cod
(9]

devices that are within the predetermined proximity range from the first mobile device and to
each subseriber mobile device of the set of mobile devices that are within the predetermined

proximity range.

25. The method of clamm 24 further comprising transmitting an emergency alert incident
record that is generated by a public safety system to each mohile device within the set of mobile

devices that are within the predeterrained proximity range.

26. The method of claim 24, wherein the alert s generated and fransmitted from the first

mebile phone.

27. The method of ¢lamm 24, wherein the alert is generated and transmitted from a public

0

safety dispatch systern.

28. A method, comprising:
generaling an emergency alert incident record in response to a call to an emergency
£EeNCY;

wherein the emergency alert incident record includes at least one of an incident ID
number, user identifier, time stamp of the incident, GPS location of the incident, a text narrative
related to the meident, a photograph of the incident, and a video of the incident;

transmitting information from the emergency alert ineident record o at least one
coraputer server to be transouitted to a plurality of user mobile devices within a predetermined
proximity of the mceident; and

iransputting information from the emergency alert incident record to the at least one
computer server to be transmitted to a plurality of subscriber devices of the plurahity of user

mobile devices.

29. The method of claim 28, wherein calling the emergency agency incluades calling 9-1-
1.
34. The method of clatm 2%, wherein the emergency alert inciderd report is generated at a

public safety CAD.

(9N
—

A systern, coraprising:

a network of mobile devices, the network of mobile devices includes a first set of user
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3

mabile devices to generate alerts based on ncidents, a second set of crowd-sourced-user mobile
devices, and a third set of subscriber mobile devices 1o receive notifications of the generated
alerts;

a network of computer servers communicatively coupled to the network of mobile
devices via a wircless network, the network of computer servers 1o receive the generated alerts
from the first set of user mobile devices and to send notifications of the generated alerts to the
second set of crowd-source-user mobile devices and to the third set of subscriber mobile devices;

A

wherein the first set of user mobile devices, the second set of crowd-sourced-user mobile
devices, and the third set of subscriber mobile devices are to send messages related to the
incidents to a subset of the plurality of mobile devices via the network of conputer servers
according to a proximuty rule; and

a plurality of biofeedback sensors coupled to at least one of the first set of user mobile
devices wherein a state of the bilofeedback sensor is to cause the at least one user mobile device to

generate the alerts.

32. The systemn of claim 31, wherein the plurality of biofeedback sensors monitors changes in
at least one of electro~-cardic and pulse data, galvanic skin response data, electro-muscular data,
pupil dilation data, and eyelid blink rate data.

33, The system of claim 31, wherein the plurality of biofeedback sensors are coupled

wirelessly to the user maobile device.

(]
:5.‘;

A method, comprising:

using a first mobile device 1o contact an emergency agency;

as a result of contacting the emergency agency, automatically generating and transmitting
an alert to a coraputer server; and

transmitting a notification of the alert from the computer server o a plurality of crowd-

X

1

source user mobile devices that are within a predetermined distance from the first reobie device.

35. The method of claim 34 further cornprising transrnitting a notification of the alert from
the computer server 1o a plurality of subscriber devices of the first device and the plurality of

crowd-source-user mobile devices that are within the predetermimed distance

el

rom the first mobile

-
v
v

device.
36. The moethod of claims 34, wherein contacting the emergency agency includes dialing 8-1-

1 from a mobile device,



CA 02959297 2017-02-24

WO 2015/030897 PCT/US2014/041435

37. A method, comprising:

generating an alert of an incident related to public safety; and

transroitting a notification of the alert to a subset of mobile devices within a network of
mobile devices;

3 wherein the subset of mobile devices that receive the notification of the alert are within a

predetermined distance from the location of the incident.
38, The method of claima 37 wherein the notification of the alert is transmitted to the network
of tnobile devices via at least one computer server compunicatively coupled to the network of

10 mobile devices.

34,

The method of clata 37 6 prising fras rnessages from one mobile

4

device withun the subaet of reobile devices o the other mobile devices within the set regarding the

+1 1

meident.

44, The method of elaym 37, wherein the alert 1s generated from a public agency, an

CTRCIrgency {elecommunications Ny sen, OF an alarm S}"SK‘J’IE

)

7.
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