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TROUBLESHOOTING SYSTEM FOR REMOTE PATIENT MONITORING

This application is being filed as a PCT International Patent application on

January 4, 2019 in the name of Cardiac Pacemakers, Inc. , a U.S. national corporation,

applicant for the designation of ail countries and Qi An, a U.S. Citizen, and Kimberly

Anne Eridon, a U.S. Citizen, and Arwinder Pal Singh, a U.S. Citizen, and Pratik K.

Pandya, a U.S. Citizen, and Ranganathan Baiasubramanian Tver, a U.S. Citizen, and

Viktoria A. Averina, a U.S. Citizen, inventors for the designation of all countries, and

claims priority to U.S. Provisional Patent Application No. 62/613,687, filed January

4, 2018, and U.S. Patent Application No. 16/239,379, filed January 3, 2019, the

contents of which are herein incorporated by reference in its/their entirety/entireties.

The technology disclosed herein relates to a troubleshooting system in

particular, the technology disclosed herein relates to a troubleshooting system for a

remote patient monitoring system.

Background

Remote patient monitoring systems enable healthcare providers to remotely

collect and assess patient physiological data. n such systems, one or more patient

sensors are in indirect communication with a remote system that is accessible by the

patient healthcare providers. Particularly, a communicator such as a repeater is placed

in a patient’s home. The communicator has a sensor interface that can download

physiological data from the sensors and network interface that can upload that

physiological data to a remote server, which is accessible by patient healthcare

providers. The network can he a data communication network such as the Internet.

These remote patient monitoring systems have various advantages that

ultimately correlate to reduced healthcare costs and improved patient outcomes.

However, the adoption of and adherence to such systems can be improved. Some

patients report never even setting up their communicator and, for some patients, the

communicator stops working at some point, which the patient may or may not be

aware of. As such, a system is needed to help improve the patient’s ability to use and

troubleshoot the remote patient monitoring system.

Summary



Some embodiments of the technology disclosed herein relate to a

troubleshooting system. A database defines a plurality of triggering conditions

defining a data transmission error between a sensor and a remote location. A data

transmission log is configured to receive characterization data defining each

successful data transmission between a communicator and the remote location, where

the characterization data is the time of a most recent successful data transmission, the

type of sensor data transmitted in the most recent successful data transmission, and

the timespan between successive data points in the sensor data transmitted in the most

recent successful data transmission. An input user interface is configured to receive

input from a user and an output user interface is configured to provide notification to

a user. Processing circuitry is in communication with the input interface and the

output interface, where the processing circuitry is configured to compare each of the

triggering conditions to the characterization data to identify a data transmission error.

Upon identification of the data transmission error, the processing circuitry causes the

output interface to present a query to the user.

In some embodiments, upon receipt of characterization data of a successful

data transmission, the processing circuitry causes the output user interface to provide

a first notification to the user. Additionally or alternatively, the system has a timer

configured to track a time period starting from the time of the most recent successful

data transmission. Additionally or alternatively, a first triggering condition of the

plurality of triggering conditions defines a time limit after a successful data

transmission between the co unicator and tire remote location, and the processing

circuitry is further configured to compare the time period to the time limit to identify

the data transmission error. Additionally or alternatively, the output user interface has

one or more of the following: an indicator light, a speaker, a display screen, and a

paper communication.

Additionally or alternatively, the input user interface has one or more of: a

keyboard, a microphone, and a touchscreen. Additionally or alternatively, the system

has a patient communicator having a network interface and a sensor interface,

whereby the patient communicator is configured to transmit data between the sensor

and the remote location. Additionally or alternatively, the patient communicator is

further configured to send the characterization data to the data transmission log.

Additionally or alternatively, the patient communicator is configured to receive the

characterization data from the remote location.



Additionally or alternatively, the processing circuitry is configured to provide

a second notification to the user upon receipt of the user input, wherein the second

notification is a suggestion to resolve the data transmission error. Additionally or

alternatively, the user input provides a reason for a timing gap in transmitted data.

Additionally or alternatively, a second triggering condition of the plurality of

triggering conditions define sensor data outside an expected numeric range, and the

characterization data further compr es a numeric range encompassing the sensor data

transmitted in the most recent successful data transmission.

Some embodiments of the disclosed technology relate to a method. A

plurality of triggering conditions are stored in a database, where each of tire plurality

of triggering conditions define a data transmission error between a sensor and a

remote location. Characterization data is received by a data transmission log, where

the characterization data defines each successful data transmission between a

communicator and the remote location. The characterization data includes the time of

a most recent successful data transmission, the type of sensor data transmitted in the

most recent successful data transmission, and the timespan between successive data

points within the sensor data transmitted in the most recent successful data

transmission. Processing circuitry compares tire triggering conditions to the

characterization data to identify a data transmission error and causes an output user

interface to present a query to a user upon identification of the data transmission error.

An input user interface receives a user input in response to tire query from a user.

In some embodiments, the processing circuitry causes the output user interface

to provide a notification to the er upon receiving characterization data of a

successful data transmission. Additionally or alternatively, a timer tracks a time

period starting from the time of the last successful data transmission. Additionally or

alternatively, the processing circuitry compares the time period to a first triggering

condition of the plurality of triggering conditions to identify the data transmission

error, where a first triggering condition defines a time limit after a successful data

transmission between the communicator and the remote location.

Additionally or alternatively, a network interface and a sensor interface of a

patient communicator transmits data between a sensor and a remote location.

Additionally or alternatively, the patient communicator sends the characterization data

to the data transmission log. Additionally or alternatively, a patient communicator

receives the characterization data from the remote location. Additionally or



alternatively, processing circuitry causes the output user interface to provide a second

notification to the user upon receipt of the user input, wherein the second notification

is a suggestion to resolve the data transmission error. Additionally or alternatively, the

input user interface receives user input providing reason for a timing gap in

transmitted data. Additionally or alternatively, a second triggering condition of the

plurality of triggering conditions is defined, where the second triggering condition

defines sensor data outside an expected numeric range. Additionally or alternatively,

the characterization data also has a numeric range encompassing the sensor data

transmitted in the most recent successful data transmission.

The current technology may he more completely understood and appreciated

in consideration of the following detailed description of various embodiments of the

current technology in connection with the accompanying drawings.

FIG. is a schematic diagram of an example implementation of a remote

patient monitoring system consistent with the technology disclosed herein.

FIG. 2 is an example method executed by a troubleshooting system consistent

with the technology disclosed herein.

FIG. 3 is another example method of troubleshooting a remote patient

monitoring system consistent with the technology disclosed herein.

FIG. 4 is an example troubleshooting system consistent with the technology

disclosed herein.

FIG. 5 is another example implementation of the technology disclosed herein.

Detailed Description

The troubleshooting system disclosed herein is generally configured to help

identify and resolve problems that may arise in a remote patient monitoring system.

Errors within a remote patient monitoring system can limit the probative value of the

data that is transmitted to the patient’s health care providers, which reduces or

eliminates the advantages of the remote patient monitoring system. Errors can include

a user’s inability to use and set-up the system, a user waiting too long to transmit data,

a change in a user’s Internet service provider, component software updates, adding

new components, challenges during the setup process of various components, sensor

calibration, sensor settings, environmental conditions, and the like. The



troubleshooting system is configured to identify when an error has occurred and help

direct the user to actions that will resolve the errors.

FIG. is a schematic diagram of an example implementation of a remote

patient monitoring system consistent with the technology disclosed herein. The

remote patient monitoring system 100 incorporates a troubleshooting system 140 to

help setup and troubleshoot the system. The remote patient monitoring system 100

generally allows a patient 110 having a sensor 2 to be monitored by their health

care providers 60 remotely. The sensor 112 is in communication with a

communicator 130 which is in communication with a remote server 150 at a remote

location. In particular, data from the sensor 1 2 is downloaded by the communicator

130 and uploaded to the remote server 150.

The communicator 130 has a sensor interface that is configured to establish

data communication between the sensor 112 and the communicator 130. The

communicator 30 has a network interface that is configured to establish data

communication between the remote server 150 and the communicator. The

communicator 130 is configured to transmit data between the sensor 12 and the

remote server 150.

The sensor 112 is generally configured to sense patient physiological data and

can be a plurality of sensors. n some embodiments, the sensor is implantable. n

some embodiments, the sensor is a component of an implanted cardiac rhythm

management device. In some embodiments, the sensor is an external sensor, such as a

scale. Some example sensors contemplated by the current technology include blood

pressure sensors, heart rate sensors, heart sound sensors, chemical sensors,

accelerometers, respiratory sensors, and the like.

The troubleshooting system 40 is configured exchange data with both the

sensor 112 of a patient 110 and the remote server 150. The troubleshooting system

140 can actively or passively receive data from the remote server 50 that

characterizes the data transmission between the sensor 2 and the remote server 150

and upon identification of an error, the troubleshooting system 40 instructs/alerts the

patient 0 of any actions that should be taken to resolve the error or asks the patient

0 for information which the troubleshooting system 140 can use to provide a

instruction/alert to the patient 10. In some examples, characterization data is sent to

the troubleshooting system 40 from the remote server 150. In other examples, the

troubleshooting system 140 sends queries to the remote server 150 to retrieve the



characterization data. The troubleshooting system 140 s also configured to provide

instructions/alerts to other remote locations such as to the patient’s healthcare

providers 160, caregivers/family members 170, and/or technicians 180 for technical

support.

The troubleshooting system 140 can be implemented in stand-alone hardware

or, in some implementations, the troubleshooting system 140 is integrated with the

communicator 130. In some embodiments, the troubleshooting system 140 can be

implemented as an application in a smartphone or a home computer. In some

embodiments, the troubleshooting system 40 can be part of the remote server 150.

Other configurations are certainly contemplated. The functionality and structures

mentioned in conjunction with FIG. will be described in more detail with reference

to the figures below.

FIG. 2 is an example method executed by an example troubleshooting system

consistent with the technology disclosed herein. A plurality of triggering conditions is

stored 2 , wherein each of the triggering conditions define a data transmission error

in sensor data transmission between a sensor and a remote location. The

characterization data is received 220 that defines each successful data transmission

between a communicator and the remote location. The troubleshooting system

compares the characterization data to the triggering conditions 230 to identify a data

transmission error 240. If a data transmission error is identified (“yes”), the

troubleshooting system outputs a query 250. If a data transmission error is not

identified (“no”), the method ends 260.

The characterization data can be received 220 by a data transmission log in

memory of the troubleshooting system. The characterization data that is received 220

generally characterizes various aspects of each successful data transmission among

the sensor, the communicator, and the remote location. For example, the time of the

data transmission, the type of sensor data transmitted in the respective data

transmission, and the timespan between successive data points within the sensor data

transmitted in the respective data transmission are considered “characterization data”

consistently with the technology disclosed herein. The characterization data is

generally received 220 upon a successful data transmission. As such, the

characterization data that is received characterizes the most recent successful data

transmission. In some embodiments, the characterization data is non-sensitive data,



ea ing that the data is not subject to federal and/or local privacy laws governing

patient data, e.g. personal data, protected health information, etc.

The characterization data that is received 220 can also define other aspects of

the successful data transmission n some examples, the characterization data includes

a numeric range that encompasses the sensor data transmitted in the respective

successful data transmission. In some examples, the characterization data includes tire

duration of the successful data transmission. In some examples, the characterization

data includes the time between the most recent successful data transmission and the

previous successful data transmission. In some examples, the characterization data

includes the number of sensor readings within the sensor data transmitted in the

respective successful data transmission.

n some, but not all embodiments, the processing circuitry of the

troubleshooting system is configured to cause the output of a notification 222 upon

receipt of characterization data 220 of a successful data transmission. The output of

the notification 222 can be provided through an output user interface such as an

indicator light, a speaker, a display screen, or even a paper communication, such as a

print-out or a postal communication. In some examples, an indicator light illuminates

to notify a user of a successful data transmission upon receipt of characterization data

220 of the successful data transmission. In some examples, a display screen notifies a

user of a successful data transmission. In some examples, an audio signal is emitted to

notify a user of the successful data transmission. In some examples, a postal

communication is delivered to notify a user of the successful data transmission.

n some embodiments, the characterization data that is received 220 is

generated at the remote location, such as by a remote server, but in some other

embodiments the characterization data can be generated by components of the

troubleshooting system n some embodiments, a patient communicator can he

configured to generate the characterization data n some other embodiments, the

patient communicator can receive the characterization data 220 from the remote

location and relay the characterization data 220 to a data transmission log of the

troubleshooting system in some examples, the troubleshooting system can generate a

portion of the characterization data. For example, the troubleshooting system can

incorporate a timer that tracks a time period starting from the time of the most recent

successful data transmission.



A successful data transmission as used herein is not synonymous with an

error-free data transmission, although a successful data transmission would certainly

encompass an error-free data transmission. Rather, a successful data transmission is

defined as the establishment of a successful communication link between a

communicator and a remote location, such as a remote server, so that some data is

transmitted between tire communicator and the remote location.

The plurality of stored triggering conditions 2 0 can be stored in a database in

the troubleshooting system and can be programmed based on the requirements of the

remote monitoring system. The plurality of stored triggering conditions 210 can be

rules and algorithms that define when the troubleshooting system will identify a data

transmission error between a sensor and a remote location based on the

characterization data. For example, a triggering condition can define a time limit

between successive successful data transmissions, or a time limit after a successful

data transmission within which another successful data transmission is expected. As

another example, a triggering condition ca define the type s of sensor data that must

be transmitted, such as blood pressure, heart rate, minute ventilation, accelerometer

data, heart sounds, and the like. As another example, a triggering condition can define

the maximum and/or minimum timespan between successive data points w h n

transmitted sensor data. As another example, a triggering condition ca define a

maximum value, a minimum value, or otherwise define when the numeric sensor data

falls outside of an expected numeric range. As yet another example, a triggering

condition can define a maximum and/or minimum number of sensor readings w h n

the transmitted sensor data.

Processing circuitry of the troubleshooting system can compare the received

characterization data to the triggering conditions 230 to identify a data transmission

error 240. For example, if the characterization data does not reflect that heart rate data

was received, and the triggering data reflects that heart rate data is expected, then the

troubleshooting system will identify a data transmission error 240. As another

example, if the characterization data defines the time period starting from the time of

the last successful data transmission and the triggering condition defines a time limit

after a successful data transmission within which another successful data transmission

is expected, then the troubleshooting system will identify a data transmission error

240 if tire time period is greater than the time limit. Otherwise, if the troubleshooting

system does not identify a data transmission error, then the process ends 260.



Upon identification of a data transmission error 240 by the processing

circuitry, the system outputs a query 250 to a user. The processing circuitry can cause

an output user interface to provide the query 250. The output user interface can be a

speaker or a display screen that is configured to query a user 250. The query is

generally configured to elicit information from the user about the system. For

example, if the most recent successful data transmission occurred outside of an

expected time period from the previous successful data transmission, the query can

request the user provide a reason for the timing gap. As another example, if data from

a particular sensor was not transmitted to the remote location, the query can request

the user perform a testing operation on the sensor or the communicator. Other

example queries will be discussed herein.

n some embodiments, the troubleshooting system outputs a notification to the

user that is indicative of tire severity of the data transmission errors identified. For

example, the troubleshooting system can display color-coded lights, such as green,

yellow/orange, and red. In such an example, a green light can indicate that there have

been no, or very minor, data transmission errors, a yellow/orange light can indicate

that there are data transmission errors related to gaps in data, such as missing portions

of non-criticai data, and a red light can indicate that there is critical data missing. In

such embodiments, a user is kept on notice regarding the overall health of the remote

monitoring system. In such embodiments, the user can provide an input to the

troubleshooting system to initiate troubleshooting functionality.

The troubleshooting system will generally receive an input from the user 270

in response to the query 250 through an input user interface such as a microphone, a

keyboard, or a touchscreen. The processing circuitry of the troubleshooting system

processes the user input 280 to troubleshoot the data transmission error. In some

embodiments, the input received 270 can resolve the data transmission error. Using an

example from the paragraph above, if the input from the user 270 indicates that a

timing gap in transmitted data is due to the patient being on vacation, the processing

circuitry of the troubleshooting system can interpret that input to determine that no

further action need be taken to resolve the error in data transmission. In some other

embodiments, the input received 270 can enable the troubleshooting system to further

troubleshoot the data transmission error, which wall be described in more detail

below.



After processing the user input 280, the processing circuitry of the

troubleshooting system can cause an output user interface to provide a second

notification to the user 290. The second notification can communicate that the data

transmission error is resolved based on the input received. The second notification can

communicate a suggestion to resolve the data transmission error, such as instructing

the user to calibrate particular sensors, instructing the user to set up a new component

or re-set an existing component. The second notification can also communicate that

the user should contact a particular person/entity for support, such as healthcare

providers or technical support.

In some embodiments, the troubleshooting system is configured to send

notifications through a network interface to a remote location, such as to the remote

server, technicians, healthcare providers, family members of the user, and the like.

The notifications can be through e-mail, postal communication, website notifications,

automated telephone calls, and the like.

FIG. 3 is an example implementation of a method 300 associated with a

remote patient monitoring system consistent with the technology disclosed herein.

The method 300 can be executed upon a successful data transmission. In this

example, system identifies a data transmission error that is missing portions of data

310. The system attempts to contact the patient 320 and provides a query 340. If the

system receives no response after two attempts 330, the system notifies the patient’s

physician 363. The system can receive a number of responses from the patient 341,

342, 343, 344, 345. 346.

The system’s attempt to contact the patient 320 can be a notification, such as

an audio or visua indicator and/or the query 340 itself. They query 340 can be

presented on a display screen. In this example, the system asks 340 the patient

whether any particular situation applies out of a number of possible situations, which

can be presented on a display screen, for example. A user can provide an input

through an input user interface, such as those described above, to provide a response.

The input can provide a reason for a timing gap in the data, for example. Based on the

user input, the system can provide a second notification to the user that is a suggestion

to resolve the data transmission error.

In the current example, if the user inputs that the communicator has not been

set up 341, or that they switched phone service providers 324, the system can advise

the patient to set up the communicator 350 through the output user interface. The



system can provide an option to the user that allows the user to provide an input to the

system that communicates to the system that s/he cannot setup the communicator 360

for some reason. Upon receiving such an input, the system can further query the

patient regarding who s/he would like to contact to provide assistance 370. The

patient can elect to contact a caregiver, upon which the system sends a notification to

the caregiver that setup is needed 380. The patient can also elect to contact technical

support, upon which the system sends a notification to technical support that setup

help is needed 390. Notifications can be sent to other individuals or entities, as well.

If a user indicates that the medical device has been changed 343, the system

notifies the user to contact the physician 353 and, in many embodiments, the system is

configured to receive a user input that instructs the system to notify the physician or

other caregiver. The system can then notify the physician 363.

A user can provide an input that s/he was on vacation 344, was hospitalized

345, or that there has been no change 346. Upon receiving such inputs, the system can

provide a second query to the user regarding whether the communicator light is on

352. The user can provide an input that indicates “yes, the light is on” or “no, the light

is not on.” If the user inputs data indicating that the light is on, the system can provide

a notification to the user that no changes are needed 362. However, if the user inputs

data indicating that the communicator light is not on, the system can notify the user to

troubleshoot the communicator 366. In some embodiments, the system can provide

troubleshooting assistance, such as by providing outputs that suggest further

troubleshooting steps that the patient can take. The user can provide an input to the

system that s/he is unable to troubleshoot the communicator 376, and in response the

system can further query the patient regarding who s/he would like to contact to

provide assistance 386. The patient can elect to contact a caregiver, upon which the

system sends a notification to the caregiver that troubleshooting help is needed 392.

The patient can also elect to contact technical support, upon which the system sends a

notification to technical support that troubleshooting help is needed 394. Notifications

can he sent to other individuals or entities, as well.

FIG. 4 is an example troubleshooting system consistent with the technology

disclosed herein. The troubleshooting system 400 has a housing 410 that generally

contains at least a portion of the system components. The troubleshooting system 400

has a database 430, a data transmission log 420, processing circuitry 460, an input

user interface 440 and an output user interface 450.



The database 430 defines a plurality of triggering conditions defining a data

transmission error between a sensor and a remote location. Triggering conditions are

consistent with those described above with FIG. 2 .

The data transmission log 420 is configured to receive characterization data

defining each successful data transmission between a communicator and the remote

location. Characterization data is generally consistent with that described above in

accordance with FIG. 2. n various embodiments, the characterization data can

include the time of a most recent successful data transmission, such as a timestamp.

The characterization data can also include the type of sensor data transmitted in the

most recent successful data transmission, such as the make and model of the sensor,

or the specific physiological measure that is being measured by the sensor. The

characterization data can a so include the timespan between successive data points in

the sensor data transmitted in the most recent successful data transmission. In some

embodiments, the timespan between successive data points in the sensor data reflect

the maximum and/or minimum timespans between successive data points in the

transmitted sensor to reduce the volume of data. The data transmission log 420 can be

populated by a component external to the system 480 such as a remote server at the

remote location or, in some embodiments, a communicator that can be local to or

remote from the troubleshooting system 400. In such embodiments, the

troubleshooting system 400 can have a data receiving interface 422 that is configured

to receive such characterization data. In some other embodiments, the characterization

data can be generated by the troubleshooting system 400 itself.

The input user interface 440 is configured to receive input from a user and can

be consistent with input user interfaces described above in conjunction with the

discussion of FIG. 2. Similarly, the output user interface 450 is configured to provide

a notification to the user and can be consistent with output user interfaces described

above in conjunction with the discussion of FIG. 2.

The processing circuitry 460 is in communication with the input user interface

440 and the output user interface 450. The processing circuitry 460 is also in

communication with the data transmission log 420 and the database 430. The

processing circuitry is configured to compare the triggering conditions stored in the

database 430 to the characterization data in the data transmission log 420 to identify a

data transmission error. Upon identification of the data transmission error, the

processing circuitry 460 causes the output user interface 450 to present a query to the



user. The query can be consistent with those described above with reference to FIG. 2.

The troubleshooting system 400 can also have a network interface 490 in

communication with the processing circuitry 460 such that notifications can be sent to

a remote location 492. In some embodiments, where the troubleshooting system 400

incorporates a data receiving interface 422, the network interface 490 and the data

receiving interface 422 can be a single component.

In some, but not all embodiments, the troubleshooting system 400 can

incorporate a timer 470 that is configured to track a time period starting from tire time

of tire most recent successful data transmission. In such embodiments, the database

430 can define a time limit after a successful data transmission between the

communicator and the remote location and the processing circuitry can be configured

to compare the time period to the time limit to identify a data transmission error. In

some embodiments, the troubleshooting system 400 does not have a tinier, and the

characterization data in the data transmission log 420 defines the time period between

the ast successful data transmission and the most recent successful data transmission.

FIG. 5 is another example implementation of the technology disclosed herein,

where components of the troubleshooting system are incorporated in a patient

communicator 500. The patient communicator 500 has a housing 510 that houses

various components. A sensor interface 570 is configured to communicably couple to

a sensor 572 to download patient physiological data from the sensor 572. The sensor

interface 570 can define a wired or wireless communication link with the sensor 572.

In some embodiments, the sensor interface 570 can incorporate short-range or long-

range radio frequency telemetry circuitry, inductive telemetry circuitry, or other types

of communication hardware. The physiological data can be saved in memory 580

either o a permanent basis, or temporarily until processing circuitry 560 causes the

data to be sent via a network interface 590 to a remote server 594.

The remote server 594 can be configured to perform data analysis of the

patient physiological data and, in some embodiments, generate characterization data

associated with the successful data transmission between the communicator 500 and

the remote server 594. The remote server 594 can send the characterization data to the

communicator 500 via the network interface 590, which can be stored by a data

transmission log 520 in the communicator 500. The processing circuitry 560 can



compare the data in the data transmission log 520 with triggering conditions stored in

a database 530 to identify whether a data transmission error has occurred.

An output user interface 550 is in communication with the processing circuitry

560 and is directed, y the processing circuitry, to provide a query to a user upon

identification of a data transmission error. The output user interface 550 can also be

directed, by the processing circuitry, to notify a user upon a successful data

transmission between the communicator 500 and the remote server 594. The output

user interface 550 can also be directed, by the processing circuitry, to provide a

notification to a user that is a recommendation, notification, instruction, or further

query relevant to resolving the data transmission error, as has been described earlier.

An input user interface 540 is also in communication with the processing

circuitry 560 and is configured to receive an input from the user. The input from the

user can be an answer to a query presented by the output user interface 550. The

processing circuitry 560 is configured to process the user input to resolve or further

troubleshoot the data transmission error.

In some embodiments, the network interface 590 is configured to establish

communications with other remote locations to send notifications. Remote locations

can include the user’s healthcare providers 592, technical support 596 for the remote

monitoring system, caregivers, family members, and the like. The processing circuitry

560 can he configured to determine what party to send the notification to and what the

notification is. In some embodiments, user input through the input user interface 540

can specify a party to send a notification to, and even the information that the

notification communicates. For example, in some embodiments the user can specify

that they would like to contact technical support 596 for troubleshooting of the remote

monitoring system. In such an embodiment, the processing circuitry 560 can execute

those specifications.

t should also be noted that, as used in this specification and the appended

claims, the phrase “configured” describes a system, apparatus, or other structure that

is constructed to perform a particular task or adopt particular characteristics. The

phrase "configured" can be used interchangeably with other similar phrases such as

“arranged”, “arranged and configured”, “constructed and arranged”, “programmed”,

“manufactured and arranged”, and the like. Various steps of the processes disclosed

and described herein can be stored as program instructions on a non-transitory

computer-readable storage medium that are configured to be executed by a processor.



All publications and patent applications in this specification are indicative of

the level of ordinary skill in the art to which the present technology pertains. All

publications and patent applications are herein incorporated by reference to the same

extent as if each individual publication or patent application was specifically and

individually indicated by reference.

This application is intended to cover adaptations or variations of the present

subject matter. t is to be understood that the above description is intended to be

illustrative, and not restrictive.



We claim:

1. A system comprising:

a database defining a plurality of triggering conditions defining a data

transmission error in sensor data transmission between a sensor and a remote location;

a data transmission log configured to receive characterization data defining each

successful data transmission between a communicator and the remote location, wherein

the characterization data comprises the time of a most recent successful data

transmission, the type of sensor data transmitted in the most recent successful data

transmission and a timespan between successive data points in the sensor data

transmitted in the most recent successful data transmission;

an input user interface and an output user interface, wherein the input user

interface is configured to receive input from a user and the output user interface is

configured to provide notification to a user; and

processing circuitry in communication with the input user interface and the output

user interface, wherein the processing circuitry is configured to compare each of the

triggering conditions to the characterization data to identify a data transmission error, and

wherein upon identification of the data transmission error, the processing circuitry causes

the output interface to present a query to the user.

2 . The system of any of claims 1 and 3-8, wherein, upon receipt of characterization

data of a successful data transmission, the processing circuitry causes the output user

interface to provide a first notification to the user.

3. The system of any of claims -2 and 4-8, further comprising a timer configured to

track a time period starting from the time of the most recent successful data transmission.

4. The system of any of claims 1-3 and 5-8, wherein a first triggering condition of

the plurality of triggering conditions defines a time limit after a successful data

transmission between the communicator and the remote location, and the processing

circuitry is further configured to compare the time period to the time limit to identify the

data transmission error

5 The system of any of claims 1-4 and 6-8, further comprising a patient

communicator comprising a network interface and a sensor interface, whereby the patient

communicator is configured to transmit data between the sensor and the remote location;



and wherein the patient communicator is further configured to send the characterization

data to the data transmission log.

6. The system of any of claims 1-5 and 7-8, wherein the patient communicator is

configured to receive the characterization data from the remote location.

7. The system of any of claims 1-6 and 8, wherein the processing circuitry is

configured to provide a second notification to the user upon receipt of the user input,

wherein the second notification is a suggestion to resolve the data transmission error.

8. The system of any of claims 1-7, wherein a second triggering condition of the

plurality of triggering conditions define sensor data outside an expected numeric range,

and the characterization data further comprises a numeric range encompassing the sensor

data transmitted in the most recent successful data transmission.

9 . A method comprising:

storing a plurality of triggering conditions in a database, wherein each of the

plurality of triggering conditions define a data transmission error in sensor data

transmission between a sensor and a remote location;

receiving characterization data in a data transmission log, wherein the

characterization data defines each successful data transmission between a communicator

and the remote location, wherein the characterization data comprises the time of a most

recent successful data transmission, the type of sensor data transmitted in the most recent

successful data transmission, and the timespan between successive data points within the

sensor data transmitted in the most recent successful data transmission;

comparing, by processing circuitry, the triggering conditions to the

characterization data to identify a data transmission error;

the processing circuitry causing an output user interface to present a query to a

user upon identification of the data transmission error; and

an input user interface receiving a user input in response to the query from a user.

10. The method of any of claims 9 and 1-15, further comprising the processing

circuitry causing the output user interface to provide a notification to the user upon

receiving characterization data of a successful data transmission.

11. The method of any of claims 9-10 and 12-15, further comprising tracking a time

period, by a timer, starting from the time of the last successful data transmission.



12. The method of any of claims 9-1 and 13-15, further comprising the processing

circuitry comparing the time period to a first triggering condition of the plurality of

triggering conditions to identify the data transmission error, wherein a first triggering

condition defines a time limit after a successful data transmission between the

communicator and the remote location.

13. The method of any of claims 9-12 and 14-15, further comprising transmitting data

between a sensor and a remote location using a network interface and a sensor interface

of a patient communicator; and the patient communicator sending the characterization

data to the data transmission log.

14. The method of any of claims 9-13 and 15, further comprising processing circuitry

causing the output user interface to provide a second notification to the user upon receipt

of the user input, wherein the second notification is a suggestion to resolve the data

transmission error.

5. The method of any of claims 9-14, further comprising defining a second

triggering condition of the plurality of triggering conditions, wherein the second

triggering condition defines sensor data outside an expected numeric range, and the

characterization data further comprises a numeric range encompassing the sensor data

transmitted i the most recent successful data transmission.
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