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DATA PROCESSING APPARATUS TO 
GENERATE AN ALARM 
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BACKGROUND 
[ 0002 ] The present disclosure relates to data processing 
apparatus , in particular , but not exclusively , to a data pro 
cessing apparatus that is configured to generate an alarm 
signal as a result of analysis performed on received audio 
and video data signals . 
10003 ] Closed circuit television ( CCTV systems are 
known to record video data , and display the video data to a 
human operator in order that the human operator can iden 
tify any anomalies in the video data , for example breaches 
of security , or illegal activities . 
10004 ] US 2006 / 0222206 ( Garoutte ) discloses a method 
ology of implementing complex behaviour recognition in an 
intelligent video system . 
10005 ] U . S . Pat . No . 6 , 628 , 835 ( Brill et al ) discloses a 
method and system for defining and recognizing complex 
events in a video sequence . 
[ 0006 ] WO 97 / 08896 ( Scientific - Atlanta , Inc . ) discloses 
an open area security system that comprises an acoustic 
sensor array capable of forming elevational and azimuthal 
beans , and a camera mounted in the vicinity of the array that 
is automatically directed toward a detected , sound - produc 
ing event . 
[ 0007 ] . Aspects and embodiments disclosed herein were 
devised with the foregoing in mind . 

10016 ) The analysis may comprise one or more processing 
operations that perform an analysis of the received data and 
may be based on computations based on physical modelling 
to identify incidents from the received data . 
[ 0017 ] The result of the analysis may be a binary output , 
for example whether or not one or more criteria are satisfied , 
or may be an output signal that represents a degree to which 
one or more criteria are met , or may be a count of how many 
times a criteria is met . In some embodiments , the analysis 
may be referred to as analytics ; that is a logical analysis such 
as the application of algorithms and transformations that 
operate on a digital representation of the received data . 
[ 0018 ] . An example of a count of how many times a criteria 
is met may include how many times an object , for example 
a person or a vehicle , passes a predetermined point . That is , 
a criterion may be a person passing a predetermined point . 
The predetermined point may be an entry to a building , a 
field , an arena , or any other area . 
[ 0019 ] In one embodiment , a video camera may be set up 
to monitor a doorway to a building , and the results of 
analysis performed on the video data may be a count of the 
number of people who have passed through the doorway , 
and / or the total number people who are currently inside the 
building . In order to maintain a count of the total number of 
people inside the building the video analysis may be able to 
differentiate between people entering and exiting the build 
ing . 
[ 0020 ] In other embodiments , the predetermined area may 
be a gate to a field / enclosure , an entrance to a stadium , an 
entrance to a public transport station such as a train station , 
or any other area through which objects / people pass . 
[ 0021 ] Generating the alarm signal as a result of analysis 
performed on both the received audio and video data can 
enable complex alarm monitoring incidents / scenarios to be 
considered and / or detection accuracy to be improved and / or 
the number of false alarms generated to be reduced . 
( 0022 ] The analysis may be performed on both the audio 
and video data , either independently or in combination , or in 
sequence , and this can enable a greater degree of confidence 
to be placed on alarms . 
[ 0023 ] In some embodiments , incidents that can be deter 
mined from a result of analysis of audio data complement 
incidents that can be determined from a result of analysis of 
video data due to the different types of incident that each 
type of data are particularly suited to monitoring . 
[ 0024 ] For example , analysis of video data may provide 
high detection accuracy and low false alarm potential for 
determining an “ Intruder Detection ” incident , whereas 
analysis of audio data may provide low detection accuracy 
and high false alarm potential for determining the same 
" Intruder Detection ” incident . Similarly , analysis of video 
data may provide low detection accuracy and high false 
alarm potential for determining a “ Personal Attack ” inci 
dent , whereas analysis of audio data may provide high 
detection accuracy and low false alarm potential for deter 
mining the same " Personal Attack " incident . However , using 
a combination of analysis of both video and audio data 
enables a high detection accuracy and low false alarm 
potential to be obtained for both the “ Intruder Detection ” 
incident and the “ Personal Attack ” incident . 
[ 0025 ] An example where use of analysis of audio and 
video data together can improve detection accuracy and 
false alarm potential includes identifying a shooting . Use of 
audio data analysis alone may wrongly identify a car back 

SUMMARY 
[ 0008 ] According to a first aspect of the invention , there is 
provided data processing apparatus comprising : 
[ 0009 ) a video data receiver configured to receive video 
data ; and / or 
[ 0010 ] an audio data receiver configured to receive audio 
data ; and 
[ 0011 ] an alarm engine configured to analyse said received 
video and / or audio data and generate an alarm signal based 
on an output signal generated by said analysis . 
[ 0012 ] . According to a second aspect of the invention , 
there is provided a method of operating a data processing 
apparatus comprising : 
[ 0013 ] receiving video data ; and / or 
[ 0014 ] receiving audio data ; and 
[ 0015 ] analysing said received video and / or audio data and 
generating an alarm signal based on an output signal gen - 
erated by said analysis . 
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firing as a gunshot , and use of video data analysis alone may 
wrongly identify a person running for a bus as running away 
from a shooting . However , use of audio and video data 
analysis together can ensure that a shooting alarm is only 
generated when a gunshot sound is identified and it is 
determined that people are running in the scene . 
[ 0026 ] It will be appreciated that embodiments of the 
invention provide a system / method wherein the analysis of 
audio data can be used to complement any deficiencies in an 
analysis of video data , and vice versa . This provides an 
improved system / method for automatically generating 
alarms that are determined as a result of an improved 
determination of incidents / scenarios from the received data . 
[ 0027 ] Furthermore , it may be possible to determine the 
occurrence of alarms that previously were not determinable . 
For example , security threats and potentially dangerous 
situations can be determined early by utilising the more 
sophisticated incidents / scenarios that can be recognised to 
enable preventative pro - active measures to be taken where 
possible . This may be preferable to re - active measures that 
are taken after a dangerous situation has occurred . 
[ 0028 ] The alarm engine may be configured to : 
[ 0029 ] perform incident analysis on said received audio 
and / or video data , and 
( 0030 ) generate an incident analysis output signal , 
[ 0031 ] wherein said incident analysis output signal com 
prises a representation of the result of one or more pattern 
recognition operations performed on said received audio 
and / or video data . 
[ 0032 ] The one or more pattern recognition operations 
may comprise identifying objects from the video data . 
Examples of objects in the video data may comprise com 
ponents of the foreground of a video image , for example a 
person , a bag , or a vehicle . The incident analysis may 
comprise performing one or more pattern recognition opera 
tions on one or more objects identified from the video data . 
The pattern recognition operations may comprise determin 
ing spatial and / or temporal relationships of objects identified 
in the video data . 
0033 ] The one or more pattern recognition operations 

may comprise applying pattern recognition operations to the 
audio data . For example , the audio pattern recognition 
operations may comprise one or more of performing ridge 
estimation , running autocorrelation operations under the 
ridges to provide a measure of the periodicity of contours , 
performing instantaneous frequency estimation to determine 
a local frequency for each moment of the fundamental 
period contour , performing fundamental period contour esti 
mation to estimate the pitch of the signal . 
[ 0034 ] Performing one or more comparisons of said 
received audio and video data with one or more patterns 
enables situations comprising different types of incidents to 
be determined . Examples of incidents include identifying a 
stationary object , loitering , congestion , running , a gun shot , 
aggressive noise , an emergency vehicle ' s siren , and a 
scream . The pattern recognition operations on the received 
audio and video data may be performed independently , in 
combination , or in sequence . 
[ 0035 ] The video incident analysis may be performed on 
a detection area that comprises a sub - area of said video data . 
[ 0036 ] Use of the detection area enables more advanced 
incidents to be determined as the incident analysis is 
focussed on areas of interest . This level of refinement can 
enable events which would otherwise have constituted an 

incident to be ignored if they are not within the detection 
area . The detection area may comprise one or more sub 
areas of images represented by the video data , and the 
sub - areas may or may not be contiguous . For example , 
sub - areas may be defined that correspond to areas of an 
image that display doors and windows when performing 
security analysis . 
10037 One or more of the sub - areas may be dynamically 
determined . A dynamically determined sub - area may focus / 
restrict analysis , or a function defined by said analysis , to a 
sub - area related to an earlier incident as identified by the 
incident analysis . The dynamically determined sub - area may 
be a sub - area of a detection area , which in turn may be a 
sub - area of an existing sub - area . 
[ 0038 ] The alarm engine may be configured to : 
0039 ] perform contemporaneous analysis on said 
received audio and / or video data , and 
[ 0040 ] generate a contemporaneous analysis output signal , 
10041 ] wherein said contemporaneous analysis output sig 
nal comprises a representation of the result of one or more 
contemporaneous analysis functions applied either directly 
or indirectly to the received audio and / or video data . 
[ 0042 ] A contemporaneous analysis function is a function 
of the contemporaneous analysis . 
[ 0043 ] One or more of said contemporaneous analysis 
functions may comprise a contemporaneous analysis rule 
and a delay period . The delay period defines a period of time 
for which the contemporaneous analysis rule must be satis 
fied for the contemporaneous analysis function to be satis 
fied . The contemporaneous analysis rule may comprise an 
operation that is to be performed on one or more incident 
analysis output signals , and the operation may be a Boolean 
operation . 
[ 0044 ] Using a delay period enables the analysis to gen 
erate an alarm when criteria are satisfied for a predetermined 
time . This provides the advantage that potential false alarms 
that would be generated where a criteria is satisfied for only 
a short period of time are reduced . Another advantage is that 
a user defined delay that is appropriate to a behaviour / 
incident that is being monitored can be incorporated . Fur 
thermore , additional confidence can be provided by auto 
matically utilising the determination of the concurrence of 
audio and video incidents / detections . 
[ 0045 ] The alarm engine may be configured to : 
[ 0046 ] perform sequential analysis either directly or indi 
rectly on the received audio and / or video data , and 
[ 0047 ] generate a sequential analysis output signal , 
[ 0048 ] wherein said sequential analysis comprises the 
sequential application of one or more sequential analysis 
functions to the received audio and / or video data , 
( 0049 ] wherein said sequential analysis output signal com 
prises a representation of the result of the last of the one or 
more sequential analysis functions . 
[ 0050 ] In embodiments where there is one sequential 
analysis function , the only sequential analysis function is the 
last sequential analysis function . That is , the sequence is a 
sequence of one function . 
[ 0051 ] In embodiments where the one or more sequential 
analysis functions comprise a plurality of sequential analysis 
functions , one or more of the plurality of sequential analysis 
functions may comprise a sequential analysis rule and a 
timeout period . The timeout period may define a period of 
time after the sequential analysis rule has been satisfied 
during which the output signal for that sequential analysis 
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function is considered true . That is , the timeout period 
defines a period of time during which the next sequential 
analysis function must be satisfied for the sequence to be 
continued . If the next sequential function is not satisfied 
before the timeout period of the previous sequential function 
expires , then the alarm engine may be configured to termi 
nate the processing of the current sequence . In the mean 
time , any further sequences that have been initiated are 
continued . 
[ 0052 ] . The timeout period for a sequential analysis func 
tion may be applied from the time at which the sequential 
analysis rule of that sequential analysis function is satisfied . 
In such an embodiment , the timeout period timer is triggered 
when the sequential analysis rule is satisfied , and therefore 
the output of the sequential analysis function is true for the 
period of time defined by the timeout period after the 
sequential analysis rule becomes satisfied . 
10053 ] In other embodiments , the timeout period may be 
applied from the time at which the sequential analysis 
function is no longer satisfied . That is , the output of the 
sequential analysis function is true for the period of time 
during which the sequential analysis rule is satisfied plus the 
period of time defined by the timeout period after the 
sequential analysis rule is no longer satisfied . 
[ 00541 One or more of the sequential analysis rules may 
comprise an operation that is to be performed on the 
contemporaneous analysis output signal . The operation may 
be a Boolean function . 
[ 0055 ] The video data may be data representative of 
output signals generated by a plurality of cameras . The audio 
data may be data representative of output signals generated 
by a plurality of microphones . 
[ 0056 ] The audio data may be representative of sound 
emanating from outside of the field of the received video 
data . This can provide the advantage that alarms can be 
generated in relation to situations where the cameras do not 
necessarily capture the situation for which the alarm is 
generated and / or where incidents outside the field of view 
for the received video data assist in determining what 
incidents are occurring in the field of view . 
[ 0057 ] The data apparatus may further comprise an exter 
nal data receiver configured to receive external data , wherein 
the alarm engine is also configured to perform analysis on 
said received external data . Examples of external data may 
include data representative of an indication of smoke , fire or 
an intruder , and the data may be received from a smoke 
alarm , a temperature sensor or an infra - red motion detector . 
[ 0058 ] In other embodiments , the external data receiver 
may be configured to receive data from a radio frequency 
identification ( RFID ) system . For example , the external data 
received from an RFID system may comprise a count of the 
number of RFID tags / transponders that are identified by a 
RFID reader . 
[ 0059 ] The RFID reader may be one wire that runs under 
the ground across an entrance to an area such as a building , 
wherein a count is incremented each time a RFID tag passes 
over the wire . 
[ 0060 ] In some embodiments , the RFID reader may be 
two wires that run under the ground across an entrance , 
wherein the wires are spaced apart such that an incident 
analysis function can determine in which direction the RFID 
tag is passing through the entrance . The wires / RFID readers 
may be spaced 1 metre apart across the entrance . This can be 
determined by identifying in which order the two RFID 

readers / wires were activated by a given RFID tag . By 
monitoring in which direction RFID tags pass by the reader , 
it may be possible to maintain a count of the total number of 
RFID tags that are within a building or any other area . For 
example a count may be incremented when a tag passes 
through the entrance in one direction , and the count may be 
decremented when a tag passes through the entrance in the 
other direction . 
[ 0061 ] In some embodiments , the alarm engine may be 
configured to perform analysis on the external data to 
perform a comparison between the external data and video 
and / or audio data . A discrepancy between the external data 
and the video and / or audio data may cause an alarm signal 
to be generated by the alarm engine . 
[ 0062 ] An embodiment where external data representative 
of a count of the number of people who pass through an 
entrance is compared with video data representative of a 
count of the number people passing though the same 
entrance may be considered as a " covert access control 
system ” . The external data may be obtained from an RFID 
system , for example . It will be appreciated that such a 
" covert access control system ” is not limited to monitoring 
people entering a building , but could be used as a barrier - less 
entry control system in any situation where crowd flow , or 
any other object flow such as vehicles , can be monitored . 
[ 0063 ] . Another embodiment where external data repre 
sentative of a count of the number of people who pass 
through an entrance is compared with video data represen 
tative of a count of the number people passing though the 
same entrance can be used to detect “ tailgating ” possibly 
through ticket barriers or at an access control point at a 
security door that is opened by the swiping of a security 
pass . 
[ 0064 ] An example of tailgating is where two or more 
people pass through an automated ticket barrier using a 
ticket that is only valid for a single person . Typically this 
may mean two people walking very closely together through 
a ticket barrier that automatically opens when a ticket is 
presented , for example at a train station . In some embodi 
ments , the ticket barrier may accept paper tickets , and in 
other embodiments the ticket barrier may be configured as 
an RFID reader to access data on an RFID tag associated 
with a ticket . 
[ 0065 ] Optionally , embodiments described herein may be 
used with systems that do not have a physical barrier to 
access . In such an embodiment , the external data may 
comprise data representative of the covert reading of RFID 
tags as they pass through an area that is monitored by a RFID 
reader . The monitored area may be considered as comprising 
a “ virtual trip wire ” which can generate an external data 
output signal when the presence of a RFID tag is deter 
mined . The external data output signal may be a count of the 
number of RFID tags passing through the monitored area in 
a predetermined time . The alarm engine may be configured 
to compare a count of the number of RFID tags passing 
through the monitored area as determined from the external 
data output signal , with a count of objects passing through 
the monitored area as determined from a video data signal . 
[ 0066 ] According to a further embodiment of the inven 
tion , there is provided a method of configuring data pro 
cessing apparatus for automatically determining a real size 
of an object in an image of a scene displayed on a display 
screen , the method comprising : 
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[ 0067 ] responding to user input by displaying in an image 
of a scene displayed on a display screen a virtual object 
representative of a real size object to establish a first datum 
position ; 
[ 0068 ] varying the size of the virtual object in the image 
responsive to user input ; 
[ 0069 ] storing data representative of the horizontal and 
vertical size of the virtual object relative to the displayed 
image at the first datum position ; 
[ 0070 ] displaying said virtual object at a second datum 
position in said image responsive to user input ; 
[ 0071 ] varying the size of the virtual object on the display 
screen at the second datum position responsive to user input ; 
and 
[ 0072 ] storing data representative of the vertical and hori 
zontal size of the virtual object at the second datum position 
relative to the displayed image . 
[ 0073 ] According to a further embodiment of the inven 
tion , there is provided data processing apparatus configured 
for automatically determining a real size of an object in an 
image of a scene displayed on a display screen , the apparatus 
operative to : 
[ 0074 ] respond to user input by displaying in an image of 
a scene displayed on a display screen a virtual object 
representative of a real size object to establish a first datum 
position ; 
[ 0075 ] vary the size of the virtual object in the image 
responsive to user input ; 
[ 0076 ] store data representative of the horizontal and 
vertical size of the virtual object relative to the displayed 
image at the first datum position ; 
[ 0077 ] display said virtual object at a second datum posi 
tion in said image responsive to user input ; 
[ 0078 ] vary the size of the virtual object on the display 
screen at the second datum position responsive to user input ; 
and 
00791 store data representative of the vertical and hori 
zontal size of the virtual object at the second datum position 
relative to the displayed image . 
0080 ] The method may further comprise automatically 
establishing said first datum position by displaying said 
virtual object such that the foot of the virtual object is at the 
foot of said displayed image . 
[ 0081 ] The method may further comprise automatically 
establishing said second datum position by displaying said 
virtual object such that the foot of the virtual object is on the 
horizon of the scene in the displayed image . 
[ 0082 ] The method may further comprise storing data 
representative of the real size represented by said virtual 
object . 
10083 ] This may provide the advantage that the user can 
define the real size represented by the virtual object , for 
example to suit the sizes of the objects in the image . 
[ 0084 ] According to a further aspect of the invention , they 
may be provided data processing apparatus comprising : 
[ 0085 ] a video data receiver configured to receive video 
data ; 
10086 ] a virtual test signal receiver configured to receive a 
virtual test signal representative of a location of a virtual 
object ; 
[ 0087 ] a video overlay engine configured to overlay the 
received video data with a virtual object at locations deter 
mined from the virtual test signal to generate virtual test 
video data ; and 

0088 ] an alarm engine configured to analyse the virtual 
test video data and generate an alarm signal based on an 
output signal generated by said analysis . 
[ 0089 ] The video overlay engine may be configured to set 
the size of the virtual object dependent upon the location of 
the virtual object . 
[ 0090 ] The received video data may be pre - recorded video 
data retrieved from computer memory , or may be live video 
data . 
[ 0091 ] The virtual object may representative of an object 
that has been captured from video data , or may be a virtual 
object that has been loaded from a library of virtual objects . 
10092 ] According to a further embodiment of the inven 
tion , there is provided data processing apparatus comprising : 
[ 0093 ] a video data receiver configured to receive video 
data ; 
[ 0094 ] an external data receiver configured to receive 
external data ; and 
[ 0095 ] an alarm engine configured to analyse said received 
video and external data and generate an alarm signal based 
on an output signal generated by said analysis . 
[ 0096 ] According to a further embodiment of the inven 
tion , there is provided a method of operating a data pro 
cessing apparatus comprising : 
[ 0097 ) receiving video data ; 
[ 0098 ] receiving external data ; and 
[ 0099 ] analysing said received video and external data and 
generating an alarm signal based on an output signal gen 
erated by said analysis . 
10100 ] The alarm engine may be configured to perform 
sequential analysis of said received video and external data 
to determine a sequence of one or more incidents . 
[ 0101 ] The external data may be received from , and rep 
resentative of the data output by , one or more of : an RFID 
system ; a thermal camera ; a fingerprint reader ; an iris reader ; 
an access card reader ; an automatic number plate recogni 
tion system ; a fire alarm ; an access control system ; a speed 
camera ; a relay input ; a keypad entry system ; a thermal 
sensor ; an ear shape detection system ; a face recognition 
system ; an object tracker system ; a smoke detector ; a voice 
identification ( speaker identification ) system ; a voice recog 
nition system ; a gait detection ( identification ) system ; a 
temperature measuring system ; an infrared or radio fre 
quency remote control system / signal ; a radar ; a proximity 
detection system ; an odour detector ; an electrical fence 
intruder detection system ; and / or a sonar system . 

DRAWINGS 
[ 0102 ] Specific embodiments in accordance with the pres 
ent invention will now be described , by way of example 
only , with reference to the drawings , in which : 
[ 0103 ] FIG . 1 shows a system according to an embodi 
ment of the invention ; 
[ 0104 ] FIG . 2 shows an embodiment of a data - processing 
apparatus according to an embodiment of the invention ; 
0105 ] FIG . 3 shows an embodiment of an alarm engine 
according to an embodiment of the invention ; 
[ 0106 ] FIG . 4 shows an embodiment of processing per 
formed by an alarm engine according to an embodiment of 
the invention ; 
[ 0107 ] FIG . 5 shows an embodiment of a contemporane 
ous analysis function according to an embodiment of the 
present invention ; 
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[ 0108 ] FIG . 6A shows an example of how the timer delay 
is used by a contemporaneous analysis function , and 
[ 0109 ] FIG . 6B shows an example of how the timeout is 
used by a sequential analysis function according to an 
embodiment of the invention ; 
[ 0110 ] FIG . 7 shows an embodiment of an image file 
according to an embodiment of the invention ; 
[ 0111 ] FIG . 8 shows an example of a floorplan display 
screen of a CONFIGURE GUI , 
[ 0112 ] FIG . 9 shows an embodiment of the schedule 
display screen of the CONFIGURE GUI , 
[ 0113 ] FIG . 10 shows an embodiment of a video param 
eters display screen , 
[ 0114 ] FIG . 11 shows an embodiment of the alarms dis 
play screen , 
[ 0115 ] FIG . 12 illustrates a zone configuration dialogue 
box , 
[ 0116 ] FIG . 13A shows an embodiment of the zones 
display screen , 
[ 0117 ] FIG . 13B shows five additional icons concerning 
the modification of the detection area , and 
[ 0118 ] FIG . 14 shows an embodiment of a log display 
screen of the CONFIGURE GUI according to an embodi 
ment of the invention ; 
[ 0119 ] FIG . 15 shows a MANAGE GUI display screen , 
and 
10120 ] FIG . 16 illustrates an alternative display screen of 
a MANAGE GUI according to an embodiment of the 
invention ; 
[ 0121 ] FIG . 17A illustrates schematically an embodiment 
of a scenario / sequence of analysis functions , and 
[ 0122 ] FIG . 17B illustrates an example of an image / scene 
on which the analysis functions illustrated in FIG . 17A are 
performed according to an embodiment of the invention ; 
[ 0123 ] FIG . 18 illustrates a process flow according to an 
embodiment of the invention ; 
[ 0124 ] FIG . 19 illustrates a virtual object according to an 
embodiment of the invention ; 
[ 0125 ] FIG . 20 illustrates a virtual object in a scene 
according to an embodiment of the invention ; 
0126 ] FIG . 21 illustrates an embodiment of a testing 
display screen according to an embodiment of the invention ; 
and 
10127 ] FIG . 22 illustrates an embodiment of data process 
ing apparatus according to an embodiment of the invention . 

tions links 110 , 112 respectively , and is in communication 
with the user terminal 108 and third party device 120 over 
network 106 . 
[ 0132 ] The camera 102 is an analogue camera configured 
to generate analogue video data and make the analogue 
video data available to the server 100 over the electronic 
communications link 110 . Similarly , the microphone 104 is 
configured to generate analogue audio data and make the 
analogue audio data available to the server 100 over elec 
tronic communications link 112 . 
10133 ] In this embodiment , the server 100 converts the 
analogue audio and video data into digital data for subse 
quent processing , although it will be appreciated that in 
other embodiments a digital camera and / or digital micro 
phone may be used to generate digital video and / or audio 
data and make the digital data available to the server such 
that analogue to digital conversion is not required at the 
server 100 . 
[ 0134 ] In this embodiment , the server 100 , camera 102 , 
and microphone 104 are all located in the same geographical 
area , for example in a building that is being monitored , and 
therefore the communication links 110 , 112 are hard - wired . 
[ 0135 ] The server 100 comprises a video data receiver 114 
configured to receive video data from the camera 102 and an 
audio data receiver 116 configured to receive audio data 
from the microphone 104 . The server 100 also comprises an 
alarm engine 118 configured to perform analysis on both the 
received audio and video data , and generate an alarm based 
on the result of the analysis . 
[ 0136 ] Typically an alarm is generated to identify a secu 
rity threat , an illegal action , or to identify a potentially 
unsafe situation such as detecting congestion on a train 
platform . The server 100 may automatically take a prede 
termined action when an alarm is generated . The predeter 
mined action that is taken may depend upon a priority 
associated with the alarm . The predetermined action may 
include transmitting a signal to the user terminal 108 indica 
tive of the alarm , thereby reporting the alarm to a human 
operator of the user terminal 108 . 
[ 0137 ] The server 100 may also be configured to record / 
write data in relation to the analysis to memory . The 
recorded data may be associated with the video and / or audio 
data to which the analysis has been applied . In some 
embodiments , the data may be written / recorded by append 
ing a header to the received video and / or audio data , wherein 
the header contains a representation of the results of the 
analysis . 
10138 ] Non - limiting examples of analysis that may be 
performed on video data include detecting a stationary 
object , tracking an object , detecting motion of an object in 
a predefined direction , detecting loitering , and any combi 
nation thereof . Non - limiting examples of analysis that may 
be performed on audio data include identifying sounds that 
relate to aggression , breaking glass , a gunshot , a scream , and 
any combination thereof . Individual analysis operations 
performed on the audio and / or video data may be combined 
such that a plurality of analysis operations can be considered 
independently , and / or contemporaneously and / or sequen 
tially in order to generate an alarm signal . Further details of 
examples of analysis are described in more detail below . 
( 0139 ] Generating the alarm signal as a result of analysis 
performed on both the received audio and video data enables 
sophisticated alarm monitoring scenarios to be considered 
with a high level of detection accuracy and may also reduce 

DETAILED DESCRIPTION 
[ 0128 ] FIG . 1 shows a system according to an embodi 
ment of the invention for generating an alarm based on the 
result of analysis of received audio and video data . 
[ 0129 ] In this embodiment , the analysis utilises algorithms 
and transformations applied to the received data in order to 
detect incidents that are modelled on physical parameters / 
characteristics . Detecting incidents may include performing 
pattern recognition operations on the received data , and such 
an analysis may be referred to as analytics . 
[ 0130 ] The system comprises data processing apparatus , 
which in this embodiment is a server 100 , a camera 102 , a 
microphone 104 , a user terminal 108 and a third party device 
120 . 
[ 0131 ] The server 100 is in electronic communication with 
the camera 102 and the microphone 104 over communica 
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the number of false alarms generated . The results of the 
analysis on both the audio and video data , either indepen - 
dently or in combination may enable a greater degree of 
confidence to be placed on alarms that are generated . 
[ 0140 ] The server 100 is also in communication with the 
user terminal 108 and the third party device 120 over a 
network 106 . In this embodiment , the network 106 is an IP 
network such as a Local Area Network ( LAN ) and a user of 
the user terminal 108 can use a graphical user interface 
( GUI ) displayed by Web browser software stored on the user 
terminal 108 to manage and display alarm signals generated 
by the alarm engine 118 in the server 100 . 
[ 0141 ] In other embodiments , the network may be a Wide 
Area Network ( WAN ) , a Metropolitan Area Network 
( MAN ) or the Internet . 
[ 0142 ] In this embodiment , the user must log in to use the 
GUI . Each user has an associated electronic user profile file 
that defines the privileges of that user . Depending upon the 
privileges of the user profile that is logged in , the Web 
browser software is configured to control the functionality 
that is available to the user . For example , a manager may 
have access to a GUI that is arranged to configure and 
manage alarms , whereas an operator may only have access 
to a GUI that is arranged to manage alarms . 
[ 0143 ] The third party device 120 is associated with a third 
party who has registered to receive alarm information from 
the server 100 . The server 100 is configured to be in 
client - server communication with the third party device 120 
such that the third party device 120 is the server , and the 
alarm server 100 is the client . 
[ 0144 ] The third party device 120 is configured to receive 
alarm signals from the server 100 and in this embodiment 
the third party device 120 is not arranged to configure how 
the alarm signals are generated . The configuration of how 
the alarm files are generated is provided at user terminal 108 . 
( 0145 ] It will be appreciated that the functionality of the 
server / data processing apparatus 100 may be provided by a 
single device in a single location , or alternatively may be 
distributed over a number of devices which may be in one 
or more different locations , for example distributed over 
multiple servers . 
[ 0146 ] It will be appreciated that in some embodiments 
there may be provided a plurality of cameras 102 and / or a 
plurality of microphones 104 , and that analysis is performed 
on video and audio data received from one or more of the 
cameras 102 and microphones 104 . 
[ 0147 ] FIG . 2 shows another embodiment of a data pro 
cessing apparatus 200 according to the invention . 
[ 0148 ] The data processing apparatus is a server 200 that 
comprises a video data receiver 214 , an audio data receiver 
216 , an external data receiver 202 , an XML transmitter / 
receiver 208 and a video transmitter 210 . The server com 
prises a server processor 204 , a clock 206 and memory 218 . 
In this embodiment part of the functionality provided by the 
alarm engine 108 is stored as software modules in memory 
218 , and part of the functionality of the alarm engine 108 is 
provided by designated processors as discussed in more 
detail in relation to FIG . 3 . Memory 218 also comprises a 
video storage data store 226 , a plurality of databases 224 , a 
list of logged - in users 212 and one or more configuration 
files 220 . 
[ 0149 ] In addition to the audio and video data receivers 
that are present in the data processing apparatus 100 illus 
trated in FIG . 1 , the data processing apparatus 200 illustrated 

in FIG . 2 is configured to also receive external data at 
external data receiver 202 . External data is data received 
from an external data source / sensor , and is representative of 
a physical quantity such as temperature , the presence of 
smoke , motion detection for example through use of an infra 
red beam , or the activation of an external relay . 
[ 0150 ] The server 200 comprises three analogue to digital 
converters 232 , which are configured to convert the ana 
logue video , audio and external data received at data receiv 
ers 214 , 216 , 218 and provide corresponding digital data 
203 , 205 , 207 to the alarm engine 108 . In this embodiment , 
the analogue to digital converters 232 are configured to 
sample the analogue signals at a sampling frequency of 5 
Hz . That is , a digital representation of the analogue data is 
generated every 0 . 2 seconds . 
[ 0151 ] The alarm engine 108 is configured to process 
analyse the received audio , video and external data and 
generate an alarm message when an alarm is generated / 
triggered as determined from the analysis . Specifically , the 
alarm engine 108 is configured to apply one or more analysis 
functions as defined by a user of user terminal 208 to one or 
more of the received audio , video data , and external data , 
and to use the result of the one or more analysis functions to 
determine whether or not an alarm message should be 
generated . 
10152 ] A user can use a GUI accessible from the user 
terminal 108 in communication with the XML transceiver 
208 on the server 200 to configure the analysis that is to be 
performed on the received data by the server 200 to generate 
an alarm . The GUI is arranged to enable the user to create 
a configuration file that defines the analysis functions that 
are to be performed on the received data , and define when 
that configuration file is to be applied . The user can select the 
analysis functions that are to be performed from a preset list 
of analysis functions . In response to the user ' s input , the 
GUI generates a configuration signal representative of the 
user ' s input and the user terminal 108 sends that signal to the 
XML receiver 208 of the server 200 . 
[ 0153 ] The configuration signal defines an identifier for 
the configuration file , identifiers of one or more analysis 
functions , the parameters associated with those analysis 
functions , and the times at which the configuration file is to 
be applied . The parameters include a data source identifier 
( for example , a camera or microphone name / identifier ) to 
which the analysis function should be applied . In this 
example , a week is split into 30 minute timeslots and the 
signal represents which of the 30 minute timeslots in a week 
the configuration file is to be applied . 
[ 0154 ] Upon receipt of the configuration signal , the server 
200 is configured to store a configuration file in data store 
220 and populate the scheduler database 224 to define when 
the configuration file is to be applied . 
[ 0155 ] The configuration file comprises the configuration 
identifier , the identifiers of the one or more analysis func 
tions , and the parameters associated with those analysis 
functions as determined from the received configuration 
signal . The configuration file is used by the alarm engine 108 
to define which analysis functions are performed on the 
received data , the values that are to be attributed as the 
parameters for those analysis functions , and how those 
functions are logically connected together . 
0156 ] . In addition , the server 200 populates the scheduler 
database 224 upon receipt of the configuration signal to 
define at what times the corresponding configuration file is 
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to be applied . The scheduler database 224 comprises a row 
for each timeslot , and each row comprises two columns : a 
first that represents a timeslot identifier and a second that 
represents a configuration file identifier . The server is con 
figured to populate the scheduler database 224 by inserting 
the configuration file identifier into the rows corresponding 
to the timeslots to which the user has applied the configu 
ration . In this example the scheduler database 224 comprises 
336 rows ( 48x7 ) , one for each 30 minute timeslot in a week . 
[ 0157 ] In this embodiment , the server 200 only enables a 
single configuration file to be applied at a given time , 
although in other embodiments a plurality of configuration 
files may be applied to the same timeslot , and therefore more 
than one configuration file identifier may be associated with 
a single timeslot identifier in the scheduler database 224 . 
[ 0158 ] During operation , the alarm engine 108 is config 
ured to use the time provided by the clock 206 to poll the 
scheduler database 224 every 30 minutes , and if the alarm 
engine 108 determines that a different configuration file is to 
be applied for the new timeslot , the alarm engine 108 loads 
the appropriate configuration file from configuration files 
data store 220 into alarm engine 108 . The alarm engine is 
preloaded with the functionality to perform the available 
analysis functions . The analysis function identifiers in the 
configuration file provide an identification of which of the 
preloaded analysis functions to enable . 
[ 0159 ] The alarm engine 108 is configured to apply the 
analysis functions as identified by the analysis function 
identifiers , and apply algorithms that determine whether or 
not an alarm message should be generated based on the 
results of the analysis functions . 
[ 0160 ] When an alarm message is generated , it is sent 
from the alarm engine 108 to alarms database 232 where an 
entry is made that corresponds to the generated alarm . In 
addition , the alarm message is sent to XML transmitter 208 , 
which is configured to send the alarm message to all user 
terminals 108 that are logged on to the server 200 and one 
or more third party servers 120 . The destinations to which 
the alarm message are sent are determined from the list of 
logged on users and a third party servers 212 ( if there are 
any ) the addresses of which are stored in memory 218 . 
[ 0161 ] The alarm message includes an identifier of the 
alarm , one or more of the results of the analysis that lead to 
the generation of the alarm , and a timestamp . The timestamp 
may be used to retrieve video and / or audio and / or external 
data from data store 226 relative to the time at which the 
alarm was generated , for example for the ten seconds before 
and ten seconds after an alarm is generated . 
10162 ] The alarm message may also comprise information 
relating to the data source that provided the data that caused 
the alarm to be generated , for example one or more camera 
identifiers , and / or one or more microphone identifiers and / or 
one or more external data source identifiers . The results of 
the analysis may also comprise coordinates of objects within 
an image that caused the alarm to be generated , for example 
when an alarm is configured to identify a stationary vehicle , 
the coordinates of the identified stationary vehicle in the 
image may be provided . 
[ 0163 ] In addition to the generation of alarms , the alarm 
engine 108 generates an image file periodically five times 
every second that corresponds to a snapshot image of the 
video data received from a camera . The alarm engine 108 is 
configured to append supplemental data representative of the 
analysis performed on the image to each image file . In this 

embodiment , the data is appended in the form of a header 
that provides a timestamp as well as the data representative 
of the analysis performed on the image . 
[ 0164 ] The data representative of the analysis performed 
on the image provides information in relation to character 
istics of the associated video data , the results of the one or 
more of the analysis functions that have been performed on 
the received data , and an alarm indicator if the analysis has 
caused an alarm to be generated . The data representative of 
the analysis performed on the image may include charac 
teristics of objects that are identified in the image . An object 
in the video data may comprise a component of the fore 
ground of a video image , for example a person , a bag , or a 
vehicle . 
[ 0165 ] The appended image files are stored in memory 
218 in the data store 226 . 
[ 0166 ] In other embodiments , the image files may also be 
appended with a representation of the corresponding audio 
and / or external data including the results of one or more 
analysis functions that have been applied to the audio and / or 
external data . This can enable video , audio and / or external 
data to be retrieved from data store 226 along with the 
information provided by the associated header , for a given 
time frame . 
[ 0167 ] The information provided in the header can enable 
further analysis operations to be performed on the results of 
the analysis that has already been performed on the received 
data as recorded in the appended header . For example , where 
the analysis that has been performed on the received data 
consists of a number of layers / tiers of analysis functions , the 
results of the first tier of analysis can be retroactively 
processed in a different way to the analysis that was per 
formed on the results of the first tier ( incident ) analysis data 
when it was originally received . 
10168 ] FIG . 3 shows another embodiment of an alarm 
engine 108 according to the invention . The alarm engine 108 
comprises a video incident processor 302 , an audio incident 
processor 304 , an external incident processor 306 , a logic 
unit 308 , and a control unit 310 . The logic unit 308 and the 
control unit 310 are software modules stored in memory 
218 . The video incident processor 302 , audio incident pro 
cessor 304 , and external incident processor 306 are desig 
nated digital signal processors . 
0169 ] The video incident processor 302 , audio incident 
processor 304 , and external incident processor 306 are 
configured to perform computationally intensive incident 
analysis functions on the received data , and therefore it is 
efficient for designated digital signal processors to perform 
this computationally intensive analysis . The implementation 
of the incident analysis functions in software may place an 
unacceptably high burden on a single processor 204 within 
the server . However , in other embodiments , a single pro 
cessing resource may be capable of performing the incident 
analysis processing without detracting from the overall 
performance of the alarm engine 108 . In one embodiment all 
of the processing may be performed on a single processor 
located on the server . 
[ 0170 ] Each of the incident processors 203 , 205 , 207 is 
preloaded with one or more incident analysis functions 
which can be set as disabled or enabled depending on the 
user defined configuration that is to be applied . The incident 
analysis functions that are used by a configuration file are 
enabled and configured with the required parameters in the 
incident processors 302 , 304 , 306 by control unit 310 . 
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[ 0171 ] An example of a video incident analysis function is 
one that determines a stationary object . The function is 
configured to initially detect the background of an image by 
applying a mixture of Gaussians to model the scene back 
ground . This step may be performed over a period of time to 
provide a suitable level of confidence that the background 
has been properly detected , and therefore provide confi 
dence that any differences between a subsequent image and 
the detected background will identify elements of the fore 
ground . Subsequent images / frames , are then compared with 
the model background to identify foreground objects . Block 
matching motion estimation techniques are then applied to 
the foreground objects identified from the current and pre 
vious image / frame to deduce any moving objects . If it is 
determined that a foreground object has not moved for a 
predefined number of frames , that foreground object is 
determined as being stationary . The predefined number of 
frames may be set by a user to configure how long an object 
must be stationary for the incident analysis function to be 
triggered . This video incident analysis function is an 
example of a pixel - level function , as the analysis is per 
formed on a pixel - level . 
[ 0172 ] A further example of a video analysis function is a 
zone tracker function that identifies when an object moves 
from a first user defined detection area to a second user 
defined detection area of the frame / image . The function 
initially detects the background of an image / frame in the 
same way as described above in relation to identifying a 
stationary object , and similarly identifies foreground 
objects . In this function , the foreground objects are seg 
mented and tracked using a Kalman filter to calculate the 
trajectories of the observed foreground objects from one 
frame / image to the next . The zone tracker function is 
satisfied when an observed foreground object is determined 
as having moved from the first user defined detection area to 
the second user defined detection area . 
0173 Other individual video analysis functions may be 
provided , and / or that combine the functionality of one or 
more of the other video analysis functions . 
[ 0174 ] The control unit 310 is configured to poll the 
scheduler database 224 periodically at the start of every 
timeslot , in this example every 30 minutes , and retrieve from 
configuration file data store 220 the configuration files that 
are recorded as being applicable to the next timeslot . If the 
configuration file for the next time slot is the same as the 
configuration file for the previous timeslot , the control unit 
310 determines that the analysis functions that have been 
enabled in the incident processors 302 , 304 , 306 should 
remain the same and takes no further action in relation to the 
loading of configuration files until the next timeslot when 
the control unit 310 polls the scheduler database 224 again . 
[ 0175 ] If the control unit 310 determines that the next 
configuration file is different to the configuration file for the 
previous timeslot , the control unit 310 retrieves the identi 
fied configuration file from the configuration file data store 
220 and loads each of the incident analysis functions into the 
corresponding incident processors 302 , 304 , 306 as deter 
mined from the data source identifiers that form part of the 
configuration file . 
[ 0176 ] Non - limiting examples of video incident analysis 
functions include the determination of a stationary object , 
loitering , congestion , and running . Non - limiting examples 
of audio incident analysis functions include the determina 
tion of a gunshot , aggressive noise , and a scream . Non 

limiting examples of external incident analysis functions 
include the activation of a fire alarm , an emergency alarm , 
and the triggering of a motion sensor . 
[ 0177 ] In addition , the control unit 310 configures the 
logic unit 308 to perform logical operations on the outputs 
of the incident processors 302 , 304 , 306 as identified in the 
configuration file . The logical operations include applying 
one or more contemporaneous analysis functions to the 
outputs of the incident processors 302 , 304 , 306 , applying 
one or more sequential analysis functions to the output of the 
contemporaneous analysis functions , and applying one or 
more alarm parameters to the output of the sequential 
analysis functions . 
[ 0178 ] The contemporaneous and sequential analysis 
functions are described in more detail in relation to FIG . 4 . 
[ 0179 ] In this embodiment the video incident processor 
302 is configured to receive video data 203 from a single 
camera , and a separate video incident processor is provided 
for each camera supported by the alarm engine 108 . In other 
embodiments , a video incident processor may be configured 
to receive and process data received from a plurality of 
cameras . 
[ 0180 ] In this embodiment , the video incident processor 
302 is configured to perform up to a maximum of 32 
separate video incident analysis functions on the data 
received from the camera and provide the results of the 
application of the video incident analysis functions to the 
logic unit 308 . 
[ 0181 ] Similarly , the audio incident processor 304 is con 
figured to receive audio data from a single microphone and 
perform up to a maximum of 32 separate audio incident 
analysis functions on the data received from the micro 
phone . The audio incident processor 304 is configured to 
provide the results of the audio analysis functions to the 
logic unit 308 . In other embodiments , an audio incident 
processor may be configured to receive and process data 
received from a plurality of microphones . 
[ 0182 ] In this embodiment the external incident processor 
306 is configured to receive external data from one or more 
external sources / sensors . The external incident processor 
306 is configured to perform up to a maximum of 32 
separate external incident analysis functions on the data 
received from the external sources . The external incident 
processor 306 is configured to provide the results of the 
external analysis functions to the logic unit 308 . 
10183 ] In this embodiment a total of 32 incident analysis 
functions can be configured for a single configuration file . 
That is , the combination of the video , audio and external 
incident analysis functions that are utilised by the configu 
ration file cannot exceed a sum total of 32 . This restriction 
is enforced by a user interface when the user is configuring 
the configuration file . A single configuration file may define 
a plurality of alarms that process the results of the 32 
incident analysis functions in different ways . In embodi 
ments where a configuration file defines a single alarm , a 
total of 32 incident analysis functions can be configured for 
a single alarm . 
[ 0184 ] Conveniently , the output signal generated by each 
of the incident analysis processors is a 32 bit signal which 
is known as a " dword ” , wherein each of the bits can 
represent a result of an incident analysis function . A dword 
is a known computer science term for a unit of data having 
32 bits . 
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[ 0185 ] Using a 32 bit dword makes efficient use of com - 
puter resources as the signals can be easily manipulated 
transformed using logical operations including “ AND ” and 
" OR ” functionality , as well as " equals to " , " greater than " 
and “ less than ” , examples of which are described in relation 
to FIG . 4 below . 
[ 0186 ] The logic unit 308 is configured to combine the 
video , audio and external incident output signals to generate 
an incident analysis output signal that provides a represen 
tation of the result of the application of the incident analysis 
functions to the received video , audio and external data such 
that the results of the different analysis functions can be 
processed collectively . 
[ 0187 ] The logic unit 308 is configured to perform up to 32 
contemporaneous analysis functions on the incident analysis 
output signal and generate a contemporaneous analysis 
output signal representative of the result of the contempo 
raneous analysis functions . The contemporaneous output 
signal is a 32 bit dword wherein each bit represents the result 
of a contemporaneous analysis function . 
[ 0188 ] The contemporaneous analysis functions are per 
formed on the incident analysis output signal , which is an 
indirect representation of the received audio , video and 
external data . 
[ 0189 ] A contemporaneous analysis function comprises 
applying one or more rules to the results of the incident 
analysis functions . The rules may define a Boolean equation 
that is applied to one or more of the results of the incident 
analysis functions . In addition , a contemporaneous analysis 
function includes a variable that defines a timer delay period , 
which defines a period of time for which the contempora 
neous analysis rule must be satisfied in order for the con 
temporaneous analysis function to be satisfied . 
[ 0190 ] The logic unit 310 is also configured to sequen 
tially perform one or more sequential analysis functions on 
the contemporaneous analysis output signal and generate a 
sequential analysis output signal that is representative of the 
output of the last sequential analysis function in the 
sequence . The output of a sequential analysis function is 
only set as ' 1 ' if the output of the previous sequential 
analysis function is ‘ 1 ' when the current sequential analysis 
function is triggered . The output of the last sequential 
analysis function is a single bit that identifies whether or not 
an alarm has been determined . 
[ 0191 ] The sequential analysis functions are performed on 
the contemporaneous analysis output signal , which is itself 
an indirect representation of the received audio , video and 
external data . 
[ 0192 ] A sequential analysis function comprises applying 
one or more rules to the results of the contemporaneous 
analysis functions . The rules may define a Boolean equation 
that is applied to one or more of the results of the contem 
poraneous analysis functions . In addition , a sequential 
analysis function includes a variable that defines a timeout 
period , which defines a time period for which the output of 
the sequential analysis function remains true after the cor 
responding rule has been satisfied . The timeout period is 
used to define a time period during which the next sequential 
analysis function must become true for the sequence to 
continue . 
[ 0193 ] FIG . 4 illustrates an example of how received 
audio , video and external data are analysed / processed by the 
video incident processor 302 , audio incident processor 304 , 
external incident processor 306 , and logic unit 308 . 

[ 0194 ] As described above , the video , audio and external 
data 203 , 205 , 207 received by the incident processors 302 , 
304 , 306 have been converted from analogue to digital data 
at a sampling frequency of 5 Hz . Therefore the subsequently 
described analysis is performed for each piece of digital data 
( audio , video and external ) , and a new piece of digital data 
is received every 0 . 2 seconds . 
[ 0195 ] The received video data 203 is applied to 32 video 
incident analysis functions 402a to 402n . The video incident 
analysis functions 402 are pattern recognition algorithms 
that are configured to recognise certain incidents / behaviours 
in the video data . The specific video incident analysis 
functions 402 that are enabled , and their associated function , 
are set by the control unit 310 as described above in relation 
to FIG . 3 . 
[ 0196 ] The output of each video incident analysis function 
402 is a single bit 404 that indicates whether or not the 
incident / behaviour has been recognised . 
[ 0197 ] The video incident analysis processor 302 then 
concatenates the 32 single bits 404 into a 32 bit " video 
incident mask ” dword 406 , and sends the “ video incident 
mask ” dword 406 to the logic unit 308 . 
[ 0198 ] Similarly , the audio incident analysis processor 304 
applies 32 audio incident analysis functions 408 to the 
received digital audio data 205 and generates 32 output 
single bits 410 , which are concatenated into a 32 bit “ audio 
incident mask ” dword 412 and sent to the logic unit 308 . 
[ 0199 ] In the same way , the external incident analysis 
processor 306 applies 32 external incident analysis functions 
414 to the received digital audio data 207 and generates 32 
output single bits 416 , which are concatenated into a 32 bit 
“ external incident mask ” dword 418 and sent to the logic 
unit 308 . 
[ 0200 ] In some embodiments , the received audio data 
signal 205 and / or the received external data signal 207 may 
already provide a representation of whether or not pre 
defined incident analysis functions are satisfied . In such 
embodiments , the audio incident processor 304 and / or exter 
nal incident processor 306 are configured to translate the 
received signal 205 , 207 into the " audio / external incident 
mask ” 412 , 418 that represents the specific audio / external 
incident function outputs for the configuration file that has 
been loaded into the audio / external incident processors 304 , 
306 . 
[ 0201 ] Each of the video , audio and external incident 
analysis functions 402 , 408 , 414 can be considered as being 
associated with a channel between 1 and 32 which corre 
sponds to the bit position in the “ video / audio / external inci 
dent mask ” 406 , 412 , 418 . Typically the channel to which 
the incident analysis function is attributed is set when a user 
sets up the configuration file . 
[ 0202 ] In this embodiment , a single incident analysis 
function 402 , 408 , 414 is configured to perform an analysis 
of only one of audio or video or external data 203 , 205 , 207 . 
The setup of the configuration file ensures that for a given bit 
position / channel an incident analysis function 402 , 408 , 414 
can be enabled for only one of the video incident analysis 
processor 302 , or the audio incident analysis processor 304 , 
or the external incident analysis processor 306 . 
[ 0203 ] When the incident analysis function 402 , 408 , 414 
is satisfied , a ‘ l ' is stored in the corresponding audio , video 
or external 32 bit " incident mask ” 406 , 412 , 418 at the 
corresponding bit position . Therefore , the value in any of the 
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“ incident masks ” 406 , 412 , 418 for a given bit position can 
only be ‘ l ’ in a maximum of one of the “ incident masks " 
406 , 412 , 418 . 
[ 0204 The logic unit 308 performs a summation or a 
bitwise “ OR ” of the 32 bit audio , video and external incident 
masks 406 , 412 , 418 to generate an incident analysis output 
signal 420 which in this embodiment is a 32 bit dword that 
represents a mask of the output of all incident analysis 
functions . 
[ 0205 ] The 32 bit incident analysis output dword 420 is 
made available for contemporaneous analysis processing by 
the logic unit 308 . 
[ 0206 ] The contemporaneous analysis processing com 
prises 32 contemporaneous analysis functions 424a to 424n 
that are configured to process the incident analysis output 
signal 420 and generate a single output bit 438 representa 
tive of whether or not the contemporaneous analysis func 
tion 424 is satisfied . Each contemporaneous analysis func 
tion 424 is represented by two 32 bit dword operational 
masks 426 , 430 , a delay period parameter 440 , and an 
" and / or identifier ” 442 , the application of which will be 
described in more detail with reference to the example 
illustrated in FIG . 5 . 
[ 0207 ] The example illustrated in FIG . 5 is described in 
relation to 8 bit signals to aid clarity , and it will be appre 
ciated that the same principles apply to the 32 bit dword 
signals of the embodiment illustrated in FIG . 4 . 
[ 0208 ] As described above , the values of the bits in the 
operational masks 426 , 430 , the value of the delay period 
440 , and the “ and / or identifier ” 442 are set automatically by 
the control unit 310 in accordance with the values stored in 
configuration file 1514 . 
[ 0209 ] The first operation that is performed on the 32 bit 
incident analysis output dword 420 as part of the contem 
poraneous analysis function is to invert any individual 
incident analysis function output bits using an invert mask 
426 . This functionality enables a user to define whether the 
presence or absence of an incident is utilised as part of the 
contemporaneous analysis function 424 . 
[ 0210 ] The control unit 310 stores a “ 1 ” in the invert 
operational mask 426 where the configuration file defines 
that the functionality of a “ NOT ” gate is applied to the 
output of the corresponding incident analysis function 402 , 
408 , 414 . Application of the invert operational mask 426 to 
the incident analysis output dword 420 is provided by 
applying a bitwise logical “ XOR ” function to the incident 
analysis output dword 420 and the invert mask 426 to 
generate an inverted incident 32 bit dword 428 . The logical 
functions are applied bitwise : that is , the corresponding bits 
are operated on , and it is not the 32 bit dwords that are 
operated on collectively . 
[ 0211 ] The second operation that is performed as part of 
the contemporaneous analysis function 424 is to mask out 
any incident analysis functions that are not enabled for the 
contemporaneous analysis function 424 in question . This 
functionality is provided by using a 32 bit operational mask 
dword 430 that comprises a “ l ” for bit positions / channels 
for which corresponding incident analysis functions are to 
be considered , and a “ O ” for bit positions / channels for which 
corresponding incident analysis functions are not to be 
considered . 
[ 0212 ] Bitwise logical “ AND ” functionality is applied to 
the inverted incident mask dword 428 and the operational 
mask dword 430 to generate a masked inverted incident 

dword 432 . This ensures that the output of the incident 
analysis functions 402 , 408 , 414 ( inverted where necessary ) 
is carried through to the masked inverted incident dword 432 
for bits that are enabled for the contemporaneous function 
424 . Any incident analysis functions that not enabled as 
identified by a “ O ” in the corresponding bits in the mask 
operational dword 430 , will always be “ O ” in the masked 
inverted incident dword 432 . 
( 0213 ] The " and / or identifier ” 442 is used to define 
whether “ AND ” or “ OR ” functionality is applied to the 
enabled incident analysis functions . The value of the " and / or 
identifier ” 442 is set by the control unit 310 in accordance 
with the configuration file retrieved from memory . 
[ 0214 ] If the “ and / or identifier " 442 identifies that logical 
“ AND ” functionality is to be applied , the logic unit 308 
compares the operational mask dword 430 with the masked 
inverted incident dword 432 . If the logic unit 408 determines 
that the operational mask dword 430 is the same as the 
masked inverted incident dword 432 at that instant and also 
for the previous period of time defined by the delay period 
440 , then the output 438 ' of the contemporaneous analysis 
function 424 is set as “ 1 ” ( step 434 ) . In the example shown 
in FIG . 5 , the operational mask dword 430 is not the same 
as the masked inverted incident dword 432 , and therefore the 
output 438 ' of the contemporaneous analysis function 424 is 
set as " O ” . 
[ 0215 ] If the “ and / or identifier ” 442 identifies that logical 
“ OR ” functionality is to be applied , the logic unit 308 
performs a bitwise comparison with a 32 bit dword having 
all bits set as ' O ' ( not shown ) . If the result of comparison 
identifies that the dwords are not the same , the logic unit 308 
determines that the masked inverted incident dword 432 has 
at least one bit that is set as ' O ' at that instant , and therefore 
the “ OR ” functionality is satisfied . If the “ OR ” functionality 
has also been satisfied for the previous period of time 
defined by the delay period 440 , then the output 438 " of the 
contemporaneous analysis function 424 is set as “ O ” ( step 
436 ) . In the example shown in FIG . 5 , the masked inverted 
incident dword 432 is greater than zero , and as long as the 
masked inverted incident dword 432 has been greater than 
zero for at least the delay period , the output 438 " is set as 
“ 1 ” . 
[ 0216 ] In other embodiments , the logic unit 308 can 
support the application of more complex logical functions to 
the incident analysis function output signal 420 . 
[ 0217 ] The output of each contemporaneous analysis 
function 424 is a single bit 438 that indicates whether or not 
the contemporaneous analysis function 424 is satisfied . 
[ 0218 ] The logic unit 308 is configured to concatenate the 
32 single bits 438 into a 32 bit " contemporaneous incident 
mask ” dword 440 , and makes the " contemporaneous inci 
dent mask ” dword 440 available for sequential analysis 
processing . 
[ 0219 ] The sequential analysis processing is performed by 
up to four sequential analysis functions 442 on the contem 
poraneous analysis output signal 440 . The sequential analy 
sis functions 442 evaluated in sequence , whereby the imme 
diately subsequent sequential analysis function 442 cannot 
be triggered unless the immediately previous sequential 
analysis function 442 is satisfied at the same time as the 
triggering of the subsequent sequential analysis function 
442 . 
[ 0220 ] The sequential analysis functions 442 comprise an 
invert operational mask 446 , an operational mask 448 which 
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defines which of the contemporaneous analysis functions 
424 are utilised by the sequential analysis function 442 , a 
timeout period parameter 450 , and an " and / or identifier ” 
452 . 
[ 0221 ] The invert operational mask 446 , the operational 
mask 448 , and the " and / or identifier ” 452 are implemented 
in a similar way to the corresponding features of the con 
temporaneous analysis function 424 described above , and 
therefore are not described again . The timeout period param 
eter 450 defines a period of time for which the associated 
sequential analysis function 442 remains true after the 
sequential analysis function 442 is initially satisfied . 
[ 0222 ] As shown schematically in FIG . 4 , the output of 
each of the sequential analysis functions 442 is a single bit 
454 , and the immediately subsequent sequential analysis 
function output bit 454 can only be set as ' 1 ' when the 
immediately preceding sequential analysis function output 
bit 454 is also a “ l ' . For example , the output bit 454b of the 
second sequential analysis function cannot be set as a ' 1 ' 
unless the output bit 454a was the first sequential analysis 
function is also “ l ' . 
[ 0223 ] The output 454d of the last sequential analysis 
function 442 is also an alarm identifier . That is , when the last 
sequential analysis function 442 is satisfied the alarm is 
generated . It will be appreciated that the configuration file 
may not necessarily use all of the available sequential 
analysis functions , and that if only two sequential analysis 
functions are required , the first two sequential analysis 
functions 442 are not used , and the sequential analysis 
processing begins with the generation of the output bit 
4504c of the third sequential analysis function 442 . 
[ 0224 ] An example of how the timer delay is used by a 
contemporaneous analysis function is illustrated in FIG . 6a . 
FIG . 6a shows the value of a contemporaneous analysis 
function output 604 , and the rule output 902 associated with 
that contemporaneous analysis function over time . A value 
of 0 indicates that the rule or contemporaneous analysis 
function is not satisfied , and an output value of 1 indicates 
that the rule or contemporaneous analysis function is satis 
fied . 
[ 0225 ] At time t1 , the inputs to the contemporaneous 
analysis function satisfy the rule and the value of the rule 
output 602 changes from 0 to 1 which initiates the timer 
delay period . However , in this example the inputs to the 
contemporaneous analysis function change at time t2 such 
that the rule is no longer satisfied . The time period between 
t2 and t1 is less than the timer delay , and therefore the 
contemporaneous analysis function is not triggered . 
[ 0226 ] At time t3 , the inputs to the contemporaneous 
analysis function again satisfy the rule and the value of the 
rule output 602 changes from 0 to 1 . This time , the rule 
output 602 remains at 1 when the timer delay expires at time 
t4 and therefore the contemporaneous analysis function 
output 604 changes from 0 to 1 . The contemporaneous 
analysis function output 604 remains as 1 until the rule is no 
longer satisfied at time t5 . 
[ 0227 ] In this embodiment , a maximum number of thirty 
two contemporaneous analysis functions can be defined for 
a single alarm . 
[ 0228 ] An example of how the timeout is used by a 
sequential analysis function of 640 is illustrated in FIG . 6b . 
FIG . 6b shows the value of sequential analysis function 1 
output 620 , sequential analysis function 2 output 622 , and 
the alarm output 624 . Sequential analysis function 1 , 

sequential analysis function 2 , and the alarm are sequentially 
configured such that sequential analysis function 1 must 
precede sequential analysis function 2 before the alarm is 
generated . 
[ 0229 ] A value of 0 indicates that the sequential analysis 
function is not satisfied , and an output value of 1 indicates 
that the sequential analysis function is satisfied . The gen 
eration of an alarm is indicated as an impulse signal . 
[ 0230 ] At time t1 , the inputs to sequential analysis func 
tion 2 satisfy the associated rule . However , as sequential 
analysis function 1 620 has not been satisfied in the preced 
ing pre - requisite timeframe as defined by the timeout value 
of sequential analysis function 1 , the alarm 624 is not 
generated . 
[ 0231 ] At time t2 , the inputs to sequential analysis func 
tion 1 satisfy the associated rule . As sequential analysis 
function 1 is the first sequential analysis function in the 
sequence there is no preceding sequential analysis function 
output value to be considered and the output of sequential 
analysis function 1 620 changes from 0 to 1 . This initiates 
the timeout period associated with the sequential analysis 
function 1 as illustrated in FIG . 6b . It does not matter how 
long the output of sequential analysis function 1 620 remains 
as a 1 , as the timeout period has been initiated . 
[ 0232 ] At time t3 , the inputs to sequential analysis func 
tion 2 satisfy the associated rule . The difference in time 
between t3 and t2 is less than the timeout period as illus 
trated in the figure , and therefore sequential analysis func 
tion 2 is satisfied and the output of sequential analysis 
function 2 924 changes from 0 to 1 . 
[ 0233 ] In this example , sequential analysis function 2 is 
the last sequential analysis function in the sequence of 
sequential analysis functions and therefore an alarm 624 is 
generated at time t3 . 
[ 0234 ] In other embodiments , the timeout period may be 
initiated upon a change in the output value from 0 to 1 of the 
sequential analysis function , but extended to expire after the 
predetermined time has elapsed since the output value of the 
sequential analysis function changes from 1 to 0 . 
[ 0235 ] FIG . 7 shows schematically an embodiment of a 
file 700 comprising image data 700 and an appended header 
704 that comprises supplemental information about the 
image data 700 . The appended file 700 comprises image data 
in jpeg format 702 , and a header 704 . 
[ 0236 ] As described above , the alarm engine is configured 
to generate an image file periodically five times every 
second that corresponds to a snapshot image of the video 
data received from a camera , and append supplemental data 
representative of the analysis performed on the image to 
each image file 
[ 0237 ] In this embodiment , the header file comprises a 
timestamp 718 , data 710 representative of objects identified 
in the image data 702 , data 712 representative of incident 
analysis performed on the image data , data 714 representa 
tive of contemporaneous analysis performed on the image 
data , and data 716 representative of whether or not an alarm 
has been generated by the analysis performed on the image 
data . 
[ 0238 ] The data 712 representative of incident analysis is 
the 32 bit dword 406 described below in relation to FIG . 4 , 
the data 714 representative of contemporaneous analysis is 
the 32 bit dword 440 described below in relation to FIG . 4 , 
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and the data 716 representative of whether or not an alarm 
has been generated is the bit 454d described below in 
relation to FIG . 4 . 
[ 02391 In some embodiments , the file 700 may also com 
prise optional audio data 706 and / or external data 708 . It will 
be appreciated that in such embodiments , the header data 
704 may also comprise data representative of analysis 
performed on the audio data 706 and / or external data 708 . 
[ 0240 ] As described above , a user can use a Graphical 
User Interface ( GUI ) accessible from the user terminal 108 
to configure the analysis that is to be performed by the server 
100 . In this embodiment , there are two different GUIS : a 
CONFIGURE GUI and a MANAGE GUI . 
[ 0241 ] FIGS . 8 to 14 illustrate an embodiment of a CON 
FIGURE GUI that is displayed on a user terminal 108 to 
enable the user to configure the analysis that is performed on 
the received data . Typically , a manager of a security com 
pany will have access to the CONFIGURE GUI to manage 
how and when alarms are generated . 
[ 0242 ] FIGS . 15 and 16 illustrate an embodiment of a 
MANAGE GUI that is displayed on the same , or a different , 
user terminal 108 to enable a user to manage alarms that are 
generated . Managing the alarms may include acknowledg 
ing the alarms as true , false or to be ignored , and undertaking 
any subsequent action as appropriate . An example of sub 
sequent action may be alerting the police of a crime . In some 
embodiments , the subsequent action may be performed 
automatically as part of the alarm generation process . Typi 
cally , a security guard who is an employee of a security 
company will have access to the MANAGE GUI . 
[ 0243 ] Returning to the CONFIGURE GUI , the CONFIG 
URE GUI comprises six different display screens : floorplan 
800 ; schedule 900 ; parameters 1000 ; alarms 1100 ; zones 
1300 ; and log 1400 , that can be navigated between by a user 
selecting respective tabs 820 , 822 , 824 , 826 , 828 and 830 . 
Each of the display screens will now be described in detail 
with reference to FIGS . 8 to 14 . 
[ 0244 ] FIG . 8 shows an embodiment of a floorplan display 
screen 800 of the CONFIGURE GUI . The floorplan display 
screen 800 allows a user to view a graphical represent of the 
locations of cameras and microphones in communication 
with the server 100 to which the user terminal 108 is in 
communication . In this embodiment , the server 100 is 
configured to receive signals from five cameras 802 , 804 , 
806 , 808 , 810 and microphones 812 , 814 , 816 to monitor a 
single building 846 . The building 846 comprises offices 840 , 
a warehouse 842 , and a lobby 844 . 
[ 0245 ] In other embodiments , a single server 100 may be 
configured to monitor a single room , a plurality of rooms , a 
single building , a plurality of buildings , an outdoor scene , or 
any other area or areas for which monitoring / surveillance is 
required 
[ 0246 ] In order to initially display the background image 
of the scene which is to be monitored , the user selects the 
" map icon ” 834 and loads an image of the relevant scene . In 
this example , the user has selected a schematic diagram of 
the building as shown in FIG . 8 . The user then schematically 
indicates on the background image where the cameras 802 , 
804 , 806 , 808 , 810 and microphones 812 , 814 , 816 are 
located in the scene . In this example , the user drags and 
drops the cameras / microphones to the appropriate regions of 
the scene . 

[ 0247 ] The floorplan display screen 800 provides a con 
venient interface for a user to graphically relate the geo 
graphical locations of one or more cameras and / or micro 
phones . 
[ 0248 ] In this embodiment , the user can also provide an 
indication in the image of the direction in which the cameras 
are facing . This is shown schematically in FIG . 8 , an 
example of which is the viewing region 803 of camera 802 . 
0249 FIG . 9 shows an embodiment of the schedule 
display screen 300 of the CONFIGURE GUI . The schedule 
display screen 300 is used to create new configuration files , 
and select which configuration file is applied at which times . 
In this example , the schedule display screen 300 graphically 
illustrates a week split into 30 minute timeslots in an upper 
pane 904 of the display screen 900 , and only a single 
configuration file can be applied to a given timeslot . 
[ 0250 ] Each of the available configuration files are illus 
trated in the lower pane 902 of the schedule display screen 
900 . In this example , twelve configuration files have been 
generated and saved . The user can then graphically select 
which of the timeslots displayed in the upper pane 904 of the 
schedule display screen 300 to apply the configuration files . 
[ 0251 ] In order to apply a configuration file at a given 
time , the user first selects the configuration file that they 
wish to apply , and then graphically selects an area in the 
upper pane 904 , for example by clicking and moving a 
mouse , to produce a selection box . Any time period within 
the selection box will have the selected configuration file 
applied to it . An example of a selection box 908 to select the 
time between 3 a . m . and 6 a . m . on Monday and Tuesday is 
shown in FIG . 9 . The colour of a timeslot will be changed 
to the colour of the selected configuration file when the 
configuration file is applied to that timeslot . 
[ 0252 ] In this embodiment , a configuration file identifies 
one or more analysis functions , and how the analysis func 
tions are linked together in order to generate one or more 
alarms . The analysis functions may comprise one or more , 
incident analysis functions , one or more contemporaneous 
analysis functions , and one or more sequential analysis 
functions . The configuration file may also comprise one or 
more alarm parameters , for example , priority , pre - and 
post - alarm playback period , alarm interval and alarm con 
fidence parameters . 
( 0253 ] In some embodiments a configuration file may 
provide a representation of the analysis that is performed to 
generate a single alarm based on the output of any one or 
more of a plurality of cameras and / or microphones . In such 
embodiments , separate configuration files are generated for 
each alarm that is to be configured . Storing a single alarm in 
a configuration file provides a convenient way to enable 
more than one configuration file to be positioned in the 
schedule for application at the same time , whilst reducing 
the chances that the configuration files conflict with each 
other . 
[ 0254 ] The user can repeat the process of generating and 
applying configuration files and save the schedule so that it 
is applied to the selected cameras / microphones . 
[ 0255 ] In the example illustrated in FIG . 9 , the configu 
ration file 906 labelled “ 0009 ” has been applied between 
21 : 00 and 09 : 00 on each day of the week , and no configu 
ration files are applied between 09 : 00 and 21 : 00 on each day . 
[ 0256 ] It will be appreciated that a user of the GUI can 
click the schedule tab 222 at any stage during the configu 
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ration of one or more alarms in order to generate new 
configuration files and / or change the times at which con 
figuration files are applied . 
[ 0257 ) FIG . 10 shows an embodiment of a video param 
eters display screen 1000 of the CONFIGURE GUI for 
video data obtained from a camera . The video parameters 
display screen 1000 allows a user to adjust video control 
settings as well as video analysis parameters and allows the 
user to set up a scene that analysis will be applied to for that 
camera . A separate parameters display screen can be dis 
played for audio data . 
[ 0258 ] The user can select the “ plus ” icon 1002 to display 
a full screen view of the video feed for the selected camera 
from which a portion of the image can be selected to be 
zoomed in on . Zooming in on the portion of the image 
enables the subsequent setup of incident analysis functions 
to be performed with a greater degree of resolution as 
discussed in more detail below . In addition , zooming in on 
the portion of the scene can be used to eliminate any unused 
edges around the outside of the image that may be present 
in the received video data . 
[ 0259 ] The video control 1004 pane of the parameters 
display screen 1000 enables a user to change the input 
settings of the video and allows the user to alter the 
brightness , contrast and saturation of the video image . This 
enables the user to optimise the input video image for the 
subsequent analysis . 
[ 0260 ] The video analysis parameters 1006 pane of the 
parameters display screen 1000 enables a user to change the 
variables used for scene analysis . 
[ 0261 ] FIG . 11 shows an embodiment of the alarms dis 
play screen 1100 of the CONFIGURE GUI . The alarms 
display screen 1100 allows a user to create new incident 
analysis , contemporaneous analysis and sequential func 
tions , and link these functions together to define one or more 
alarms . 
[ 0262 ] The alarms display screen 1100 comprises a toolbar 
1102 , an alarm selection pane 1104 , an alarm configuration 
pane 1106 , an analysis configuration pane 1108 , and a live 
video feed pane 1130 . The analysis configuration pane 1108 
comprises three tiers : a first tier 1108a in relation to incident 
analysis functions , a second tier 1108b in relation to con 
temporaneous analysis functions , and a third tier 1108c in 
relation to sequential analysis functions . Alarms are also 
displayed in the third tier 1108c . 
[ 0263 ] In this example , the incident analysis functions 
1108a are labelled zones , the contemporaneous analysis 
functions 1108b are labelled events and the sequential 
analysis functions 1108c are labelled conditions . 
[ 0264 ] The toolbar 1102 provides the user with the func 
tionality to define which analysis functions are performed on 
the received data , define how those analysis functions are 
connected together , save the configuration of analysis func 
tions in the configuration file , save and load templates . 
[ 0265 ] The first icon on the toolbar 1102 is the save 
configuration file icon 1110 . Selecting the save configuration 
file icon 1110 causes the server 100 to update the configu 
ration file with the changes made during the configuration 
process . In particular , the configuration file stores an elec 
tronic representation of the configured analysis functions 
that are employed to generate each of the alarms as repre 
sented in the analysis configuration pane 1108 of the alarms 
display screen 1100 . Configuration files are described in 
detail herein . 

f0266 ] . A template may provide a predefined arrangement 
of incident , contemporaneous and sequential analysis func 
tions that can be loaded into a configuration file . Templates 
that define the necessary analysis for determining common 
behaviours / scenarios can provide the advantage that the user 
of the GUI does not need to redefine analysis functions that 
have already been developed . In some embodiments , it may 
be possible for a user of the user terminal 108 to download 
templates that have been developed by a third party , for 
example a software provider , such that complex analysis 
functions can be developed efficiently and accurately . 
[ 0267 ] User selection of icon 1112 enables a user to export 
the current configuration file to a template file , and selection 
of icon 1114 enables a user to import a template and add it 
to the current configuration file . 
[ 0268 ] User selection of icon 1116 enables a user to 
preview the application of the selected configuration file to 
the image data generated by selected cameras , and display 
the analysis results on the live video feed pane 1130 without 
saving the changes to the configuration file . 
[ 0269 ] User selection of icon 1118 enables a user to undo 
previous changes to the configuration since the last preview , 
and user selection of icon 620 enables a user to redo changes 
to the configuration since the last preview . 
[ 0270 ] User selection of one of icons 1124 , 1126 , 1128 
enables a user to create a new incident analysis function 
1136 , new contemporaneous analysis function 1138 , and 
new sequential analysis function 1140 respectively for the 
" active alarm ” . 
[ 0271 ] The “ active alarm ” is selected by the drop - down 
menu 1122 in the alarm selection pane 1104 . The drop - down 
menu 1122 displays a list of existing alarms for the selected 
configuration file , and an option to generate a new alarm . 
The user can browse through existing alarms by selecting 
the arrow icons 632 to the right of the drop - down menu 
1122 , thereby scrolling through the existing alarms in the 
drop - down box 1122 . 
[ 0272 ] Selection of an existing alarm causes the configu 
ration of that alarm to be displayed in alarm configuration 
pane 1106 and analysis configuration pane 1108 . 
10273 ] The enable alarm checkbox 634 in the alarm selec 
tion pane 604 provides a user with the functionality to 
enable / disable the active alarm . The enable alarm checkbox 
634 must be checked for an alarm to be generated / triggered 
when its associated analysis functions are satisfied . 
[ 0274 ] The alarm configuration pane 1106 enables a user 
to define parameters associated with the active alarm . The 
user can enter the name and an optional descriptor in the 
name and description textboxes respectively . 
[ 0275 ] The “ Pre Alarm ” and “ Post Alarm ” textboxes asso 
ciated with the “ Alarm playback period ” enable a user to 
define the length of recorded video data leading up to , and 
following , the alarm generation that is made available to a 
user when playing the alarm back . 
[ 0276 ] The confidence section of the alarm configuration 
pane 604 enables a user to define how precisely the alarm 
conditions must be met during a time interval in order to 
control whether or not an alarm message is generated . 
[ 0277 ) The “ interval ” textbox enables a user to enter a 
value which defines the interval period of time during which 
the alarm output signal is analysed to determine whether or 
not the alarm message is generated . The “ trigger percentage ” 
defines the minimum percentage of time that the alarm 
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ted 
output signal must be positive in the immediately preceding 
interval period for the alarm message to be generated . 
[ 0278 ] If the minimum trigger percentage is not satisfied 
for the previous interval period an alarm message is not 
generated , although as described above the supplemental 
information that is stored in the header associated with the 
corresponding video data images does provide an indication 
that the alarm output signal is positive . 
[ 0279 ] The “ alarm priority ” drop down menu allows a user 
to set the severity of the active alarm . A higher priority alarm 
takes precedence over a lower priority alarm if alarms occur 
simultaneously . In this example , the available priorities are : 
critical , high , medium , low , and silent . A silent alarm does 
not cause a visual / audio alert , although an alarm message is 
created as described above . 
[ 0280 ] The “ Video Overlay Zones ” textbox provides a list 
of the enabled incident analysis functions 1136 that are used 
by the last sequential analysis function 1140 in the active 
alarm configuration . In this example the output of incident 
analysis functions 1136d and 1136e with the names “ Zone 
4 ” and “ Zone 5 ” are used indirectly as inputs to the sequen 
tial analysis function 1140c named “ Condition 3 ” which is 
the last sequential analysis function of the active alarm . 
[ 0281 ] Checking one of the listed incident analysis func 
tions causes the activity ( such as stationary object ) associ 
ated with that incident analysis function to be surrounded by 
a bounding box and labelled in the recorded video data when 
an alarm occurs . In addition , it is the data received from the 
data source associated with that incident analysis function 
1136 that is made available to a user when playing the alarm 
back . 
[ 0282 ] Only the incident analysis functions 1136d , 1136e 
associated with the last sequential analysis function 1140c 
are listed as it will be the occurrence of one of those incident 
functions that has led to the generation of the alarm . 
10283 ] This feature is particularly applicable to alarms that 
are generated as a result of incident analysis performed on 
data received from a number of sources . In such embodi 
ments , it would generally not be desired to display / make 
available data in relation to a previous incident analysis 
function 1136 as the behaviour that caused that incident 
analysis function 1136 to be satisfied will not necessarily 
still be occurring due to the sequential nature of the sequen 
tial analysis functions 1140 . 

[ 0288 ] In this example , the available incident analysis 
functions 1204 are stationary object , loitering , cue fusion , 
overcrowding , congestion , aggressive noise , gunshot , 
scream , zone tracker , object tracker , breaking glass , vehicle 
classification based on sound and object direction and speed 
detection . 
10289 ) . The list of available incident analysis functions 
includes both audio and video incident analysis functions . In 
embodiments where the system receives data from more 
than one camera or microphone , a further drop - down box 
will be displayed that enables the user to select which of the 
cameras / microphones should be used as the source of the 
data to which the incident analysis function is applied . 
[ 0290 ] The zone configuration dialog box 1200 also com 
prises a list of parameters and values associated with the 
selected incident analysis function 1136 . The user can set the 
values for one or more of the parameters . The user can also 
select the segmentation mode of the incident analysis func 
tion : that is whether the incident analysis function is " object 
based ” by selecting icon 1206 or “ zone - based ” by selecting 
icon 1208 . 
[ 0291 ] Selecting object - based segmentation enables the 
user to define the size of an object to detect using the 
minimum and maximum object class parameters 1210 as 
illustrated in the parameters section 1208 of FIG . 12 . 
[ 0292 ] Alternatively , selecting percentage zone - based seg 
mentation causes the minimum and maximum object class 
parameters 1210 in the zone configuration dialog box 1200 
to be replaced with Area of Interest ( AOI ) parameters 
“ AOI Min % ” and “ AOI Max % ” — to enable the user to 
define the thresholds for the percentage of the detection area 
to which the incident analysis function applies . 
0293 ] If object - based segmentation is selected , the object 

detection settings can be previewed on the zones display 
screen 1300 of the CONFIGURE GUI as illustrated in FIG . 
13 and described below . 
[ 0294 ] In this embodiment , the output of the incident 
analysis function is a binary signal representative of whether 
or not the incident analysis function is satisfied . 
( 0295 ] In this embodiment , a maximum of 32 incident 
analysis functions 1136 can be defined in a single configu 
ration file . 
[ 0296 ] Incident analysis functions can be deleted by drag 
ging and dropping them onto the delete icon 1144 . 

Incident Analysis Functions 
[ 0284 ] Incident analysis functions 1136 represent a first 
tier of analysis functions 1108a that are performed on 
received audio and video data when generating an alarm 
1142 . 
10285 ] Incident analysis functions 1136 can be added to 
the active alarm by a user selecting the incident analysis 
function icon 1124 . The added incident analysis function 
1136 appears in the first tier 1108a of the analysis configu 
ration pane 1108 . 
[ 0286 ] The user can configure a new incident analysis 
function 1136 by double clicking on the incident analysis 
function 1136 , which will bring up a zone configuration 
dialog box , an example of which is illustrated in FIG . 12 . 
[ 0287 ] The zone configuration dialog box 1200 illustrated 
in FIG . 12 enables a user to change the name 1202 of the 
incident analysis function as well as select the incident 
analysis function 1204 that is to be defined . 

Contemporaneous Analysis Functions 
[ 0297 ] Contemporaneous analysis functions 1138 repre 
sent a second tier of analysis functions 1108b that are 
performed on the output of one or more of the incident 
analysis functions 1136 ( first tier of analysis functions ) when 
generating an alarm . In this embodiment , the contempora 
neous analysis function 1138 comprises a rule and a timer 
period . The rule defines a Boolean logical operation that is 
performed on the output of one or more of the incident 
analysis functions 1136 , and the timer period defines a 
period of time for which the rule must be satisfied for the 
contemporaneous analysis function 1138 to be triggered . 
[ 0298 ] Contemporaneous analysis functions 1138 can be 
added to the active alarm by a user selecting the contem 
poraneous analysis function icon 1126 . The added contem 
poraneous analysis function appears in the second tier 1108b 
of the analysis configuration pane 1108 . 
[ 0299 ] Contemporaneous analysis configuration takes 
place by selecting and modifying the contemporaneous 
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analysis function parameters within the displayed contem 
poraneous analysis function 1138 . The configurable param 
eters of a contemporaneous analysis function 1138 638 are : 
[ 03001 name “ Event 1 ” can be changed to a more mean 
ingful event name ; 
[ 0301 ] func — the logical function that is applied to the 
inputs from the incident analysis functions 1136 . In this 
example , the available logical functions are " AND " and 
“ OR ” ; 
[ 0302 ] delay — the timer delay in seconds for which the 
logical function defined by func must be satisfied for the 
contemporaneous analysis function 1138 to be triggered . 
[ 0303 ] In addition , the contemporaneous analysis function 
1138 can be enabled or disabled by double clicking the tick 
icon in the upper right - hand corner of the contemporaneous 
analysis function 1138 . 
[ 0304 ] In this embodiment , a maximum number of thirty 
two contemporaneous analysis functions 1138 can be 
defined for a single configuration file . 
[ 0305 ] In order for the user to link the outputs of one or 
more incident analysis functions at 1136 to the inputs of one 
or more contemporaneous analysis functions 1138 , the user 
can use a mouse to drag and drop an incident analysis 
function 1136 onto a contemporaneous analysis function 
1138 . If the user uses the right mouse button to drag and drop 
an incident analysis function 1136 onto a contemporaneous 
analysis function 1138 the output of the contemporaneous 
analysis function 1138 is inverted when it is subsequently 
processed by the contemporaneous analysis function in 
1138 . If the user uses the left mouse button , the output of the 
incident analysis function 1136 is not inverted . 
[ 0306 ] When the output of an incident analysis function in 
1136 is connected as an input to a contemporaneous analysis 
function 1138 , the two are illustrated as being connected by 
an arrow in the analysis configuration pane 1108 . If the user 
has used the right mouse button to connect the incident 
analysis function 1136 to the contemporaneous analysis 
function 1138 , the two are illustrated as being connected by 
a dashed arrow in the analysis configuration pane 1108 . A 
dashed arrow signifies that the functionality of a “ NOT ” gate 
is present between the two functions . 
[ 0307 ] The output of a single incident analysis function at 
1136 can be used as an input to one or more contempora 
neous analysis functions 1138 . 

function 1140c becomes true whilst the output of the imme 
diately previous ( second ) sequential analysis function 
1140b . 
[ 0310 ] In this example , the alarm 1142 is triggered by the 
third sequential analysis function 1140c . Whether or not an 
alarm message is generated is dependent upon the alarm 
confidence settings discussed above . 
[ 0311 ] In this embodiment , the sequential analysis func 
tion 1140 comprises a rule and a timeout period . The rule 
defines a Boolean logical operation that is performed on the 
output of one or more of the contemporaneous analysis 
functions 1138 , and the timeout period defines a period of 
time after the rule has been satisfied for which the output of 
the sequential analysis function 1140 remains true . 
[ 0312 ] New sequential analysis functions 1140 can be 
added to the active alarm by a user selecting the sequential 
analysis function icon 1128 . The added sequential analysis 
function 1140 appears in the third tier 608c of the analysis 
configuration pane 1108 . 
[ 0313 ] A user can configure the sequential analysis func 
tions 1140 by selecting and modifying the sequential analy 
sis function parameters within the sequential analysis func 
tion 1140 . The configurable parameters of a sequential 
analysis function 1140 are : 
[ 0314 ] name “ Condition 1 ” can be changed to a more 
meaningful condition name ; 
0315 ] func — the logical function that is applied to the 
inputs from the sequential analysis functions 1138 . In this 
example , the available logical functions are " AND " and 
“ OR ” . 
[ 0316 ] timeout — the maximum period of time in seconds 
for consecutive conditions to be achieved before resetting 
the sequence . 
103171 . In this embodiment , a maximum number of four 
sequential analysis functions 1140 can be defined for a 
single configuration file . It will be appreciated that in other 
embodiments any number of sequential analysis functions 
1140 can be defined as part of the analysis to generate a 
single alarm , and any number of sequential analysis func 
tions 1140 can be defined for a single configuration file . 
[ 0318 ] The outputs of one or more contemporaneous 
analysis functions 1138 can be provided as inputs to one or 
more sequential analysis functions 1140 by dragging and 
dropping a contemporaneous analysis function 1138 on to a 
sequential analysis function 1140 in the same way as inci 
dent analysis functions 1136 are dragged and dropped onto 
contemporaneous analysis functions 1138 as described 
above . 
[ 0319 ] The output of a single contemporaneous analysis 
function 1138 can be used as an input to one or more 
sequential analysis functions 1140 . 
0320 ) Where more than one sequential analysis function 
1140 has been defined , the sequential analysis functions 
1140 are automatically linked sequentially from left to right 
in the analysis configuration pane 1108 . 
[ 0321 ] The alarms display screen 1100 provides a user 
with a high degree of configurability and setting up an alarm 
1142 . The high degree of configurability allows sophisti 
cated / complex scenarios to be monitored and reported by 
means of the generation of an alarm . In addition , the alarms 
display screen 1100 also enables the reporting of the alarm 
1140 to be configured which enables a user to place greater 
confidence in the alarms , as they have been able to configure 
how and when the alarms are generated / reported . 

Sequential Analysis Functions 
[ 0308 ] Sequential analysis functions 1140 represent a third 
tier of analysis functions 1108c that are performed on the 
output of one or more of the contemporaneous analysis 
functions 1138 ( second tier of analysis functions ) when 
generating an alarm . A sequential analysis function 1140 
defines a function that is applied to the output of one or more 
of the contemporaneous analysis functions 1138 . 
[ 0309 ] If more than one sequential analysis function 1140 
is utilised for an alarm , the conditions are defined in a 
chronological sequence from left to right . That is , the 
sequential analysis functions 1140 are sequentially linked 
such that the output of the second sequential analysis 
function 1140b can only be triggered if the function of the 
second sequential analysis function 1140b becomes true 
whilst the output of the immediately previous ( first ) sequen 
tial analysis function 1140a is true . Similarly , the output of 
the third sequential analysis function 1140c can only be 
triggered if the function of the third sequential analysis 
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[ 0322 ] FIG . 13a shows an embodiment of the zones dis - 
play screen 1300 of the CONFIGURE GUI . The zones 
display screen 1300 enables a user to create and define 
detection areas for incident analysis functions performed on 
video data . 
[ 0323 ] Defining detection areas effectively applies a mask 
to the video image data . A detection area may be one or more 
sub - areas of the image selected in the parameters display 
screen 1000 . A detection area may comprise the entire image 
produced by a camera , or one or more sub - areas of an image 
produced by a camera . 
10324 ] In order to define a detection area , the user initially 
selects an active zone from the “ Active Zone Selector ” drop 
down menu 1306 . A “ zone ” is an alternative name for an 
incident analysis function . The user is presented with the 
option of generating a new incident analysis function / zone 
or selecting a pre - existing incident analysis function / zone 
( that may have been generated by the alarms display screen 
1110 or by the zones display screen 1300 ) as the active 
incident analysis functions / zone . 
[ 0325 ] After the user has selected the active incident 
analysis functions / zone they wish to work with , the user can 
click on the selection drawing tool icon 1304 to enable them 
to draw a selection area on the image 1308 . The selection 
area will be used to define an area of the image 1308 that the 
user can use to modify the detection area for the active 
incident analysis function / zone . 
[ 0326 ] When a user clicks on the selection drawing tool 
icon 1304 five additional icons 1350 , 1352 , 1354 , 1356 and 
1358 are displayed on the toolbar . The five additional icons 
are illustrated in FIG . 13b , and are used to determine how 
the detection area is modified by the selection area . 
[ 0327 ] The five additional icons shown in FIG . 13b are : 
[ 0328 ] “ clear ” icon 1350 — selecting this icon clears / can 
cels the selection area ; 
10329 ] “ add current selection to zone ” icon 1352 — select 
ing this icon adds the selection area to the detection area ; 
[ 0330 ] " remove current selection from zone ” icon 1354 — 
selecting this icon removes the selection area from the 
detection area ; 
[ 0331 ] “ add entire scene to zone ” icon 556 — selecting this 
icon adds the entire image / scene to the detection area ; and 
[ 0332 ] " remove entire scene from zone ” icon 558 _ select 
ing this icon removes the entire image / scene from the 
detection area . 
0333 ] In the example illustrated in FIG . 13a , the active 
incident analysis function / zone is “ New Zone ” as identified 
in drop - down menu 1306 . The detection area 1302 associ 
ated with “ New Zone ” is illustrated on the image 1308 . In 
this example , the detection area 1302 is a single sub - area of 
the image 1308 . 
[ 0334 ] In other examples , the detection area 1302 may 
comprise one or more sub - areas of the image 1308 , which 
may or may not be contiguous . Conveniently , all corre 
sponding sub - areas of the detection area for a single incident 
analysis function / zone are displayed in the same colour . This 
enables multiple detection areas to be displayed on the same 
image 1308 such that different incident analysis functions / 
zones can be easily distinguished from each other . 
[ 0335 ] As described above , a user can return to the alarms 
display screen 1100 at any stage to configure any new 
incident analysis functions / zones that have been created by 
zones display screen 1300 by clicking on the alarms tab 824 . 

( 0336 ] In this example , detection areas do not have the 
same meaning when applied to audio data . Due to the 
omnidirectional nature of the microphones used in this 
embodiment there is no concept of a “ detection area ” as it is 
not possible to audibly direct the microphone . Therefore , in 
this embodiment the zones display screen 1300 is not 
available for audio incident analysis functions . 
10337 ] . In embodiments where directional microphones are 
used , the zones display screen 1300 may be displayed when 
audio incident analysis functions are being considered . 
0338 ] FIG . 14 shows an embodiment of a log display 
screen 1400 of the CONFIGURE GUI . The log display 
screen 1400 displays a list of configuration commands that 
have been executed , and associated timestamp , and an 
indication as to whether or not the configuration command 
was performed successfully . 
[ 0339 ] FIGS . 15 and 16 illustrate an embodiment of the 
MANAGE GUI that enables a user to manage alarms that 
are generated . 
10340 ] FIG . 15 shows the MANAGE GUI display screen 
1500 . The MANAGE GUI display screen 1500 comprises a 
“ Map ” pane 1502 , a “ Video ” pane 1504 , a “ Cameras ” pane 
1506 , a “ Camera Control ” pane 1508 , an “ Alarm Preview " 
pane 1510 , and an “ Alarms ” pane 1512 . A user can select an 
icon on the MANAGE GUI display screen 1500 to control 
which pane is displayed as the large pane in the top left hand 
corner of the display screen 1500 . 
[ 0341 ] The user of the MANAGE GUI can log in to more 
than one server , and the map pane 1502 is configured to 
display all of the servers to which the user of the MANAGE 
GUI is logged in . The map pane 1502 illustrated in FIG . 15 
displays six servers 1514 located across the world to which 
the user is logged in . 
[ 0342 ] In this embodiment , if a server has generated an 
alarm , the colour of that server icon 1514 changes colour as 
an identifier to the user that an alarm has been generated . 
10343 ] The user can double click on a server 1514 to 
display the location of cameras and / or microphones associ 
ated with that server . Clicking on a server displays an image 
which is similar to the floorplan display screen 800 shown 
in FIG . 8 . 
[ 0344 ] Double clicking on a camera icon ( such as camera 
icons 802 , 804 , 806 , 808 , 810 in FIG . 8 ) causes the live 
video feed from camera to be displayed in the video pane 
1504 . 
[ 0345 ) FIG . 16 shows an example of the MANAGE GUI 
display screen 1600 with the video pane 1602 displayed as 
the main pane . The number of video feeds displayed in the 
video pane 1602 can be selected by clicking one of the five 
icons illustrated as 1604 . 
[ 0346 ] When the video pane 1602 is in “ playback mode " 
( described below ) , the icons 1606 can be used to rewind , 
pause , play , and fast forward the video footage . 
[ 0347 ] The cameras pane 1506 in FIG . 15 , displays all of 
the cameras associated with each server / host to which the 
user is logged in . In FIG . 15 , 5 of the hosts are visible in the 
cameras pane 1506 , and the second and third servers labelled 
VIH00029 and VIH00019 have been expanded to show the 
four cameras associated with each server . Double clicking 
on a camera causes the live video feed from that camera to 
be displayed in the video pane 1504 . 
[ 0348 ] Some embodiments , all microphones associated 
with each server / host are also displayed in the cameras pane 
1506 , and it may also be possible to play live audio data by 
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selecting a microphone from the cameras pane 1506 . Live 
audio data may be provided instead of live video data , or as 
well in addition to live video data . 
[ 0349 ] When an alarm is generated , the corresponding 
camera / s in the cameras pane 1506 change colour to identify 
to a user that an alarm has been generated . 
[ 0350 ] When playing back video data , it is possible to 
export the video data to an external device by selecting an 
appropriate icon . 
[ 0351 ] The camera control pane 1508 is used to control 
“ Pan Tilt Zoom ” ( PTZ ) cameras , and optionally select preset 
locations of the PTZ cameras . 
[ 0352 ] The alarms pane 1512 is used to display alarms 
generated by a server as a row in the alarms pane 1512 . 
10353 ] . The first element of an alarm displayed in the 
alarms pane 1512 is the alarm attribute 1516 . The alarm 
attribute can be “ T ” — true , “ F ” — false , “ I ” — ignore , “ N ” — 
new , and the value of the alarm attribute can be set by the 
user clicking the appropriate icon 1518 . 
[ 0354 ] When the user clicks the archive icon 1520 , the 
user terminal 108 sends a signal representative of the user 
selected alarm attribute 1516 for each alarm to the associ 
ated server . The server stores a representation of the user 
selected alarm attribute in memory , and may automatically 
adjust the alarm configuration in light of the user ' s selection , 
or may send a signal representative of the user selection to 
a user of the CONFIGURE GUI as a means of feedback to 
a manager of the system so that they can manually adjust the 
alarm parameters accordingly . 
0355 ) . Clicking on an alarm in the alarms pane 1512 
causes the associated image ( as configured as part of the 
alarm analysis parameters ) to be displayed in the alarm 
preview pane 1510 . 
[ 0356 ] Double clicking on an alarm in the alarms pane 
1512 causes the associated video footage ( as configured as 
part of the alarm analysis parameters ) to be displayed in the 
video pane 1504 . 
[ 0357 ] When an alarm is generated , a new entry is gen 
erated in the alarms pane 1512 , the associated camera 
changes colour in the cameras pane 1506 , and the associated 
video footage ( as configured as part of the alarm analysis 
parameters ) is displayed in the video pane 1504 . 
50358 ] FIG . 17a illustrates schematically an embodiment 
of a scenario / sequence of analysis functions that are con 
figured to cause an alarm 1726 to be generated . 
50359 ] The incident analysis functions 1703 , 1704 , 1706 , 
1708 , 1710 , contemporaneous analysis functions 1712 , 
1714 , 1716 , 1718 and sequential analysis functions 1720 , 
1722 , 1724 are illustrated schematically in FIG . 17 . FIG . 
17b illustrates an image / scene 1740 on which the analysis 
functions illustrated in FIG . 17a are performed . 
[ 0360 ] This embodiment illustrates an example which 
monitors a platform at a train station and generates an alarm 
when 1 ) a person leaves a bag on the platform and then 
leaves the platform themselves , 2 ) the sound of an explosion 
is detected , and 3 ) people are either running or stationary on 
the platform . 
[ 0361 ] Incident analysis function 1 1702 is a video inci 
dent analysis functions that monitors a first detection area 
1742 corresponding to the platform in the scene 1740 . 
Incident analysis function 1 1702 is configured to detect a 
stationary object with a size between " small package ” and 
“ large package ” in the first detection area 1742 , whereby the 
object is stationary for at least five seconds . An example of 

a small package 1746 in the first detection area 1742 is 
shown in the scene 1740 of FIG . 17b . 
10362 ] As the output of incident analysis function 1 1702 
is the only input to contemporaneous analysis function 1 
1712 , the output of contemporaneous analysis function 1 
1712 is the same as the output of incident analysis function 
1 1702 . 
[ 0363 ] Incident analysis function 2 1704 is a video inci 
dent analysis function which monitors tracking of a pedes 
trian - sized object from a dynamic zone / detection area which 
is a subset of the first detection area 1702 to a second 
detection area defined by detection area 2 1704 . The second 
detection area consists of two sub - areas 1744 of the image 
1740 relating to the exits from the platform . In this way , the 
output of incident analysis function 2 1704 becomes true 
when a pedestrian is tracked from the stationary bag to an 
exit of the platform . 
[ 0364 ] The horizontal arrow 1703 from incident analysis 
function 1 1702 to incident analysis function 2 1704 indi 
cates that the tracking algorithm tracks from a dynamic 
detection area associated with the identified stationary object 
to a detection area defined by incident analysis function 2 
1704 . 
[ 0365 ] The output of incident analysis function 2 1704 is 
connected as the sole input to contemporaneous analysis 
function 2 1714 . 
10366 ] The output of contemporaneous analysis functions 
1 and 2 1712 , 1714 are connected as inputs to an “ AND ” rule 
defined by sequential analysis function 1 1720 such that the 
function of sequential analysis function 1 1720 is satisfied 
when both the bag is stationary on the platform and a person 
has walked from the left bag to an exit of the platform . 
Sequential analysis function 1 has a timeout period of two 
minutes . 
[ 0367 ] Incident analysis function 3 1706 is an audio zone 
that monitors for the sound of an explosion . If the output of 
incident analysis function 3 is true , then contemporaneous 
analysis function 3 1716 will also be true as the output of 
incident analysis function 3 1706 is the only input to 
contemporaneous analysis function 3 1716 . In turn , sequen 
tial analysis function 2 1722 will also be satisfied as long as 
the output of contemporaneous analysis function 3 becomes 
true before the expiry of the two minute timeout period 
defined by sequential analysis function 1 1720 . Sequential 
analysis function 2 1722 has a timeout period of 20 seconds . 
[ 0368 ] Incident analysis function 4 1708 is configured to 
detect any stationary objects having the size of a pedestrian 
in the same detection area 1742 as that used by incident 
analysis function 1 1702 . 
[ 0369 ] Incident analysis function 5 1710 is configured to 
detect any objects having the size of a pedestrian running in 
the same detection area 1742 as that used by incident 
analysis function 1 1702 . 
[ 0370 ] The output of incident analysis functions 4 and 5 
1708 , 1710 are provided as inputs to contemporaneous 
analysis function 4 1718 , which is configured to perform an 
" OR " operation on the inputs . That is , contemporaneous 
analysis function 4 1718 is configured to determine if either 
people are stationary on the platform or running on the 
platform . If this determination is true , then the output of 
contemporaneous analysis function 4 1718 is true . 
( 0371 ] The output of contemporaneous analysis function 4 
1718 is provided as an input to sequential analysis function 
3 1724 . Sequential analysis function 3 1724 is the last 
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sequential analysis function in the sequential chain , and the 
output of sequential analysis function 3 is used to generate 
the alarm 1726 . 
[ 0372 ] The arrangement of the three sequential analysis 
functions 1720 , 1722 , 1724 is such that an alarm is generated 
if a person leaves a bag on the platform and then walks to 
an exit ( sequential analysis function 11720 ) , and then within 
two minutes an explosion sound is determined ( sequential 
analysis function 2 1722 ) , and then within 20 seconds people 
are either stationary on the platform ( which may indicate 
that they are injured ) or are running on the platform ( sequen 
tial analysis function 3 1724 ) . 
[ 0373 ] It will be appreciated that this example provides an 
alarm after the event of the explosion has occurred . In other 
examples , the alarm is generated before the event occurs so 
that action can be taken in advance . For example , an alarm 
may be generated immediately after sequential analysis 
function 1 1720 has been triggered , as this will identify the 
event that a person has left a bag on the platform and then 
left the platform . A user who has configured the alarm 
generation system can define that this event warrants the 
generation of an alarm . 
[ 0374 ] A similar alarm may be generated for a system that 
performs surveillance on board a train . For example , if a 
person leaves a piece of luggage on a train and then leaves 
the train , an alarm may be generated as a potential bomb 
threat . 
[ 0375 ] It will be appreciated that the GUIs described in 
relation to FIGS . 8 to 16 can be adapted to configure external 
incidents in the same way as video and audio incidents are 
configured . 
[ 0376 ] FIG . 18 illustrates a process flow control diagram 
showing an embodiment of steps performed when operating 
a data processing apparatus according to an embodiment of 
the invention to configure analysis that is to be performed on 
received data . 
[ 0377 At step 1802 , the user logs in to the CONFIGURE 
GUI illustrated in FIGS . 8 to 14 . 
[ 0378 ] The user creates a new incident analysis function at 
step 1804 from the alarms display screen 1100 . The user sets 
the parameters of the new incident analysis function at step 
1806 , and this includes defining the source of the data that 
is to be analysed , defining which of the predefined incident 
analysis functions for that data is forced to apply to the 
received data , and defining the parameters associated with 
that incident analysis function . 
[ 0379 ] Setting the parameters for the new incident analysis 
function at step 1806 , may also include defining a detection 
area to which the analysis function is applied . 
[ 0380 ] If further incident analysis functions are required at 
step 1808 the process flow returns to step 1804 for the user 
to create a new incident analysis function . If no further 
incident analysis functions are required , the process flow 
moves on to step 1810 . 
[ 0381 ] At step 1810 , a user creates a new contemporane 
ous analysis function from the alarms display screen 1100 . 
The user sets the parameters of the new contemporaneous 
analysis function at step 1812 , and this includes defining the 
inputs to the contemporaneous analysis function , defining 
the logical operation that should be performed on the inputs , 
and defining a timer delay for the contemporaneous analysis 
function . 
[ 0382 ] If further contemporaneous analysis functions are 
required at step 1814 , the process flow returns to step 1810 

for the user to create a new contemporaneous analysis 
function . If no further contemporaneous analysis functions 
are required , the process flow moves on to step 1816 . 
f03831 At step 1816 , a user creates a new sequential 
analysis function from the alarms display screen 1100 . The 
user sets the parameters of the sequential analysis function 
at step 1818 , and this includes defining the inputs to the 
sequential analysis function , defining the logical operation 
that should be performed on the inputs , and defining a 
timeout period for the sequential analysis function . 
[ 0384 ] If further sequential analysis functions are required 
at step 1820 , the process flow returns to step 1816 for the 
user to create a new sequential analysis function . If no 
further sequential analysis functions are required , the pro 
cess flow moves on to step 1822 . 
[ 0385 ] In this example , the data processing apparatus is 
configured to automatically link the generated sequential 
analysis functions in the order in which they were created . 
In other embodiments , the user may define the sequential 
order that the conditions are evaluated . In addition , in this 
embodiment the data processing apparatus also automati 
cally links the output of the last sequential analysis function 
as the input to the alarm . 
[ 0386 ] At step 1822 the user sets the alarm parameters , 
and these include the alarm playback period , confidence 
parameters , the alarm interval , the alarm priority , and video 
overlay zones as discussed above in relation to FIG . 11 . 
[ 0387 ] At step 1824 , the user saves the configuration file , 
and sets the times at which the configuration file should be 
applied using the schedule display screen 900 and step 1826 . 
[ 0388 ] It will be appreciated that the example described 
with regard to FIG . 18 describes the configuration of a single 
alarm , and that steps 1804 to 1822 can be repeated to 
configure further alarms and subsequently store the alarms 
in the same , or different , configuration files at step 1824 . 
[ 0389 ] As described above , some incident analysis func 
tions utilise the identification of an object of a certain size , 
for example a pedestrian , a car , etc , as part of their func 
tionality . In order for an incident analysis function to deter 
mine the presence of objects of a certain size , the incident 
processors 302 , 304 , 306 illustrated in FIG . 3 is able to use 
perspective to determine the relative size of an object taking 
into account whether the object is close to the camera ( at the 
front of the scene ) where it will appear larger than if it is far 
from the camera ( at the back of the scene ) . In this context 
perspective indicates a field of depth in a two dimensional 
image . 
[ 0390 ] According to an embodiment of the invention , the 
CONFIGURE GUI is configured to provide the user with the 
functionality to automatically define functions that should be 
applied to detected objects to determine their relative size 
independent of where they are in the scene . 
[ 0391 ] In this embodiment , this functionality is provided 
via the parameters display screen 400 illustrated in FIG . 4 . 
[ 0392 ] A user can click on the " configure scene perspec 
tive ” icon 412 to configure the scene perspective which 
enables the user to define the size of a virtual object relative 
to objects in the image at two positions in the image 412 
displayed on the parameters display screen 400 . 
[ 0393 ] In this embodiment , when the user clicks on the 
" configure scene perspective ” icon 412 , the user can move 
the mouse into the confines of the image 412 where the 
mouse cursor changes to display a “ virtual object ” . 
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[ 0394 ] An example of a virtual object is illustrated in FIG . 
19 . The virtual object in FIG . 19 is a virtual person 1902 . An 
advantage of using a virtual person 1902 as the virtual object 
is that it is convenient for a user to determine the size of a 
person relative to the scene , for example by comparing the 
virtual person 1902 to real people that are displayed in the 
image 1412 . Additionally , it may be convenient to determine 
what should be the relative size of the virtual person 1902 
relative to background elements of the scene 412 , for 
example a doorway , or a car . 
[ 0395 ] In other embodiments , the virtual object may be a 
virtual piece of luggage , a virtual car , or any other object for 
which a user of the CONFIGURE GUI can define the size 
relative to the scene . 
[ 0396 ] In this embodiment , when the user clicks the “ ini 
tialise perspective ” button the cursor / virtual object 1902 is 
clamped to the bottom of the image 412 , as this defines the 
front of the scene . The user can then hold the left mouse 
button down and move the mouse back and forth ( corre 
sponding to up and down movement in the scene , to increase 
and decrease the size of the virtual object 1902 . Once the 
user is satisfied with the size of the virtual object 1902 , they 
can click the right mouse button to define the size of the 
virtual object at the front of the scene . 
[ 0397 ] In order for the user to define the size of the virtual 
object at the back of the scene , the user can hold the left 
mouse button down and move the mouse to increase and 
decrease the size of the virtual object 1902 in the same way 
as the virtual object was resized at the front of the scene . 
Once the user is satisfied with the size of the virtual object 
1902 at the furthest visible point in the scene ( that is the 
horizon or a back wall ) relative to objects at the back of the 
scene , the user can move the cursor / virtual object to the back 
of the scene and click the left mouse button again within the 
image 412 . Clicking the left mouse button a second time 
causes the bottom of the cursor / virtual object to be associ 
ated with that position in the image 412 as being the furthest 
visible point in the ground plane . 
[ 0398 ] If the image 412 has a back wall , the user can click 
the right mouse button so that the back of the scene is 
defined at the point the back wall meets the ground plane . If 
the image 412 does not have a back wall , the user can click 
the mouse button so that the cursor / virtual object is related 
to the horizon of the scene displayed in the image 412 . 
[ 0399 ] The size of the cursor / virtual object adjusted as the 
cursor / virtual object is moved between the maximum size 
defined at the front of the scene and the minimum size 
defined at the back of the scene . As described below , the size 
of the virtual object at positions intermediate to the front and 
back of the scene is calculated by interpolation . 
[ 0400 ] In this embodiment , the aspect - ratio of the virtual 
object is fixed when the virtual object is resized , independent 
of whether the virtual object is resized automatically or 
responsive to user input . 
10401 ] If the back of the scene is defined at a position that 
is below the top of the image 1412 ( for example at a back 
wall ) , movement of the cursor past that point does not cause 
the virtual object to be further reduced in size , as any object 
in this region of the scene is not any further away from the 
camera than the same object at the back wall . As an example , 
the object could be a person climbing up the back wall , 
thereby not moving further from the camera . 
[ 0402 ] In other embodiments , the size of the cursor / virtual 
object may be further adjusted beyond the extremes defined 

by the front and back of the scene , in particular if there is no 
back wall . This may be particularly advantageous as a user 
can accurately define the size of the virtual object 1902 at a 
convenient intermediate position in the scene 412 by com 
paring it to a similar object that is present in the image 412 , 
without the requirement of having to define the size of the 
object at specific locations . 
[ 0403 ] An example of the virtual object 1902 at the front 
and back of a scene 2000 is illustrated in FIG . 20 . 
( 0404 ] Once the user is satisfied that they have defined the 
sizes of the virtual object at the front and back of the scene , 
they can click the save icon 414 on the parameters display 
screen 400 . Clicking the save icon 414 causes parameters 
representative of the perspective identified by the user ' s 
input to be stored as parameters in the configuration file . In 
this embodiment , the parameters in the configuration file 
define a vertical coordinate representative of the front of the 
scene , a vertical coordinate representative of the back of the 
scene , a value representative of the horizontal and vertical 
size of the virtual object at the front of the scene , and a value 
representative of the ratio of the change in size from the 
front to the back of the scene . 
[ 0405 ] In other embodiments , the user can identify the size 
of the virtual object at any two points in the image 412 and 
the system is configured to calculate the relative size at the 
front of the scene . 
[ 0406 ] When the configuration file is loaded into the video 
incident processor 302 , illustrated in FIG . 3 as described 
above , the perspective parameters are also loaded into the 
video incident processors 302 . 
10407 ] When an incident analysis function that is enabled 
on a video incident processor 302 identifies an object , the 
video incident processor 302 determines the horizontal and 
vertical size of that object in pixels , and also determines the 
vertical coordinate in the scene of the lowest vertical part of 
the object . The lowest vertical coordinate of the object 
provides the location of the foot of that object , and therefore 
is representative of the distance from the camera to the 
object . 
[ 0408 ] The video incident processor 302 then determines 
the vertical coordinate of the foot of the identified object as 
a relative position between the front and back of the scene 
as defined by the vertical coordinates in the perspective 
parameters . 
[ 0409 ] The video incident processor 302 then applies a 
weighting function using the value representative of the ratio 
of the change in size from the front to the back of the scene 
stored in the perspective parameters to translate the hori 
zontal and vertical size of the identified object in pixels at 
the identified location in the scene to a horizontal and 
vertical size in pixels of the corresponding object as if it 
were at the front of the scene . This provides a standard 
location at which the size of objects are compared to 
predefined thresholds . 
[ 0410 ] The video incident processor 302 then divides the 
horizontal and vertical size of the identified object by the 
horizontal and vertical size of the virtual object at the front 
of the scene as determined by the perspective parameters to 
determine the size of the object as a multiple of the size of 
the virtual object . For example , a large luggage item may be 
pre - defined as equivalent to 0 . 2x the height of the virtual 
object , and 1 . 5x the width of the virtual object , where the 
virtual object 1902 is a person as illustrated in FIG . 19 . 
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[ 0411 ] An example may comprise the use of a virtual 
object 1902 of a person as illustrated in FIG . 19 , wherein the 
virtual object is predefined as having a height of 1 . 6 m . 
Following the user ' s calibration using the parameters dis 
play screen 400 , the perspective parameters stored in the 
configuration file define the front of the scene as a vertical 
coordinate of ' O ' , the back of the scene as a vertical 
coordinate of ' 500 ' , the vertical size of the virtual object at 
the front of the scene as ' 100 ' pixels , and a ratio of the 
change in size from the front to the back of the scene as ̀ 10 ' 
which defines that the size of the virtual object reduces by 
10 % for every 100 pixels from the front is moved to the back 
of the scene . 
[ 0412 ] As part of the video incident and processor , the 
video incident processor 302 identifies an object with a 
vertical height of 220 pixels and with a lowest point at a 
vertical coordinate of 100 pixels in the received video data . 
The video incident processor 302 first translates the size of 
the identified object to the size of the corresponding object 
at the front of the scene . In this example , the vertical size of 
the corresponding object at the front of the scene is 200 
pixels ( 220 / 1 . 1 ) . The video incident processor 302 then 
divides this vertical size by the vertical size of the virtual 
object at the front of the scene ( 200 / 100 ) , and determines 
that the identified object is equal to the height of two virtual 
objects . In this example , an object with a height of two 
virtual objects may be identified as a lorry . 
[ 0413 ] Although this example only relates to the height of 
an object in order to aid clarity , it will be appreciated that 
corresponding algorithms / transformations are applied to the 
width of an object in order to classify an identified object 
into a class such as a lorry , car , pedestrian , etc . 
[ 0414 ] It should be appreciated that this is one example , 
and that other functions may be used . 
[ 0415 ] In this embodiment , the video incident processor 
302 assumes that the ground plane is linear . However , in 
other embodiments , discontinuities in the ground plane such 
as steps , inclines , declines , both in the horizontal and 
vertical directions , may be accounted for when translating 
the size of the object from its identified position to an 
arbitrary position at the front of the scene . 
[ 0416 ] A further embodiment can enable a virtual object 
1902 to be used as a test mechanism to determine whether 
or not alarms are being generated correctly . In one embodi 
ment , this functionality is provided by the zones display 
screen 1300 illustrated in FIG . 13 . 
[ 0417 ] This is particularly advantageous as embodiments 
of the invention provide high flexibility / configurability to 
identify complex scenarios / behaviour , and use of one or 
more virtual objects 1902 can allow for such complex 
behaviours to be simulated . 
[ 0418 ] Difficulties exist in the prior art to simulate some 
events / behaviours , particularly events that occur rarely . 
Such events can be difficult or dangerous for actors to 
perform in front of the camera to test the configuration of 
analysis that is performed on the received data . Examples of 
events that are difficult to simulate in the real world , but that 
can be more easily simulated using virtual objects include a 
person being run over by a car , a car crash , a person jumping 
out of a moving vehicle , etc . 
[ 0419 ] The virtual object that is used for the testing can 
either be captured from the scene , for example by drawing 
around an object in an image with a mouse , and selecting 

that object as the virtual object , or can be selected from a 
predefined library of virtual objects which are stored in 
memory on the server 200 . 
[ 0420 ] In one embodiment , a user can initiate a test routine 
by selecting an appropriate icon from the zones display 
screen 1300 . Initiating a test routine causes the user con 
trolled cursor to be replaced with the selected virtual object , 
such that the user can move the virtual object around the 
scene to determine if alarms are generated as expected , for 
example when the user controls the virtual object to enter or 
leave a detection area . 
0421 ] As the virtual object is moved around the scene , the 
user terminal 108 automatically sends an XML message 
representative of the position of the virtual object to the 
server 200 . A virtual test software module stored in memory 
218 on the server 200 is configured to be run by the server 
processor 204 . The virtual test software module sends an 
identifier of the virtual object and the coordinates of the 
virtual object to the video processor 302 prior to the appli 
cation of incident analysis functions for each frame , and the 
video processor 302 is configured to superimpose onto the 
received video data a scaled image of the virtual object 
dependent according to the perspective weight at that posi 
tion in the scene as defined by the perspective calibration 
routine described above . 
[ 0422 ] Another embodiment of the invention is illustrated 
in FIG . 19 . In the embodiment of FIG . 19 , a user can define 
key points of the position of the virtual object at an asso 
ciated time to generate an animation of the virtual object 
1902 that can be applied to video data . In the example 
illustrated in FIG . 19 , three key points are defined . At a first 
key point the virtual object is at position 1902 at time TO , at 
a second key point , the virtual object is at position 1902 ' at 
time T1 , and at a third key point , the virtual object is at 
position 1902 " at time T3 . 
[ 0423 ] A user may define the movement of the virtual 
object 1902 between the key points , for example by the route 
indicated by dashed line 1904 or by one of the routes defined 
by dashed lines 1906 , 1908 . The route defined by dashed line 
1904 has been configured as a point to point movement 
where in the route is defined by nice controlled movement 
between the key points , which are used to define the start and 
end time of the motion . Alternatively , the route indicated by 
dashed lines 1906 , 1908 define point to point movement 
with a defined path , with defined times for each point . Route 
1906 illustrates a curved route , whereas route 1908 illus 
trates a direct route . Parameters may be provided to control 
the acceleration / deceleration of the virtual object 1902 . 
[ 0424 ] In some embodiments , the virtual object may be 
considered as a sprite . 
[ 0425 ] FIG . 21 illustrates the application of the animation 
of a virtual object 1902 as illustrated in FIG . 19 . The motion 
of the virtual object 1902 is overlaid on video data to 
simulate an alarm representative of ATM surfing — that is a 
person loitering near an ATM . 
[ 0426 ] FIG . 21 illustrates a timeline 2102 at the top of the 
image 2100 that enables a user to configure the times that the 
virtual object is located at the keypoints 1902 , 1902 ' , 1902 " 
as discussed above in relation to FIG . 19 . 
[ 0427 ] In some embodiments , the animation may be 
played once , and on other embodiments the animation may 
be repeated , possible indefinitely until a user selects an 
option to indicate that the testing is finished . 
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the [ 0428 ] In some embodiments , the CONFIGURE GUI is 
configured to provide the functionality for a user to select 
video footage to be recorded and stored in memory 218 on 
the server 200 . To provide a test scenario , the user can then 
select that they want to apply a test routine to the recorded 
data , and the server 200 is configured to provide the stored 
video data to the video processor 302 in place of video data 
received from a camera . The user can then configure test 
alarm scenarios to apply to the recorded video data . The 
recorded video data may played back in a loop . 
[ 0429 ] In addition , in some embodiments , the server 200 
may be configured to play back the recorded video data and 
enable a user to overlay one or more virtual objects on top 
of the recoded video data as described above . 
[ 0430 ] An advantage to recording video data is that actors 
could perform desired behaviours in a scene that is being 
recorded , and the recorded video footage can then be played 
back for testing . 
[ 0431 ] In some embodiments , a user can search recorded 
video storage for such scenarios naturally performed by 
people and / or vehicles in a scene , and choose to play back 
and use the video footage for testing a configuration . 
[ 0432 ] An example of a complex testing operation that can 
be performed according to embodiments of the invention is 
one that identifies a person jumping out of a moving vehicle . 
The testing operation can use pre - recorded video footage of 
cars driving through a street in combination with a virtual 
figure that originates from a moving vehicle and moves 
away from the vehicle at predetermined times . Use of this 
overlayed video footage can allow testing of analysis param 
eters to be applied to video footage without the requirement 
of having existing footage of a person jumping out of a 
moving vehicle . 
[ 0433 ] In one example , the data processing apparatus 
according to the invention may be an edge device located in 
a node room which is geographically close to the area that 
is to be monitored . An advantage of using an edge device is 
that it is a low power unit which is rugged and can operate 
in high temperature ( for example 50° C . ) . Furthermore , an 
edge device is small which enables it to conveniently fit in 
close proximity to remote areas such as in cabinets on the 
street for surveillance of public places . In addition , an edge 
device is well suited to be remotely configured and is 
capable of communicating via IP for both video streaming 
and communication of alarm messages . 
[ 0434 ] FIG . 22 illustrates another embodiment of data 
processing apparatus 2200 according to an embodiment of 
the invention . 
[ 0435 ] The data processing apparatus 2200 comprises a 
video data receiver 2202 , a virtual test signal receiver 2204 , 
a video overlay engine 2210 and an alarm engine 2212 . 
[ 0436 ] The video data receiver 2202 is configured to 
receive video data 2206 , and the virtual test signal receiver 
2204 is configured to receive a virtual test signal represen 
tative of a location of a virtual object . 
[ 0437 ] In this embodiment , the received video data com 
prises a sequence of JPEG images , and the virtual test signal 
comprises an XML message that identifies the location of a 
virtual object by means of coordinates that identify the 
position of the virtual object relative to the JPEG image . 
[ 0438 ] The video overlay engine 2210 is configured to 
overlay the received video data 2206 with a virtual object at 
locations determined from the virtual test signal 2208 to 
generate virtual test video data 2216 . In this embodiment , 

the video overlay engine 2210 has a graphical representation 
of the virtual object pre - stored in memory , although in other 
embodiments , the received virtual test signal 2208 may 
provide the graphical representation of the virtual object . 
[ 0439 ] The alarm engine 2212 is configured to analyse the 
virtual test video data 2216 and generate an alarm signal 
2214 based on an output signal generated by the analysis . 
[ 0440 ] In this embodiment , the video overlay engine 2210 
is configured to adjust the size of the virtual object depen 
dent upon the objects location in the JPEG image . That is , 
the field of depth of the image is taken into account when 
adjusting the size of the virtual object , as described above . 
[ 0441 ] In an embodiment of the invention where the video 
overlay engine 2210 and alarm engine 2212 are provided on 
the server 200 illustrated in FIG . 3 , the video overlay engine 
2210 is provided on the video incident processor 302 , and 
the functionality of the alarm engine 2212 is split between 
the incident analysis functions stored in video incident 
processor 302 and the contemporaneous and sequential 
analysis functions stored in logic unit 308 . 
[ 0442 ] Insofar as embodiments of the invention described 
above are implementable , at least in part , using a software 
controlled programmable processing device such as a gen 
eral purpose processor or special - purposes processor , digital 
signal processor , microprocessor , or other processing 
device , data processing apparatus or computer system it will 
be appreciated that a computer program for configuring a 
programmable device , apparatus or system to implement the 
foregoing described methods , apparatus and system is envis 
aged as an aspect of the present invention . The computer 
program may be embodied as any suitable type of code , such 
as source code , object code , compiled code , interpreted 
code , executable code , static code , dynamic code , and the 
like . The instructions may be implemented using any suit 
able high - level , low - level , object - oriented , visual , compiled 
and / or interpreted programming language , suchs as C , C + + , 
Java , BASIC , Perl , Matlab , Pascal , Visual BASIC , JAVA , 
ActiveX , assembly language , machine code , and so forth . A 
skilled person would readily understand that term " com 
puter ” in its most general sense encompasses programmable 
devices such as referred to above , and data processing 
apparatus and computer systems . 
[ 0443 ] Suitably , the computer program is stored on a 
carrier medium in machine readable form , for example the 
carrier medium may comprise memory , removable or non 
removable media , erasable or non - erasable media , writeable 
or re - writeable media , digital or analog media , hard disk , 
floppy disk , Compact Disk Read Only Memory ( CD - ROM ) , 
Company Disk Recordable ( CD - R ) , Compact Disk Rewrite 
able ( CD - RW ) , optical disk , magnetic media , magneto 
optical media , removable memory cards or disks , various 
types of Digital Versatile Disk ( DVD ) subscriber identify 
module , tape , cassette solid - state memory . The computer 
program may be supplied from a remote source embodied in 
the communications medium such as an electronic signal , 
radio frequency carrier wave or optical carrier waves . Such 
carrier media are also envisaged as aspects of the present 
invention . 
[ 0444 ] The present application relates to a data processing 
apparatus comprising a video data receiver configured to 
receive video data , an audio data receiver configured to 
receive audio data , and an alarm engine configured to 
perform sequential analysis of said received video and audio 
data to determine a sequence of one or more incidents and 
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generate an alarm signal based on an output signal generated 
by said sequential analysis . The alarm engine is configured 
to generate a sequential analysis output signal . 
[ 0445 ] The sequential analysis comprises the sequential 
application of one or more sequential analysis functions to 
the received audio and video data and the sequential analysis 
output signal comprises a representation of the result of the 
last of the one or more sequential analysis functions . The 
sequential analysis can comprise a plurality of sequential 
analysis functions , in which one or more of the plurality of 
sequential analysis functions , comprises a sequential analy 
sis rule and a timeout period . 
[ 0446 ] In various implementations of these embodiments : 
1 ) the timeout period defines a period of time after the 
sequential analysis rule has been satisfied during which the 
output signal for that sequential analysis function is main 
tained true ; 2 ) the timeout period for the sequential analysis 
function is applied from the time at which the sequential 
analysis rule of that sequential analysis function is satisfied ; 
and / or 3 ) one or more of the sequential analysis rules 
comprises an operation that is performed on a contempora 
neous analysis output signal . 
[ 0447 ] The alarm engine can be configured to perform 
contemporaneous analysis on said received audio and video 
data , and generate a contemporaneous analysis output sig 
nal . The contemporaneous analysis output signal comprises 
a representation of the result of one or more contempora 
neous analysis functions applied either directly or indirectly 
to the received audio and video data . The contemporaneous 
analysis may comprise one or more contemporaneous analy 
sis functions , which comprise a contemporaneous analysis 
rule and a delay period . In one implementation of this 
embodiment , the contemporaneous analysis rule comprises 
an operation that is performed on one or more incident 
analysis output signals . 
[ 0448 ] In another implementation of this latter embodi 
ment , the alarm engine is configured to perform incident 
analysis on said received audio and video data , and generate 
an incident analysis output signal . The incident analysis 
output signal comprises a representation of the result of one 
or more pattern recognition operations performed on said 
received audio and / or video data . In one implementation of 
this embodiment , the one or more pattern recognition opera 
tions comprise identifying one or more objects from the 
video data . The incident analysis may comprise performing 
one or more pattern recognition operations on the one or 
more objects identified from the video data . 
[ 0449 ] In embodiments of the embodiments of the last 
paragraph , the incident analysis is performed on the video 
data is performed on a detection area that comprises a 
sub - area of said video data . The detection area can be 
defined based on a result of one or more pattern recognition 
operations performed on received audio and / or video data . 
[ 0450 ] The video data can be data representative of output 
signals generated by a plurality of cameras . The audio data 
can be data representative of output signals generated by a 
plurality of microphones . The audio data can be represen 
tative of sound emanating from outside of the field of the 
received video data . The data processing apparatus may 
comprise an external data receiver configured to receive 
external data . In this case , the alarm engine is also config 
ured to perform analysis on said received external data . 

[ 0451 ] The data processing apparatus is substantially as 
hereinbefore described and illustrated in the accompanying 
drawings . 
[ 0452 ] A system comprising one or more embodiments of 
the data processing apparatus described in the last eight 
paragraphs , includes a camera configured to generate video 
data and a microphone configured to generate audio data . 
The system can further comprise a user terminal in elec 
tronic communication with the data processing apparatus . A 
computer program comprising machine or computer - read 
able program elements configures embodiments of data 
processing apparatuses described in the last eight para 
graphs . A carrier medium carries a computer program to 
configure embodiments of the data processing apparatuses 
described in the last eight paragraphs . In one implementa 
tion of this embodiment , the carrier medium is a one of the 
following : solid - state memory ; magnetic memory ; 
CD - ROM ; digital versatile disk ( DVD ) ; HD - DVD ; read 
write CD ; Blu - ray Disk , an electronic signal ; radio fre 
quency carrier wave or optical carrier wave . 
[ 0453 ] The present application relates to a method of 
operating a data processing apparatus comprising receiving 
video data , receiving audio data , performing sequential 
analysis of said received video and audio data to determine 
a sequence of one or more incidents , and generating an 
alarm signal based on an output signal generated by said 
analysis . The performing sequential analysis of the received 
audio and video data can comprise sequentially applying one 
or more sequential analysis functions to the received audio 
and video data , and generating a sequential analysis output 
signal . The sequential analysis output signal comprises a 
representation of the result of the last of the one or more 
sequential analysis functions . The performing sequential 
analysis may comprise sequentially applying a plurality of 
sequential analysis functions to the received audio and video 
data . In this case , applying one or more of the plurality of 
sequential analysis functions comprises applying a sequen 
tial analysis rule and a timeout period . 
[ 0454 ] The method of operating a data processing appa 
ratus may also include maintaining the output of a sequential 
analysis function as true for the period of time defined by the 
timeout period after the sequential analysis rule is satisfied . 
In one implementation of this latter embodiment , the method 
includes applying the timeout period for the sequential 
analysis function from the time at which the sequential 
analysis rule of that sequential analysis function is first 
satisfied . Embodiments of the method may further comprise 
applying the sequential analysis rule to a contemporaneous 
analysis output signal . 
[ 0455 ] In some embodiments , analysing said received 
video and audio data comprises performing contemporane 
ous analysis on said received audio and video data , and 
generating a contemporaneous analysis output signal . The 
contemporaneous analysis output signal comprises a repre 
sentation of the result of one or more contemporaneous 
analysis functions applied either directly or indirectly to the 
received audio and video data . Performing contemporaneous 
analysis may comprise applying a contemporaneous analy 
sis rule and a delay period to the received audio and video 
data . The contemporaneous analysis rule may be applied to 
one or more incident analysis output signals . 
[ 0456 ] In another implementation of this embodiment , 
analysing said received video and audio data comprises 
performing incident analysis on said received video and 



US 2017 / 0372575 A1 Dec . 28 , 2017 
23 

audio data , and generating an incident analysis output signal . 
The incident analysis output signal comprises a representa 
tion of the result of one or more pattern recognition opera 
tions performed on said received audio and / or video data . 
The one or more pattern recognition operations may com 
prise identifying one or more objects from the video data . 
The performing incident analysis on said received video and 
audio data may comprise performing one or more pattern 
recognition operations on the one or more objects identified 
from the video data . 
[ 0457 ] Embodiments of the method of analysing said 
received video and audio data may also comprise perform 
ing incident analysis on a detection area that comprises a 
sub - area of said video data . The detection area can be 
defined based on a result of one or more pattern recognition 
operations performed on received audio and / or video data . 
The video data can be representative of output signals 
generated by a plurality of cameras . The audio data can be 
data representative of output signals generated by a plurality 
of microphones . The audio data can be representative of 
sound emanating from outside of the field of the received 
video data . 
[ 0458 ] The embodiments of the method of operating a data 
processing apparatus may also include receiving external 
data . In this case , the step of analysing said received video 
and audio data further comprises analysing the received 
external data , and generating the alarm signal based on the 
output signal generated by said analysis of received video , 
audio , and external data . 
[ 0459 ] The method of operating a data processing appa 
ratus is substantially as hereinbefore described and illus 
trated in the accompanying drawings . 
10460 ] The present application relates to a method of 
configuring data processing apparatus for automatically 
determining a real size of an object in an image of a scene 
displayed on a display screen . The method comprises 
responding to user input by displaying in an image of a scene 
displayed on a display screen a virtual object representative 
of a real size object to establish a first datum position , 
varying the size of the virtual object in the image responsive 
to user input , storing data representative of the horizontal 
and vertical size of the virtual object relative to the displayed 
image at the first datum position , displaying said virtual 
object at a second datum position in said image responsive 
to user input , varying the size of the virtual object on the 
display screen at the second datum position responsive to 
user input , and storing data representative of the vertical and 
horizontal size of the virtual object at the second datum 
position relative to the displayed image . The method of 
configuring data processing apparatus for automatically 
determining a real size of an object in an image of a scene 
displayed on a display screen may also comprise automati 
cally establishing the first datum position by displaying the 
virtual object such that the foot of the virtual object is at the 
foot of the displayed image . 
[ 0461 ] The embodiments of the method of configuring 
data processing apparatus for automatically determining a 
real size of an object in an image of a scene displayed on a 
display screen may also comprise automatically establishing 
said second datum position by displaying said virtual object 
such that the foot of the virtual object is on the horizon of 
the scene in the displayed image . The method of configuring 
data processing apparatus for automatically determining a 
real size of an object in an image of a scene displayed on a 

display screen may also comprise storing data representative 
of the real size represented by said virtual object . 
[ 0462 ] The present application relates to a computer pro 
gram comprising machine or computer - readable program 
elements for configuring a data processing apparatus to 
generate control signals for implementing embodiments of 
the methods of operating and / or configuring the data pro 
cessing apparatus described in the last nine paragraphs . A 
carrier medium carries the computer program . The carrier 
medium can be one of the following : solid - state memory ; 
magnetic memory ; CD - ROM , digital versatile disk ( DVD ) ; 
HD - DVD ; read - write CD ; Blu - ray Disk , an electronic sig 
nal ; radio frequency carrier wave or optical carrier wave . 
[ 0463 ] The present application relates to a data processing 
apparatus configured for automatically determining a real 
size of an object in an image of a scene displayed on a 
display screen . The apparatus is operative to respond to user 
input by displaying in an image of a scene displayed on a 
display screen a virtual object representative of a real size 
object to establish a first datum position ; vary the size of the 
virtual object in the image responsive to user input ; store 
data representative of the horizontal and vertical size of the 
virtual object relative to the displayed image at the first 
datum position ; display said virtual object at a second datum 
position in said image responsive to user input ; vary the size 
of the virtual object on the display screen at the second 
datum position responsive to user input ; and store data 
representative of the vertical and horizontal size of the 
virtual object at the second datum position relative to the 
displayed image . 
[ 0464 ] The apparatus may be further operative to auto 
matically establish said first datum position by displaying 
said virtual object such that the foot of the virtual object is 
at the foot of said displayed image . The apparatus may be 
further operative to automatically establish said second 
datum position by displaying said virtual object such that the 
foot of the virtual object is on the horizon of the scene in the 
displayed image . The apparatus may be further operative to 
store data representative of the real size represented by said 
virtual object . 
[ 0465 ] The present application relates to a data processing 
apparatus comprising a video data receiver configured to 
receive video data ; a virtual test signal receiver configured 
to receive a virtual test signal representative of a location of 
a virtual object ; a video overlay engine configured to overlay 
the received video data with a virtual object at locations 
determined from the virtual test signal to generate virtual 
test video data ; and an alarm engine configured to analyse 
the virtual test video data and generate an alarm signal based 
on an output signal generated by said analysis . The video 
overlay engine may be configured to set the size of the 
virtual object dependent upon the location of the virtual 
object . The received video data can be pre - recorded video 
data retrieved from computer memory . In another imple 
mentation of this embodiment , the virtual object is repre 
sentative of an object that has been captured from video 
data . The data processing may further comprise an audio 
data receiver and / or an external data receiver configured to 
receive audio data and / or external data . In such cases , the 
alarm engine is further configured to analyse the received 
audio data and / or external data to generate the alarm signal . 
[ 0466 ] A system comprising one or more embodiments of 
the data processing apparatus described in the last three 
paragraphs , includes a camera configured to generate video 
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data and a microphone configured to generate audio data . 
The system can further comprise a user terminal in elec 
tronic communication with the data processing apparatus . 
[ 0467 ] A computer program comprising machine or com 
puter - readable program elements configures embodiments 
of data processing apparatuses described in the last three 
paragraphs , said embodiments configured to automatically 
determine a real size of an object in an image of a scene 
displayed on a display screen . A carrier medium carries a 
computer program to configure embodiments of the data 
processing apparatuses described in the last three para 
graphs . In one implementation of this embodiment , the 
carrier medium is a one of the following : solid - state 
memory ; magnetic memory ; CD - ROM , digital versatile disk 
( DVD ) ; HD - DVD ; read - write CD ; Blu - ray Disk , an elec 
tronic signal ; radio frequency carrier wave or optical carrier 
wave . 
[ 0468 ] The present application relates to a method of 
operating a data processing apparatus comprising receiving 
video data ; receiving a virtual test signal representative of a 
location of a virtual object ; overlaying the received video 
data with a virtual object at locations determined from the 
virtual test signal to generate virtual test video data ; and 
analysing the virtual test video data and generating an alarm 
signal based on an output signal generated by said analysis . 
[ 0469 ] The method of operating the data processing appa 
ratus may comprise setting the size of the virtual object 
dependent upon the location of the virtual object before 
overlaying the received video data with the virtual object . 
The received video data can be pre - recorded video data 
retrieved from computer memory . The virtual object can be 
representative of an object that has been captured from video 
data . The method of operating a data processing apparatus 
may further comprise receiving audio data and / or external 
data . In this latter embodiment , analysing the virtual test 
video data further comprises analysing the received audio 
data and / or external data and generating an alarm signal 
based on an output signal generated by said analysis . 
[ 0470 ] The present application relates to a computer pro 
gram comprising machine or computer - readable program 
elements for configuring a data processing apparatus to 
generate control signals for implementing embodiments of 
the methods of operating the data processing apparatus 
described in the last two paragraphs . A carrier medium 
carries the computer program . The carrier medium can be 
one of the following : solid - state memory ; magnetic 
memory ; CD - ROM ; digital versatile disk ( DVD ) ; 
HD - DVD ; read - write CD ; Blu - ray Disk , an electronic sig 
nal ; radio frequency carrier wave or optical carrier wave . 
[ 0471 ] The present application relates to data processing 
apparatus comprising a video data receiver configured to 
receive video data ; an external data receiver configured to 
receive external data ; and an alarm engine configured to 
analyse said received video and external data and generate 
an alarm signal based on an output signal generated by said 
analysis . The alarm engine can be configured to perform 
sequential analysis of said received video and external data 
to determine a sequence of one or more incidents . The 
analysis of received video and external data can be config 
ured to compare a count of objects represented by the video 
data with a count of objects represented by the external data . 
The external data can be representative of data output by an 
RFID system . 

( 0472 ] A computer program comprising machine or com 
puter - readable program elements configures embodiments 
of the data processing apparatus described in the last para 
graph . A carrier medium carries a computer program to 
configure a data processing apparatus to generate control 
signals to configure a data processing apparatus described in 
the last paragraph . In one implementation of this embodi 
ment , the carrier medium is a one of the following : solid 
state memory ; magnetic memory ; CD - ROM ; digital versa 
tile disk ( DVD ) ; HD - DVD ; read - write CD ; Blu - ray Disk , an 
electronic signal ; radio frequency carrier wave or optical 
carrier wave . 
What is claimed is : 
1 . A method of testing an operation of a data processing 

apparatus configured for operation in a normal mode for 
generating an alarm signal as a result of analysis of video 
data signals derived from a real scene and in a testing mode , 
the method comprising operating the apparatus in the testing 
mode by : 

simulating one or more conditions in a scene by : 
receiving video data representing the scene ; 
receiving a virtual test signal representative of one or 
more locations of a virtual object in said scene ; 

setting data representing a horizontal size and a vertical 
size of the virtual object dependent upon said one or 
more locations of the virtual object in said scene ; and 

overlaying the received video data with an image of the 
virtual object at said one or more locations deter 
mined from the virtual test signal to generate virtual 
test video data ; and 

analysing the virtual test video data and generating an 
alarm signal based on an output signal generated by 
said analysis . 

2 . Data processing apparatus , which is configured for 
operation in a normal mode for generating an alarm signal 
as a result of analysis of video data signals derived from a 
real scene and for operation in a testing mode , comprising : 

( a ) a video data receiver configured to receive video data ; 
( b ) a module for operating said apparatus in said testing 
mode by simulating one or more conditions in a scene , 
said module comprising : 
( i ) a virtual test signal receiver configured to receive a 

virtual test signal representative of one or more 
locations of a virtual object in said scene ; and 

( ii ) a video overlay engine configured to overlay the 
received video data with the virtual object at said one 
or more locations determined from the virtual test 
signal to generate virtual test video data , wherein the 
video overlay engine is configured to set data rep 
resentative of a horizontal size and a vertical size of 
the virtual object dependent upon the location of the 
virtual object ; and 

( c ) an alarm engine configured to analyse the virtual test 
video data and generate an alarm signal based on an 
output signal generated by said analysis . 

3 . A non - transitory carrier carrying a computer program 
comprising non - transitory processor - implementable instruc 
tions for configuring a data processing apparatus for opera 
tion in a normal mode for generating an alarm as a result of 
analysis of video data signals derived from a real scene and 
in a testing mode , said instruction being executable to cause 
the data processing apparatus to perform , in the testing 
mode , the steps of : 
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receiving video data representing a scene ; 
receiving a virtual test signal representative of one or 
more locations of a virtual object in said scene ; 

setting data representing a horizontal size and a vertical 
size of the virtual object dependent upon said one or 
more locations of the virtual object in said scene ; 

overlaying the received video data with an image of the 
virtual object at said one or more locations determined 
from the virtual test signal to generate virtual test video 
data ; and 

analysing the virtual test video data and generating an 
alarm signal based on an output signal generated by 
said analysis . 

* * * * * 


