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DIGITAL DATA LICENSING SYSTEM

Field of the Invention

The invention relates to licensing of digital data which is broadcast and/or performed in
public.

Background to the Invention

The inventor is aware that presently copyright royalty losses are incurred due to
unauthorised copying of data, such as music, videos, computer programs, and the like.

This copying usually takes the form of one or more unauthorised copies being made
from an original or authorised copy.

The copying can also take the form of illicit recording of broadcasts and/or public
performances.

The inventor is further aware that a need exists for a system which would simply allow a
listener to a broadcast or public peformance to legally obtain the data being broadcast
and/or performed. \

In US 6,799,084 to Grobler, there is disclosed a data vending system including the
storing of data such as digitised music and/or video and/or computer programs on one
or more main computer i.e. the data depot and dispensing the data to a uniquely
identifiable data carrier. The data on the data depot includes a database which
maintains owner and/or possessor records for each said data carrier, the data being

selected from the group including ownership or possession history of the data carrier,
1
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personal details of the past and present owner and/or possessor of the data carrier,
demographic data about the user/owner of the data carrier, data recorded onto the data
carrier at an authorised data dispensing device (either cumulatively or periodically, by
title, by artist, etc), data rented and the rental period (either cumulatively or periodically,
by title, by artist, etc), the user's normal requirements, the user's payment records,
royalties paid to the copyright owner by the user, and favourite data of the user. This
disclosure does not provide a solution to the above problems although it provides a
convenient store for data once legally obtained.

Summary of the Invention

Thus, according to a first aspect of the invention, there is provided a method for
securing ownership of data and/or performances which are broadcast and/or
performed in public, said method including:

- including an identifier in the broadcast and/or performed data;

- transmitting the identifier at a frequency and/or modulation which is neutral to the
primary purpose of the data;

- receiving the broadcast and/or performance signal on a data carrier; and

- filtering the signal either at the time of reception thereof or at some point in time

thereof to identify the identifier.

The identified identifier may be catalogued in relation to the data carrier.

The identifier may be used to select specific portions of the broadcast and/or

performance which a user of the data carrier desires to legitimately obtain.

The user may either immediately download the selected portions or queue these
portions for later download.

The system may include :
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- recording an inventory of legally obtained data which may be present on a
specific data carrier;

- interrogating an incoming signal or the data carrier on which said data and/or
performance in the form of data has been saved for the identifier; and

- reacting to the presence of the identifier or unrecognized data on the data carrier
with one of a number of predetermined actions in response to whether
unrecognized data is present or whether the identifier is recognized as being
illicitly present on the data carrier or not when compared to the inventory.

The identifier may be an encrypted key.

The identifier may include a catalogue number, a source identifier, a cost label,
and/or information usually associated with barcoding of tangible goods.

The interrogation may include attempting to decrypt any unrecognized data.

Where decryption fails, data format cannot be recognized, or there is restriction of
access to the data on the carrier device, responding with one of the predetermined
actions as if an illicit identifier had been recognized or any other predetermined

action.

Where the identifier is read and decrypted and the data or performance is found to
be authorized the data may be used normally.

Where the identifier is either not recognized or recognized to be illicit then the data
carrier may be locked and require a corrective action to be taken selected from the
group including, but not limited to, legalizing the data by paying for it, paying a fine,
deleting the unauthorized data, deleting the entire content of the data carrier,
deactivating the data carrier, and the like.

The method may include receiving the digital content carrying signal.
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The method may include identifying the location at which the signal is received
before permitting the data to be saved to the data carrier.

Thus, only a data carrier and/or a receiver at an authorized location may be
authorized to access content.

According to a further aspect of the invention, there is provided a method for
obtaining content from a broadcast or a performance, said method including:

including an identifier in the data and/or performance;

- transmitting the identifier at a frequency and/or modulation which is neutral to the
primary purpose of the data and/or performance;

- interrogating the performance and/or broadcast for the identifier; and

- at the option of a user, marking for future download or real time capturing onto

the data carrier a data set or a performance associated with the identifier.

The method may include processing payment for the marked and/or downloaded
data.

The payment may be in more than one stage, the first stage for marking and
recording the selection to an inventory associated with a particular data carrier, and

one or more further stages associated with the downloading and/or use of the data.

The invention extends to a data carrier of the type described in US Patent
6,799,084, said data carrier further including:

- means for receiving an incoming signal and locating the identifier described

above in an incoming signal or in data saved on the data carrier; and

- a CPU readable instruction set provided on the data carrier for carrying out one

or more of a set of predetermined actions in response to the identifier.

The data carrier may include decryption means for decrypting an encrypted

identifier.
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The data carrier may include actuation means for permitting a user to mark a
particular data set or performance having a recognized identifier for immediate or

future download. The actuation means may be a soft key associated with a display.

The data carrier may include payment means to enable payment for marked or
downloaded data to be made.

The invention extends further to a broadcaster royalty control system, said system

including:
- uniquely allocating data carriers to a broadcaster;

- indexing authorised and catalogued digital content which is installed on the

carriers for a particular broadcaster;

- uniquely tagging each item of digital content, such as a song, advertisement or
other audio items with a unique catalogue number and/or other information in a

transmittable format which is neutral to the purpose of the digital content; and

- downloading or streaming digital content the broadcasting carrier(s) from a
controlling depository, which downloading or streaming may be as updates or
new data content.

The system also provides for a radio station choosing the song (item) to be played
i.e. broadcast from the menu on its broadcasting carrier. As such item (being it a
song, advertisement or other catalogued and identifiable content) is broadcast, the
broadcasting carrier will log such item as having been broadcast with relevant
supporting detail (such as date and time references) for the purpose of tallying and

control.
An item may be tallied (counted) upon either partial or complete broadcast thereof.

In the case of advertisements, the advertiser wants to pay for the broadcasting of the

complete item, but with music even a parnt of it warrants payment. This may be
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managed by a digital start-, intermediate- and end-signal value which can be
triggered / chosen through pre-settings as needed.

Royalties for the music played by the radio station, in relation to the radio station’s
licence fee, may thus be allocated and distributed accurately in real time, based on
the monthly or other periodic reports which is supplied to a licensing body.

Advertising may be managed and controlled in terms of time or incidences over the

air.

Each advertisement may thus also be uniquely catalogued and identified by a
unique identifier.

As music or other protected content (under copyright) is broadcast, the item’s unique
catalogue number .and RF-identification may be broadcast as well, but at a

frequency which is inaudible to the human ear.

The listener may access the catalogue reference of this item through an adapted
receiver, such as a car radio or tuner, and can store this item on a unigue user data

carrier as a potential purchase on a storable shopping list.

Alternatively the user may order the purchase of this item from the vendor, which

may be a radio station in this case.

The data repository may receive the user's order via the radio station (vendor),

which receives a potential commission on the sale.

After the transaction has been verified as being in line with the controls of the
process, as envisaged in USA patent no. 6,799,084, and payment for this item has
been effected, the repository will allow the specific user data carrier to download or
stream the permanently or temporarily purchased digital content to that specific user

data carrier in a uniquely encrypted format.
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As a consequence of the above system, the repository may warn the user data
carrier of illegal content i.e. unauthorized content stored thereon or that a specific

item has already been purchased previously, to name but two issues.
The method may include receiving the digital content carrying signal.

The method may include identifying the location at which the signal is received
before permitting the data to be saved to the data carrier.

The method may include identifying the location of the data carrier on which the
digital content is to be stored. This may form part of the authorization process.

The digital content may include meta-data.
The meta-data may be embedded in the digital content.

Identifying the location at which the signal is received may include GPS methods,
internet address methods, mobile telephony methods, or any other suitable method.

The invention extends to a broadcast system for a hot-spot, being a special zone

within which a broadcast signal is receivable, which hot-spot system includes:

allocating a unique hot-spot data carrier, similar to that described above as a
data carrier for a broadcaster, to a specific hot-spot and geographically locking it
to that location, for example, by GPS co-ordinates;

- authenticating a user data carrier and permitting it to log into the hot-spot data

carrier, also termed as pairing the user and hot-spot data carriers;
- broadcasting digital content to paired user data carriers; and

- vending digital content selected by a user of a user data carrier to that user’s

data carrier.
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The user may select digital content for immediate purchase and/or download, or

capture the unique identifier of desired digital content for later purchase and/or

download.

The hot-spots may be located in restaurants, shopping malls, airplanes, ships,
busses, trains, airports, bus stations, and any other such place.

Wherein the geographical locking includes pre-determining boundaries of an
authorized geographical location within which the hot-spot data carrier operates
using GPS co-ordinates, IP address, or triangulation position and preventing the hot-
spot data carrier from fully functioning outside these boundaries.

The invention extends further to a management system of copyright of performed

content which is performed live, said system including:

- providing a source of a unique identifier to be associated with a live performance,

such as a catalogue number and a digital signature;

- transmitting the unique identifier contemporaneously with the live performance;
and

- depositing with a data repository the unique identifier so that, if a data carrier
user connects to the data repository to download data and the unique identifier
associated with the live performance is found but is not authorised, then

appropriate corrective measures may be instituted.

The invention is relevant to all forms of digital content including music, video,
software for gaming computers and consoles, computer software, reprography, and
the like.

Description of Embodiments of the Invention

Although the invention is not limited to any specific embodiments, the inventor
presently foresees at least the following uses for the invention which are also shown

graphically in the attached schematic representations. These embodiments form an

8
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integral part of the disclosure of the invention in this specification and are intended to

convey general concepts rather than specific details.

1. DIGITAL BROADCASTING DATA CARRIER (Audio)

1.1

1.2

1.3

1.4

All radio stations (audio broadcasting units) are supplied with uniquely
allocated data carriers which has authorised indexed and catalogued digital
content which is installed on the unit.

Each song, advertisement or other audio items (such as interviews or talk
shows) carries a unique catalogue number and a unique RF-identification
(“signature”). This signature entails a sporadic or continuous sound
combination which is inaudible to the human ear, due to its hertz frequency
(thus not in any way polluting the quality of the audio item). This unique

“signature” can be traced / identified for control and management purposes.

New authorised releases, (in respect of additional digital content) are sent
(downloaded / streamed) to the broadcasting carrier(s) from a controlling
depository (global or centrally managed “virtual digital library depot”) as
“updates” to the specific carrier(s)) memory and are as such indexed and
catalogued for control and management reference purposes. The
broadcasting carrier may also download additional content from the
depository if authorised to do so by linked access e.g. coding / keys which
are managed by the repository.

Operationally, the radio station will typically choose the song (item) to be
played (broadcasted) from the menu on its broadcasting carrier. As such item
(being it a song, advertisement or other catalogued and identifiable content)
is broadcasted, the broadcasting carrier will log such item as broadcasted
with relevant supporting detail (such as date and time references) for the

purpose of tallying and control.

An item can be tallied (counted) upon either partial or complete broadcasting,

whatever the choice. In the case of advertisements, the advertiser wants to
Q
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1.5

1.6

1.7

1.8

pay for the broadcasting of the complete item, but with music even a part of it
warrants payment. This is managed by a digital start-, intermediate- and end-
signal value which can be triggered / chosen through pre-settings as needed.

Royalties for the music played by the radio station, in relation to the radio
station’s licence fee, can thus be allocated and distributed accurately in real
time, based on the monthly or other periodic reports which is supplied to the
licensing body (such as SAMRO which acts on behalf of its composing
members in South Africa) and advertising can be managed and controlled in
terms of time or incidences over the air. Each advertisement is thus also

uniquely catalogued and identified by a unique RF-identification.

As music or other protected content (under copyright) is broadcasted, the
item’s unique catalogue number and RF-identification is broadcasted as well,
but at a hertz level which is inaudible to the human ear.

The listener can now access the catalogue reference of this item through an
“adapted” receiver (e.g. car radio or tuner) and can store this item on his
unique “user data carrier’ as a potential purchase on a storable “shopping
list” or can alternatively order the purchase of this item from the vendor,

which may be a radio station in this case.

The data repository will receive the user’s order via the radio station (vendor),
which receives a potential commission on the sale. After the transaction has
been verified as being in line with the controls of the process (as envisaged
in USA patent no. 6,799,084) and payment for this item has been effected,
the repository will allow the specific “user data carrier’ to download or stream
the (permanently or temporary) purchased digital content to that specific

“user data carrier” in a uniquely encrypted format.

One obvious control is that the repository will warn the user data carrier of
illegal content on its memory and that this specific item has already been

purchased previously, to name but two issues.

10
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It follows then that:

A radio listener can now identify broadcasted content, store its unique
reference on a “shopping list” and potentially buy it (either temporarily or
permanently) through utilising any “adapted receiver’ which is “linked” or
“paired” with his unique “user data carrier”.

(It is a frustrating to listeners when they hear a song which they would like to
buy, but they do not know the name or artist in order to buy it, since some
radio stations do not mention this detail anymore.)

Radio stations now have the ability to become “vendors” of digital audio
content (which is protected by copyright) and can also receive income from it.
Curfently they are deriving income from airing advertisements only. They are
the ideal vendors since they advertise the music all the time.

The “representative” of copyright holders (such as SAMRO - the South
African licensing body for composing members) can now obtain accurate
reports of specific content that was broadcasted, enabling them to allocate
and distribute the net collected licence fees as “royalties” to the composers on
exact information which is obtained from reports obtainable from the

respective unique “broadcasting data carriers”.

A lot of value can also be derived from statistics which are accumulated

through this process.

In the foreseeable future, record companies can also derive income (on
behalf of their member “performing artists”) on a similar basis, based on the
same source of information. Legislation towards this is in place in many

countries now and the regulations are expected to be coming any day now.

The “digital content” (e.g. song) to be broadcasted, now carries a permanent
and unique “signature” over the air and if copied illegally, that specific content

could later be traced as to where it had originated from and to whom the initial

11
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authority (ownership or broadcasting rights) was given to. If it is ever stored
on a “unique user data carrier” — (as envisaged in USA patent no. 6,799,084),
without being duly acknowledged as authorised protected content; the culprit
can be traced and dealt with accordingly. If for example it is stored illegally on
a “user data carrier”, the item will be traced through its signature as an item
which has not been authorised for that specific user data carrier. The owner /
user will then have the potential result of that carrier being locked / blocked /
blacklisted. The illegal item can potentially be removed or a fine may be
payable before that carrier is be made operative again.

PUBLIC PERFORMANCE (Speaker / Screen -Integrated Unit with limited hot
spot area)

This

refers to the operational application of the envisaged process at

establishments such as discotheques, shopping malls, clubs, restaurants, sport

stadiums and other places frequented by patrons.

2.1

In most developed countries it is required by law that such establishments
pay a licence fee to a licensing body acting for member composers and in the
near future potentially also to record companies (representing the performing
artists) or even royalty agents (in respect of “mechanical recording of a
phonographic performance). The respective licence fees are normally
calculated on the average number of “seats” or patrons / listeners that are
expected to frequent the establishment (where “copyright protected content”
will be aired). Again it is difficult to distribute these collected licence fees fairly
between the numerous composers / artists. Many of these establishments are
illegally using copyright protected content for the pleasure of their patrons
(normally a computer with illegal songs in MP3 format or an “i-Pod”). A
unique carrier, similar to the broadcasting unit mentioned in (1.1) above, is
allocated to the specific establishment and is geographically locked per GPS

location.

12
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2.2

2.3

The establishment can now “air’” any available content legally and its
audience can even purchase the broadcasted content by pairing their
personal unique “user data carrier(s)” with the establishment’s carrier through
Bluetooth or other connectivity. Many such places are “wi-fi enabled” (hot-
spots) already. The optional download of purchased items will thus be easy. It
follows that such establishments can also become vendors of audio content if
other “user data carriers” are paired to it. The potential of audio-visual content
formats such as music-video, -DVD, -Blue Ray, -iVDR, etc. are similarly

functional and obvious through the same process.

It follows then also that airplanes, trains, hotels, guest houses, etc. may have
similar applications, although it may be restricted as bouquets with smaller
limited content.

LIVE PERFORMANCES (Recording rights)

This refers to live music shows, comical shows, cinema etc where the possibility

exists that someone in the audience can copy the content which is supposed to be

copyright protected. (bootlegging)

3.1

3.2

The performing artist(s) utilises a unique “performance data carrier”, which is
integrated in the transmission equipment, thus airing a uniquely allocated
“signature” (RF-identification) which will enable later detection if it is ever

copied to a unique “user data carrier” without proper authorisation.

This will discourage the illegal copying of live performances and the
distribution of such illegal content to a unique “user data carrier’ (as
envisaged in US Patent no. 6,799,084). When illegal content is stored on a
“unique data carrier”, such content can be detected through the allocated
signature embedded in the content (RF-ldentification) and appropriate action
can then be taken.

4.DIGITAL BROADCASTING DATA CARRIER (MULTIMEDIA)

13
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It is expected that users will soon utilise different models of universal portable “user
carriers” as envisaged in USA patent no. 6,799,084. This will typically be a unique
unit which is a combination of a cellular phone, camera, GPS, radio (RF-receiver),
music player, video player, TV-receiver, game station and computer. It follows
logically that user would want to carry only one device through which they can
access all digital content to which they have legal access. The access will probably
be managed by various processes and controls applied by a federal repository
(virtual digital library).

It follows that the user would have the need to link or “pair” the above mentioned
device (user data carrier”) to various linked systems in various environments. The
process thus relates to a potentially shared environment where more than one “user
carrier” can access various broadcasted digital items by pairing to an “adapted

receiver”. The typical environments include:
1. Home Entertainment

2. Office Apblications

3. Public Entertainment

In addition it is also envisaged that all broadcasted multi-media content also be

tallied as is discussed earliefr.
4.1. HOME ENTERTAINMENT

In the home environment, the “general receiver” will be able to access a range of
broadcasted, downloaded or streamed items (digital content). In simplicity, the
existing “DVR” decoder unit utilised by Multichoice’s DSTV in South Africa or the
“Cable-TV” decoder units utilised in other countries are adapted to receive

encoded and encrypted digital content.

14
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Currently encoded content is received by such units and such content can be
recorded and copied, which poses open risk to piracy of intellectual property. The
idea is that the certain protected digital content should be decoded or decrypted
only when the specific “user data carrier” which has legal access to such content,
is “paired” to it. Such pairing can be managed by GPS application on both units. In
addition the receiving unit should be equipped with coded access (PIN) in order to
limit pairing with “user data carriers” to authorised users only.

The GPS application and coded access (PIN) of the receiver prevents it from being
utilised when stolen (it is operative to a specific geographic address and
authorised user only) and the GPS application of the “user data carrier’ limits
illegal distribution of content authorised to that specific “user data carrier”.

It is envisaged that the receiver will form part of an integrated system, potentially
including various linked or paired TV’s (or screens), amplifiers, graphic equalisers,
speakers, PC'’s, laptops, play-stations or any similar equipment. Depending on the
specific system’s available peripherals, any paired “user data carrier’ can therefore
access any authorised content from a broadcaster or the repository (envisaged in
USA patent no. 6,799,084). The potential memory capacity of the system can
therefore be utilised by a number of “user data carriers”, although the content can
only be decryptec\j by the specific “user data carrier” which has authority to do so.
The adapted receiver (decoder) of digital content (being broadcasted, cabled,
downloaded or streamed) thus acts as a receiver and potentially an auxiliary
(extended) memory for user data carrier(s) paired to it. It follows then that various
users can link or pair their “user data carriers” to such decoding receiver which

provides potential connectivity to the whole system at that address.
4.2. BROADCASTING

A broadcaster (by cable, satellite transmission or other means) can broadcast
protected content” in a coded and / or encrypted format with a “signature” as

mentioned earlier. The protected data broadcasted can therefore be a “package”
15
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with a specific content which is accompanied by ““meta-data” (see at bottom)
which may include various fields of information, similar to the “digital package”
which is disbursed by the repository envisaged in USA patent no. 6,799,084.

If certain content is “open” the user can record or even copy it and can potentially
commit piracy on it. If on the other hand, limited use is permitted, a date and time
stamp can allow decoding / decrypting for a specific period only. Or, as
envisaged earlier, such content can be purchased by the user, by procuring the

digital item for a specific “user data carrier”.

Typically then, a broadcaster can broadcast movies, news, music, etc. to a
decoder for “real-time” or temporary use (limited time). If the user should record
such content, the access to it is potentially restricted to a specified time period.

The broadcaster can now offer a menu of additional digital items (such newly
released movies, games, etc) which can be procured for a specific “user data
carrier”. It follows then that if a user wants to see a movie which is not on the
normal menu / bouquet of the broadcaster, he clan rent / buy it, for the exclusive

use of his specific “user data carrier”.

It follows thus, that the request for the specific digital item chosen by a user or
“owner’ of a “user data carrier” is then procured from the “digital repository” as
envisaged in USA patent no. 6,799,084 and that the multimedia broadcaster can
then potentially receive a commission on it. It is obvious then that the multimedia
broadcaster will become a vendor of movies (replacing video / DVD / Blue Ray /

iVDR or similar outlets), video-games and even certain software.

Although the “user data carrier’” may have been able to accommodate all the
above directly, the “home receiver” is a useful piece of equipment, since it is
already connected with TV’s, screens, PC’s laptops, speakers, etc in the home

environment and provides entertainment for the whole family. The “home

16
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receiver’ can also provide additional memory capacity for all the linked or paired
“user data carriers”.

The “home receiver” is envisaged to become the central receiver, distributor and
memory / storage device in the residential environment. It will only decrypt
protected content which is authorised for “user data carriers” which are linked or

paired to it.

It follows that it is envisaged that existing decoders for Cable-TV, Satellite-TV

etc. will evolve to become universal “Receiving devices”.

Such a “home receiving device” can therefore also be utilised in guest houses,
hotels, etc.

If the user of a “user data carrier” is then able to link or pair to a “receiver’ in a
car or a home, he can access digital content which is authorised for that specific
“user data carrier”. This will enable a user to listen to his music collection in a
rented car, or a car of a friend and will give him access to his movie collection,
games or even software when linked to an “adapted decoding / decrypting
receiver” when his “user data carrier’ is paired to such device. Although the “user
data carrier” provides access in itself, it thus also becomes the “key” through
which access can be accomplished through installed systems with bigger

screens, keyboards, speakers, etc.
4.3. OFFICE ENVIRONMENT

Most offices have computer servers, connected to various “work-stations” and in
many cases the boardroom has a decoder connected to a TV or screen. It is
envisaged that similar to the home environment, the office environment will also
provide a central “decoding / decrypting receiver’” which device can receive and
store digital content which can be accessed only by those “user data carriers”

which are authorised to do so.
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Since it is expected that digital content will be categorised by the “repository” as
envisaged in USA patent no. 6,799,084 the office will be able to allow only
certain categories, if it so wishes. In this way it can prevent employees from
access to games, pornography, etc.

It will be ideal to carry all software utilised within that closed environment on such
a device, since the number of users, the geographic location, etc can be
managed and controlled in this manner. Again access (also to the software) is
limited to “user data carriers” with due authority, which are paired to the system.

It follows then that the envisaged “decoding / decrypting receiver’ can harbour
digital content which is inaccessible or unreadable unless linked or paired with a

“user data carrier” with authority to do so!

The mentioned receiver will obviously have the means to erase all data on
memory which was dedicated to a specific “user data carrier”. If a user leaves the
employ of an employer, they can merely erase his authority to link or pair with the
device and erase any data he had in memory.

Software houses can now very easily police the number of users of their software

at any point in time by on-line access to the user-records of the system.

*Meta-data will be incorporated as part off the digital package and will typically

include the following:

e date stamp

e time stamp

« valid period

« vendor reference
o title

o artist / author

o indexed code
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e unique catalogue number

« begin, intermediate and end signal
e price

« length or size

» genre or class

o keys

« encryption trigger

» encoding trigger

» signature

Example of an embodiment of the Invention

Data Vending System Specifications

Data Depot & Data Vendor:

Introduction:

The data depot i.e. a global content digital library that is interlinked from country
to country that will ultimately represent one large federated repository. This
repository will be used to source digital data from all relevant data owners and
suppliers, index, catalogue and store the digital data content.

The data vendor content digital library is a subset of the federated repository that
will be located at local data vending outlets. These outlets will serve as physical
data outlets or as online data vending service providers, distributing digital data
to registered carrier devices.

Management data containing history of carrier transactional data, royalty
payments, and commissions to vendors will be captured and stored at the
federated data repositories. These data will be available to all accredited data
vending service providers and relevant data owners and suppliers.

Current proven best practices e.g. ITIL for hosting, maintaining, safeguarding and
managing (housekeeping) data will be used for these data stores.
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International standards for disaster recovery and business continuity will be
designed, tested, implemented and regularly audited against quality assurance
standards like 1.S.0.

The envisaged data libraries will consist of the following as a basis to source,
index, catalogue, store, and distribute digital data content namely:

1. Data Sourcing

a. Open standards to input digital data from current multi media
formats.

2. Data Indexing
a. International accepted standards will be utilised

b. Unlimited metadata that describes the digital data can be added for
identification and indexing purposes of the digital content

3. Catalogue Data
a. International accepted standards will be utilised

b. Unique characteristics will be used to authenticate digital data.
These characteristics will be the unique catalogue identifier.

4. Data Storage

a. Once sourced, the data must be kept secure and only available for
authorised access.

b. Data on the data repositories must not be recognisable or usable
unless unlocked.

c. Data integrity and confidentiality will always be the highest priority
5. Data Access

a. Data will be accessible and available over secure and private
networks with minimum time lag.

6. Data Outlets

a. Must provide secure, standard ways of communication between
data carriers and the data vending system.

b. Must provide for standard mechanisms to accommodate client
tenders.

7. User and Carrier Registration

a. Authentication of carrier devices and users must be accommodated
via current identity management systems.
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The Data:

The data in the data vending concept can be provided in any digital format. For
indexing and cataloguing of the data any number of metadata attributes can be
added to describe the specific data item.

Embedded in the data a digital signature must be added to uniquely identify the
specific data item together with the data carrier that purchased the digital data
content and the purchase details of the digital data.

For example:
Embedded data signature = Carrier ID + Digital Data Code + Transaction Code

This unique signature will be stored on the Global Repository for each
transaction to allow the data vending system to monitor if any foreign data was
allowed on the data carrier and to take the necessary steps in such case.

The specifications for the use of public and private keys are well known and
together with a number of available technologies the embedded signature can be
achieved with minimal effort.

Data Carrier:

Introduction:

The typical carrier will be close to what is already available on the market today
in the form of new generation cellular phones. Already embedded features
include data input lay-out keyboards, SVGA Screens, Large Memory Capacity,
USB Connectivity, Multi-media features, GPS, and other.

Typically a Data Carrier should have the following as a basis to operate on the
Data Vending System, namely:

1. Connectivity to Networks

Connectivity to the networks is essential to do transactions to the data carrier.

The digital data content should only be accessible in two ways:

a. Physical Data Vendor Transactions:
The client takes the data carrier to a registered data vendor and
physically connects the data carrier device to the data vending system
with one of the following:

i. USB Connection
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ii. Wireless LAN Connection
ii. Bluetooth Connection

iv. Any other relevant connectivity technology

The client can then do any new data purchase, download previously
owned data or only browse for digital data available on the Global Data
Repository (Data Depot)

The payment for any data purchase can now be facilitated by the Data
Vendor and data download can be done from the local repository at the
high speed this type of local network allows.

b. Remote Data Vendor Transactions:

The client connects the data carrier to any device with the ability to
connect to the internet and logs on to a Data Vending System Web
Browser *

Connectivity to the Data Vending System Web Service can be done
via:

i. WAN Networks

ii. Telecoms Networks

iii. Radio wave technology

iv. 3G/ GPRS/HSDPA (Mobile networks)

v. Satellite technology

2. Display (SVGA) - Internal / External

The display capability of the data carrier allows the user to view the digital
data on the data carrier in high resolution using current technology. With
the necessary connectivity the client can do data purchase requests on
the Data Vending System.

3. 1/0 Device ~ Keyboards, mouse, etc (Internal/External)

The data carrier needs the capability to receive input from the user to
access the data on the carrier and to do data vending requests on the
data carrier. The data carrier should have a keypad embedded on the
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device or be able to connect to external keyboard / mouse or any other
input device.

. Identity Manager (Biometric/Code driven)

The user needs to authenticate the ownership of the data carrier device to
access the digital data on the data carrier and to authenticate purchases
on the data vending system. This can be achieved with an embedded
private key on the data carrier and using a pin code or fingerprint using
biometric technology.

The private key on the data carrier is a unique code given to every data
carrier and is linked on the data vending system to a specific user.

. Power Supply (Rechargeable and AC)

The data carrier will need a rechargeable battery to power the
components it embeds.

. SIM / Smart Card Enabled (Embedded Carrier ID)

The data carrier can make use of a SIM or Smart Card to achieve
connectivity to networks and to do data vending purchases on the data
vending system

. Output Connectivity

The data carrier must be able to connect to any output device like
monitors, TV, Home entertainment systems etc. This connectivity can be
achieved by using number of current technologies

. Operating System

The data carrier operating system allows the data carrier to monitor the
content on the device and allows the user to manage the device using the
current standards of operating systems

. Web Application Enabled (JAVA / Dot.Net)

Due to the nature of the data vending system the data carrier has to be
able to handie Web applications

10.Security Applications

The security applications allow encrypting and decrypting of the digital
data for distribution. The security can be handled by a number of existing
applications.
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11.Ad Hoc - E.g. Camera, GPS, Recorders, etc.

Storage Allocation: (Typically 3 types of Storage)

1. Permanent Storage: (Read-only for Data Carrier User)

For use with Permanently Acquired Data receivable only through Data
Vending Solution, e.g. music files, images and other bought Data.

2. Temporary Storage: (Read-only for Data Carrier User)

For use only through Data Vending Solution when temporary access to
specific data is required for a pre-defined period, e.g. movie rentals, demo
software, etc.

3. User Personal Storage (Read/Write for Data Carrier User)

This Storage allocation is used for personal data of the Data Carrier User
(e.g. personal documents, images, videos, etc.) similar to a normal hard
disk drive.

Secondary Storage Devices:

The Permanent Storage will have inter-connectivity through the Carrier Device to other
Storage Devices, (e.g. Removable HDD) Access to this device will only be possible
through the specific Data Carrier Device that will be recognised, paired and
authenticated through the Data Vending Solution. This will be identified by the Data
Vending Solution as merely a pre-registered extension of the Data Carrier Device.

Sourcing of Data:

Data sourcing can be done to any open standards database and data repository. The
workflow below illustrates the necessary steps to source digital data effectively.
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Claims

1. A method for securing ownership of data and/or performances which are
broadcast and/or performed in public, said method including:

- including an identifier in the broadcast and/or performed data;
transmitting the identifier at a frequency and/or modulation which is neutral to the
primary purpose of the data;

- receiving the broadcast and/or performance signal on a data carrier; and
filtering the signal either at the time of reception thereof or at some point in time
thereof to identify the identifier.

2. A method as claimed in claim 1, wherein the identified identifier is catalogued
in relation to the data carrier.

3. A method as claimed in claim 1 or claim 2, wherein the identifier is used to
select specific portions of the broadcast and/or performance which a user of the

data carrier desires to legitimately obtain.

4. A method as claimed in claim 3, wherein the user either immediately

downloads the selected portions or queues these portions for later download.

5. A method as claimed in any one of the preceding claims, which method
includes one or more steps selected from the group including:

recording an inventory of legally obtained data present on a specific data carrier;
interrogating an incoming signal or the data carrier on which said data and/or
performance in the form of data has been saved for the identifier; and

reacting to the presence of the identifier or unrecognized data on the data carrier

with one of a number of predetermined actions in response to whether
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unrecognized data is present or whether the identifier is recognized as being illicitly
present on the data carrier or not when compared to the inventory.

6. A method as claimed in any one of the preceding claims wherein the
identifier is an encrypted key and includes a catalogue number, a source identifier,
a cost label, and/or information usually associated with bar-coding of tangible
goods.

7. A method as claimed in claim 5, wherein the interrogation includes
attempting to decrypt any unrecognized data so that

- where decryption fails, data format cannot be recognized, or there is restriction
of access to the data on the carrier device, responding with a predetermined
action as if an illicit identifier had been recognized or any other predetermined

action; or

- where the identifier is read and decrypted and the data or performance is found
to be authorized the data may be used normally.

8. A method as claimed in any one of claims 5 to 7, wherein when the identifier
is either not recognized or recognized to be illicit then the data carrier is locked and
requires a corrective action to be taken selected from the group including, but not
limited to, legalizing the data by paying for it, paying a fine, deleting the
unauthorized data, deleting the entire content of the data carrier, and/or deactivating

the data carrier.

9. A method as claimed in any one of the preceding claims, which includes
receiving the digital content carrying signal.

10. A method as claimed in claim 9, which includes identifying the location at
which the signal is received before permitting the data to be saved to the data
carrier so that only a data carrier and/or a receiver at an authorized location is

authorized to access content.
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11. A method for obtaining content from a broadcast or a performance, said
method including:

- including an identifier in the data and/or performance;

- transmitting the identifier at a frequency and/or modulation which is neutral to the
primary purpose of the data and/or performance;

- interrogating the performance and/or broadcast for the identifier; and

- at the option of a user, marking for future download or real time capturing onto
the data carrier a data set or a performance associated with the identifier.

12. A method as claimed in claim 11, including processing payment for the
marked and/or downloaded data. '

13. A method as claimed in claim 11, wherein the payment is in more than one
stage, the first stage for marking and recording the selection to an inventory
associated with a particular data carrier, énd one or more further stages associated
with the downloading and/or use of the data.

14. A broadcaster royalty control system, said system including:

uniquely allocating data carriers to a broadcaster;

- indexing authorised and catalogued digital content which is installed on the

carriers for a particular broadcaster;

- uniquely tagging each item of digital content, such as a song,
advertisement or other audio items with a unique catalogue number and/or
other information in a transmittable format which is neutral to the purpose

of the digital content; and

- downloading or streaming digital content the broadcasting carrier(s) from a
controlling depository, which downloading or streaming may be as updates

or new data content.
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15. A system as claimed in claim 13, providing for a radio station choosing an
item to be broadcast from a menu on its broadcasting carrier so that, as such item is
broadcast, the broadcasting carrier logs such item as having been broadcast with
relevant supporting detail, such as date and time references, for the purpose of
tallying and control.

16. A system as claimed in claim 14, wherein the item is tallied upon either
partial or complete broadcast thereof.

17. A system as claimed in claim 15, wherein a digital start-, intermediate- and
end-signal value is transmitted which is triggered through pre-settings.

18. A system as claimed in claim 15 or claim 16, wherein royalties for music
played by a radio station are allocated and distributed accurately in real time, based
on the monthly or other periodic reports.

19. A system as claimed in claim 15 or claim 16, wherein the cost of advertising

is managed and controlled in terms of time aired or incidences over the air.

20. A system as claimed in any one of claims 13 to 18, wherein a listener
accesses the catalogue reference of an item through an adapted receiver, such as
a car radio or tuner, and can store this item on a user data carrier as a potential
purchase on a storable shopping list or order the purchase of this item from the

vendor such as a radio station.

21. A system as claimed in claim 19, wherein a data repository receives the
user's order via the vendor which receives a potential commission on the sale, and
after payment has been received the repository allows the specific user data carrier
to download or stream the permanently or temporarily purchased digital content to

that specific user data carrier in a uniquely encrypted format.

22. A system as claimed in claim 18, which includes identifying the location at

which the data is received before permitting the data to be saved to the data carrier.
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23.

24.

A hot-spot broadcast system, which hot-spot system includes:

allocating a unique hot-spot data carrier as a data carrier for a broadcaster, -
to a specific hot-spot and geographically locking it to that location;

authenticating a user data carrier and permitting it to log into the hot-spot
data carrier, also termed as pairing the user and hot-spot data carriers;

broadcasting digital content to paired user data carriers; and

vending digital content selected by a user of a user data carrier to that user’s

data carrier.

A hot-spot system as claimed in claim 20, wherein the geographical locking

includes pre-determining boundaries of an authorized geographical location within

which the hot-spot data carrier operates using GPS co-ordinates, IP address, or

triangulation position and preventing the hot-spot data carrier from fully functioning

outside these boundaries.

25.

A copyright management system for performed content which is performed

live, said system including:

providing a source of a unique identifier to be associated with a live

performance, such as a catalogue number and a digital signature;

transmitting the unique identifier contemporaneously with the live

performance; and

depositing with a data repository the unique identifier so that, if a data carrier
user connects to the data repository to download data and the unique
identifier associated with the live performance is found but is not authorised,

then appropriate corrective measures may be instituted.
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Figure 1: The Data Sourcing Workflow

Fle - Edt View Tools~ Control - Help

Source Digital
Oata Gortertt

L8] [§] L&

“Ivport Data to 7|Tlnisify and 'Displ‘.w ket in
Repository hdex Data Browser

i

Copyight
Bgreanent

O

40
The sourcing of data is demonstrated by using any digital data on a device and
uploading the data to the Global Digital Data Repository. This data must include the
following:

45 ¢ Verification of the Copyright Contract

o The copyright contract is verified manually for illustration purposes. The
details of the digital data source must include the following:

= Category of digital data
25
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= Author of the digital data

»  Artist

* Producer

= Title of the specific item

» Cost or retail price per item

* Theme of the digital data item

= Royalty amount (percentage of cost)
= Sales taxes involved

» Copyright Owner/Licensor details

* Royalty beneficiary banking details

o These details will form the metadata for the digital data in the Global
digital data Repository

e Sourcing of Data from the Copyright Owner (CD ROM or HDD)

o The digital data content can be uploaded using various techniques. The
data is sourced with CD ROM or a removable HDD in this
demonstration. '

o For illustration purposes in this demonstration any data format can be
uploaded to the Global Data Depot (Acer Notebook)
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Figure 2 Data Sourcing Web Application

o The data is encrypted on the digital data sourcing device using
SafeGuard Easy Advanced Encryptor to secure the digital data content
for this demonstration
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Figure 3 Encrypted Data Source

e Import the Data to the Data Source Repository

o The source data origin must be defined in the Sourcing Web Application
and is then uploaded to a predefined file location on the Global Data
Depot Server

e Classify and catalogue of data Index in the Repository

o Using the classification and indexing data on the Copyright Contract, the
digital data metadata is uploaded to the Indexed Data Depot table

¢ Display the meta data info in the Data Vendor database

o The metadata for all uploaded digital data is displayed in the Database
User Interface View and is dynamically updated every 2 (two) seconds
to display any new additions to the Indexed Data Depot table
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Figure 4 Database View of metadata

e Display the meta data info in the Data Vendor Web Browser

5 o The metadata for the following is also displayed by the Database User
Interface:

» Client Owned Data: This view shows all the previously owned
data for a specific user

* Transaction History: This view shows all the transaction details
10 for a specific data vendor

. Payment details: This view illustrates the payment from a user to
a control account and payments to the data vendor and copyright
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owner (royalty payments) from the control account for every
transaction

Purchase Transaction Request:
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Figure 5 The Purchase Request Workflow

o Registering a Data Carrier on the Data Vendor Database

o The carrier and user details are enrolled into the Security table for each
10 user. This includes a Carrier ID, User name and Password used to
logon to the Data Vendor Web Browser.
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Figure 6 Logon to Data Vendor Web Browser

¢ Login as registered user to the Data Vendor Web Browser

o The

Authentication Web Application verifies the Data Carrier and User

details to logon to the specific user account for the user at the specific
data vendor

o The

user will not be able to logon if:

The data carrier is not plugged into the Data Vendor System
Using the incorrect User Name, Password or Data Carrier ID

e Verify usage details and content of the Data Carrier on the Data Vendor

System
o The

Data Carrier Device is pre-formatted with the following disk spaces:

Permanent: This disk space demonstrates all permanently
acquired data of the user sorted into six categories. Data on this
disk space can only be acquired through the Data Vending
System.

Temporary: This disk space illustrates all digital data that is
acquired with the Data Rental option. The Operating System
monitors the timestamp when the data was acquired and
automatically deletes the data when the timestamp expires.
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* Personal: This disk space is used to store the personal user data
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Figure 7 Data Carrier Structure

¢ Calculate available space on the Data Carrier

o The digital data item size is displayed on the Data Vendor Web Browser.
The download device Operating System will notify the user if a
download is not possible to the Data Carrier Device

¢ Browsing for new or previously acquired data

o After a successful logon to the Data Vendor Web Browser, the full
catalogue can be viewed per category by the user

o The Data Vendor Web Browser further enables the user to browse for
specific data using specific search criteria
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o The user can also view previously acquired data using the My Content
Library view

o The demonstration software does not allow a user to purchase any data
from the Full Catalogue View if the user already owns that specific data
5 item

ngontes Tools HelD

@Back . @ . :—3 L@ af{:) Jw/;earch *:;{Favorltes @ g?

Figure 8 Data Vendor Web Browser Main Page
10 ¢ Submitting a data purchase request for permanent or temporary data

o The user can submit a request on the Data Vendor Web Browser to
purchase new digital data by selecting the specific data item and clicking
on the Submit Request button on the Full Catalogue View:

* A permanent purchase request will write the metadata for the
15 specific digital data item to the Client Content Library table after a
successful payment was made. The digital data is then copied to
the Permanent disk space allocated for the specific data type on
the Data Carrier Device

33



WO 2008/028200 PCT/ZA2007/000054

Fils  Edt View Favorites Tools Help

Qe - & 1 &

é}http flocathost: 803040V Client/servietSubmitCategoryServiet

! ] . . i !
= Search %f;\{ Favorites @

Local intranet

i

‘F‘igu“re 9 éeérdh Réquésf onr Défé Véndor Web BroWser |

34



WO 2008/028200 PCT/ZA2007/000054

o Temporary data purchases are made by selecting the specific digital
data item in the Rental Option View on the Data Vendor Web Browser
and clicking on the Submit Request button

» A temporary purchase request will write the metadata for the
5 specific digital data item to the Transaction History and Payment
tables only after a successful payment was made. The digital
data is then copied to the Temporary disk space on the Data
Carrier Device.

o The user can also submit a request on the Data Vendor Web Browser to
10 re-download previously purchased digital data by selecting the specific
data item and clicking on the Download button on the My Content

Library View:

* Only permanent owned data can be downloaded again. The
download request will write the metadata for the specific digital
15 data item to the Transaction History and Payment tables only
after a successful payment was made. The digital data is then
copied to the Permanent disk space allocated for the specific
data type on the Data Carrier Device.

Continue v Download

20
Figure 10 Re-download from Data Carrier Content Library

Transaction and Royalty Payments
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Figure 11 The Payment Workflow
5 ¢ Request client tender for purchase

o The Payment view in the Data Vendor Web Browser requires the user to
submit all the payment details needed to submit a successful payment
to the control account

10
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Figure 12 Data Vending Payment

¢ Authentication of client tender

o For illustration purposes in this demonstration all payment requests are
considered to be successful

e Transfer of funds to Data Vendor and Data Source accounts
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o After the funds are successfully transferred to the control account, the
control account makes two payments:

» Data Vendor Payment: The control account simulates a payment
to the Data Vendor Account. This payment is for the transaction
fee to download the content to the Data Carrier Device

» Copyright Owner Payment: The control account simulates a
payment to the Copyright Owner Account. This payment is the
royalty payment as per the agreement in the Copyright Contract

2008-07-10 00:00:00
2006-07-10 00:00:00
..{2008-07- :
P o) 2006-07-

Vendorp 2006-07-
Cwner

Control
Loofvendor e i20
CAOWNRE e

| #igure‘ 1“3 b;;meht ﬁansférs )
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e The full details of the purchase is stored on a Transaction History table for
audit and analytical purposes ‘

Figure 14 Transaction History

Faltin Alicia Keys 10.00{2006-07-10 00:00.
Reprographics Anime 5 Multl Media E 2 50.00{2006-07-10 O
..{Muste Sister Golden Hair America CK s s b 318
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Figure 15 Data Transfer Workflow
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o Download data to Data Carrier

o After a successful payment was made to the control account, the digital
data is downloaded to the pre-allocated disk space on the Data Carrier

Device

File Edit View Favorites Tools  Help:

PCT/ZA2007/000054

Back ~ £ 3

T3 O

Address

L) E:\PermanentiMusic

Alicia Keys - Fallin
Ltmaco SafeGuard® Privated., .,
2E3EKE

Figure 16 Data Carrier Allocated Memory

o The data carrier (removable disk E) can now be plugged into any output
device (i.e a Notebook computer) and the carrier user is required to

unlock the carrier device

’% Baonh v { 5@
Addrass 1‘*@* E:

Edit View Favorites

LOCK
3 LOCK MFC Applicstion

Figure 17 Data Carrier Security
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o Using SafeGuard Easy Advanced Encryptor, the digital data is now
decrypted and can be activated using multimedia software

1960MB ~| Dlsk Stat ey

TUte1 USB2Flashstorage (E) ¢ State

A o . LOCKED |

”Enté'rP'asswdrd ' ]m* S
R ©Unlock

ChangeFassword

H'mt , o
Close

Figure 18 Unlock the Carrier and Carrier Data
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Fig 19: Digital Broadcast Licensing

BROADCASTING OF DIGITAL VIDEO CONTENT THROUGH DSTV/ CABLE

1. MULTICHOICE / CABLE: (Subject to band-with within the DSTV
network)

Mapsgement
Content Qvwners Consortinm
a.g Sony, TW, etc Mrmagamant of:
Reporitery & coxtent
Rovalty aalculztions
Matrdata
Chiss virtue] brary

Soupce, Cinisify and ndex of a8l !
digizal dom
Hosting virmal lbnary
Rovaliy and content management

Senrze fom owe and RSA
Rapositary
Fazilitzza Thazt wansastiags
Bagosr mamrstiozs o MO
for revaley mmrnagetzans

1) Data Repository:
a) Content sourced from copyright owners by
consortium
b) Add meta-data after sourced (Digital ID, Pub
Key, RF iD, other)
c) Hosting facilites {Virtual library)

2) Vendors {Multichoice / Other)
a) Adjust to view on demand (real time)
b) Upgrade billing system {(Add permanent and
rental options}
c) Royalty and fee management
d) Client library and admin wupdate and
management

3) Carrier {PVR or other Decoder)

a) Uparade operating system for:
i) Digital / RF ID's decryption
i) Owner ID {Bio-metrics or PIN Code}
i) Public / private key enabled

b} Connectivity to other paired devices (e.9. USB,
bluetocth}

¢) Connectivity to MultiChoice {2.g9. Internat}

d) Dedicated channels for content browsing and
purchasing

&) Online payment facility (if not billed month to
month)

4} Rovaity { Transaction fee) per each downioad te be
] . et ;
paid to managemen{ consortium by the %agndor. Torsred by rogmed e fcugh privem - gene yoys 7
Managemant consoitium to distribute royalties to atkar sutbente sin. Dzby prized sxterual dovicss allenod

copyright owners
:—q__:] USER ;
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Fig 20: Digital Music Vending

DIGITAL MUSIC VENDING THROUGH
BROADCASTING
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