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line period, calculating a mean arrival rate for each of the plurality
of alarms during the baseline period, generating a probability density
function for an arrival rate for each of the plurality of alarms during
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the baseline period, determining if the score for each of the plurality
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equal to probabilistic threshold, reporting first network elements of
the generated list and reporting alarms for the first network elements
of the generated list having probabilistic scores higher than the prob-
abilistic threshold.
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A NETWORK MONITOR AND METHOD FOR EVENT BASED PREDICTION OF RADIO
NETWORK QUTAGES AND THEIR ROOT CAUSE

[ ]

The disclc

TECBNICALFIELD
ciosute re

lates generally to predicting network

. outag for
example, radio network outages based on past events, and more

e specifically, but not
exclusively, to an autornatic machine learning based tool whuch

networks by examining past data.

predicts outages i
10

BACKGROUND
When network

service

fattures occur, customers of network providers, such as users
er

providers, or other consumers of network bandwidth may experience a service

degradation where thetr level of service is dimmished from a range where service 18
bérs pée)
intersupted or merely not optimal.

The problem arises when there are radic network outages. Currently, there exssts
various reporting tools for reporting network outages,

s, lowever, none of these reporting

tools provide as output a propensity of a component to go into outage state.
There are not any systems which ate astomatic staustical systems which produce as

an cutput, 2 hist of network e

1

temen
20

ts that are likely to have an outag
cause for the possible outage

as well as the root
As

stated, most of current tools are etther reporting tools or tools that are used to
visualize monitored key performance indicators (“KP1s”).
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SUMMARY OF EXEMPLARY EMBODIMENTS
A brief summary of various embodiments 15 presented below. HEmbodiments
address the need to predict network outages based on past data.

n order to overcome these and other shortcomings of the prior art and w light of

5  the need for 2 method to predict network outages based on past data, 2 bref summary of
various exemplary embodiments is presented. Some simplifications and omissions may
be made w the followmg summary, which 1s intended to highlight and introduce some
aspects of the various exemplary embaodiments, but not to limit the scope of the
mvention. Detaded descriptions of a preferred exemplary embodiment adequate to alio

10 those of ordinary skl in the art to make and use the mventive concepts will follow in

later sections.

Various embodiments described heremn relate to a method of predicting outages in
radio networks the method including receiving a plurality of alarms during a baseline
period from a plurality of network elements, establishing a baseline for at least one of the

15 plurality of the network elements by determining a2 number of the plurality of alarms

during the baseline period that occur during each of a plurality of sub-intervals withm the

baseline petiod, calculating 2 mean arrwval rate for each of the plurality of alarms during

the basclne penod, generating a probahility density function for an arnval rate for each
of the plurality of alarms during the baseline period, calculating a probabilistic score for

20 each of a plurality of alarms during a test period based on the probability density
function for the arrival rate of each of the plucality of alagws during the baseline period,

determining if the score for each of the plurality of alarms during the test peniod is

the number of the scores for

greater than or equal to a probabilistic threshold, summun

o
(e
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each of the pluraliy of alarms during the test period that 8 greater than or equal o
probabilistic threshold, generatng a list by sorting the plurality of network elements in
descending order based on the sum of the number of the scores for each of the plurality
of alarms that generated 2 probabilistic score greater than or equal w probabihistic

5 threshold or based on a sum of the probabilistic scores that are greater than or equal to
probabilistic threshold; reporting first network elements of the generated list and
reporting alarms for the first network elements of the generated list having probabilistic
scotes higher than the probabilistic threshold.

In an embodiment of the present disclosure, applymng a threshold to the list of

10 the plurality of network elements and recommendmg corrective action to the plurality of

wetwork elements above the threshold.

In an embodiment of the present disclosure, the plurality of alarms are time
stamped and mclude severity of an event, start tume of the event and end time of the
event.

15 In an embodiment of the present disclosure, the bascline period 15 established

during the time period with no outages.

0 an embodmment of the present disclosure, the probabdistic scote 15 between O

and 1
In an embodment of the present disclosure, the score greater than or equal to the

20 probabilstic threshold 1s an mdication that the network element will have an outage and

the score less than the probabdistic threshold s an indication that the network element

will not have an outage.
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I an embodiment of the present disclosure, the probabilistic threshold 1s based on
the baseline period.

In an embodiment of the present disclosure, the probability density function
corresponds to a Poisson distribution.

5 Various embodments described heremn relate to 2 network monitor for predicting
outages m radio networks, including a processor; and a2 memory, the memory storing
program code executable by the processor, the processor being configured to receive a
plurality of alarms during a baseline period from a plurality of network elements,
establish a baseline for at least one of the plurality of the network elements by

10 determining a number of the plurality of alarms during the baseline period that occur

dugng each of 2 plurality of sub-mtervals withun the baseline period, caloulate a mean
arrival rate for each of the plurality of alarms during the baseline pertod, generate a
probability density function for an arcrival rate for each of the plurality of alarms during
the baseline period, caleulate a probabilistic score for each of a plurality of alarms during
15 atest period based on the probabibity density function for the arrival rate of each of the
plurality of alarms during the baseline period, determmne 1f the score for each of the
plurality of alarms during the test period s greater than or equal o a probabilistic
thresheld, sum the number of the scores for each of the plurality of alarms during the
test period that 1s greater than or equal to probabilistic threshold, generate a list by

20 sorting the plurality of network elements m descending order based on the sum of the

numnber of the scores for each of the plurality of dlarms that generated 2 probabilistic

score greater than or equal to probabilistic threshold or based on a sum of the

probabilistic scores that are greater than or equal to probabilistic threshold, report first
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network elements of the generated kst and report alarms for the fust network elements

of the generated list having probabilistic scores higher than the probabilistic threshold.

In an embodiment of the present disclosure, applying a threshold to the list of th

plurality of network elements and recommending corrective action to the plurality of

5 network elements above the threshold.

In an embodiment of the present disclosure, the plurality of alarms are time

starnped and mclude severtty of an event, start tme of the event and end time of the

event.

In an embodiment of the present disclosure, the baselne period 15 established

10 duning the time peniod with no outages.

In an embodiment of the present disclosure, the score 18 between 0 and 1.

In an embodment of the present disclosure, the score greater than or equal to the

probabilistic threshold 1 an mdication that the network element will have an outage and

the score less than the probabdistic threshold s an indication that the network element

15 will not have an outage.
In an embodiment of the present disclosure, the probabilistic threshold is based
on the baseline period

In an embodiment of the present disclosure, the probability density &

o
i-A
r" ]

Ction

corresponds to a Poisson distribution.

20

Various embodiments described heremn relate to a tangible and non-transitory

machine-readable storage medium encoded with mstructions thereon for execution by a

network monitor, wherein said tangible and non-transitory machine-readable storage

medium mchiding instructions tor receiving a plurality of alarms during a baseline period
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from a pluarality of network elements, instructions for establishing a baseline for at least
one of the plurality of the network elements by determimnmg a number of the plurality of
alarms durmng the baseline period that occur duning each of a plurality of sub-intervals
within the baseline period, mnstructions for caleulating a mean arrival rate for each of the
5 plarality of alarms during the baseline period, mstructions for generating a probability
density function for an arnival rate for each of the plurality of dlarms during the baseline
period, nstructions for caleulating a probabidistic score for each of a plurality of alarms

1

1 based on the probabality deostty funciion for the arnval rate of each

during a test perk
of the plurality of alarms during the baseline period, mstructions for determining if the
10 score for each of the plurality of alarms duning the test period 15 greater than or equal to
a probabilistic threshold, instructions for summing the number of the scores for each of
the plurality of alarms during the test period that 1s greater than or equal to probabilistic
threshold, instructions for generating a list by sorting the plurality of network elements in
descending order based on the sum of the number of the scores for each of the plurality
15 of alarms that generated a probabilistic score greater than or equal to probabilistic
threshold or based on z sum of the probabilistic scores that are greater than or equal to

retwork elements of the generated list, and

rern
]
=
1%
Pt

probabilistic threshold and reporting
mstractions for reporting alarms for the first network elements of the generated hst
having probabiistic scores higher than the probabilistic threshold.

20 In an embodiment of the present disclosure, applying a threshold to the list of
the plurality of network elements and recommendmg corrective action to the plurality of

network elements above the threshold.
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In an embodiment of the present disclosure, the plurality of alarms are time
stamped and mchude severity of an event, start time of the event and end time of the
event.

In an embodiment of the present disclosure, the baseline peniod 15 established

5  durng the time period with no outages.

1

In an embodiment of the present disclosure, the probabilistic score is between 0

and 1.
In an embodiment of the present disclosure, the score greater than or equal t
the probabdistic threshold is an indication that the network element will have an outage
10 and the score less than the probabilisuc threshold s an indication that the network
clement will not have an cutage.
It an embodmment of the present disclosure, the probabilistic threshold is based

on the baseline period.

In an embodiment of the present disc

ssure, the probability density function

15 cotresponds to a Poisson distribution.

BrIEF DESCRIPTION OF THE DRAWINGS

e,
¥
1

he accoropanying figures, where hike reference numerals refer to wdentical or

~
£
!

unctionally simular elements throughout the separate views, together with the detaled

20 description below, are icorporated 10 and form part of the specification, and serve to

further dlustrate embodunents of covcepts that mclude the clauned invention, and

explain varnious principles and advantages of those embodiments.
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These and other more detatled and specific features of the present invention are
more fully disclosed m the following specification, reference being had to the
accompanying drawimngs, in whichs

FIG. 1 diustrates a block dagram of an exemplary systern for predicting radio

FIG. 2 diustrates a flow chart of an exemplary method for predicting radio

FIG. 3 diustrates a block diagram of an exemplary hacdware diagram, for a

network monitor to predict radio network outages.
10 Skilled artisans will appreciate that elements m the figures are illustrated for
sunplicity and clarity and bhave not necessarily been drawn to scale. For example, the

~

dimensions of some of the elements m the figures may be exaggerated relative to other
elements to help to improve understanding of embodiments of the present invention.

The apparatus and method components have been represented where

15 appropriate by conventional symbols 1n the drawmgs, showing only those specific details

that are pertinent to understanding the embodiments of the present disclosure so as not

to obscure the disclosure with detads that will be readily apparent to those of ordmary

skill i the art having the benefit of the description herein.

20 DetAanED DESCRIPTION
It should be understood that the figures are merely schernatic and are not draw
to scale. It should also be understood that the same reference numerals are wused

throughout the figures to indicate the same or sinilar parts.
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The descriptions and drawings dlustrate the principles of vartous example
embodiments. It will thus be appreciated that those skilled 11 the art will be able to devise
various arrangements that, athough not explicitly described or shown heremn, embody
the principles of the mvention and are mcluded withun 1ts scope. Furthermore, all

5  examples recited herein are principally intended expressly to be for pedagogical purposes
to ard the reader m understanding the principles of the mvention and the concepts
contributed by the nventor(s) to furtherng the art, and are to be construed as being
without limitation to such specificaliy recited examples and conditions. Additionally, the
term, “or,” as used herein, refers to a non-exclusive or (Le., and/or), unless otherwise

10 indicated (e

O

1 2y

“or else” Al

or “or m the alternative”). Also, the various embodiments
described herein are not necessardy mutually exclusive, as some embodiments can be
combmned with one or more other embodiments to form new embodiments. As used
heremn, the terms “context” and “context object” wil be understood to be synonymous,
uniess otherwise indicated. Descriptors such as “fiest,)” “second,” “thud,” etc., are not
15 meant to limit the order of elements discussed, are used to distinguish one element from

the next, and are generally mterchangeable.

Indivtduat components of communication netwaorks may fail cutaght or function
at a level madequate to bear the demands of the network. Although degradation of
network service 18 most often caused by the faldure or madequacy of network

20 components, when service degradation occurs 1t 15 possible to predict cutages based on
past performance of the network component. Most existing methods merely report an
outage and faid to predict that a network element 15 trending towards an outage, or to

autornatically detect the root cause of such a failure.



WO 2018/125628 PCT/US2017/066949
10

A network monitor which monitors K¥PIs and alarm event data may assist service

providers and pro-active care teams to identify network elements that are behaving

1
§ 3

erroneously and causing degradation of network service. Because the network monitor
may be based upon observed and measured data rather than conditions known by

5  network administrators, such 2 model is vendor and technology agnostic.

The network clements may be base station controllers. Vanous embodiments
described below will include radio networks, but the embodiments described may also be
applied w sotts of nerworks.

As descrbed below, this network monitor 15 configured to detect possible

10 network outages before their ocourrence and direct pro-active care network teams to the
root cause of the outage. More specifically, 1t allows pro-active care network teams to
continuously monitor the network and receive automared indications on other possible
network outages with more specific information on their likelthood of another outage to
occur as well as on the root cause and possible resolution to the problem(s).

15 The network monitor provides an automatic prediction of network outages
together with reporting leading root causes related to the event alarm data. The network
monitor does not requite any human mtervention ot domam knowledge. This network
monitor dees not rely on any human mtervention or dotale knowledge to predict the
outage. As such, it performs a more advanced analysis and recommendation than

20 currendy available, which as discussed merely provide reporting and visualization of
metrics m network outages.

Referring now to the drawings, 11 which like numerals refer to like components

of steps, there are disclosed broad aspects of various exemplary embodiments.
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{

FIG. 1 ilhustrates an exemplary system 100 for predicting radio network outages.
A system 100 may mclude a network monitor 101 and may mclude a number of
components such as network elements 102 and devices which may be sampled for KPIs
and for alaem event data (also referred to as alarms), which may differ depending on the
5  type of network or system.
For example, in a telecommunications network KPIs may mclude metrics such
as, for example, buffer size load, device power consumption, CPU, memory, hard disk

utthization, interface utilization, packet drop rate, buffer occupancy, counters, call succe

4

i

rate, channel congestion, call drop rate, data packet loss rate, call setup time, and

10 handover success rate.
The network monitor 101 receives data (for example, K15 and alarm event daea)
that 15 being fed mnto the network monitor 101 from the various network elements 102
and exarnines historic data, during normal network behavior {(le. no outages in the
network element) to establish a baseline for each network element 102 for the behavior
15 of the respective KPIs and alarm event data. The aim s to rank the propensity of the
monitored network elements 102 to fail and to create predictions of network outages by
constructing patterns (Le. probability density functions) of KPIs and alarm event data

(hereinatter referred to as “alarny”) that characterizes the network healthy profide and

further detects significant deviations from these constructed patterns.

20 The baseline approximation s constructed during a baseline period (1) which s
defined by t{1),...t{q) which are partinons of this perod by bemng divided o q sub-

ntervals.
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12
During each time interval t(1), the number of alarms that occurred durmge t{1) are
& e & WY

counted. The counter counts the number of alarms during each sub-interval during the
baseline period. Denote by Gy, (Xj) such a counter for alarm of type K events occurring
during the t(s) sub-interval in 2 network element X;.

5 After the counter has finished counting the number of alarms dutng each sub-

mnterval during the baseline period, the mean arrival rate 13 calculated by:
\ 1 X
M) = = > CulX;)
q i

Ay (X j> 1s the mean arrival rate.
The value q 15 the number of sub-intervals in the baseline period (T).
10 The summation of the total number of alatros duting the baselive period is divided
by the number of sub-intervals.
The probability density function, for example, corresponding to a probability
distribution for every alarm is caloudated by

(4 (X, ))me—/%k(x};

m!

P(meventsin interval t) =

15 For example, the calculated mean arrival rate is used in a Poisson function to
calcutate the probability of the alarms occurting ‘m’ times during a sub-mterval.
The value o1 18 the sumber of alarms in the sub-time interval.
After the baselme s created, a test period (t.e. a perod after the baseline period) 1s
examuned on the system 101 for every alarmn m each of the several monttored network

20 elements 102 and a score (which is typically between U and 1) 1s calculated based on the
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i

probability of observed alarm arrival vate exceeding the araval rates that were observe
during the baseline period.

Stated another way, each alarm (from the test period), whose arrival rate is 4

test >

ts scored based on the probability of having rates higher or equal to the arrival rates

[ ]

observed during the baseline period: P(x < A, ).

The thresholding of the score for each alarm event data is performed by
application of the following condition:

Px<4 2o st ae[01

4
Yest /

The value o 15 the probabhistic threshold. This may alsc be referred to

18
r

ny

2

a

10 confidence value.

A second score for each network element can either be calculated by counting

the number of alarms during the test period that passed a probabilistic threshold

e [0,1]or the score for each network element can be determned by summing the
alarm score values which passed the probabiistic threshold.

15 A second score (calculated above) 1s then recorded for each of the alarms m each
of the network elements 102, The network element score may be “thresholded” meaning
that scores that are above a threshold £ (e.g. =32 alarms) s indicative of the network
element likely going mto an outage state and scores that are below fare counted as not
being ndicative of the network element going into an outage stage.

20 The system 101 then counts all such alarms that occurred w0 a specific network

element 102 using (X ,)::Zg I, where the indicator function f, counts the
; it c
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i

number of alarms that crossed the probabilistic threshold during the

g2l
9]
ﬁ
gl
g
~
[
Q
.
e
=

network element X;.
The systern 101 then reports a ranked list of network elements 102 and thew

probabilistic scores together with flags {Le. likely to go into an outage state) and alarms

[ ]

that have been marked as crossing the probabilistic threshold to create a list of outage as
X)L

In another embodiment, a threshold maybe applied to the ranked lst to
tecommend the top entries on the list fox pro-active care.
The root cause analysis is performed for every network element by reporting the
10 top scoring alarms that pass the probabilistic threshold as the root cause of the outage.
The data, knowo as alarms ocluding KPIs and alarm event data & time sexies data
and may be time stamped and further include identifiers which mclude other informatior
mcluding, but not limited to, the severity of the event, the start time and end time of the

evernt.

—
)
s]

A
—3
-~
i
2

2 13 Hustrates 2 flow chart of an exemplary method for predicting radio
network outages. The method 200 begins at step 201 and proceeds to step 202 where the
network montor recetves a plurality of alarms from the network elements during the
baseline period.

The method 200 proceeds to step 203 where a baseline s established for the

20 etwork elements by detersuning the number of darms during the baseline period that

occur during each of the sub-intervals m the baseline period.

The method 200 proceeds step 204 to calculate a mean arrival rate for the

number of alarms that occur durmg the sub-intervals within the baseline period by
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swmnnung the number of alarms and dividing the number of alarms by the number of

sub-intervais.

The method 200 proceeds to step 205 where a probabdity density function i3
generated for a frequency of arrival for each of the phurality of alarms during the basehne

5 period.

The probabiity density function may be any function, such as a function
corresponding to the Powsson distabution or a distribution based upon data collected
from a certam type of network element.

The method 200 proceeds to step 206 where 2 score is calculated for each alarm
10 duning a test period, which is based on the probabiity density function of the arrival rates
of each of the plurality of alarms observed during the haseline petiod. The score may he
between 9 and 1.
The method 200 proceeds to step 207 where it 1 determined which of the
phurality of alarms during the test period has a probability score which s greater than or
15 equal to 2 probabilistic threshold.
The probabilistic threshold may be set by the user or be based on the baseline
period.
The method 200 proceeds to step 208 where the number of alarms whose scores
are greater than or equal to the probabilistic threshold during the test period are counted,
20 or their scores are summed, for each network element.

e

The method 200 proceeds to step 209 where a list 5 generated by sorting the

A
o

plurality of network elements in descending order based on the sum of the number of
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the scores of each of the plurality of alacme that generated a probabilistic score greater

than or equal to probabiistic threshold or based on a sum of the scores.
The method 200 proceeds to step 210 where a first network element of the
generated st is reported.
5 The method 200 ends at step 211
For example, this method may be used to receive data from various base station
controllers during a period of no outages. An outage may take place i the last two days
of the penod. The scores calculated will be graphed for each base station controller over
the entire period (baseline period and test perniod). For example, days 1-10 may be the
10 baseline period and days 11-20 may be the test period. The method is capable of
detecting that the root cause of the network outage 1s related to a malfunction underlined
by an alarm which significantly deviated from its bascline arrival rate as measure by the
scoring methodology described above.
A person skidled mn the art will appreciate that a vanety of different methods for
15 predicting racdio network outages may be used.

FIG. 3 dlustrates an exemplary hardware diagram for a device 300 such as device
tcludmg a4 system to predict radic network outages. The exemplary device 300 may
correspond to network monitor 100 of FIG. 1. As shown, the device 300 mcludes a
processor 320, memory 330, user wterface 340, network mterface 350, and storage 360

20 interconnected via one or more systemn buses 310, It will be understood that FIG. 3

constitutes, in some respects, an abstraction and that the actual organization of the

components of the device 300 may be more complex than illustrated.
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The processor 320 may be any hardware device capable of executing mstructions
stored in memory 330 or storage 360. As such, the processor may mclude a

microprocessor, field programmiable gate array (FPGA), application-specific mtegrated

circuit {ASIC), or other sunilar devices.
5 The memory 330 may mclude various memories such as, for example L1, 12, or

L3 cache or system mermory. As such, the memory 330 may include static random access

rmemory GRAM), dynamic RAM (DRAM), flash memory, read ooly memory (ROM), or

i

other similar memoery devices.

-

Ihe wuser interface 340 may include one or more devices for enabling
10 communication with a user such as an admunistrator. For example, the user imterface 340
onay mclude a display, 2 roouse, and a keyboard for teceiving user commmands.

The network intertace 350 may include one or more devices for enabling
communication with other hardware devices. For example, the network interface 350
may mclude 2 network: interface card (NIC) configured to commurnicate according to the

15 Ethernet protocol. Additionally, the network interface 350 may wnplement a TCP/IP
stack for communication according to the TCP/IP protocols. Varous alternative or
additional hardware or configurations for the network mterface 350 will be apparent.

The storage 360 may nclude one or more machme-readable storage medsa such

as readtonly memory (ROM), random-access memory {(RAM), magnenic disk storage

N

1
3

20 medsa, optical storage media, tlash-memory devices, or sindar storage media. In various
embodiments, the storage 360 may store mstructions for execution by the processor 320

or data upon with the processor 320 may operate. For example, the storage 360 may

store steps for predicting network outages.
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According to the foregoing, various cxemplary embodiments provide for
predicting radio network outages.

It should be appreciated by those skilled 1 the art that any block diagrams herein

represent conceptual views of #lustrative cirowitry embodying the prmciples of the

5  mvention. Simiardy, it will be appreciated that any flow charts, flow diagrams, state

transition diagrams, pseudo code, and the like represent various processes which may be

substantially represented 1n machine readable media and so executed by a computer or

processor, whether or not such computer or processor ¢ explicitly shown.

Accordingly, it 1s to be understood that the above description is intended to be

10 dlustrative and not restnictive. Many embodiments and applications other than the

examples provided would be apparent upon seading the above description. The scope

should be determined, not with reference to the above description or Abstract below, but

should mstead be determined with reference to the appended claims, along with the full

scope of equivalents to which such claims are entitled. It 15 anticipated and mrended that

15 future developments will occur in the technologies discussed herein, and that the

disclosed systems and methods will be incorporated nto such future embodiments. In

sum, it should be understood that the application s capable of modification and
VAL,

The benefits, advantages, solutions to problems, and any clement(s) that may

20 cause any benefit, advantage, or solution to occur or become more pronounced are not

to be construed as a critical, required, or essential features or elerpents of any or all the

clarms. The mvention 1s defined solely by the appended clamms including any
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amendments made during the pendency of this application and ail equivalents of those
claims as 1ssued.

Moreover m this document, relational terms such as first and second, top and

m

bottom, and the like may be used solely to distinguush one entity or action from another

5  entity or action without necessarily requiring or mmplying any actual such relationship or
order between such entities or actions. The terms “comprises,” “comprising,” “has)”
“having,” “mcludes,” “inchuding,” “contans,” “containmg” or any other vatation
thereof, are mtended to cover 2 non-exclusive ioclusion, such that a process, method,
article, or apparatus that comprises, has, includes, contams a list of elements does not

1 1
3

10 include only those elements but may mclude other elements not expressly listed or
therent to such process, method, article, or apparatus. An element proceeded by
“comprises ...a,”" “has ...a,” “includes ...a,” or “contains ...27 does not, without more
constraints, preciude the exstence of additional wentical elements in the process,
method, article, or apparatus that comprises, has, mcludes, contams the elernent. The

15 terms “a” and “an” are defined as one or more unless explicitly stated otherwise herein.

32 ¢ 2

The terms “substantially,” “essentially,” “approximately,” “about” or any other versior

thereof, are defined as being close to as understood by one of ordinary skill 1n the art,
and m one non-linuting erobodiment the term 15 defined to be withinn 10%, 10 ascther
embodiment within 5%, inx another embodiment within 1% and in another embodiment
20 within 0.5%. The term “coupled” as used herein s defined as connected, although not

necessardy directly and not necessarly mechamically. A device or steucture that s

)

configured” m 2 certain way 15 configured m at least that way, but may also be

1
3

contigured 1 ways that are not listed.
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Tt will be appreciated that some embodiments may be compused of one or more
generic or specialized processors {or “processing devices”) such as non-general purpose

fiel

(o9

o

microprocessors,  digital  signal  processors,  customized  processors  an
programmable gate arrays FPGAs) and unique stored program instructions (including
5  both software and firmware) that control the one or more processors to implement,
conjunction with certain nonR-processer circuits, some, most, or all of the functions of
the method and/or apparatus described herein. Alternatively, some or all functions could
he implemented by a state machine that has no stored program instructions, of it One or

more application specific mntegrated circuits (ASICs), in which each function or some

1

10 combinations of certamn of the functions are implemented as custom logic. Of course, 2
combmation of the two approaches could be used.

The Abstract of the Disclosure i provided to alow the reader to quick

ascertain the nature of the technical disclosure. It s submitted with the understanding

f—
jury
o]

that 1t will not be used to mterpret or it the scope or meaning of the clauns.
15 addition, in the foregomg Detailed Description, it can be seen that various features are
grouped together 1o various embodirents for the purpose of streamlining the disclosure.
This method of discosure 15 not to be mterpreted as reflecting an ntention that the
clatmed embodiments require more features than are expressly recited 10 each claim.
Rather, as the following claims reflect, inventive subject matter lies 1n less than all
20 features of a single disclosed embodiment. Thus the following claims are hereby
mcorporated into the Detalled Description, with each claim standing on its own as a

separately claimed subject matter
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What s claimed s

A method of predicting outages 1 radio networks, the method comprising:

recetving a plurality of alarms during a baseline period from a plurality

5 of network elements;
lishing a baseline for at least one of the plurality of the network

estab
elements by determining a number of the plurality of alarms during the
s of a plurality of sub-intervals within

baseline perod that occur durmg each

the baselne period;
rate for each of the plurality of alarms

10 calculating a mean aroval
during the baseline periad;
generating a probability density function for an araval rate for each of

the plurality of alarms during the baseline period
bilistic score for each of a plurality of alarms

caleulating a probab
during 2 test period based on the probability density function for the araval

rate of each of the plurality of alarms during the baseline period
the

determining tf the score for each of the plurality of alarms during

test peniod 15 greater thao or equal to 2 probabilistic threshold;
each of the plurality of alarms

summing the number of the scores for

20 during the test period that 13 greater than or equal to probabdistic threshold
11

PAY,

g the plurality of vetwork elersents

generating a kst by sorting
the sum of the number of the scotes for each of

descending order based on
a probabilistic score greater than or

the plurality of alarms that generate
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A network montor for predicting outages 10 radio cetworks, coraprising;
4 processor; and
a memory, the memory storing program code executable by the
processor, the processor being configured to:
recetve 2 plurality of alarms durmng a baseline period from a plurality
of network elements;
establish a baseline for at least one of the phurality of the network
clements by deternmining a number of the plurality of alarms dunng the
baseline period that occur during each of a plurality of sub-intervals within
the baselme period;
calculate a mean arrival rate for each of the plurality of alarms during
the baselme period;
generate a probability density function for an arrival rate for each of
the plurality of alarms during the baseline period,
calculate a probabilistic score for each of a plurality of alarms during a
test period based on the probability density function for the arrival rate of
:ach of the plurality of alarms during the baseline period;
determine if the score for each of the plurality of alarms during the
test period 15 greater than or equal to a probabilistic threshold;
sum the number of the scores for each of the plurality of alarms
during the test period that 15 greater than or equal to probabilistic threshold,
generate a list by sorting the plurality of network eclements in

~
£
I

descending order based on the sum of the number of the scores for each of
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the pluarality of alarms that generated a probabilistic score greater thao or
equal to probabdistic threshold or based on a sum of the probabilistic scores
that are greater than or equal to probabilistic threshold,
report first network elements of the generated list and report alarms
5 tor the first network elements of the generated list having probabilistic scores

I

higher than the probabdistic threshold.

7. The network monitor of claim 6, further comprising applymg a threshold to

10 the list of the plurality of network elements and recommending corrective

action to the plurality of network elements above the threshold.

8. The network monitor of any of claims ¢ and 7, wherein the plurality of
alarms are time stamped and inclode severity of an event, start time of the

15 event and end time of the event.

9. The network monitor of any of claims 6 to 8, wherem the basehne period 13
established during the time period with no outages and the probabilistic
threshold s based on the baseline period.

20

10. The network monitor of any of clawmas 6 to 9, wheren the score greater than
> &

or equal to the probabilistic threshold is an indication that the network

L
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elernent will have an outage and the score less than the probabilistic threshold

is an indication that the network element will not have an outage.
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Receiving a plurality of alarms during a baseline

period from a plurality of network elements e 202

Establishing a baseline for at least one of the plurality of the network slements
by determining a number of the plurality of alarms during the baseline period that +-—_ - 203
oceur during each of a plurality of subintervals within the baseline period

Calculating a mean arrival rate for each of the plurality of

alarms during the baseline period 204

Generating a probability density function for an arrival rate for each

of the plurality of alarms during the baseline period 205

Calculating a probabilistic score for each of a plurality of alarms during a test
period based on the probability density function for the arrival rate of each  —— 206
of the plurality of alarms during the baseline period

Determining if the score for each of the plurality of alarms during the test
period is greater than or equal to a probabilistic threshold, - 207

Summing the number of the scores for each of the plurality of alarms
during the test period that is greater than or equal to probabilistic threshold -~ 208

Generaling a list by sorting the plurality of network elements in descending
order based on the sum of the number of the scores for each of the plurality
of alarms that generated a probabifistic score greater than or equal to
probabilistic threshold or based on a sum of the probabilistic scores

that are greater than or equal to probabilistic threshold

e 208

Reporting first network elements of the generated list and reporting alarms
for the first network elements of the generated list having probabilistic
scores higher than the probabilistic threshold

FIG. 2

e 210
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