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(57) Abregée/Abstract:

Provided Is a content delivery method and architecture for ways to improve the caching of content at one or more content providing
devices of a Content Delivery Network (CDN). In particular, systems and methods are disclosed that vary the requirements to store
resources or content within a caching device using a dynamic popularity threshold. This popularity threshold may be varied based
on a measured fullness of the storage capacity of the cache device. In another example, the dynamic popularity threshold may be
further varied based on a cache pressure, which Is an indication of how often the cache replaces stored items with new items. The
adjustment to the popularity threshold for caching particular content at the caching device may thus be based on a number of
requests for content received at the device to tune the caching procedure for a particular region of the CDN.
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(57) Abstract: Provided 1s a content delivery method and architecture for ways to improve the caching of content at one or more content
providing devices of a Content Delivery Network (CDN). In particular, systems and methods are disclosed that vary the requirements
to store resources or content within a caching device using a dynamic popularity threshold. This popularity threshold may be varied
based on a measured fullness of the storage capacity of the cache device. In another example, the dynamic popularity threshold may
be further varied based on a cache pressure, which 1s an mdication of how often the cache replaces stored items with new items. The
adjustment to the popularity threshold for caching particular content at the caching device may thus be based on a number of requests
for content received at the device to tune the caching procedure for a particular region of the CDN.
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SYSTEM AND METHOD FOR IMPROVEMENTS TO A CONTENT
DELIVERY NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This Patent Cooperation Treaty (PCT) patent application is related to and claims priority
to United States Provisional Application No. 62/400,357, filed September 27, 2016 entitled
“‘SYSTEM AND METHOD FOR IMPROVEMENTS TO A CONTENT DELIVERY NETWORK",

the entire contents of which is incorporated herein by reference for all purposes.

TECHNICAL FIELD

[0002] The present disclosure relates to content delivery networks and more specifically to

Improving caching within content delivery networks.

BACKGROUND

[0003] A content delivery network (CDN) is a sophisticated and large collection of computers
(e.g., content servers) and networking devices that is used to deliver various forms of content,
such as video, web pages, and images, to devices over networks including the Internet. So, for
example, when a user operating a smart phone, laptop, tablet or other computing device
requests a video to play on the device, a CDN may be contacted and deliver the video to the
computing device where it Is played. As more and more content is delivered over networks,
refinements and advances to CDNs, as well as the infrastructure supporting the CDN, are
needed and happening constantly. Such advances involve reducing cost, increasing capacity,
optimizing from where in the CDN content is delivered and where it is stored to optimize
delivery, among other challenges.

[0004] In order to reduce latency, CDNs may utilize a distributed network of servers to hold data
for the content providers so that when a user requests data from the network, the request can
be filled by a server which Is geographically closest to the user. For example, a website content
provider in California may deploy caches on servers located on the East Coast, in Europe, and
INn Asia. Each cache can hold copies of the website content, such that when a user in London
requests access to the website, the user is presented the requested data from the European
cache. By providing the content from a server geographically near the requesting device, the
latency of providing the content is reduced and the efficiency of the network Is increased.

[0005] However, because the size and bandwidth of the caches of the various servers of the

CDN may be limited, systems often make determinations regarding what content is cached and
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what content Is stored at tiers deeper into the network. These determinations can be further
complicated when the number of requests for content from a particular server exceed the
server's capacity to track information about the requests. |In addition, determinations regarding
what content should be stored can be complicated by the use of mixed caches, where drives

used to form the cache have distinct capacities and capabilities.

SUMMARY

[0006] Disclosed are systems, methods, and non-transitory computer-readable storage media
for improving caching within Content Delivery Networks (CDNs). Systems configured according
to this disclosure can vary the requirements to store resources within the cache using a
‘dynamic popularity threshold,” where the requirements to store resources within the cache vary
pbased on how full the cache is. The dynamic popularity threshold can be further varied based
on the “cache pressure,” an indication of how often the cache needs to replace stored items with
new (more popular items).

[0007] Because caching can involve a mix of different storage devices, such as SSD (Solid
State Drive) and HDD (Hard Disk Drive) drives, each with their own storage capabillities, caching
processes can select where to store resources within the cache. Systems configured as
disclosed herein can promote or demote resources between these storage devices, such that
overall cache performance can be enhanced.

[0008] In addition, In a proxy cache environment, caches can see an extremely large number of
unique client requests, such that traditional methods of metadata storage and tracking may
become ineffective. More specifically, the cache may receive a high number of requests such
that the cache device may not have enough server memory to track information about each
request. Systems configured according to this disclosure can use a statistical sampling of the
request stream to reduce the amount of information that is tracked in server memory, such that
resources which are unpopular are statistically unlikely to pass through a statistical sampling
filter, while resources which are popular are statistically likely to pass through the filter and be
tracked in memory.

[0009] These concepts and improvements can be used individually or in combination. For
example, the promotion/demotion of elements within the cache can utilize the dynamic
popularity threshold and cache pressure concepts. Similarly, the statistical filtering of resource
requests can use the promotion/demotion elements, the cache pressure element, and/or the

dynamic popularity threshold.
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[0010] One implementation of the present disclosure may take the form of a method operating a
telecommunications network. The method may include the operations of measuring a
percentage of storage capacity at a cache node of a content delivery network (CDN) and scaling
a resource caching popularity threshold value based on the measured percentage of storage
capacity at the cache node, the resource caching popularity threshold value corresponding to a
threshold of requests for a particular resource received at the cache node at which the particular
resource I1s cached within a cache node storage system. The method may also include
receiving, at the cache node, a request for the particular resource available from the CDN,
comparing a resource popularity counter associated with the particular resource to the scaled
resource caching popularity threshold value, and caching the particular resource Iin the cache
node storage system when the resource popularity counter exceeds the scaled resource
caching threshold value.

[0011] Another implementation of the present disclosure may take the form of a networking
system comprising at least one communication port for receiving requests for content
maintained by a content delivery network (CDN), a storage system for storing content of the
CDN, a processing device, and a computer-readable medium connected to the processing
device. The computer-readable medium Is configured to store instructions that, when executed
by the processing device, performs certain operations. Such operations may include measuring
a percentage of storage capacity at the storage system, scaling a content caching popularity
threshold value for the cache node based on the measured percentage of storage capacity, the
content caching popularity threshold value corresponding to a threshold of requests for a
particular content received at the cache node at which the particular content is cached within the
storage system, comparing a content popularity counter associated with the particular content to
the scaled content caching popularity threshold value upon receiving a request for the particular
content, and caching the particular content in the storage system when the content popularity

counter exceeds the scaled content caching threshold value.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Figure 1 Is an example network environment for distributing content to an end user from
a network, such as a content delivery network (CDN).

[0013] Figure 2 is a flowchart of a method for scaling a threshold value based on storage
capacity utilized in a caching resource decision.

[0014] Figure 3 Is a diagram of various scaling schemes for scaling a threshold value based on

storage capacity utilized in a caching resource decision of a CDN.



CA 03038498 2015-03-26

WO 2018/064196 PCT/US2017/053773

[0015] Figure 4 Is a flowchart of a method for applying a metadata filter based on statistical
modeling utilized in a caching resource decision.
[0016] Figure 5 Is a diagram lillustrating an example of a computing system which may be used

IN Implementing embodiments of the present disclosure.

DETAILED DESCRIPTION

[0017] Aspects of the present disclosure involve a content delivery method and ways to
improve the caching of content at one or more content providing devices of a Content Delivery
Network (CDN). In particular, systems and methods are disclosed that vary the requirements to
store resources or content within a caching device using a “"dynamic popularity threshold”. This
popularity threshold may vary based on many factors of the caching device and the CDN In
general. For example, the popularity threshold may be varied based on a measured fullness of
the storage capacity of the cache device. |In another example, the dynamic popularity threshold
may be further varied based on a “cache pressure,” which is an indication of how often the
cache replaces stored items with new (more popular) items. The adjustment to the popularity
threshold for caching particular content at the caching device may thus be based on a number
of requests for content received at the device to tune the caching procedure for a particular
region of the CDN.

[0018] In addition, because caching may involve a mix of different storage device types, such
as SSD (Solid State Drive) and/or HDD (Hard Disk Drive) storage devices each with their own
storage capabilities, caching processes can select where to store resources within the cache
based on the popularity threshold value calculated for each content stored at the cache. Also,
content may be promoted or demoted between the storage devices to further enhance overall
cache performance.

[0019] Also, In a proxy cache environment, some cache devices may receive an extremely
large number of unique client requests such that traditional methods of metadata storage and
tracking may become ineffective. More specifically, the cache may receive a high number of
requests such that the cache device may not have enough server memory to track information
about each request. Systems configured according to this disclosure can therefore utilize a
statistical sampling of the request stream from requesting devices to reduce the amount of
iInformation that is tracked (i.e., stored) in server memory, such that resources which are
unpopular are statistically unlikely to pass through a statistical sampling filter, while resources

which are popular are more likely to pass through the filter and be tracked in memory. This



CA 03038498 2015-03-26

WO 2018/064196 PCT/US2017/053773

operates to reduce the amount of metadata storage of content that is unlikely to exceed the
popularity threshold for the cache device.

[0020] The present disclosure addresses improvements to caching for Content Delivery
Networks (CDNs). A brief introductory description of a basic CDN is provided in FIG. 1 which
can be employed to practice the concepts is disclosed herein. A more detailed description of
improvements to CDN caching will then follow.

[0021] Figure 1 Is a network environment 100 for distributing content to one or more users. In
general, the network environment 100 recelves a request for content from a user of the network
and determines a server or content providing component within the network to provide the
content to the user. Although illustrated in Figure 1 as a content delivery network, it should be
appreciated that aspects of the present disclosure may apply to any type of telecommunications
network that utilizes |P addresses for connecting an end user to one or more components of the
network. For example, aspects of the disclosure may be utilized to connect a user of the
network to an endpoint in the network, a conferencing server, a virtual private network device,
and the like. Thus, although the CDN architecture is used throughout the document as the
example network architecture through which aspects of the present disclosure may be applied;
other network architectures and configurations are similarly contemplated.

[0022] In one implementation of the network environment 100, a CDN 102 is communicably
coupled to one or more access networks 106. In general, the CDN 102 comprises one or more
components configured to provide content to a user upon a request and an underlying |P
network through which the request is received and the content is provided. The underlying |P
network associated with the CDN servers may be of the form of any type |P-based
communication network configured to transmit and receive communications through the network
and may include any number and types of telecommunications components. |n this manner,
CDN-based components may be added to an existing |IP-based communication network such
that the components receive a request for content, retrieve the content from a storage device,
and provide the content to the requesting device through the supporting IP network. For
simplicity, the use of the term “CDN” throughout this disclosure refers to the combination of the
one or more content servers and the underlying |IP network for processing and transmitting
communications, unless otherwise noted.

[0023] In one embodiment, a user device 104 connects to the CDN 102 through one or more
access networks 106 to request and receive content or content files from the CDN. The access
network 106 may be under the control of or operated/maintained by one or more entities, such

as, for example, one or more Internet Service Providers (ISPs) that provide access to the CDN
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102. Thus, for example, the access network 106 may provide Internet access to a user device
104. In addition, the access network 106 may include several connections to the IP network of
the CDN 102. For example, access network 106 includes access point 120 and access point
122. Also, the user device 104 may be connected to any number of access networks 106 such
that access to the CDN 102 may occur through another access network. In general, access to a
CDN 102 (or underlying |P network associated with the CDN) may occur through any number of
iIngress ports to the CDN through any number of access networks. In yet another embodiment,
the user device 104 may be a component of access network 106.

[0024] The CDN 102 is capable of providing content to a user device 104, which is generally
any form of computing device, such as a personal computer, mobile device, tablet (e.g., iPad™),
set-top box, or the like. Content may include, without limitation, videos, multimedia, images,
audio files, text, documents, software, and other electronic resources. The user device 104 Is
configured to request, receive, process, and present content. |n one implementation, the user
device 104 includes an Internet browser application with which a link (e.g., a hyperlink) to a
content item may be selected or otherwise entered, causing a request to be sent to a directory
server 110 or several such servers or devices in the CDN 102.

[0025] The directory server 110 responds to the request from the end user device 104 or
access network 106 by providing a network address (e.g., an |P address) where the content
associated with the selected link can be obtained. In one implementation, the directory server
110 provides a domain name system (DNS) service, which resolves an alphanumeric domain
name to an |IP address. The directory server 110 resolves the link name (e.g., URL or other
identifier) to an associated network address from which the user device 104 can retrieve the
content.

[0026] In one implementation, the CDN 102 includes an edge server 112, which may cache
content from another server to make it available in a more geographically or logically proximate
location to devices, Including user device 104, accessing the network throughout a large
geographic area... The edge server 112 may reduce network loads, optimize utilization of
available capacity, lower delivery costs, and/or reduce content download time. The edge server
112 Is configured to provide requested content to a requestor, which may be the user device
104 possibly via an intermediate device, for example, in the access network 106. In one
Implementation, the edge server 112 provides the requested content that is locally stored In
cache. In another implementation, the edge server 112 retrieves the requested content from

another source, such as a media access server (MAS) (e.g., a content distribution server 114 or
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a content origin server 116 of a content provider network 118). The content is then served to
the user device 104 In response to the requests.

[0027] In addition, the CDN may broadcast to the access networks 106,108 connected to the
CDN information concerning the content serving nodes available in the CDN. In particular, the
CDN may broadcast Border Gateway Protocol (BGP) information about the access path to
content serving CDN components. In general, BGP information (or BGP session, BGP feed or
BGP data) is a table of Internet Protocol (IP) prefixes which designate network connectivity
between autonomous systems (AS) or within AS networks. BGP information for a network route
may Include path, network policies and/or rule-sets for transmission along the path, among
other information. The BGP feed may also include Interior Gateway Protocol (IGP) information
for network routes within an AS or network and/or other network information that pertains to the
transmission of content from the CDN.

[0028] As mentioned, the BGP information may include a path that designates the networks
through which stored content may be accessed. In particular, a CDN may broadcast a network
autonomous system (AS) identifier as part of the BGP announcement. The network identifier
identifies the particular network that the content is stored on and available to an end user
device. Additional network autonomous system identifiers between the end user device 104
and the stored content may be appended to or added to the BGP path information for the
content. Thus, in one embodiment, the BGP path information may provide a series of identifiers
for networks through which the content may be accessed by the end user device 104. This
iInformation may be manipulated by the CDN or other network to potentially reduce the
transmission time of the content through one or more of the connected networks.

[0029] In one implementation, a user of the user computing device 104 enters a link name (e.g.,
URL or other identifier) into a browser executed on the computing device. The link name Is
associated with a network address within the CDN 102 at which the content may be obtained
and provided to the computing device. For example, the user of the user device 104 may enter
a URL such as www.exampie. com/content into the browser of the computing device. Upon
entering the URL, the hostname may be extracted by the browser (www.exampie.com in this
particular case) and sends a request (possibly via an operating system running within the
computing device 104) to a domain name server (DNS) associated with the user’s access
network 106. Thus, the computing device 104 transmits the request for a content-serving
device to the DNS that includes the hostname of the requested content.

[0030] As mentioned above, the CDN 102 may include one or more edge servers 112 which

may cache content from another server to make it available in a more geographically or logically
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proximate location to requesting devices. However, as cache servers or devices improve,
several tradeoffs may be considered when deciding what content is cached and what content is
maintained at higher tiers of the CDN, such as mid-level or parent servers within the CDN. In
particular, many cache devices or connected cache devices (also referred to as "cache nodes”)
now include both SSD (Solid State Drive) and HDD (Hard Disk Drive) storage drives, each with
their own storage capabillities. In general, HDD storage drives have larger storage capacity, but
with a larger latency in obtaining the stored information from the drive. In contrast, SSD storage
drives are often limited in their storage capacity, but offer very low latency when obtaining the
stored data. Thus, cache nodes may determine which type of disk drive is utilized to store
cached content for access by a requesting device. |In addition, CDNs also may determine when
content may be cached and when content is maintained elsewhere in the network to improve
the operation efficiency of the overall CDN. Several mechanisms or schemes are provided
below to aid a CDN in determining how and when content available from the CDN is cached at a
cache device within the CDN and when content should be served from a higher tier of the
network.

[0031] Dynamic popularity threshold:

[0032] In one embodiment of the CDN, caching devices (such as edge device 112 of CDN 102)
may utilize a counter or other measurement to determine a popularity of an instance of content
to determine If that content is to be cached at an edge server or edge node. For example, edge
device 112 may receive any number of requests for content from any number of customers 104
of the access network 106. These requests may be for the same content or for different content
available from the CDN 102. Each request received at the cache device 112 for a particular
content or resource may result in iIncrementing a counter associated with that resource by the
cache device. |In one particular implementation, the counter for a resource Is incremented when
a URL associated with a particular content to access that resource Is received at the cache. For
example, user device 104 may provide URL www.example.com to the edge device 112 to
request access to or to receive content associated with that URL. In response, the edge device
112 may increment a counter for each receipt of that particular URL. Other counters may also
be utilized for other URLs and/or content available from the CDN 102. When the counter for a
specific resource hits a threshold number of requests, the proxy cache may determine that the
threshold has been met and requests and stores that resource In a local cache storage device.
In one particular example, assume the popularity threshold for a specific content is set to 5.
Once the proxy cache device receives a 5™ URL request for that resource, the edge device 112

will request the content from a higher tier of the CDN 102 (such as from the content provider
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network 118) and store the content locally at the edge device 112. In some instances, a time
limit may be applied to the incrementing of the popularity threshold such that the threshold may
be decremented or reset to zero at the expiration of the time limit. In general, the popularity
threshold provides faster transmission of the content in response to future requests for the
content received at the edge device, regardless of from which user device 104 the request Is
received.

[0033] A potential issue with this approach is that the popularity threshold is typically static
across all cache devices of the CDN 102 which may not account for differing traffic levels on
different caches within the network. That is, a cache device 112 that recelves many requests,
the threshold may be exceeded and the resource cached quickly. However, on another less
busy cache device, the threshold is unlikely to be met such that the content is never cached or
may take some time before caching. For example, a cache device for video content located
within the CDN 102 near New York City may receive many requests and quickly be filled due to
the number of people requesting the video. Alternatively a similar cache near Omaha,
Nebraska may remain mostly empty over the same time period, with the cause of the disparity
largely due the relatively fewer requests received from a smaller populace located
geographically nearer the cache device.

[0034] To remedy this circumstance, systems configured according to this disclosure may
utilize a dynamic popularity threshold which increases or decreases the counter threshold value
associated with a particular resource based on local traffic conditions at the cache (i.e., how
many requests are being made to the server), among other considerations. The counter
threshold can also be based on population density and/or size within a geographic threshold
from the physical location of the proxy server. For example, the initial popularity threshold for a
proxy cache near a moderately populated city may be 5 requests, whereas a proxy cache near
a large populated city may have a popularity threshold of 10 requests. Again, the popularity
threshold value may be utilized by the cache device to determine when a content or resource Is
stored at the cache. Thus, for the cache device near the moderately populated city, the 5"
request for the content received at the cache device triggers the local storage of the content. In
another example of using a popularity threshold value, the proxy cache device, while nominally
set at 5 requests, may dynamically vary the value in response to measured performance values
of the CDN, such as setting the popularity threshold at a low value during measured low traffic
conditions, to a nominal value during a measured average traffic condition, and to a high value

during a measured heavy traffic condition.
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[0035] One particular example for dynamically adjusting a popularity threshold value of a cache
device of a CDN is illustrated in the flowchart of Figure 2. In particular, Figure 2 is a flowchart of
a method 200 for utilizing a calculated percentage of used storage of a cache device or node to
dynamically adjust a popularity threshold value. In general, the operations of the method 200
may be performed by one or more devices of a CDN to aid the CDN in providing content or
resources to a requesting device. |In one particular example, an edge device (such as device
content server 112) of the CDN 102 may perform the operations of the method, although any
component of the CDN or in communication with the CDN may perform one or more of the
operations of the method. Further still, in some instances a cache of a CDN may comprise
several storage devices and be referred to as a cache node. Thus, a controlling component of
the CDN 102 may execute the operations of the described method 200.

[0036] Beginning in operation 202, the CDN 102 calculates a storage capacity percentage for
the cache device 112 or cache node. For example, the CDN 102 may determine that 50% of
the total storage capacity to cache content at the cache device is currently utilized by the
device. In operation 204, the CDN 102 scales a corresponding threshold popularity value for
caching resources In the cache based on the determined storage capacity percentage. In
general, If the percentage of available storage capacity of the cache is high, then the threshold
popularity value for caching a resource Is lowered such that more resources may be cached at
the device 112 or node. Alternatively, If the percentage of available storage capacity of the
cache is low, then the threshold popularity value for caching a resource may be raised so that
fewer resources are cached at the node. The scaling of the popularity threshold value is
described in more detall below.

[0037] With the scaled threshold value determined or set for the cache node, the cache device
112 or node may begin caching resources utilizing the adjusted popularity threshold value. For
example, In operation 2006, the cache or edge device 112 recelves a request for content from a
requesting device 104, with such a request included a URL through which the content is
available. Upon receiving the request, the CDN 102 may increment a popularity or request
counter for that resource in operation 208. |In operation 210, the CDN 102 compares the
popularity counter for the requested resource to the popularity threshold value for the edge
device 112, the popularity threshold value based at least on the percentage of utilized cache
memory space. In general, If the request counter value exceeds or, in some Iinstances, equals
the scaled popularity threshold value, the resource is requested from an upper tier of the CDN
102 and cached at the cache device 112 or node. In some instances, the CDN 102 may return

to operation 202 of method 200 to recalculate the available storage capacity of the cache and
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being the method 200 again for additionally received requests for content from users of the
CDN.

[0038] The amount of adjustment or variance applied to the popularity threshold value for the
caching node may be calculated in many different ways. Several examples for scaling of the
threshold value based on a measured storage capacity for a cache node and used to determine
when a resource Is cached is illustrated in the diagram of Figure 3. However, 1t should be
appreciated that the scaling schemes illustrated in Figure 3 are but examples and any scaling
scheme may be utilized by the CDN to dynamically vary a popularity threshold for a caching
node of a CDN In response to a measured storage capacity of the node.

[0039] The table 300 of Figure 3 includes three scaling schemes 302-306 that may be applied
to an initial popularity threshold value of 5 for a particular CDN caching node. It should be
appreciated, however, that the initial popularity threshold value for the caching node may be any
value and that 5 requests for caching a resource is merely used herein as an example. Further,
the scaling schemes 302-306 for the popularity threshold value is based on four ranges 308-314
of measured cache storage fullness (namely <50%, 50%-70%, 70%-90%, and >90%). Again,
these cache fullness ranges are selected as mere examples and any number of ranges and any
percentages of utilized storage capacity may be used to define the boundaries of those ranges.
In general, the scaling of the popularity threshold value for a caching node may be linear or non-
linear using predefined values or functions.

[0040] In example scaling scheme #1 302, the scaling factor increases by .5 when the
measured percentage fullness of the cache memory enters a new range 308-314. For example,
a measured cache fullness for the node less than 50% utilizes a scaling factor of .5 to the initial
threshold value. Thus, because the initial threshold value In this example is 5, the scaled or
adjusted popularity threshold value for the cache when the cache fullness is less than 50% is
2.5. In other words, the cache node may cache a resource when a third request for the
particular resource is received at the cache node. At some point, however, the cache fullness
may increase to be above 50% and a new threshold value may be calculated. |n particular, for
a measured cache storage fullness of 50%-70%, the scaling factor of 1 may be applied such
that the adjusted threshold value is 5 (the same as the initial threshold value). Similar increases
IN the measured cache fullness (between 70%-90% cache fullness 312) may result in the
application of a scaling factor of 1.5 to the initial threshold value, increasing the value to 7.5.
Thus, as the cache storage space i1s now more limited, a resource will not be cached by the

cache node until the 8" request for the content is received. Finally, for a measured cache
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fullness above 90% 314, the scaling factor may be 2 resulting in a scaled threshold value for
caching a resource at 10 requests.

[0041] Example scaling scheme #2 304 may take a similar approach by increasing the scaling
factor as more of the cache storage capacity iIs consumed. However, example scaling scheme
#2 304 may not increase the scaling factor as much as in the previous example. Here, the
scaling factor increases by .1 or .2 as the measured cache storage fullness increases. The
scaling factor In this example may range from 1 (for a measured cache fullness less than 50%
308) up to 1.4 (for a measured cache fullness over 90% 314). This particular scheme may be
utilized when the variance of the adjusted threshold value Is lessened.

[0042] Example scaling scheme #3 306 utilizes the measured storage capacity directly to
calculate and adjust the popularity threshold value. |n particular, in the first region 308, the
popularity threshold is the calculated percentage capacity times the initial threshold value (as
shown by (% X 95) In the table 300). For the second region 310, the popularity threshold is the
calculated percentage divided by .5 times the initial threshold value. As above, the threshold
value for scaling scheme #3 306 Increases as more of the cache storage i1s consumed by
cached resources.

[0043] In this manner, the overall popularity threshold (aka the effective popularity) can be
adjusted in real-time based on actual cache conditions. The CDN 102, or individual servers 112
themselves, can calculate the popularity threshold based on actual conditions detected within
the storage of the cache device. |In one example, the Popularity Threshold can be based on a
function of the fullness, which can be written in a variety of ways:

Equation (1): Popularity Threshold (PT) = Scaling Factor (SF) x Default Threshold
Equation (2): PT = function of cache Fullness (F) x function of population density
Further, the popularity threshold value utilized to determine when a resource Is cached can be

determined using additional factors of the cache device or node.

[0044] Cache Pressure:

[0045] In some Instances, the popularity threshold can be further modified based on a
measured number of overall requests received at the cache, sometimes referred to herein as a
‘cache pressure”. In general, the cache pressure I1s determined by monitoring the activity
directed at the cache device or cache node 112 In relation the storage space consumed at the
cache node. For example, the cache 112 will often delete old resources from storage as new
resources are cached or the time for retention of the old resource times out. The rate at which
resources are deleted from the cache may be measured in Mb per second and may be included

IN the cache pressure measurement discussed herein. As such, the pressure at the cache
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device or node may be measured through monitoring the writing to the storage disk of the cache
node and/or the resource evictions from memory, with this measurement being used to
dynamically adjust the popularity threshold value.
[0046] Tying the popularity threshold value to cache pressure may provide several operational
advantages to the caching system of the CDN 102 over previous caching systems. For
example, SSD storage drives typically have a finite amount of data that can be written to the
drive over the lifetime of the drive. |In one particular example, the SSD may have a lifetime limit
of 500 TB of data written to the drive before the drive must be replaced. By monitoring the
amount of data written to the SSD storage device, the longevity of the lifetime of the SSD may
be managed. Thus, If the popularity threshold value is increased as the pressure on the cache
to store information increases, the resources that are cached at the cache device or node may
be limited and, subsequently, limits the turnover of data in the SSD. By controlling the amount
of data written to and deleted from the SSD storage disk, the longevity of the drive may be
controlled. Further, by including cache pressure Iin the algorithm/calculation of the popularity
threshold, filling the cache with resources that are no longer popular may be avoided.
[0047] One exemplary calculation of cache pressure could be:

Equation (3): Cache Pressure (CP) = (Data requests in the past hour) / Disk Size
with a more detailed calculation of cache pressure of:

Equation (4): CP = (Lifetime writes to the cache/Lifetime available writes) + (Data

requests in the past hour / Disk Size).
[0048] Regardless of how the cache pressure on the node is calculated, the cache pressure
may be included in the adjustment to the popularity threshold value for the cache node. For
example, a cache node 112 may utilize the following equation:

Equation (5): PT = CP x Scaling Factor x Initial Threshold
to dynamically adjust a popularity threshold value for the cache node, taking into account both
the scaling factor discussed above and the cache pressure on the node. In another
Implementation, the cache pressure may be the only adjustment to the popularity threshold
value applied by the cache node.
[0049] Over time, the cache device or node 112 may attain equilibrium for a popularity
threshold value by monitoring the fullness factor of the storage, the cache pressure, how long
resources should be held in the cache, the effective popularity of a resource, etc. For example,
a cache which is initially empty may rapidly cache resources being requested, with few requests
not resulting in the caching of the associated resource. However, through the embodiments of

the caching system and schemes provided herein, caching of resources will become scarcer
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(1.e., a resource will receive more requests or be more popular to be added to the cache) as the
cache storage begins to fill.

[0050] Popularity Promotion/Demotion:

[0051] In yet another scheme to improve the caching decision in a cache node, the CDN cache
112 may utilize the different types of storage drives associated with the node differently. As
explained above, the cache device or node 112 may include a mix of different storage
components and drives, such as SSDs and HDDs. Given the higher costs but the relative
speed of providing content of SSD disks, cost savings and overall system efficiency occur when
the SSDs are generally used to store the most popular resources, with less popular resources
being stored on HDD of the cache node 112.

[0052] In some Instances, the popularity of resources being stored in a cache node 112 may
shift over time. For example, a once popular resource which is stored in an SSD may attain a
diminished popularity at a later date or time. Because an efficient cache node 112 stores the
most popular resources on the SSDs of the node and less popular resources on the HDDs, the
resource with decreased popularity may be demoted to storage in the HDD drive. Similarly,
resources stored in an HDD may, when their popularity increases, be promoted such that it
should be stored in an SSD. |n other words, resources previously stored in one component
should be shifted to another component as the relative popularity of those resources shift over
time.

[0053] Determinations regarding If the resource should be promoted, demoted, or even
removed can be made In conjunction with the other principles disclosed herein. For example,
the CDN 102 or cache node 112 may utilize the popularity threshold discussed above to make
promotion/demotion determinations for resources on storage devices. In particular, for a
resource A stored on an HDD of the cache node 112, promotion to an SSD may occur if
popularity (P) of resource A is > Threshold. In another example, for a resource B stored on an
SSD of the cache node 112, demotion to an HDD may occur if popularity (P) of resource B is <=
Threshold. In general, however, other metrics by which a promotion or demotion of resources
from one type of storage device to another may also be utilized by the cache node 112 of the
CDN 102. Further, if storage devices other than SSDs and HDDs were being used by a cache
112, similar principles may be applied of moving resources after they had been cached to other
types of storage components. In addition, the threshold values utilized in the determination of
promotion/demotion of a resource may further be determined based on cache pressure as well
as the statistical filtering and caching discussed below.

[0054] Statistical Metadata Filtering:
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[0055] In a proxy cache environment of a CDN 102, a particular cache device or node 112 may
receive an extremely large number of unique client requests for content or resources (as much
as billions of requests per day). As such, traditional approaches to metadata storage where
each request is individually stored and counted may quickly become ineffective at large
numbers of requests. That is, the cache device or node 112 may receive so many requests for
data (such as URLS) in the request stream that it may not have enough server memory to track
or store metadata for each received request. This may negatively affect the performance of a
cache device or node 112 by consuming storage space within the cache needlessly with
metadata for resources that are not popular and is unlikely to be cached. As described above, a
cache node 112 may associate a counter for each requested resource to determine the
popularity of a particular resource at the cache node. This counter, like a lot of resource request
metadata, I1s stored iIn memory at the cache node, along with some identifier or other metadata
(such as the URL of the request) to identify the resource of the request and tie the counter to
the particular requested resource. As every URL of the received requests Is typically stored and
tracked, metadata for many un-popular resources Is often stored and tracked by the cache node
although the counter for each resource may not be incremented by additional requests for the
resource.

[0056] To address this issue, one implementation of the CDN 102 or cache node 112 may
utilize statistical sampling of the incoming stream of requests in an attempt to reduce the
amount of information that is tracked in cache server memory. Using this approach, resources
that are unpopular are proportionally unlikely to pass through the statistical sampling filter such
that the cache node 112 can avoid wasting memory space to track the unpopular

resources. Similarly, resources that are more popular are more likely to pass the statistical filter
and be tracked in memory.

[0057] Figure 4 Is a flowchart of a method 400 for utilizing a statistical filter on requests
received at a cache node 112 of a CDN 102 to determine which requests are tracked by the
CDN or node. In general, the operations of the method 400 may be performed by a cache
device or cache node 112 of a CDN 102. However, any component of the CDN 102 or in
communication with the CDN may also perform one or more of the operations described.
Further still, a controlling component of the CDN 102 may execute the operations of the
described method 200.

[0058] The method begins in operation 402 when the cache device or node 112 receives a
request from a requesting device 104 for content from the cache server, as described above. In

operation 404, the cache device 112 determines If the resource being requested Is already
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cached and/or being tracked by the cache device. For example, a previous request for the
resource may have been received such that the cache device or node includes a request
counter and resource identification for that particular requested resource. In one
Implementation, the tracking of requests for a resource includes storing an indication of the
resource (such as a URL of the resource) and a counter associated with the resource into a
storage device associated with the cache node 112. Thus, the cache 112 may determine if the
resource Is already being tracked by accessing the system memory and looking for the URL or
other identifier for the resource.

[0059] In operation 406, the cache device applies a statistical sampling filter to the request If the
resource Is not being tracked by the cache device. In general, the sampling filter operates to
allow some number of received requests to be tracked by the cache node 112 that is less than
all of the recelved requests. In particular, the cache node 112 tracks the received requests
(through the popularity counter associated with the resource) If one request for the resource
passes through the statistical sampling filter. Various implementations of the statistical
sampling filter are described in more detail below. Once the filter is applied to the request and
the cache node determines that the resource is to be tracked, the cache device stores and
tracks requests that are received at the cache node 112 in operation 408. |In one
Implementation, the storing and tracking of the resource request includes storing the URL at
which the resource Is available In cache system memory and associating a counter with the
URL. If the request does not pass through the filter, however, the cache device may not track
the received request. In this manner, some of the received requests are tracked at the cache
device 112 while others are not tracked. This operates to lessen the total number of resource
requests that are tracked by the cache device 112, thereby freeing up system memory from
potential tracking of unpopular resources in the cache system memory.

[0060] In one particular implementation, the statistical filter for filtering out tracking of resources
IN the cache device can operate based on a combination of randomness and/or a popularity
curve. For example, if 10% of all data requests result in caching, and 90% of all data requests
do not result in caching, systems configured with this filter are implemented to have a 10%
chance of storing any individual request’'s metadata. However, for a system that receives a
billion or more requests, tracking 10% of such requests may provide the proper balance to
request filtering as desired by a system administrator. In general, the target percentage of
received requests to allow through the statistical filter may be selected as any percentage

desired by an administrator or device of the CDN 102.
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[0061] To execute one particular statistical filter of the cache node 112, a request may be
received at the node and a random number between 1 and 100 may be generated. If the
random number Is above a threshold value (such as value 10), the metadata associated with
the request (and any associated counting of the individual request to determine popularity) is
ignored. However, If the random number is at or below threshold value 10, the metadata
associated with the request (and any count associated with the resource) is stored. This is but
a simple example of a statistical filter that may be applied at a cache node 112 of a CDN 102.
Those of ordinary skill in the art will recognize other filtering mechanisms that may be utilized to
reduce the number of resource requests that are tracked and stored by the cache node 112.
[0062] Over time, the statistical filter operates to produce statistically similar results as counting
each Individual resource (I.e., knowing which resources are popular), but with the benefit of
reducing the number of server resources required to track the data. For example, the most
popular resources will receive hundreds or thousands of requests from various requesting
devices connected to the CDN 102. Thus, it is statistically likely that at least one of those
requests pass through the filter such that tracking of the resource requests may be conducted
by the cache node 112. Alternatively, the cache node 112 may receive only a few requests for
resources that are not popular such that it is statistically likely that these requests will be filtered
out and not stored or tracked In the cache device storage. In this manner, requests for the most
popular resources may be tracked without requests for less popular resources consuming large
amounts of storage space in the cache node 112. Further, this filtering process may be used
with the concepts of dynamic popularity thresholds, cache pressure monitoring, and
promotion/demotion as outlined above.

[0063] Although discussed above with reference to a random number generator, any type of
statistical sampling filter may be used. Further, the filter may be tuned to be more or less
INclusive as desired by an operator of the cache device or the cache device itself. For example,
the cache device may track only one in every 100 resource requests at some times, and one In
every 10 resources requests at other times. Further, the tuning of the filter may be based on
other metrics or calculations performed by the cache device. For example, If the cache
pressure 1Is measured to be high, the filter may be tuned to be less inclusive (or track fewer
resource requests) to ease the tracking of the resources by the cache device. Alternatively, the
filter may be tuned to be more inclusive to track resources, perhaps when a measurement of the
system memory usage Is determined to be low. In general, any performance measurement may

be utilized by the cache device In tuning the filter.
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[0064] Through the schemes discussed above, the cache device or node 112 may enhance the
caching of resources at the edge server or other cache device. In this manner, more efficient
caching of resources may be performed to improve the overall performance of the CDN 102.
[0065] Figure 4 is a block diagram illustrating an example of a computing device or computer
system 400 which may be used in implementing the embodiments of the network disclosed
above. |n particular, the computing device of Figure 4 is one embodiment of the server or other
networking component that performs one of more of the operations described above. The
computer system (system) includes one or more processors 402-406. Processors 402-406 may
INnclude one or more internal levels of cache (not shown) and a bus controller or bus interface
unit to direct interaction with the processor bus 412. Processor bus 412, also known as the host
bus or the front side bus, may be used to couple the processors 402-406 with the system
interface 414. System interface 414 may be connected to the processor bus 412 to interface
other components of the system 400 with the processor bus 412. For example, system
Interface 414 may include a memory controller 418 for interfacing a main memory 416 with the
processor bus 412. The main memory 416 typically includes one or more memory cards and a
control circuit (not shown). System interface 414 may also include an input/output (1/0)
interface 420 to interface one or more |/O bridges or |/O devices with the processor bus 412.
One or more |/O controllers and/or /O devices may be connected with the I/O bus 426, such as
/O controller 428 and |/O device 430, as illustrated.

[0066] I/0O device 430 may also include an input device (not shown), such as an alphanumeric
iInput device, including alphanumeric and other keys for communicating information and/or
command selections to the processors 402-406. Another type of user input device includes
cursor control, such as a mouse, a trackball, or cursor direction keys for communicating
direction information and command selections to the processors 402-406 and for controlling
cursor movement on the display device.

[0067] System 400 may include a dynamic storage device, referred to as main memory 416, or
a random access memory (RAM) or other computer-readable devices coupled to the processor
bus 412 for storing information and instructions to be executed by the processors 402-406.
Main memory 416 also may be used for storing temporary variables or other intermediate
information during execution of instructions by the processors 402-406. System 400 may
iInclude a read only memory (ROM) and/or other static storage device coupled to the processor
bus 412 for storing static information and instructions for the processors 402-406. The system
set forth In Figure 4 is but one possible example of a computer system that may employ or be

configured In accordance with aspects of the present disclosure.
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[0068] According to one embodiment, the above techniques may be performed by computer
system 400 In response to processor 404 executing one or more sequences of one or more
Instructions contained in main memory 416. These instructions may be read into main memory
416 from another machine-readable medium, such as a storage device. Execution of the
segquences of instructions contained in main memory 416 may cause processors 402-400 to
perform the process steps described herein. |n alternative embodiments, circuitry may be used
INn place of or In combination with the software instructions. Thus, embodiments of the present
disclosure may include both hardware and software components.

[0069] A machine readable medium includes any mechanism for storing or transmitting
Information in a form (e.g., software, processing application) readable by a machine (e.g., a
computer). Such media may take the form of, but is not limited to, non-volatile media and
volatile media. Non-volatile media includes optical or magnetic disks. Volatile media includes
dynamic memory, such as main memory 416. Common forms of machine-readable medium
may Include, but is not limited to, magnetic storage medium (e.qg., floppy diskette); optical
storage medium (e.g., CD-ROM); magneto-optical storage medium; read only memory (ROM);
random access memory (RAM); erasable programmable memory (e.g., EPROM and EEPROM);
flash memory; or other types of medium suitable for storing electronic instructions.

[0070] Embodiments of the present disclosure include various steps, which are described In this
specification. The steps may be performed by hardware components or may be embodied In
machine-executable instructions, which may be used to cause a general-purpose or special-
purpose processor programmed with the instructions to perform the steps. Alternatively, the
steps may be performed by a combination of hardware, software and/or firmware.

[0071] Various modifications and additions can be made to the exemplary embodiments
discussed without departing from the scope of the present invention. For example, while the
embodiments described above refer to particular features, the scope of this invention also
INcludes embodiments having different combinations of features and embodiments that do not
INclude all of the described features. Accordingly, the scope of the present invention is intended
to embrace all such alternatives, modifications, and variations together with all equivalents
thereof.

[0072] Embodiments within the scope of the present disclosure may also include tangible
and/or non-transitory computer-readable storage media for carrying or having computer-
executable instructions or data structures stored thereon. Such tangible computer-readable
storage media can be any available media that can be accessed by a general purpose or

special purpose computer, including the functional design of any special purpose processor as
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described above. By way of example, and not limitation, such tangible computer-readable
media can include RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk
storage or other magnetic storage devices, or any other medium which can be used to carry or
store desired program code means in the form of computer-executable instructions, data
structures, or processor chip design. When information is transferred or provided over a
network or another communications connection (either hardwired, wireless, or combination
thereof) to a computer, the computer properly views the connection as a computer-readable
medium. Thus, any such connection is properly termed a computer-readable medium.
Combinations of the above should also be included within the scope of the computer-readable
media.

[0073] Computer-executable instructions include, for example, instructions and data which
cause a general purpose computer, special purpose computer, or special purpose processing
device to perform a certain function or group of functions. Computer-executable instructions
also include program modules that are executed by computers in stand-alone or network
environments. Generally, program modules include routines, programs, components, data
structures, objects, and the functions inherent in the design of special-purpose processors, etc.
that perform particular tasks or implement particular abstract data types. Computer-executable
Instructions, associated data structures, and program modules represent examples of the
program code means for executing steps of the methods disclosed herein. The particular
seguence of such executable instructions or associated data structures represents examples of
corresponding acts for implementing the functions described in such steps.

[0074] Other embodiments of the disclosure may be practiced in network computing
environments with many types of computer system configurations, including personal
computers, hand-held devices, multi-processor systems, microprocessor-based or
programmable consumer electronics, network PCs, minicomputers, mainframe computers, and
the like. Embodiments may also be practiced in distributed computing environments where
tasks are performed by local and remote processing devices that are linked (either by hardwired
links, wireless links, or by a combination thereof) through a communications network. In a
distributed computing environment, program modules may be located in both local and remote
memory storage devices.

[0075] The various embodiments described above are provided by way of illustration only and
should not be construed to limit the scope of the disclosure. For example, the principles herein
can be extended to all types of backup networks, and are not exclusive to content delivery

networks. Various modifications and changes may be made to the principles described herein
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without following the example embodiments and applications illustrated and described herein,

and without departing from the spirit and scope of the disclosure.
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CLAIMS
What Is claimed is:

1. A method for operating a telecommunications network comprising:

measuring a percentage of storage capacity at a cache node of a content delivery
network (CDN);

scaling a resource caching popularity threshold value based on the measured
percentage of storage capacity at the cache node, the resource caching popularity threshold
value corresponding to a threshold of requests for a particular resource received at the cache
node at which the particular resource Is cached within a cache node storage system;

receiving, at the cache node, a request for the particular resource available from the
CDN:;

comparing a resource popularity counter associated with the particular resource to the
scaled resource caching popularity threshold value; and

caching the particular resource in the cache node storage system when the resource

popularity counter exceeds the scaled resource caching threshold value.

2. The method of claim 1 wherein the percentage of storage capacity at the cache
node Is within a first range of storage capacity percentages and scaling the resource caching
popularity threshold value based on the measured percentage of storage capacity at the cache
node comprises:

applying a first scaling factor to the resource caching popularity threshold value, the first

scaling factor corresponding to the first range of storage capacity percentages.

3. The method of claim 2 wherein the percentage of storage capacity at the cache
node Is within a second range of storage capacity percentages and scaling the resource
caching popularity threshold value based on the measured percentage of storage capacity at
the cache node comprises:

applying a second scaling factor to the resource caching popularity threshold value, the
second scaling factor corresponding to the second range of storage capacity percentages and

different than the first scaling factor.

4. The method of claim 1 further comprising:
calculating a deletion rate at which resources are deleted from the cache node storage

system over a period of time; and
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adjusting the resource caching popularity threshold value based at least on the

calculated deletion rate of the resources from the cache node storage system.

5. The method of claim 1 wherein the cache node storage system comprises a first
type of storage drive and a second type of storage drive, the first type of storage drive different
than the second type of storage drive, the method further comprising:

storing a first resource In the first type of storage drive; and storing a second resource In

the second type of storage drive.

O. The method of claim 5 further comprising:
promoting the first resource from the first type of storage drive to the second type of
storage drive when a popularity index for the first resource iIs greater than the resource caching

popularity threshold value.

/. The method of claim 5 further comprising:
demoting the second resource from the second type of storage drive to the first type of
storage drive when a popularity index for the second resource Is less than or equal to the

resource caching popularity threshold value.

3. The method of claim 1 further comprising:

applying the request for the particular resource available from the CDN to a statistical
sampling filter; and

generating the resource popularity counter for the particular resource If the request

succeeds the statistical sampling filter.

9. The method of claim 8 wherein the statistical sampling filter comprises
generating a random number value and passing the request for the particular resource available
from the CDN through the statistical sampling filter if the random number value is less than a

filter threshold value.

10. A networking system comprising:

at least one communication port for receiving requests for content maintained by a

content delivery network (CDN);

a storage system for storing content of the CDN;
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a processing device; and
a computer-readable medium connected to the processing device configured to store
Instructions that, when executed by the processing device, performs the operations of:
measuring a percentage of storage capacity at the storage system;
scaling a content caching popularity threshold value for the cache node based on
the measured percentage of storage capacity, the content caching popularity threshold
value corresponding to a threshold of requests for a particular content received at the
cache node at which the particular content is cached within the storage system:;
comparing a content popularity counter associated with the particular content to
the scaled content caching popularity threshold value upon receiving a request for the
particular content; and
caching the particular content in the storage system when the content popularity

counter exceeds the scaled content caching threshold value.

11. The networking system of claim 10 further comprising:
a first storage device comprising a solid state type memory drive storing a first resource;

and

a second storage device comprising a hard disk type memory drive storing a second

resource different than the first resource.

12. The networking system of claim 11 wherein the processing device further
performs the operation of:

promoting the second resource from the hard disk type memory drive to the solid state
type memory drive when a popularity index for the second resource Is greater than the resource

caching popularity threshold value.

13. The networking system of claim 11 wherein the processing device further
performs the operation of:

demoting the first resource from the solid state type memory drive to the hard disk type
memory drive when a popularity index for the first resource is less than or equal to the resource

caching popularity threshold value.
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14. The networking system of claim 10 wherein the percentage of storage capacity Is
within a first range of storage capacity percentages and scaling the content caching popularity
threshold value comprises:

applying a first scaling factor to the content caching popularity threshold value, the first

scaling factor corresponding to the first range of storage capacity percentages.

15. The networking system of claim 14 wherein scaling the content caching
popularity threshold value with the first scaling factor results in a scaled content caching

popularity threshold value that is less than an initial content caching popularity threshold value.

16. The networking of claim 14 wherein the percentage of storage is within a second
range of storage capacity percentages and scaling the content caching popularity threshold
value comprises:

applying a second scaling factor to the content caching popularity threshold value, the
second scaling factor corresponding to the second range of storage capacity percentages and

different than the first scaling factor.

17. The networking system of claim 16 wherein scaling the content caching
popularity threshold value with the second scaling factor results in a scaled content caching

popularity threshold value that is greater than the initial content caching popularity threshold

value.

18. The networking system of claim 10 wherein the processing device further

performs the operations of:

calculating a deletion rate at which content is deleted from the storage system over a

period of time; and

adjusting the content caching popularity threshold value based at least on the calculated

deletion rate of the content from the storage system.

19. The networking system of claim 10 wherein the processing device further

performs the operations of:
applying a statistical sampling filter to the request for the particular content; and

generating the content popularity counter for the particular content if the request passes

the statistical sampling filter.
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20. The networking system of claim 19 wherein the statistical sampling filter
comprises generating a random number value and passing the request for the particular content
through the statistical sampling filter if the random number value is less than a filter threshold

value.

26



CA 03038498 2015-03-26

PCT/US2017/053773

WO 2018/064196

1/5

N N,

Yl
SOy BERIDY

IO
. A riginitict g
e, R e iy

n\(..,tw..

Pt

// FBEAC g PIBGRIDTY e

RIOAGOPG




WO 2018/064196

200

\.

CA 03038498 2015-03-26

2/5

DETERMINE STORAGE CAPACITY
PERCENTAGE AT CACHE DEVICE OR

NODE
202

SCALE THRESHOLD POPULARITY VALUE

FOR RESOURCES
204

RECEIVE REQUEST FOR CONTENT FROM
REQUESTING DEVICE

206

INCREMENT COUNTER ASSOCIATED

WITH RESOURCE
208

COMPARE COUNTER VALUE FOR THE
RESOURCE TO THE SCALED THRESHOLD
VALUE

210

CACHE RESOURCE IF COUNTER
EXCEEDS OR EQUALS SCALED

THRESHOLD VALUE
212

FIG. 2

PCT/US2017/053773



CA 03038498 2015-03-26

PCT/US2017/053773

WO 2018/064196

3/5

SAA LA A LA A A AL A A AL LA AL AAAAAA T AL AL AL A LA A AL AL AL

£ Old

W.\..\ 4 m % Senph

/ /
4 %
4 %
A %
4 %
4 %
A %
4 %
4 %
A %
4 %
4 %
A %
4 %
4 %
A %
4 %
4 %
/ “
4 %

- Dumeos auieny

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
- v v

4 WA 908

o A S o S A A A LA SIXIIIIIIIIIIINIIIIIIIIIITIIIIIIIIIIIIIIIIIIIIIIIIIIIITFTIIIIII N

G s, TR G R OE

ol il ol it ol ol il il ol ol il ol n Ol ol il ol ol ol il ol ot

14019

A AR
20¢

) \\\\"\\\\\\\\\\\\\\\\\\\ o \\\\\\\\\\\\\\\\\\\\\\\%\\\\\\\\\\\\\\\\\\\\\\\
PRBRRLRRLR LR R LR R LR R AR RN \\\\\\\\\\\\\\\\\\\\\\\"%\'\\\'\\\'\\\'\\\'\\\'\\\'\\\\ ¥

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

LEERIIY BAEeTy

3R
R
R R R R R R R R R R R R R R R R R,
a
&
RR R BB R R E R E Y

142 42 OLE 80¢

00¢



CA 03038498 2015-03-26

WO 2018/064196 PCT/US2017/053773
4/5

400

\.

RECEIVE REQUEST FOR CONTENT FROM
REQUESTING DEVICE

402

DETERMINE IF THE REQUESTED

RESOURCE IS ALREADY CACHED
404

IF NOT ALREADY CACHED, APPLY THE
STATISTICAL SAMPLING FILTER TO

RECEIVED REQUEST
406

STORE AND TRACK REQUESTS THAT
PASS THROUGH THE STATISTICAL
SAMPLING FILTER 408

DO NOT TRACK REQUESTS THAT DO NOT
PASS THROUGH THE STATISTICAL
SAMPLING FILTER

410

FIG. 4



CA 03038498 2015-03-26

PCT/US2017/053773

WO 2018/064196

009
walsAg Jaindwon

9CS

shd O/l

5/5

8lg

J3[|0JU0D
AJOWBIN

909

e 1J0SS920.4d

749
abplg O/l

vlS

aoeLl8lU| WL)SAS

0¢s
oveUSUl O/

G Old

8¢S

J9||OQUOY O/l

ccs

Jajjonuon
sng

SNg JOSS8001d

0S

7 10SS800.d

0€s
9vIAe(d O/

45

9lG
AJOWBSA UIBIA

c0S

| J0SS820.1d




590 FIG. 3

308 310 312 314

N

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

302 1.
k fnarnpie Boaling

2304 | ot Bl T Ve 44

N (i e kL Ll

\' rarnpie Soaing
é ke 87

-----
lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Exarnpie Soaly

A R R R R AR RN

Pl AL LA LLL LI PI LIPS PP PP I II I I I I I I I I I I I I I I I I I I I I IIIIIIIIlfiifilfiifilfiifi PP PSPPI PPy

306

- \\\\\\\\\\\\\\\\\\\\\\\%\\\\\\\\\\\\\\\\\\\\\\\‘- T

- \.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\.\%

%

T T

SRR R R R R R R R RN
T




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - abstract
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - abstract drawing

