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APPARATUS AND METHOD FOR 
INTELLIGENT FREQUENCY-HOPPING 
DISCOVERY AND SYNCHRONIZATION 

TECHNICAL FIELD 

This disclosure relates generally to wireless communica 
tion systems and more specifically to an apparatus and 
method for intelligent frequency-hopping discovery and Syn 
chronization. 

BACKGROUND 

Wireless communication systems routinely employ fre 
quency-hopping spread-spectrum techniques. These tech 
niques typically involve transmitting wireless signals using 
multiple frequency channels. In these techniques, both trans 
mitters and receivers quickly Switch among the multiple fre 
quency channels, where the Switching occurs in a pseudo 
random order. Frequency-hopping spread-spectrum 
techniques are often useful since they help to reduce the 
effects of electromagnetic interference and other interference 
and noise. As a particular example, these techniques are often 
useful in industrial control systems where large amounts of 
interference and noise are generated by industrial processes. 

Frequency-hopping spread-spectrum techniques often 
require synchronization between the transmitters and the 
receivers. Typically, this involves synchronizing all transmit 
ters and all receivers to the same frequency-hopping pattern 
and offset or phase. A frequency-hopping pattern represents a 
sequence of frequency channels, which identifies the order of 
the channels used during communications. The offset or 
phase identifies a current location in the frequency-hopping 
pattern used by the transmitters. When synchronized to the 
transmitters frequency-hopping pattern and offset or phase, 
the receivers know the channel frequency that the transmitters 
use at any given time. 

SUMMARY 

This disclosure provides an apparatus and method for intel 
ligent frequency-hopping discovery and synchronization. 

In a first embodiment, an apparatus includes a transceiver 
operable to communicate with a node in a wireless network. 
The apparatus also includes a memory operable to store infor 
mation associated with a frequency-hopping pattern of the 
node. In addition, the apparatus includes a controller operable 
to synchronize the transceiver with the node using the fre 
quency-hopping pattern of the node. 

In a second embodiment, a system includes a plurality of 
nodes forming a wireless network. Each node is operable to 
broadcast information identifying a frequency-hopping pat 
tern of that node and to receive information identifying a 
frequency-hopping pattern of at least one other node. Each 
node is also operable to communicate with the at least one 
other node using the frequency-hopping pattern of the at least 
one other node. 

In a third embodiment, a method includes scanning a plu 
rality of frequency channels for messages from a gateway at 
a first node in a wireless network. The method also includes 
synchronizing the first node with a frequency-hopping pat 
tern of the gateway using the messages. The method further 
includes transmitting information identifying a frequency 
hopping pattern of the first node to a second node in the 
wireless network. The method also includes receiving infor 
mation identifying a frequency-hopping pattern of the second 
node at the first node. In addition, the method includes oper 
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2 
ating the first node using the frequency-hopping pattern of the 
first node and synchronizing the first node with the second 
node for wireless communication using the frequency-hop 
ping pattern of the second node. 

Other technical features may be readily apparent to one 
skilled in the art from the following figures, descriptions, and 
claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of this disclosure, ref 
erence is now made to the following description, taken in 
conjunction with the accompanying drawings, in which: 

FIG. 1 illustrates an example process control system 
according to one embodiment of this disclosure; 

FIG. 2 illustrates an example node in a process control 
system according to one embodiment of this disclosure; 

FIG. 3 illustrates an example method for wireless initial 
configuration according to one embodiment of this disclo 
Sure; 

FIG. 4 illustrates an example method for wireless physical 
discovery according to one embodiment of this disclosure; 

FIG. 5 illustrates an example method for wireless network 
discovery according to one embodiment of this disclosure; 

FIG. 6 illustrates an example method for wireless network 
updating according to one embodiment of this disclosure; 

FIG. 7 illustrates an example method for transmission in a 
wireless network according to one embodiment of this dis 
closure; and 

FIG. 8 illustrates an example method for reception in a 
wireless network according to one embodiment of this dis 
closure. 

DETAILED DESCRIPTION 

FIG. 1 illustrates an example process control system 100 
according to one embodiment of this disclosure. The embodi 
ment of the process control system 100 shown in FIG. 1 is for 
illustration only. Other embodiments of the process control 
system 100 may be used without departing from the scope of 
this disclosure. 

In this example embodiment, the process control system 
100 includes one or more process elements 102. The process 
elements 102 represent components in a process or produc 
tion system that may perform any of a wide variety of func 
tions. For example, the process elements 102 could represent 
valves, pumps, or any other or additional industrial equip 
ment in a processing environment. Each of the process ele 
ments 102 includes any suitable structure for performing one 
or more functions in a processing or production system. 
A controller 104 is coupled to the process elements 102. 

The controller 104 controls the operation of one or more of 
the process elements 102. For example, the controller 104 
could be capable of providing control signals to one or more 
of the process elements 102, thereby adjusting the operation 
of those process elements 102. The controller 104 could also 
receive information associated with the system 100, such as 
by receiving sensor measurements of a flow rate of material 
through a pipe. The controller 104 could use this data to 
control one or more of the process elements 102, such as by 
controlling a valve using the measured flow rate. The control 
ler 104 includes any hardware, software, firmware, or com 
bination thereof for controlling one or more process elements 
102. The controller 104 could, for example, represent a com 
puting device executing a MICROSOFT WINDOWS operat 
ing System. 
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A network 106 couples the controller 104 to other compo 
nents in the process control system 100. The network 106 
facilitates communication between various components in 
the system 100. For example, the network 106 may commu 
nicate Internet Protocol (IP) packets, frame relay frames, 
Asynchronous Transfer Mode (ATM) cells, or other suitable 
information between network addresses. The network 106 
may include one or more local area networks (LANs), met 
ropolitan area networks (MANs), wide area networks 
(WANs), all or a portion of a global network such as the 
Internet, or any other communication system or systems at 
one or more locations. 
As shown in FIG. 1, the process control system 100 also 

includes one or more wireless networks for communicating 
with portable sensors or other wireless devices in a processing 
environment. In this example, a wireless network is formed 
using a gateway 108, infrastructure nodes (“I nodes') 110a 
110b, and leaf nodes 112a-112h. 
The gateway 108 converts data between the protocol(s) 

used by the network 106 and the protocol(s) used by the nodes 
110a-110b, 112a-112h. For example, the gateway 108 could 
convert Ethernet-formatted data (used by the network 106) 
into a wireless protocol format (such as the IEEE 802.11a, 
802.11b, 802.11g, 802.11n, 802.15.3, 802.15.4, or 802.16 
protocol format) used by the nodes 110a-110b, 112a-112h. 
The gateway 108 could also convert data received from one or 
more of the nodes 110a-110b, 112a-112h into Ethernet-for 
matted data for transmission over the network 106. The gate 
way 108 includes any suitable structure for facilitating com 
munication between components or networks using different 
protocols. 
The infrastructure nodes 110a-110b and the leaf nodes 

112a-112h engage in wireless communications with the gate 
way 108. For example, at least some of the nodes 110a–110b, 
112a-112h may receive or generate data for wireless trans 
mission and communicate the data wirelessly for delivery to 
the gateway 108. Also, at least some of the nodes 110a–110b, 
112a-112h may receive data transmitted from the gateway 
108 and use the data and/or forward the data to another 
destination. In this way, the nodes 110a-110b, 112a-112h 
form a wireless network capable of providing wireless cov 
erage to a specified area, Such as in a large industrial complex. 

In this example, the nodes 110a–110b, 112a-112h are 
divided into infrastructure nodes and leaf nodes. The infra 
structure nodes 110a–110b represent line-powered devices, 
meaning these nodes receive operating power from an exter 
nal source. As a result, these nodes 110a–110b are typically 
not limited in their operations by an internal power Supply. On 
the other hand, the leaf nodes 112a-112h represent battery 
powered devices, meaning these nodes receive operating 
power from internal batteries or other power supplies. 
Because of this, these nodes 112a-112h are often more lim 
ited in their operations in order to help preserve the opera 
tional life of their internal power supplies. 

Each of the nodes 110a-110b, 112a-112h includes any 
Suitable structure facilitating wireless communications to and 
from the gateway 108. One example embodiment of the nodes 
110a–110b, 112a-112h is shown in FIG.2, which is described 
below. Each of the nodes 110a-110b, 112a-112h could also 
include other functionality, such as functionality for generat 
ing or using data communicated over the wireless network. 
For example, the leaf nodes 112a-112h could represent sen 
sors in an industrial facility that are used to measure various 
characteristics within the facility. These sensors could collect 
sensor readings and communicate the sensor readings to the 
controller 104 via the gateway 108. The leaf nodes 112a-112h 
could also represent actuators that can receive control signals 
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4 
from the controller 104 and adjust the operation of the indus 
trial facility. In this way, the leaf nodes 112a-112h may 
include or operate in a similar manner as the process elements 
102 that are physically connected to the controller 104. 

In one aspect of operation, the gateway 108 and the nodes 
110a-110b, 112a-112h communicate using a frequency-hop 
ping spread-spectrum technique. In conventional frequency 
hopping spread-spectrum systems, synchronization of the 
wireless transmitters and receivers often involves significant 
overhead and can result in increased power consumption. For 
example, synchronization of an entire conventional fre 
quency-hopping spread-spectrum system may require a large 
number of messages to be exchanged, which consumes power 
in the transmitters and receivers. This can cause particular 
problems for battery-powered devices, such as leaf nodes 
112a-112h. Moreover, synchronization of an entire system 
often results in a single frequency channel being used at any 
one time in the system. 
To overcome these or other disadvantages, each of the 

nodes 110a-110b, 112a-112h in the system 100 can be syn 
chronized locally with its neighboring nodes or the gateway 
108. However, each of the nodes 110a–110b, 112a-112h does 
not necessarily have to be synchronized with all other nodes 
in the system 100 at all times. Rather, during normal opera 
tion, a particular node can operate using its own frequency 
hopping pattern and phase. That particular node can also 
synchronize itself with a neighboring node in order to trans 
mit data to the neighboring node. In this way, nodes may 
communicate locally with one another without the overhead 
necessary for system-wide synchronization. Moreover, dif 
ferent nodes in the system 100 can transmit data using differ 
ent frequency channels at the same time, thereby increasing 
usage of the frequency channels and increasing the band 
width available for communicating data. 

In order to communicate with each other, the gateway 108 
and the nodes 110a-110b, 112a-112h in the system 100 can 
implement various initialization and discovery procedures. 
These procedures allow each node 110a–110b, 112a-112h in 
the system 100 to discover the identity of its neighboring 
nodes and to identify certain information about its neighbor 
ing nodes. Such as each neighboring node's frequency-hop 
ping pattern and phase. These procedures also allow each 
node 110a–110b, 112a-112h in the system 100 to determine 
one or more paths to the gateway 108. In this way, each of the 
nodes 110a-110b, 112a-112h is able to obtain the information 
it needs to communicate within the wireless network. Various 
initialization and discovery procedures are described in more 
detail below. 

Although FIG. 1 illustrates one example of a process con 
trol system 100, various changes may be made to FIG. 1. For 
example, the process control system 100 could include any 
number of process elements, controllers, networks, gateways, 
infrastructure nodes, and leafnodes. Also, the functional divi 
sion shown in FIG. 1 is for illustration only. Various compo 
nents in FIG. 1 could be combined or omitted and additional 
components could be added according to particular needs. 
Further, while described as supporting a wireless network, the 
process control system 100 could support any number of 
wireless networks or sub-networks. Beyond that, the commu 
nication paths in FIG. 1 are for illustration only and can be 
changed depending on the implementation. As a particular 
example, while the leaf nodes 112a-112h in FIG. 1 are shown 
communicating directly with each other, the leaf nodes 112a 
112h could only communicate with the infrastructure nodes 
110a-110b. In addition, FIG. 1 illustrates one operational 
environment in which the use of frequency-hopping spread 
spectrum communications and initialization and discovery 
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procedures could be used. This functionality could be used in 
any Suitable process control or non-process control system or 
environment. 

FIG. 2 illustrates an example node 200 in a process control 
system according to one embodiment of this disclosure. The 
node 200 could, for example, represent an infrastructure node 
or a leaf node from the process control system 100 of FIG.1. 
The embodiment of the node 200 shown in FIG. 2 is for 
illustration only. Other embodiments of the node 200 could be 
used without departing from the scope of this disclosure. 
Also, for ease of explanation, the node 200 in FIG. 2 is 
described as operating in the system 100 of FIG.1. The node 
200 could be used in any other capacity in any suitable device, 
system, or network. 
As shown in FIG. 2, the node 200 includes a transceiver 

202. The transceiver 202 facilitates wireless communications 
to and from the node 200 using frequency-hopping spread 
spectrum. For example, the transceiver 202 could receive a 
baseband or intermediate data signal and modulate the signal 
onto a carrier signal for transmission by an antenna 204. The 
transceiver 202 could also receive a carrier signal from the 
antenna 204 and down-convert the signal into a baseband or 
intermediate signal. The transceiver 202 includes any suitable 
structure for transmitting and/or receiving wireless signals. In 
some embodiments, the transceiver 202 represents a radio 
frequency (RF) transceiver, and the antenna 204 represents an 
RF antenna. The transceiver 202 could use any other suitable 
wireless signals to communicate. Also, the transceiver 202 
could be replaced by a transmitter and a separate receiver, or 
the transceiver 202 could be replaced by a transmitter if the 
node 200 represents a “transmit-only' type of node. 
A controller 206 is coupled to the transceiver 202. The 

controller 206 controls the overall operation of the node 200. 
For example, the controller 206 may receive or generate data 
to be transmitted externally, and the controller 206 could 
provide the data to the transceiver 202 for wireless transmis 
sion. The controller 206 could also receive data from the 
transceiver 202 that was transmitted to the node 200 and use 
the data. As a particular example, the controller 206 could 
receive or generate measurement data associated with an 
industrial process and provide the data to the transceiver 202 
for transmission to the controller 104 (via the gateway 108). 
The controller 206 could also receive data from the controller 
104 and adjust operation of one or more actuators in the 
process control system 100. The controller 206 could further 
receive and transmit data used to synchronize the nodes in the 
system 100. Such as transmitting the frequency-hopping pat 
tern and phase of the node 200 or receiving the frequency 
hopping pattern and phase of another node. In addition, the 
controller 206 could use this information to synchronize the 
transceiver 202 for communications with other nodes in the 
system 100. The controller 206 includes any suitable hard 
ware, software, firmware, or combination thereof for control 
ling operation of the node 200. As particular examples, the 
controller 206 could represent a processor, microprocessor, 
microcontroller, field programmable gate array (FPGA), or 
other processing or control device. 
A memory 208 is coupled to the controller 206. The 

memory 208 stores any of a wide variety of information used, 
collected, or generated by the node 200. For example, as 
described in more detail below, the memory 208 could store 
various information used by the node 200 to synchronize and 
communicate with neighboring nodes in the process control 
system 100. The memory 208 includes any suitable volatile 
and/or non-volatile storage and retrieval device or devices. 

In addition, the node 200 includes a power supply or inter 
face 210. If the node 200 represents an infrastructure node 
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6 
110a-110b, the power supply or interface 210 may represent 
a power converter, regulator, distributor, or other structure for 
receiving power from an external source and providing power 
to the components of the node 200. The power may be 
received from the external Source in any suitable manner, 
Such as over one or more wires or other physical connections. 
If the node 200 represents a leaf node 112a-112h, the power 
Supply or interface 210 may represent an internal or locally 
connected power Supply that provides power to the compo 
nents of the node 200. In leaf nodes, the power supply or 
interface 210 could represent any suitable source of power, 
Such as a battery, a Solar cell, a fuel cell, or any other source 
of power. 

In this example, the memory 208 is used to store various 
information facilitating wireless communications to and from 
the node 200. For example, the memory 208 could store the 
frequency-hopping pattern (FH) 212 and phase 214 of the 
node 200. The frequency-hopping pattern 212 identifies the 
order in which the node 200 uses various frequency channels 
during wireless transmissions. The frequency-hopping pat 
tern 212 could, for example, represent a sequence of one 
thousand channel identifiers, each identifying one of fifteen 
channels. The phase 214 identifies the current location in the 
frequency-hopping pattern 212. 
As described above, when operating in the process control 

system 100 or other system, the node 200 may use informa 
tion collected from neighboring nodes to communicate 
locally with those neighboring nodes. Various data can be 
stored in the memory 208 to support these functions. For 
example, the memory 208 could include various sets 216 of 
data, where each set 216 is associated with a different neigh 
boring node. In particular embodiments, each set 216 repre 
sents a collection of registers. For each neighboring node, a 
set 216 may identify the address (A) 218 of the neighboring 
node, the frequency-hopping pattern (FH) 220 used by the 
neighboring node, the phase (P) 222 of the neighboring node, 
and the quality (Q) 224 of the wireless link to the neighboring 
node. 
A set 216 could also include additional information. For 

example, as described in more detail below, a neighboring 
node could represent a transmit-only node, meaning the 
neighboring node does not include a receiver for receiving 
data. As a result, it may not be possible for the neighboring 
node to synchronize itself to the node 200. In these embodi 
ments, the node 200 includes additional data that it can use to 
synchronize itself to the transmissions made by the neighbor 
ing node. For instance, the set 216 could include the duty 
cycle (DC) 226 and the clock skew (CS) 228 of the neighbor 
ing node. The duty cycle 226 identifies the interval between 
transmissions from the neighboring node. The clock skew 
228 identifies a difference between the clock used by the node 
200 and the clock used by the neighboring node. Using this 
information, the node 200 can predict when the neighboring 
node transmits data and can prepare to receive the data trans 
mitted by the neighboring node. 

In addition, as described in more detail below, the node 200 
may analyze received data from its neighboring nodes to 
identify one or more paths or routes to the gateway 108 or 
other destination. The node 200 may store one or more routes 
230 in the memory 208. The routes 230 could include a 
primary route and a backup route to the gateway 108, all 
identified routes to the gateway 108, or any number of routes 
to one or more other destinations. 

Although FIG. 2 illustrates one example of a node 200 in a 
process control system, various changes may be made to FIG. 
2. For example, the memory 208 could store any other or 
additional information in any Suitable arrangement. Also, 
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various components in FIG. 2 could be combined or omitted 
or additional components could be added according to par 
ticular needs. 

FIG. 3 illustrates an example method 300 for wireless 
initial configuration according to one embodiment of this 
disclosure. The method 300 could, for example, be used in the 
system 100 of FIG. 1 to synchronize all nodes in the system 
100 to the frequency-hopping pattern of the gateway 108. 
This synchronization can facilitate other operations. Such as 
the exchange of frequency-hopping information between 
neighboring nodes in the system 100. The embodiment of the 
method 300 shown in FIG. 3 is for illustration only. Other 
embodiments of the method 300 could be used without 
departing from the scope of this disclosure. Also, for ease of 
explanation, the method 300 is described with respect to the 
system 100 of FIG.1. The method 300 could be used with any 
other suitable device or system. 
Agateway begins broadcasting synchronization packets in 

a known frequency-hopping pattern at Step 302. This could 
include, for example, the gateway 108 broadcasting Small 
synchronization packets using a predefined frequency-hop 
ping pattern. The gateway 108 could transmit a synchroniza 
tion packet multiple times at each frequency channel in the 
frequency-hopping pattern. 

Nodes open their receive windows for each frequency 
channel used by the gateway and scan each frequency channel 
for the synchronization packets at step 304. This may include, 
for example, the nodes 110a–110b, 112a-112h in the system 
100 Scanning the frequency channels and attempting to locate 
the synchronization packets from the gateway 108. During 
this step, the nodes 110a–110b, 112a-112h may use a very 
rapid hopping scan mode to locate the synchronization pack 
ets from the gateway 108. For example, the time taken by each 
node to scan all frequency channels could equal the time spent 
by the gateway 108 transmitting synchronization packets on 
one frequency channel. 

Nodes within range of the gateway synchronize with the 
gateway at step 306. This could include, for example, the 
infrastructure nodes 110a-110b and the leaf node 112e in 
FIG. 1 synchronizing with the frequency-hopping patternand 
phase of the gateway 108. By scanning all frequency channels 
during the time that the gateway 108 is broadcasting on one 
frequency channel, the nodes within range of the gateway 108 
can identify the synchronization packets from the gateway 
108 and synchronize with the gateway's frequency-hopping 
pattern. 
At this point, the synchronized nodes broadcast synchro 

nization packets using the gateway's frequency-hopping pat 
tern at step 308. This could include, for example, the infra 
structure nodes 110a-110b and the leaf node 112e in FIG. 1 
broadcasting synchronization packets using the frequency 
hopping pattern of the gateway 108 (to which they are syn 
chronized). The remaining nodes in the system 100 open their 
receive windows and scan for the synchronization packets at 
step 310. Nodes within range of the broadcasting nodes syn 
chronize with the broadcasting nodes (and thereby synchro 
nize with the gateway) at step 312. For example, leaf nodes 
112a and 112c could synchronize with infrastructure node 
110a in FIG. 1, and leaf node 112h could synchronize with 
infrastructure node 110b in FIG. 1. 

If a time limit or other condition has not been met at step 
314, the process returns to step 308, where the synchronized 
nodes broadcast synchronization packets and other nodes in 
the system are synchronized. Otherwise, the time limit or 
other condition has been met, and the method 300 ends. 
Ideally, at that point, all of the nodes 110a–110b, 112a-112h 
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8 
in the system 100 are synchronized with the gateway 108, and 
additional operations can occur. 

FIG. 4 illustrates an example method 400 for wireless 
physical discovery according to one embodiment of this dis 
closure. The method 400 could, for example, be used in the 
system 100 after the nodes in the system 100 have been 
synchronized with the gateway 108 (as shown in FIG.3). This 
physical discovery process may allow nodes in the system 
100 to discover the identity of any neighboring nodes. The 
embodiment of the method 400 shown in FIG. 4 is for illus 
tration only. Other embodiments of the method 400 could be 
used without departing from the scope of this disclosure. 
Also, for ease of explanation, the method 400 is described 
with respect to the system 100 of FIG. 1. The method 400 
could be used with any other suitable device or system. 
The gateway and the nodes in a system begin using the 

gateway's frequency-hopping pattern at step 402. This could 
include, for example, the gateway 108 entering transmit mode 
and the nodes 110a-110b, 112a-112h entering receive mode. 
The nodes may use information collected during the method 
300 to estimate the gateway's frequency-hopping pattern. 
The gateway broadcasts its address and information asso 

ciated with its frequency-hopping pattern at Step 404. This 
could include, for example, the gateway 108 broadcasting its 
address and a seed value that can be used by the nodes to 
identify the gateway's specific frequency-hopping pattern. 
This may also include the gateway 108 entering receive mode 
after this information is broadcast. 

Each node within range of the gateway identifies various 
information about the gateway at step 406. For example, each 
node within range of the gateway 108 may identify the gate 
way’s frequency-hopping pattern and phase, as well as the 
quality of the wireless link to the gateway 108. Each node 
within range of the gateway 108 may also identify a route to 
the gateway 108, which in this case is a single direct path to 
the gateway 108. At this point, each node within range of the 
gateway 108 has the information required to synchronize with 
the gateway 108. 

Each node within range of the gateway broadcasts its own 
information at step 408. This may include, for example, each 
node within range of the gateway 108 broadcasting its own 
address, its own frequency-hopping patternand phase, and its 
link quality with the gateway 108. This may also include each 
node within range of the gateway 108 broadcasting any routes 
it has identified to the gateway 108. In particular embodi 
ments, each broadcasting node may broadcast this informa 
tion after performing Carrier Sense Multiple Access/Colli 
sion Avoidance (CSMA/CA) sensing, and each broadcasting 
node may enter receive mode after its broadcast. 

Each node within range of a broadcasting node identifies 
various information associated with the broadcasting node at 
step 410. This may include, for example, each node within 
range of a broadcasting node identifying a broadcasting 
node's frequency-hopping pattern, phase, and link quality. 
This may also include identifying one or more routes to the 
gateway 108 (through the broadcasting nodes). 

This process can then repeat itself until all nodes in the 
system have received information about their neighbors. If all 
nodes in the system have not received information about their 
neighbors at step 412, each node that was synchronized dur 
ing step 410 broadcasts its own information at step 414. This 
could include, for example, each node broadcasting its own 
address, frequency-hopping patternand phase, link quality to 
the gateway 108, and any routes it identified to the gateway 
108. Again, each broadcasting node could broadcast after 
performing CSMA/CA sensing and then enter receive mode 
after its broadcast. The method 400 then returns to step 410. 
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where any neighbors of the broadcasting nodes receive the 
data from the broadcasting nodes. Eventually, all nodes iden 
tify the relevant information about their neighbors, and the 
method 400 ends. 

FIG. 5 illustrates an example method 500 for wireless 
network discovery according to one embodiment of this dis 
closure. The method 500 could, for example, be used in the 
system 100 after the nodes in the system 100 have been 
synchronized with the gateway 108 (as shown in FIG. 3) and 
after the nodes have identified their neighbors (as shown in 
FIG. 4). This network discovery process may allow nodes in 
the system 100 to identify one or more routes to be used to 
communicate with the gateway 108. The embodiment of the 
method 500 shown in FIG. 5 is for illustration only. Other 
embodiments of the method 500 could be used without 
departing from the scope of this disclosure. Also, for ease of 
explanation, the method 500 is described with respect to the 
system 100 of FIG.1. The method 500 could be used with any 
other suitable device or system. 

Each node identifies a primary route and a secondary route 
to the gateway at step 502. During the method 400, each node 
may have identified multiple routes to the gateway 108. For a 
specific node, each of its neighboring nodes may have broad 
cast information identifying that neighboring node's identi 
fied routes to the gateway 108. The routes from all neighbor 
ing nodes may represent a collection of routes from which the 
primary and secondary routes can be selected. Any Suitable 
criteria can be used for selecting the primary and secondary 
routes. Such as selecting the optimal routes in terms of mini 
mum number of hops, best link quality, minimum number of 
common intermediate nodes (minimum amount of overlap 
between routes), or a combination of these. The identified 
primary and secondary routes (and possibly all routes) can be 
stored, such as in memory 208. Each node then broadcasts a 
completion message at step 504. 

After all nodes have broadcast completion messages, the 
gateway broadcasts a command for the nodes to enter a nor 
mal mode of operation at step 506, and the nodes function in 
their normal mode of operation at step 508. In the normal 
mode of operation, each node follows its own frequency 
hopping pattern and its own individual clock. In this mode, 
the nodes may become unsynchronized with each other, Such 
as due to clock drift caused by crystal imperfections and 
variations in environment (Such as temperature). When wire 
less communications occur, a node may use the information 
collected from a neighboring node to temporarily synchro 
nize with the neighboring node. This enables wireless com 
munications in a frequency-hopping system while reducing 
the overhead necessary to maintain synchronization of the 
entire system 100. It also enables different nodes to use dif 
ferent frequency channels at the same time, thereby increas 
ing the bandwidth available for wireless communications. 

If a node loses a route to the gateway during normal opera 
tion at step 510, the node identifies one or more new routes to 
the gateway at step 512. This could include, for example, 
performing the same functions as performed during step 502 
to identify other routes to the gateway 108. If no initial con 
figuration or update of the system is needed at step 514, the 
process returns to step 508, and the nodes continue operating 
in normal mode. Otherwise, initial configuration or updating 
of the system is needed, and the method 500 ends. At this 
point, the method 300 in FIG. 3 can be performed for initial 
configuration, or a method can be performed for updating the 
network. 

FIG. 6 illustrates an example method 600 for wireless 
network updating according to one embodiment of this dis 
closure. The method 600 could, for example, be used when a 
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10 
new node is added to the system 100 or an existing node loses 
a route to the gateway 108. The embodiment of the method 
600 shown in FIG. 6 is for illustration only. Other embodi 
ments of the method 600 could be used without departing 
from the scope of this disclosure. Also, for ease of explana 
tion, the method 600 is described with respect to the system 
100 of FIG.1. The method 600 could be used with any other 
suitable device or system. 
The gateway initiates reconfiguration of the network at step 

602. This could include, for example, the gateway broadcast 
ing a message indicating that reconfiguration of the wireless 
network is occurring. The reconfiguration of the network 
could be initiated in any suitable manner, such as manually by 
a user through a user device (like a computing device or a 
handheld personal digital assistant). Each node in the system 
then informs its neighbors of the reconfiguration at step 604. 
This could include, for example, each node using each neigh 
boring node's frequency-hopping pattern and phase to com 
municate with that neighboring node. 

Each node then broadcasts information associated with 
that node using the gateway's frequency-hopping pattern at 
step 606. This could include, for example, each node broad 
casting its address, frequency-hopping pattern, phase, link 
quality, and paths to the gateway 108. The gateway's fre 
quency-hopping pattern used during this step may be the 
same frequency-hopping pattern identified during initial con 
figuration. Also, during this step, CSMA/CA sensing can be 
used to avoid simultaneous transmissions. During this step, a 
new node or a node being updated identifies its neighbors and 
information associated with its neighbors (such as frequency 
hopping pattern and phase) at step 608. The new node or the 
node being updated identifies one or more routes to the gate 
way at step 610, and the node broadcasts a completion mes 
sage at step 612. At this point, the new node or the node being 
updated possesses information for synchronizing with its 
neighboring nodes, allowing the new or updated node to 
communicate. 

FIG. 7 illustrates an example method 700 for transmission 
in a wireless network according to one embodiment of this 
disclosure. The method 700 could, for example, be used by 
one node in the system 100 to communicate with a neighbor 
ing node. The embodiment of the method 700 shown in FIG. 
7 is for illustration only. Other embodiments of the method 
700 could be used without departing from the scope of this 
disclosure. Also, for ease of explanation, the method 700 is 
described with respect to the system 100 of FIG. 1. The 
method 700 could be used with any other suitable device or 
system. 
A node obtains data for transmission at step 702. This 

could include, for example, a node receiving or generating 
data associated with a sensor measurement. This could also 
include a node receiving a command for transmission to an 
actuator in the system 100. The node identifies a neighboring 
node at step 704. This could include, for example, the node 
identifying the route to the gateway 108 (for data being sent to 
the gateway 108) or identifying the route to a neighboring 
node (for data being sent from the gateway 108). The node 
identifies the neighboring nodes frequency-hopping pattern 
and phase at step 706. This could include, for example, using 
information obtained from the neighboring node during prior 
transmissions from the neighboring node (such as during 
physical discovery). This information is used to transmit the 
data to the neighboring node at step 710. In this way, the 
transmitting node is able to synchronize itself to at least one 
neighboring node for the transmission. The nodes need not 
stay synchronized throughout their operation. 
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FIG. 8 illustrates an example method 800 for reception in a 
wireless network according to one embodiment of this dis 
closure. The method 800 could, for example, be used by an 
infrastructure node 110a–110b that is attempting to receive a 
transmission from a transmit-only leaf node. The embodi 
ment of the method 800 shown in FIG. 8 is for illustration 
only. Other embodiments of the method 800 could be used 
without departing from the scope of this disclosure. Also, for 
ease of explanation, the method 800 is described with respect 
to the system 100 of FIG. 1. The method 800 could be used 
with any other suitable device or system. 
As noted above, some leaf nodes in the system 100 may 

represent transmit-only nodes. A transmit-only node cannot 
receive information from its neighbors in order to synchro 
nize with the frequency-hopping patterns and phases of its 
neighbors. Instead, one or more of its neighbors can estimate 
the likely time of transmission from the transmit-only node 
and can prepare itself for reception at that time. In particular 
embodiments, the method 800 is used only by the infrastruc 
ture nodes 110a–110b and not by the leaf nodes 112a-112h (to 
conserve power at the leaf nodes 112a-112h). 
A node receives the frequency-hopping pattern, phase, and 

duty cycle of a neighboring transmit-only node at step 802. 
The duty cycle represents the expected amount of time 
between operations at the neighboring transmit-only node, 
meaning it defines the expected amount of time between 
transmissions. If the frequency-hopping pattern used by the 
neighboring transmit-only node is known ahead of time, 
receipt of the frequency-hopping pattern could be omitted in 
this step. 

The receiving node estimates the next transmission time of 
the neighboring transmit-only node at step 804. This could 
include, for example, identifying the current time and Sum 
ming the current time with the neighboring transmit-only 
node's duty cycle. 
The receiving node opens a receive window for the neigh 

boring transmit-only node at step 806. The receive window 
could be centered at the estimated transmission time deter 
mined at step 804. During the first iteration of this step, the 
receive window could be larger. This may be done, for 
example, to ensure that the first transmission from the trans 
mit-only node is captured, even though the amount of clock 
skew of the transmit-only node is unknown. The receiving 
node receives a data transmission from the neighboring trans 
mit-only node at step 808. For example, the neighboring 
transmit-only node could transmit the same data on multiple 
frequency channels. 
The receiving node updates the clock skew for the neigh 

boring transmit-only node at step 810. This could include, for 
example, determining a difference between the calculated 
arrival time of the transmission and the actual arrival time of 
the transmission. The difference can be treated as the clock 
skew for the neighboring transmit-only node, and the clock 
skew can be stored (such as in the set 216 of data for that 
neighboring transmit-only node). 
The process then returns to step 804 to estimate the next 

transmission time for the neighboring transmit-only node at 
step 804. During this iteration and subsequent iterations of 
this process, the receive window opened at step 806 could be 
Smaller since the receiving node has a more accurate estimate 
of the transmit-only node's clock skew. However, because 
clock skew can be affected by factors such as temperature, the 
receive window may remain large enough to capture trans 
missions from the transmit-only node under differing condi 
tions. 

Although not shown, the duty cycle of the neighboring 
transmit-only node need not remain constant. The neighbor 
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ing transmit-only node could dynamically change its duty 
cycle and then inform the receiving node of this change dur 
ing a Subsequent communication. For example, the transmit 
only node could inform the receiving node of its new duty 
cycle or the absolute time of its next transmission. Moreover, 
if the neighboring transmit-only node's duty cycle is long, the 
clock skew between the nodes could become too large, mak 
ing it difficult for the receiving node to accurately predict the 
transmission time of the transmit-only node. In some embodi 
ments, the neighboring transmit-only node could transmit a 
short clock synchronization message having a period shorter 
than the duty cycle. This allows the receiving node to more 
accurately predict the arrival time of the data transmission 
from the transmit-only node. 

In addition, the method 800 has been described as being 
performed by an infrastructure node 110a-110b for a trans 
mit-only leaf node. However, the same method 800 could be 
used for a transceiver leaf node (a leaf node capable of trans 
mission and reception). By implementing the method 800 on 
the line-powered infrastructure nodes 110a–110b, the leaf 
nodes 112a-112h need not perform various synchronization 
functions in order to Successfully communicate data to the 
infrastructure nodes 110a-110b. This may reduce the power 
consumption of the leaf nodes 112a-112h and help to increase 
the life of the power supplies in the leaf nodes 112a-112h. 

Although FIGS. 3 through 8 illustrate example functions 
that could be performed in a wireless network, various 
changes may be made to FIGS. 3 through 8. For example, 
while shown as a series of steps, various steps in each method 
could overlap, occur in parallel, or occur in a different order. 
Also, the functions illustrated in these figures could be imple 
mented in any other suitable manner. In addition, nodes need 
not be limited to a single transmission of information during 
physical discovery. Each node could make multiple broad 
casts, such as one broadcast of its own information and other 
broadcast(s) of its neighbors information. 

In some embodiments, various functions described above 
are implemented or Supported by a computer program that is 
formed from computer readable program code and that is 
embodied in a computer readable medium. The phrase “com 
puter readable program code' includes any type of computer 
code, including source code, object code, and executable 
code. The phrase “computer readable medium' includes any 
type of medium capable of being accessed by a computer, 
Such as read only memory (ROM), random access memory 
(RAM), a hard disk drive, a compact disc (CD), a digital video 
disc or digital versatile disc (DVD), or any other type of 
medium. 

It may be advantageous to set forth definitions of certain 
words and phrases used throughout this patent document. The 
term “couple' and its derivatives refer to any director indirect 
communication between two or more elements, whether or 
not those elements are in physical contact with one another. 
The terms “application' and “program” refer to one or more 
computer programs, Software components, sets of instruc 
tions, procedures, functions, objects, classes, instances, 
related data, or a portion thereof adapted for implementation 
in a suitable computer code (including Source code, object 
code, or executable code). The terms “transmit,” “receive.” 
and “communicate as well as derivatives thereof, encom 
pass both direct and indirect communication. The terms 
“include” and “comprise as well as derivatives thereof, 
mean inclusion without limitation. The term 'or' is inclusive, 
meaning and/or. The phrases “associated with and “associ 
ated therewith as well as derivatives thereof, may mean to 
include, be included within, interconnect with, contain, be 
contained within, connect to or with, couple to or with, be 
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communicable with, cooperate with, interleave, juxtapose, be 
proximate to, be bound to or with, have, have a property of, or 
the like. The term “controller” means any device, system, or 
part thereof that controls at least one operation. A controller 
may be implemented in hardware, firmware, software, or 
some combination of at least two of the same. The function 
ality associated with any particular controller may be central 
ized or distributed, whether locally or remotely. 

While this disclosure has described certain embodiments 
and generally associated methods, alterations and permuta 
tions of these embodiments and methods will be apparent to 
those skilled in the art. Accordingly, the above description of 
example embodiments does not define or constrain this dis 
closure. Other changes, Substitutions, and alterations are also 
possible without departing from the spirit and scope of the 
invention, as defined by the following claims. 
What is claimed is: 
1. An apparatus comprising: 
a transceiver configured to communicate with a first node 

and a second node in a wireless network, the second 
node comprising a transmit-only node, 

a memory configured to store information identifying a 
first frequency-hopping pattern of the first node and a 
second frequency-hopping pattern of the second node: 
and 

a controller configured to synchronize the transceiver with 
the first node using the first frequency-hopping pattern; 

the controller also configured to estimate a transmission 
time of the second node and to synchronize the trans 
ceiver with the second frequency-hopping pattern so the 
transceiver receives a transmission from the second 
node at or around the estimated transmission time; 

the transceiver also configured to receive the information 
identifying the first frequency-hopping pattern using a 
gateway frequency-hopping pattern of a gateway. 

2. The apparatus of claim 1, wherein the transceiver is 
configured to receive the information identifying the first 
frequency-hopping pattern from the first node. 

3. The apparatus of claim 2, wherein the transceiver is 
configured to transmit information identifying a third fre 
quency-hopping pattern of the apparatus to the first node. 

4. The apparatus of claim 3, wherein the transceiver is 
configured to transmit the information identifying the third 
frequency-hopping pattern using the gateway frequency-hop 
ping pattern. 

5. The apparatus of claim 1, wherein: 
the transceiver is configured to receive one or more syn 

chronization messages from the gateway using the gate 
way frequency-hopping pattern; and 

the transceiver is configured to transmit one or more syn 
chronization messages to the first node using the gate 
way frequency-hopping pattern. 

6. The apparatus of claim 1, wherein: 
the controller is configured to identify one or more routes 

through the wireless network to the gateway; and 
the transceiver is configured to transmit information iden 

tifying the one or more routes to the first node. 
7. The apparatus of claim 1, wherein the apparatus, the first 

node, and the second node form part of a process control 
system, the process control system configured to control an 
industrial process. 

8. A system comprising: 
a gateway configured to facilitate communication between 

a wired network and a wireless network; 
a plurality of first nodes in the wireless network, each first 

node configured to broadcast information identifying a 
frequency-hopping pattern of that first node using a fre 
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quency-hopping pattern of the gateway and to receive 
information identifying a frequency-hopping pattern of 
at least one other first node using the frequency-hopping 
pattern of the gateway, each first node also configured to 
communicate with the at least one other first node using 
the frequency-hopping pattern of the at least one other 
first node; and 

a second node comprising a transmit-only node in the 
wireless network, wherein one or more of the first nodes 
are configured to estimate a transmission time of the 
second node, synchronize to a frequency-hopping pat 
tern of the second node, and receive a transmission from 
the second node at or around the estimated transmission 
time. 

9. The system of claim 8, wherein each first node com 
prises: 

a transceiver configured to communicate with other first 
nodes; 

a memory configured to store information associated with 
the frequency-hopping patterns of the other first nodes; 
and 

a controller configured to synchronize the transceiver with 
the other first nodes using the frequency-hopping pat 
terns of the other first nodes. 

10. The system of claim 8, wherein: 
each of the first nodes is configured to receive one or more 

synchronization messages from the gateway using the 
frequency-hopping pattern of the gateway; and 

each of the first nodes is configured to transmit one or more 
synchronization messages to other first nodes using the 
frequency-hopping pattern of the gateway. 

11. The system of claim 8, wherein: 
each of the first nodes is configured to identify one or more 

routes through the wireless network to the gateway; and 
each of the first nodes is configured to transmit information 

identifying the one or more routes to other first nodes. 
12. The system of claim 8, wherein: 
one or more of the plurality of first nodes are configured to 

estimate the transmission time of the second node using 
a duty cycle and a clock skew associated with the second 
node; and 

the one or more of the plurality of first nodes are configured 
to update the clock skew after one or more transmissions 
by the second node. 

13. A method comprising: 
scanning a plurality of frequency channels for messages 

from a gateway at a first node in a wireless network; 
synchronizing the first node with a first frequency-hopping 

pattern of the gateway using the messages; 
transmitting information identifying a second frequency 

hopping pattern of the first node to a second node in the 
wireless network using the first frequency-hopping pat 
tern; 

receiving information identifying a third frequency-hop 
ping pattern of the second node at the first node using the 
first frequency-hopping pattern; 

operating the first node using the second frequency-hop 
ping pattern; 

synchronizing the first node with the second node for wire 
less communication using the third frequency-hopping 
pattern; 

estimating a transmission time of a third node, the third 
node comprising a transmit-only node, 

synchronizing the first node with a fourth frequency-hop 
ping pattern of the third node; and 

receiving at the first node a transmission from the third 
node at or around the estimated transmission time. 
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14. The method of claim 13, wherein: 
the gateway transmits multiple messages for a specified 

time period on each of the frequency channels; and 
Scanning the plurality of frequency channels comprises 

Scanning all frequency channels during each specified 
time period. 

15. The method of claim 13, further comprising: 
identifying one or more routes from the first node to the 

gateway; and 
transmitting information identifying the one or more routes 

to the second node. 
16. A method comprising: 
Scanning a plurality of frequency channels for messages 
from a gateway at a first node in a wireless network; 

synchronizing the first node with a first frequency-hopping 
pattern of the gateway using the messages; 

transmitting information identifying a second frequency 
hopping pattern of the first node to a second node in the 
wireless network using the first frequency-hopping pat 
tern; 

receiving information identifying a third frequency-hop 
ping pattern of the second node at the first node using the 
first frequency-hopping pattern; 

operating the first node using the second frequency-hop 
ping pattern; 

synchronizing the first node with the second node for wire 
less communication using the third frequency-hopping 
pattern; 

identifying two or more routes from the first node to the 
gateway; and 

transmitting information identifying the one or more routes 
to the second node: 

wherein identifying the two or more routes comprises 
Selecting at least two routes from a set of routes, the at 
least two routes selected based on one or more of: a 
number of hops from the first node to the gateway, a 
quality of wireless links from the first node to the gate 
way, and a number of common intermediate nodes of the 
at least two routes. 

17. A method comprising: 
receiving, at a wireless node, information identifying a 

frequency-hopping pattern of a transmit-only node in a 
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wireless network using a gateway frequency-hopping 
pattern of a gateway in the wireless network; 

estimating a first transmission time of the transmit-only 
node: 

synchronizing the wireless node with the transmit-only 
node using the frequency-hopping pattern; 

receiving at the wireless node a first transmission from the 
transmit-only node at or around the estimated transmis 
sion time; and 

estimating a second transmission time of the transmit-only 
node based on a clock synchronization message trans 
mitted from the transmit-only node. 

18. The method of claim 17, wherein: 
estimating the transmission time of the transmit-only node 

comprises estimating the transmission time using a duty 
cycle and a clock skew associated with the transmit-only 
node; and 

the method further comprises updating the clock skew after 
one or more transmissions by the transmit-only node. 

19. The apparatus of claim 1, wherein: 
the controller is configured to estimate the transmission 

time of the second node using a duty cycle and a clock 
skew associated with the second node; and 

the controller is further configured to update the clock skew 
after one or more transmissions by the second node. 

20. The method of claim 13, wherein: 
estimating the transmission time of the third node com 

prises estimate the transmission time of the third node 
using a duty cycle and a clock skew associated with the 
third node; and 

the method further comprises updating the clock skew after 
one or more transmissions by the third node. 

21. The method of claim 16, further comprising: 
estimating a transmission time of a third node, the third 

node comprising a transmit-only node, 
synchronizing the first node with a fourth frequency-hop 

ping pattern of the third node; and 
receiving at the first node a transmission from the third 

node at or around the estimated transmission time. 


