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VERIFYING PROPER OPERATION OF THE storage medium having program instructions embodied 
INSTRUCTION EXECUTION PROTECTION therewith . The program instructions are executable by a 

ARCHITECTURE processor to cause the processor to perform a method . The 
method includes executing one or more tests on a computing 

DOMESTIC PRIORITY 5 device . The computing device has IEP , and each test of the 
one or more tests includes selectively setting one or more 

This application is a continuation of U.S. Non - Provisional IEP bits of one or more page tables , where each IEP bit 
application Ser . No. 15 / 379,772 , titled “ VERIFYING prevents code in a respective storage block from being 
PROPER OPERATION OF THE INSTRUCTION EXECU executed . Further according to the method , during the one or 
TION PROTECTION ARCHITECTURE , ” filed Dec. 15 , 10 more tests , an IEP exception is detected each time an attempt 
2016 , the contents of which are incorporated herein by is made to execute code in a storage block for which a 
reference in their entirety . respective IEP bit is set . Test results of the one or more tests 

are determined based on the detecting . A remedial action is 
BACKGROUND performed in response to the test results of the one or more 

15 tests . 

35 

Embodiments of the present invention relate to system Additional features and advantages are realized through 
testing and , more specifically , to verifying proper operation the techniques of the present invention . Other embodiments 
of the Instruction Execution Protection ( IEP ) architecture . and aspects of the invention are described in detail herein 

Main memory includes both instructions and data . Gen and are considered a part of the claimed invention . For a 
erally , execution of data should be avoided , as such execu- 20 better understanding of the invention with the advantages 
tion can lead to unexpected results given that data is not and the features , refer to the description and to the drawings . 
meant to be treated as instructions . However , a malicious 
program may attempt to execute data in memory specifically BRIEF DESCRIPTION OF THE DRAWINGS 
to harm to the computer system . 

IEP is an architecture introduced with zMidas processors 25 The subject matter regarded as the invention is particu 
of the z System® by International Business Machines® . IEP larly pointed out and distinctly claimed in the claims at the 
is designed to prevent data portions of memory from being conclusion of the specification . The foregoing and other 
executed . Specifically , IEP associates a bit with each page features and advantages of the invention are apparent from 
table . Page tables provide mappings between virtual the following detailed description taken in conjunction with 
addresses and physical addresses in main memory . When the 30 the accompanying drawings in which : 
IEP bit of a page table is set , execution of information stored FIG . 1 is a diagram of a test system for verifying the 
in a virtual address can be prevented , as such execution functionality of Instruction Execution Protection ( IEP ) on a 
requires translation through the applicable page table . computing device , according to some embodiments of this 

invention ; 
SUMMARY FIG . 2 is a block diagram of a first test of the functionality 

of IEP , within a uniprocessor system , according to some 
According to an embodiment of the present invention , a embodiments of this invention ; 

computer - implemented method includes executing one or FIG . 3 is a block diagram of a second test of the 
more tests on a computing device . The computing device has functionality of IEP , within a multiprocessor system , accord 
Instruction Execution Protection ( IEP ) , and each test of the 40 ing to some embodiments of this invention ; 
one or more tests includes selectively setting one or more FIG . 4 is a block diagram of a third test of the function 
IEP bits of one or more page tables , where each IEP bit ality of IEP , within a multiprocessor system , according to 
prevents code in a respective storage block from being some embodiments of this invention ; 
executed . During the one or more tests , an IEP exception is FIG . 5 is a block diagram of a fourth test of the func 
detected , by a computer processor , each time an attempt is 45 tionality of IEP , within a multiprocessor system , according 
made to execute code in a storage block for which a to some embodiments of this invention ; 
respective IEP bit is set . Test results of the one or more tests FIG . 6 is a block diagram of a fifth test of the functionality 
are determined based on the detecting . A remedial action is of IEP , within a multiprocessor system , according to some 
performed in response to the test results of the one or more embodiments of this invention ; 
tests . FIG . 7 is a block diagram of a sixth test of the function 

In another embodiment , a system includes a memory ality of IEP , within a multiprocessor system , according to 
having computer - readable instructions and one or more some embodiments of this invention ; 
processors for executing the computer - readable instructions . FIG . 8 is a flow diagram of a method for testing the 
The computer - readable instructions include executing one or functionality of IEP , according to some embodiments of this 
more tests on a computing device . The computing device has 55 invention ; and 
IEP , and each test of the one or more tests includes selec FIG . 9 is a block diagram of a computer system for 
tively setting one or more IEP bits of one or more page implementing some or all aspects of the test system , accord 
tables , where each IEP bit prevents code in a respective ing to some embodiments of this invention . 
storage block from being executed . Further according to the 
computer - readable instructions , during the one or more tests , 60 DETAILED DESCRIPTION 
an IEP exception is detected each time an attempt is made 
to execute code in a storage block for which a respective IEP To ensure that data portions of memory are not executed , 
bit is set . Test results of the one or more tests are determined it is critical to ensure that Instruction Execution Protection 
based on the detecting . A remedial action is performed in ( IEP ) is operating as expected on each computing device 
response to the test results of the one or more tests . 65 onto which it is incorporated . Given that IEP is a relatively 

In yet another embodiment , a computer - program product new technology , there is no conventional mechanism for 
for testing functionality of IEP includes a computer - readable testing IEP to ensure it operates properly . 

50 
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Turning now to an overview of aspects of the present 230 , the uniprocessor 210 is unable to execute the informa 
invention , some embodiments of a test system verify the tion stored in the storage block 230 , but upon branching to 
functionality of an IEP architecture . Specifically , the test an unprotected storage block 230 , the uniprocessor is able to 
system may verify proper functionality in a uniprocessor execute the information stored in the storage block 230 . 
environment , a multiprocessor environment , or both . Fur- 5 Additionally , in some cases , the first test 200 may execute 
ther , in some embodiments , the test system may operate in instructions that walk into a protected storage block 230 
a virtual machine , such as by creating a controlled logical from an unprotected storage block 230 , upon crossing a page 
partition in which the test system runs . boundary . In those cases , in some embodiments , the 

FIG . 1 is a diagram of the test system 100 for verifying the expected behavior is for the uniprocessor 210 to be able to 
functionality of IEP on a computing device 150 , according 10 execute the information stored in the unprotected storage 
to some embodiments of this invention . More specifically , block 230 but not in the protected storage block 230. The test 
the test system 100 may selectively set IEP bits 160 of the system 100 may verify that this proper operation of IEP 
page tables 170 used to translate between virtual memory occurs during the first test 200 . 
180 and physical memory in the computing device 150 , and FIG . 3 is a block diagram of a second test 300 of the 
may then determine whether IEP exceptions occur as 15 functionality of IEP , within a multiprocessor system , accord 
expected . In some embodiments , the test system 100 may ing to some embodiments of this invention . As shown in 
access one or more virtual machines 155 of the computing FIG . 3 , a multiprocessor system may include a master 
device 150 , to verify that IEP is operating properly within processor 310 and one or more slave processors 320. In the 
those virtual machines 155. In some embodiments , the test second test 300 , the master processor 310 and the slave 
system 100 may be able to test the functionality of IEP on 20 processors 320 may all operate on common storage 330 , 
a uniprocessor system , a multiprocessor system , or both . If which may be virtual . As part of the second test 300 , the test 
one or more virtual machines 155 are being tested , the system 100 may provide the master processor 310 with an 
virtual machines 155 need not have the same processor instruction stream that causes the master processor to set the 
architecture as one another , and need not have the same IEP bit 160 of one or more page tables 170 , while leaving the 
processor architecture of the physical computing device 150. 25 IEP bit 160 unset for one or more other page tables 170. In 
Thus , the test system 100 may , in some cases , test the the second test 300 , both the master processor 310 and the 
functionality of both uniprocessor and multiprocessor sys slave processors 320 may execute a stream of instructions , 
tems on the computing device 150 . including instructions to execute code in protected storage of 

The test system 100 may perform one or more tests on the the common storage 330. The test system 100 may confirm 
computing device 150 to determine whether IEP is operating 30 that the master processor 310 and the slave processors 320 
properly . Each test performed may have expected results that are able to execute code in the unprotected storage of the 
can be verified through an examination of the memory upon common storage 330 , but are unable to execute code in the 
which processors involved are operating . Specifically , for protected storage of the common storage 330 . 
instance , whenever an attempt is made to execute informa FIG . 4 is a diagram of a third test 400 of the functionality 
tion in a storage block protected by IEP ( i.e. , corresponding 35 of IEP , again within a multiprocessor system , according to 
to a page table 170 with a set IEP bit ) , an IEP exception may some embodiments of this invention . As shown , in this third 
occur , and the test system 100 may detect these exceptions test 400 , the master processor 310 and a first set of slave 
as the test results . Thus , the test system 100 may determine processors 320 may operate on a first storage 410 in virtual 
whether these exceptions occur at expected points during the memory , while a second set of slave processors 320 may 
tests . It will be understood that other mechanisms exist and 40 operate on a second storage 420 of virtual memory , which 
can be used for verifying that the tests perform as expected . differs from the first storage 410. As with the previous test 

Several tests are described below as usable by the test on a multiprocessor system , the master processor 310 may 
system 100. It will be understood that one or more of these be instructed to set the IEP bit 160 for one or more page 
tests may be run by the test system 100 on the computing tables 170 , thus protecting the corresponding storage blocks , 
device 150 , and it need not be the case that every such test 45 while leaving the IEP bit 160 unset on one or more other 
is run on the computing device 150. Further , it will be page tables 170. However , because the master processor 310 
understood that one or more other tests may be run by the operates on the first storage 410 and not on the second 
test system 100 as an alternative to , or in addition to , those storage 420 , in some embodiments , the expected behavior is 
described herein . for the second set of slave processors 320 operating on the 

FIG . 2 is a block diagram of a first test 200 of the 50 second storage 420 to be able to execute information from 
functionality of IEP , within a uniprocessor system , accord each storage block encountered . In contrast , in some 
ing to some embodiments of this invention . In the first test embodiments , the master processor 310 and the first set of 
200 , the test system 100 may instruct a uniprocessor 210 to slave processors 320 operating on the first storage 410 are 
selectively set the IEP bit 160 of one or more page tables expected to be able to execute information in unprotected 
170 , while leaving the IEP bit 160 unset for one or more 55 storage blocks but not in protected storage blocks . The test 
other page tables 170. In the first test 200 , the test system system 100 may verify that this is what occurs during the 
100 may provide a stream of instructions that include third test 400 . 
instructions to branch to one or more virtual memory FIG . 5 is a diagram of a fourth test 500 of the functionality 
addresses . The one or more virtual memory addresses may of IEP , again within a multiprocessor system , according to 
reside within a set of one or more storage blocks 230 , with 60 some embodiments . In this fourth test 500 , the master 
each virtual memory address residing in a corresponding processor 310 may operate on the first storage 410 of virtual 
storage block 230. Each storage block 230 may be associ memory , while one or more slave processors 320 operate on 
ated with a page table 170 , which may or may not have a set the second storage 420 of virtual memory , which may be 
IEP bit 160. If the IEP bit 160 associated with the storage distinct from the first storage 410. However , the master 
block 230 is set , then that storage block 230 may be deemed 65 processor 310 may set the IEP bit 160 of one or more page 
protected . Assuming IEP is operating correctly , in some tables 170 of the second storage 420 , while leaving one or 
embodiments , upon branching to a protected storage block more other IEP bits 160 unset in the second storage 420. In 
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some embodiments , the master processor 310 does not set some embodiments , the remedial action may include report 
any IEP bits 160 in the first storage 410. According to some ing the results of the tests , thus enabling manual or auto 
embodiments , the expected behavior is for the slave proces matic handling of the results . 
sors 320 to be able to execute code in unprotected storage FIG . 8 is a flow diagram of a method 800 for testing IEP 
blocks while being unable to executed code in protected 5 functionality on a computing device 150 , according to some 
storage blocks . The master processor 310 may be expected embodiments of this invention . As shown in FIG . 8 , at block 
to be able to execute all code it is instructed to execute , as 805 , the test system 100 may be loaded onto a computing 
in some embodiments , the master processor 310 is not device 150 having IEP . In some embodiments , the comput 
expected to encounter a protected storage block . The test ing device 150 may be a new computer system , and the test 
system 100 may verify that this occurs during execution of system 100 may be used to verify operation of IEP on the 
the fourth test 500 . computing device 150 before the computing device 150 is 

FIG . 6 is a diagram of a fifth test 600 of the functionality sold or otherwise released for use . At block 810 , the test 
of IEP , again within a multiprocessor system , according to system 100 may be initiated on the computing device 150 . 
some embodiments . In this fifth test 600 , the master pro At decision block 815 , the test system 100 may determine 
cessor 310 may operate on a first storage 410 in virtual whether any tests not yet run are available to be run on the 
memory , while a first set of slave processors 320 operate on computing device 150. In some embodiments , this determi 
a second storage 420 that is in virtual memory and distinct nation may be performed automatically by the test system 
from the first storage 410 , and while a second set of the slave 100 , such as by determining whether any tests applicable to 
processors 320 operate on a third storage 630 that is in 20 the computing device 150 have not yet been run on the 
virtual memory and distinct from the first storage 410 and computing device 150. If the computing device 150 or , if 
the second storage 420. The master processor 310 may set applicable , the virtual machine 155 on which the test system 
the IEP bit 160 of one or more page tables 170 of the second 100 was initiated is a uniprocessor system , then the test 
storage 420 , while leaving one or more other IEP bits 160 system 100 may seek a test designed for testing IEP on a 
unset in the second storage 420. In some embodiments , the 25 uniprocessor system . If the computing device 150 or , if 
master processor 310 does not set any IEP bits 160 in the applicable , the virtual machine 155 on which the test system 
first storage 410 or the third storage 630. According to some 100 was initiated is a multiprocessor system , then the test 
embodiments , the expected behavior is for the first set of system 100 may seek a test designed for testing IEP on a 
slave processors 320 to be able to execute code in unpro multiprocessor system . However , if the computing device 
tected storage blocks while being unable to executed code in 30 150 includes both at least one uniprocessor system and at 
protected storage blocks . The master processor 310 and the least one multiprocessor system , then tests for both unipro 
second set of slave processors 320 may be expected to be cessor and multiprocessor systems may be run on the 
able to execute all code they are instructed to execute , as in computing device 150. In some embodiments , a user may 
some embodiments , they are not expected to encounter a manually determine whether a test not yet run is available to 
protected storage block . The test system 100 may verify that 35 be run at decision block 815 , and the test system's deter 
this occurs during the fifth test 600 . mination may thus be based on user entry . 

FIG . 7 is a diagram of a sixth test 700 of the functionality If no tests remain to be run at decision block 815 , then the 
of IEP , again within a multiprocessor system , according to method 800 may end at block 820 by automatically per 
some embodiments . In this sixth test 700 , the master pro forming a remedial action on the computing device 150 in 
cessor 310 may operate on a first storage 410 in virtual 40 response to the results of the tests . In some embodiments , 
memory , while one or more slave processors 320 operate on this remedial action may include reporting negative results 
a second storage 420 in virtual memory , where the second of any tests run . 
storage 420 is distinct from the first storage 410. The master If a test is identified at decision block 815 as applicable 
processor 310 may set the IEP bit 160 of one or more page and not yet having been run , then at block 825 , the test 
tables 170 of the first storage 410 on which it operates , while 45 system 100 may run that test . For example , and not by way 
leaving one or more other IEP bits 160 unset in the first of limitation , the test may be one of those described above . 
storage 410. In some embodiments , the master processor At block 830 , after running the test , the test system 100 may 
310 does not set any IEP bits 160 in the second storage 420 . verify proper operation of the test 110. In other words , the 
According to some embodiments , the expected behavior is test system 100 may determine whether the test ran as 
for the slave processors 320 to encounter only unprotected 50 expected . In some embodiments , the test system 100 may be 
storage and to be able to execute any code they are instructed aware of the expected results and may thus perform this 
to execute . In contrast , in some embodiments , the master verification automatically . Alternatively , however , manual 
processor 310 is able to execute code in unprotected storage verification may be received by the test system 100. The 
blocks while being unable to execute code in protected method 800 may then return to decision block 815 to 
storage blocks . The test system 100 may verify that this 55 determine whether additional tests remain to be run . 
occurs in the sixth test 700 . FIG . 9 illustrates a block diagram of a computer system 

Regardless of the specific tests performed , the test system 900 for use in implementing a test system 100 or method 
100 may determine whether IEP operates correctly based on according to some embodiments . The test systems 100 and 
whether the results of the tests are as expected . The tests may methods described herein may be implemented in hardware , 
indicate , for example , whether and where IEP exceptions 60 software ( e.g. , firmware ) , or a combination thereof . In some 
occurred or whether and where certain code was executed embodiments , the methods described may be implemented , 
inside and outside protected storage . The results of the tests at least in part , in hardware and may be part of the micro 

be determined based on these indications and , further , processor of a special or general - purpose computer system 
may indicate whether IEP operates correctly and , if not , in 900 , such as a personal computer , workstation , minicom 
what way IEP is operating incorrectly . After performing one 65 puter , or mainframe computer . For instance , the computing 
or more tests , the test system 100 may automatically perform device 150 on which the test system 100 runs may be a 
a remedial action in response to the results of those tests . In computer system 900 as illustrated in FIG . 9 . 

may 
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In some embodiments , as shown in FIG . 9 , the computer ments , the computer system 900 may further include a 
system 900 includes a processor 905 , memory 910 coupled network interface 960 for coupling to a network 965. The 
to a memory controller 915 , and one or more input devices network 965 may be an IP - based network for communica 
945 and / or output devices 940 , such as peripherals , that are tion between the computer system 900 and an external 
communicatively coupled via a local I / O controller 935.5 server , client and the like via a broadband connection . The 
These devices 940 and 945 may include , for example , a network 965 transmits and receives data between the com 
printer , a scanner , a microphone , and the like . Input devices puter system 900 and external systems . In some embodi such as a conventional keyboard 950 and mouse 955 may be ments , the network 965 may be a managed IP network coupled to the I / O controller 935. The I / O controller 935 administered by a service provider . The network 965 may be may be , for example , one or more buses or other wired or 10 implemented in a wireless fashion , e.g. , using wireless wireless connections , as are known in the art . The I / O 
controller 935 may have additional elements , which are protocols and technologies , such as WiFi , WiMax , etc. The 
omitted for simplicity , such as controllers , buffers ( caches ) , network 965 may also be a packet - switched network such as 
drivers , repeaters , and receivers , to enable communications . a local area network , wide area network , metropolitan area 

The I / O devices 940 , 945 may further include devices that 15 network , the Internet , or other similar type of network 
communicate both inputs and outputs , for instance disk and environment . The network 965 may be a fixed wireless 
tape storage , a network interface card ( NIC ) or modulator / network , a wireless local area network ( LAN ) , a wireless 
demodulator ( for accessing other files , devices , systems , or wide area network ( WAN ) a personal area network ( PAN ) , 
a network ) , a radio frequency ( RF ) or other transceiver , a a virtual private network ( VPN ) , intranet or other suitable 
telephonic interface , a bridge , a router , and the like . 20 network system and may include equipment for receiving 

The processor 905 is a hardware device for executing and transmitting signals . 
hardware instructions or software , particularly those stored Test systems 100 and methods according to this disclosure 
in memory 910. The processor 905 may be a custom made may be embodied , in whole or in part , in computer program 

mercially available processor , a central processing products or in computer systems 900 , such as that illustrated 
unit ( CPU ) , an auxiliary processor among several processors 25 in FIG . 9 . 
associated with the computer system 900 , a semiconductor Technical effects and benefits of some embodiments 
based microprocessor ( in the form of a microchip or chip include the ability to test a computing device 150 to verify 
set ) , a macroprocessor , or other device for executing instruc operation of IEP and , thus , to determine whether the com 
tions . The processor 905 includes a cache 970 , which may puting device 150 will operate as intended for a user . 
include , but is not limited to , an instruction cache to speed 30 Specifically , the test system 100 may run various tests to 
up executable instruction fetch , a data cache to speed up data ensure that the IEP bit for storage blocks is respected in both 
fetch and store , and a translation lookaside buffer ( TLB ) uniprocessor and multiprocessor systems , whether physical 
used to speed up virtual - to - physical address translation for or virtual . 
both executable instructions and data . The cache 970 may be The terminology used herein is for the purpose of describ 
organized as a hierarchy of more cache levels ( L1 , L2 , etc. ) . 35 ing particular embodiments only and is not intended to be 

The memory 910 may include one or combinations of limiting of the invention . As used herein , the singular forms 
volatile memory elements ( e.g. , random access memory , " a " , " an ” and “ the ” are intended to include the plural forms 
RAM , such as DRAM , SRAM , SDRAM , etc. ) and nonvola as well , unless the context clearly indicates otherwise . It will 
tile memory elements ( e.g. , ROM , erasable programmable be further understood that the terms " comprises ” and / or 
read only memory ( EPROM ) , electronically erasable pro- 40 “ comprising , ” when used in this specification , specify the 
grammable read only memory ( EEPROM ) , programmable presence of stated features , integers , steps , operations , ele 
read only memory ( PROM ) , tape , compact disc read only ments , and / or components , but do not preclude the presence 
memory ( CD - ROM ) , disk , diskette , cartridge , cassette or the or addition of one or more other features , integers , steps , 
like , etc. ) . Moreover , the memory 910 may incorporate operations , elements , components , and / or groups thereof . 
electronic , magnetic , optical , or other types of storage 45 The corresponding structures , materials , acts , and equiva 
media . Note that the memory 910 may have a distributed lents of all means or step plus function elements in the 
architecture , where various components are situated remote claims below are intended to include any structure , material , 
from one another but may be accessed by the processor 905 . or act for performing the function in combination with other 

The instructions in memory 910 may include one or more claimed elements as specifically claimed . The description of 
separate programs , each of which comprises an ordered 50 the present invention has been presented for purposes of 
listing of executable instructions for implementing logical illustration and description , but is not intended to be exhaus 
functions . In the example of FIG . 9 , the instructions in the tive or limited to the invention in the form disclosed . Many 
memory 910 include a suitable operating system ( OS ) 911 . modifications and variations will be apparent to those of 
The operating system 911 essentially may control the execu ordinary skill in the art without departing from the scope and 
tion of other computer programs and provides scheduling , 55 spirit of the invention . The embodiments were chosen and 
input - output control , file and data management , memory described in order to best explain the principles of the 
management , and communication control and related ser invention and the practical application , and to enable others 
vices . of ordinary skill in the art to understand the invention for 

Additional data , including , for example , instructions for various embodiments with various modifications as are 
the processor 905 or other retrievable information , may be 60 suited to the particular use contemplated . 
stored in storage 920 , which may be a storage device such The present invention may be a system , a method , and / or 
as a hard disk drive or solid state drive . The stored instruc a computer program product at any possible technical detail 
tions in memory 910 or in storage 920 may include those level of integration . The computer program product may 
enabling the processor to execute one or more aspects of the include a computer readable storage medium ( or media ) 
test systems 100 and methods of this disclosure . 65 having computer readable program instructions thereon for 

The computer system 900 may further include a display causing a processor to carry out aspects of the present 
controller 925 coupled to a display 930. In some embodi invention . 
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The computer readable storage medium can be a tangible Aspects of the present invention are described herein with 
device that can retain and store instructions for use by an reference to flowchart illustrations and / or block diagrams of 
instruction execution device . The computer readable storage methods , apparatus ( systems ) , and computer program prod 
medium may be , for example , but is not limited to , an ucts according to embodiments of the invention . It will be 
electronic storage device , a magnetic storage device , an 5 understood that each block of the flowchart illustrations 
optical storage device , an electromagnetic storage device , a and / or block diagrams , and combinations of blocks in the 
semiconductor storage device , or any suitable combination flowchart illustrations and / or block diagrams , can be imple 
of the foregoing . A non - exhaustive list of more specific mented by computer readable program instructions . 
examples of the computer readable storage medium includes These computer readable program instructions may be 
the following : a portable computer diskette , a hard disk , a 10 provided to a processor of a general purpose computer , 
random access memory ( RAM ) , a read - only memory special purpose computer , or other programmable data pro 
( ROM ) , an erasable programmable read - only memory cessing apparatus to produce a machine , such that the 
( EPROM or Flash memory ) , a static random access memory instructions , which execute via the processor of the com 
( SRAM ) , a portable compact disc read - only memory ( CD puter or other programmable data processing apparatus , 
ROM ) , a digital versatile disk ( DVD ) , a memory stick , a 15 create means for implementing the functions / acts specified 
floppy disk , a mechanically encoded device such as punch in the flowchart and / or block diagram block or blocks . These 
cards or raised structures in a groove having instructions computer readable program instructions may also be stored 
recorded thereon , and any suitable combination of the fore in a computer readable storage medium that can direct a 
going . A computer readable storage medium , as used herein , computer , a programmable data processing apparatus , and / 
is not to be construed as being transitory signals per se , such 20 or other devices to function in a particular manner , such that 
as radio waves or other freely propagating electromagnetic the computer readable storage medium having instructions 
waves , electromagnetic waves propagating through a wave stored therein comprises an article of manufacture including 
guide or other transmission media ( e.g. , light pulses passing instructions which implement aspects of the function / act 
through a fiber optic cable ) , or electrical signals transmitted specified in the flowchart and / or block diagram block or 
through a wire . 25 blocks . 

Computer readable program instructions described herein The computer readable program instructions may also be 
can be downloaded to respective computing / processing loaded onto a computer , other programmable data process 
devices from a computer readable storage medium or to an ing apparatus , or other device to cause a series of operational 
external computer or external storage device via a network , steps to be performed on the computer , other programmable 
for example , the Internet , a local area network , a wide area 30 apparatus or other device to produce a computer imple 
network and / or a wireless network . The network may com mented process , such that the instructions which execute on 
prise copper transmission cables , optical transmission fibers , the computer , other programmable apparatus , or other 
wireless transm on , routers , firewalls , es , gateway device implement the functions / acts specified in the flow 
computers and / or edge servers . A network adapter card or chart and / or block diagram block or blocks . 
network interface in each computing / processing device 35 The flowchart and block diagrams in the Figures illustrate 
receives computer readable program instructions from the the architecture , functionality , and operation of possible 
network and forwards the computer readable program implementations of systems , methods , and computer pro 
instructions for storage in a computer readable storage gram products according to various embodiments of the 
medium within the respective computing / processing device . present invention . In this regard , each block in the flowchart 

Computer readable program instructions for carrying out 40 or block diagrams may represent a module , segment , or 
operations of the present invention may be assembler portion of instructions , which comprises one or more 
instructions , instruction - set - architecture ( ISA ) instructions , executable instructions for implementing the specified logi 
machine instructions , machine dependent instructions , cal function ( s ) . In some alternative implementations , the 
microcode , firmware instructions , state - setting data , con functions noted in the blocks may occur out of the order 
figuration data for integrated circuitry , or either source code 45 noted in the Figures . For example , two blocks shown in 
or object code written in any combination of one or more succession may , in fact , be executed substantially concur 
programming languages , including an object oriented pro rently , or the blocks may sometimes be executed in the 
gramming language such as Smalltalk , C ++ , or the like , and reverse order , depending upon the functionality involved . It 
procedural programming languages , such as the “ C ” pro will also be noted that each block of the block diagrams 
gramming language or similar programming languages . The 50 and / or flowchart illustration , and combinations of blocks in 
computer readable program instructions may execute the block diagrams and / or flowchart illustration , can be 
entirely on the user's computer , partly on the user's com implemented by special purpose hardware - based systems 
puter , as stand - alone software package , partly on the user's that perform the specified functions or acts or carry out 
computer and partly on a remote computer or entirely on the combinations of special purpose hardware and computer 
remote computer or server . In the latter scenario , the remote 55 instructions . 
computer may be connected to the user's computer through The descriptions of the various embodiments of the 
any type of network , including a local area network ( LAN ) present invention have been presented for purposes of 
or a wide area network ( WAN ) , or the connection may be illustration , but are not intended to be exhaustive or limited 
made to an external computer ( for example , through the to the embodiments disclosed . Many modifications and 
Internet using an Internet Service Provider ) . In some 60 variations will be apparent to those of ordinary skill in the 
embodiments , electronic circuitry including , for example , art without departing from the scope and spirit of the 
programmable logic circuitry , field - programmable gate described embodiments . The terminology used herein was 
arrays ( FPGA ) , or programmable logic arrays ( PLA ) may chosen to best explain the principles of the embodiments , the 
execute the computer readable program instructions by practical application or technical improvement over tech 
utilizing state information of the computer readable program 65 nologies found in the marketplace , or to enable others of 
instructions to personalize the electronic circuitry , in order to ordinary skill in the art to understand the embodiments 
perform aspects of the present invention . disclosed herein . 
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What is claimed is : more page tables correspond to one or more protected 
1. A computer - implemented method comprising : storage blocks in a second storage ; 
executing one or more tests on a computing device , instructing a first set of slave processors of the multipro 
wherein the computing device comprises Instruction cessor system to execute code in the second storage ; 
Execution Protection ( IEP ) , and wherein each test of 5 wherein the detecting the first IEP exception comprises 
the one or more tests comprises selectively setting one detecting an IEP exception each time at least one of the 
or more IEP bits of one or more page tables , wherein first set of slave processors attempts to execute code in each IEP bit prevents code in a respective storage block the one or more protected storage blocks in the second from being executed ; storage . 

wherein executing a first test of the one or more tests 10 
comprises : 6. The computer - implemented method of claim 5 , 
setting a first IEP bit in a first page table used to wherein the executing the first test of the one or more tests 

translate between virtual memory and physical further comprises : 
memory , wherein the first IEP bit in the first page instructing a second set of slave processors of the multi 
table indicates that data in a storage block associated 15 processor system to execute code in a third storage , 
with the first page table is not executable ; and wherein the third storage is absent protected storage 

detecting , during the first test , a first IEP exception blocks with respective IEP bits that are set . 
responsive to an attempt to execute the data in the 7. The computer - implemented method of claim 1 , 
first storage block and responsive to the first IEP bit wherein executing the first test of the one or more tests 
of the first page table associated with the first storage 20 comprises : 
block being set ; instructing a master processor of a multiprocessor system 

determining test results of the one or more tests based at to execute code in a first storage ; 
least in part on the detecting the first IEP exception ; and instructing the master processor to set the one or more IEP 

performing a remedial action in response to the test results bits of the one or more page tables , wherein the one or 
of the one or more tests . more page tables correspond to one or more protected 

2. The computer - implemented method of claim 1 , storage blocks in the first storage ; 
wherein executing the first test of the one or more tests instructing one or more slave processors of the multipro 
comprises : cessor system to execute code in the second storage , 

instructing a uniprocessor to execute code in one or more wherein the second storage is absent protected storage 
protected storage blocks having respective IEP bits that 30 blocks with respective IEP bits that are set ; 
are set ; and wherein the detecting the first IEP exception comprises 

instructing the uniprocessor to execute code in one or detecting an IEP exception each time the master pro 
more unprotected storage blocks having respective IEP cessor attempts to execute code in the one or more 
bits that are not set ; protected storage blocks in the first storage . 

wherein the detecting the first IEP exception comprises 35 8. The computer - implemented method of claim 1 , 
detecting an IEP exception each time the uniprocessor wherein the remedial action comprises reporting the test 
attempts to execute code in the one or more protected results of the one or more test programs . 
storage blocks . 9. A system comprising : 

3. The computer - implemented method of claim 1 , a memory having computer - readable instructions ; and 
wherein executing the first test of the one or more tests 40 one or more processors for executing the computer 
comprises : readable instructions , the computer readable instruc 

instructing a master processor of a multiprocessor system tions comprising : 
to set the one or more IEP bits of the one or more page executing one or more tests on a computing device , 
tables , wherein the one or more page tables correspond wherein the computing device comprises Instruction 
to one or more protected storage blocks in a common 45 Execution Protection ( IEP ) , and wherein each test of 
storage shared with a first set of slave processors ; the one or more tests comprises selectively setting 

wherein the detecting the first IEP exception comprises one or more IEP bits of one or more page tables , 
detecting an IEP exception each time at least one of the wherein each IEP bit prevents code in a respective 
master processor and the first set of slave processors storage block from being executed ; 
attempts to execute code in the one or more protected 50 wherein executing a first test of the one or more tests 
storage blocks in common storage . comprises : 

4. The computer - implemented method of claim 3 , setting a first IEP bit in a first page table used to 
wherein the executing the first test of the one or more tests translate between virtual memory and physical 
further comprises : memory , wherein the first IEP bit in the first page 

instructing a second set of slave processors of the multi- 55 table indicates that data in a storage block asso 
processor system to execute code in a second storage , ciated with the first page table is not executable ; 
wherein the second storage is absent protected storage and 
blocks with respective IEP bits that are set . detecting , during the first test , a first IEP exception 

5. The computer - implemented method of claim 1 , responsive to an attempt to execute the data in the 
wherein executing the first test of the one or more tests 60 first storage block and responsive to the first IEP 
comprises : bit of the first page table associated with the first 

instructing a master processor of a multiprocessor system storage block being set ; 
to execute code in a first storage , wherein the first determining test results of the one or more tests based 
storage is absent protected storage blocks with respec at least in part on the detecting the first IEP excep 
tive IEP bits that are set ; tion ; and 

instructing the master processor to set the one or more IEP performing a remedial action in response to the test 
bits of the one or more page tables , wherein the one or results of the one or more tests . 

65 
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10. The system of claim 9 , wherein executing the first test executing one or more tests on a computing device , 
of the one or more tests comprises : wherein the computing device comprises Instruction 

instructing a uniprocessor to execute code in one or more Execution Protection ( IEP ) , and wherein each test of 
protected storage blocks having respective IEP bits that the one or more tests comprises selectively setting one 
are set ; and or more IEP bits of one or more page tables , wherein instructing the uniprocessor to execute code in one or each IEP bit prevents code in a respective storage block more unprotected storage blocks having respective IEP from being executed ; 
bits that are not set ; wherein executing a first test of the one or more tests wherein the detecting the first IEP exception comprises comprises : detecting an IEP exception each time the uniprocessor 10 setting a first IEP bit in a first page table used to attempts to execute code in the one or more protected translate between virtual memory and physical storage blocks . 

11. The system of claim 9 , wherein executing the first test memory , wherein the first IEP bit in the first page 
of the one or more tests comprises : table indicates that data in a storage block associated 

instructing a master processor of a multiprocessor system 15 with the first page table is not executable ; and 
to set the one or more IEP bits of the one or more page detecting , during the first test , a first IEP exception 
tables , wherein the one or more page tables correspond responsive to an attempt to execute the data in the 
to one or more protected storage blocks in a common first storage block and responsive to the first IEP bit 
storage shared with a first set of slave processors ; of the first page table associated with the first storage 

wherein the detecting the first IEP exception comprises 20 block being set ; 
detecting an IEP exception each time at least one of the determining test results of the one or more tests based at 
master processor and the first set of slave processors least in part on the detecting the first IEP exception ; and 
attempts to execute code in the one or more protected performing a remedial action in response to the test results 
storage blocks in common storage . of the one or more tests . 

12. The system of claim 9 , wherein executing the first test 25 16. The computer - program product of claim 15 , wherein 
of the one or more tests comprises : executing the first test of the one or more tests comprises : 

instructing a master processor of a multiprocessor system instructing a uniprocessor to execute code in one or more 
to execute code in a first storage , wherein the first protected storage blocks having respective IEP bits that 
storage is absent protected storage blocks with respec are set ; and 
tive IEP bits that are set ; instructing the uniprocessor to execute code in one or 

instructing the master processor to set the one or more IEP more unprotected storage blocks having respective IEP 
bits of the one or more page tables , wherein the one or bits that are not set ; 
more page tables correspond to one or more protected wherein the detecting the first IEP exception comprises 
storage blocks in a second storage ; detecting an IEP exception each time the uniprocessor 

instructing a first set of slave processors of the multipro- 35 attempts to execute code in the one or more protected 
cessor system to execute code in the second storage ; storage blocks . 

wherein the detecting the first IEP exception comprises 17. The computer - program product of claim 15 , wherein 
detecting an IEP exception each time at least one of the executing the first test of the one or more tests comprises : 
first set of slave processors attempts to execute code in instructing a master processor of a multiprocessor system 
the one or more protected storage blocks in the second 40 to set the one or more IEP bits of the one or more page 
storage . tables , wherein the one or more page tables correspond 

13. The system of claim 9 , wherein executing the first test to one or more protected storage blocks in a common 
of the one or more tests comprises : storage shared with a first set of slave processors ; 

instructing a master processor of a multiprocessor system wherein the detecting the first IEP exception comprises 
to execute code in a first storage ; detecting an IEP exception each time at least one of the 

instructing the master processor to set the one or more IEP master processor and the first set of slave processors 
bits of the one or more page tables , wherein the one or attempts to execute code in the one or more protected 
more page tables correspond to one or more protected storage blocks in common storage . 
storage blocks in the first storage ; 18. The computer - program product of claim 15 , wherein 

instructing one or more slave processors of the multipro- 50 executing the first test of the one or more tests comprises : 
cessor system to execute code in the second storage , instructing a master processor of a multiprocessor system 
wherein the second storage is absent protected storage to execute code in a first storage , wherein the first 
blocks with respective IEP bits that are set ; storage is absent protected storage blocks with respec 

wherein the detecting the first IEP exception comprises tive IEP bits that are set ; 
detecting an IEP exception each time the master pro- 55 instructing the master processor to set the one or more IEP 
cessor attempts to execute code in the one or more bits of the one or more page tables , wherein the one or 
protected storage blocks in the first storage . more page tables correspond to one or more protected 

14. The system of claim 9 , wherein the remedial action storage blocks in a second storage ; 
comprises reporting the test results of the one or more test instructing a first set of slave processors of the multipro 
programs . cessor system to execute code in the second storage ; 

15. A computer - program product for testing functionality wherein the detecting the first IEP exception comprises 
of Instruction Execution Protection ( IEP ) , the computer detecting an IEP exception each time at least one of the 
program product comprising a non - transitory computer first set of slave processors attempts to execute code in 
readable storage medium having program instructions the one or more protected storage blocks in the second 
embodied therewith , the program instructions executable by 65 storage . 
a processor to cause the processor to perform a method 19. The computer - program product of claim 15 , wherein 
comprising : executing the first test of the one or more tests comprises : 

45 
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15 
instructing a master processor of a multiprocessor system 

to execute code in a first storage ; 
instructing the master processor to set the one or more IEP 

bits of the one or more page tables , wherein the one or 
more page tables correspond to one or more protected 5 
storage blocks in the first storage ; 

instructing one or more slave processors of the multipro 
cessor system to execute code in the second storage , 
wherein the second storage is absent protected storage 
blocks with respective IEP bits that are set ; 

wherein the detecting the first IEP exception comprises 
detecting an IEP exception each time the master pro 
cessor attempts to execute code in the one or more 
protected storage blocks in the first storage . 

20. The computer - program product of claim 15 , wherein 15 
the remedial action comprises reporting the test results of the 
one or more test programs . 
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