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(57) Abstract: An authentication device comprising: a storage unit in which shared information that includes passwords
previously set for each user and shared rules is stored in order to prevent the leakage of authentication information such
as passwords; a random number sequence generation unit for generating a random number sequence pattern configured
from a plurality of different numerals; a computation unit for generating a key code on the basis of the shared rules, using
a plurality of provisional numerals selected from the random number sequence pattern and a plurality of secret numerals
constituting passwords; a transceiver for receiving identification information of a user to be authenticated from an input
terminal operated by the user to be authenticated, transmitting the random number sequence pattern in association with the
identification information to the input terminal, and receiving, from the input terminal, a key code that is composed of the
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numerals selected on the basis of the shared rules from the random number sequence pattern by the user to be authenticated;
and an authentication unit for authenticating the user to be authenticated, on the basis of the key code received from the
input terminal and the key code generated by the computation unit.
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