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METHOD AND APPARATUS FOR THE SECURE IDENTIFICATION
OF THE OWNER OF A PORTABLE DEVICE

TECHNICAL FIELD
The present invention generally relates to methods for identification, and more

specifically, to methods for remotely identifying the owner of a portable device over a voice line.

BACKGROUND OF THE INVENTION

Various service providers (e.g., financial institutions, banks, brokers, merchants, etc.) are
often involved in transactions requiring the identification and validation of a remote entity (e.g.,
an individual, organization, smart card, message, account, etc.) and the certification of
transaction data. These service providers often provide their services to remote entities over the
Internet in what is often referred to as electronic commerce (e-commerce). One of the
limitations of e-commerce is that the remote entity requires a personal computer or similar
device to complete the transaction. In addition, the remote entity requires the necessary skills
for utilizing the Internet.

Recently, there have been intense efforts to develop technology for bridging the gap to
remote entities that do not have access to the Internet in order to make e-commerce more widely
available. This emerging technology (e.g., Web Telephony Engine of Microsoft) often makes
use of a voice browser. A voice browser is software that executes on a personal computer or
similar device, and “understands” spoken instructions by utilizing speech recognition technology
and “reads out” text by using text-to-speech technology. The voice browser is used by a remote
entity to browse the internet over a voice line such as a telephone line. Thus, voice browsers
enable a remote entity to perform an internet transaction over a phone. In order to identify
himself, the caller or consumer can use a smart card, or other known technology. However,
these identification activities are limited in that additional hardware is required (e.g., a card
reader) and certain telephones (e.g., public phones) cannot be utilized.

Regardless of whether the transaction takes place over a telephone, the Infernet
(including voice over IP) or other telecommunications media, it is important for service
providers to ensure during each transaction that the remote entity is not an impostor.
Accordingly, service providers often employ various identification devices to identify and

validate remote entities, these devices being referred to herein as Identification Devices. For



10

15

20

25

30

WO 00/51280 PCT/IB00/00319

ease of discussion, a remote entity authorized to engage in transactions, but perhaps not yet
identified and/or authenticated by an Identification Device for a particular transaction, is referred
to herein as an “Authorized Remote Entity” or “Authorized Entity.”

One method commonly known in the art and employed by Identification Devices for
securely identifying a remote entity is to add “authentication” to an otherwise normal
identification process. Authentication is typically accomplished by providing an additional piece
of information to an Identification Device, e.g., a secret code, along with identification
information. This additional information then may be used to corroborate that the identification
is accurate and that the remote entity is not an impostor attempting to impersonate an authorized
entity. The additional piece of information is often a secret code or a password (e.g., PIN), but
also may be a Dynamic Code, preferably computed using a software implemented algorithm.
Alternatively, the additional information may be provided by a token (e.g., Bio-Token) carried
by the entity (e.g., individual) to be identified.

Non-variable (i.e., constant or static) information or data (e.g., PIN) can only add limited
security to the identification process because a static piece of information eventually may
become known to a third party (e.g., potential attacker/ impostor/ eavesdropper) in which case
an authorized entity can easily be impersonated. On the other hand, authentication by means of a
variable piece of information (referred to herein as a Dynamic or One Time Code) provides
enhanced security.

Currently known methods of authentication which use a Dynamic or One Time Code
typically require a prior step of identifying the remote entity to the Identification Device, e.g., by
providing a name (e.g., a login name), a serial number, an additional fix code, etc. as part of a
message transmitted from a Remote Entity to an Identification Device. This constant part of a
message will be referred to herein as an Identification Message. Thus, a method commonly
employed by an Identification Device to securely identify a Remote Entity by authentication
typically comprises the three following steps:

1) Identification: identify who the Remote Entity is supposed to be, by receiving a
constant (non-variable, or at least non-constantly-variable) piece of information, referred to
herein as an Identification Message;

2) Database Search: the Identification Devices searches a database containing the

Authorized Entity’s secret information or computing keys, to compute a dynamic piece of
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information (referred to herein as a Valid Dynamic Code) which is associated with and expected
from the Authorized Entity at that particular moment; and

3) Authentication: the Identification Device compares the Valid Dynamic Code
(computed at the Identification Device) with a Dynamic Code received from the Remote Entity
(referred to as the Received Dynamic Code) to check if both codes match; if so, the
Identification Device corroborates the identification of the Remote Entity as being the Presumed
Entity.

A variation of the above-described authentication method is referred to as the Challenge
and Response method, comprising the following steps:

1) The Remote Entity is identified (as described in step 1 above);

2) The Remote Entity receives a Challenge generated and sent by the Identification
Device and computes a Response, the Response playing the role of a Dynamic Code;

3) The Identification Device, after identifying the Remote Entity (the Pre-
Authentication Identification), searches a database containing the Authorized Entity’s secret
information or computing keys, to determine the expected response to the challenge, for that
Remote Entity at that moment.

Each of the authentication schemes described above requires the Identification Device to
employ a database or look-up table. Naturally, each database must be maintained and updated,
which creates problems associated with the management of keys, synchronized database updates,
etc.  Furthermore, these problems become acute when a service provider utilizing an
authentication process has a multitude of Identification Devices disseminated through several
countries.

Another problem associated with conventional schemes for Remote Identification is the
possibility of “repudiation” by an identified and authenticated Remote Entity. For example, a
Remote Entity, which has been identified and authenticated as being an Authorized Entity, may
later deny the genuineness of a particular communication or event under scrutiny. To illustrate,
in the case of a Gambling Service Provider (although identification and authentication techniques
may apply to any service provider, Gambling Service Providers are used for this example),
Remote Entities (e.g., gamblers) may place bets from remote locations and pay for those bets
using Credit Cards. Naturally, before a particular Remote Entity places any bets, the Gambling
Service Provider identifies and authenticates that Remote Entity by a procedure similar to those

described above. Once the bets have been placed, one of the Remote Entities wins a prize, while
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all of the remaining Remote Entity gamblers lose. This situation presents an opportunity for any
number of losing Remote Entities to repudiate their particular betting transaction, including the
identification and authentication process, claiming that they never made the transaction/bet, and
that the Gambling Service Provider fabricated the transaction or made a mistake. Because each
Remote Entity is authenticated by the Provider’s Identification Device, and further because the
provider includes a database containing secret information, the Provider has the capability to
compute as many Valid Dynamic Codes as the Gambling Service Provider may desire, and an
unscrupulous Gambling Service Provider thereby has the ability to fabricate transactions.
Accordingly, when a Remote Entity repudiates a transaction, there is no way to prove whether
the Gambling Service Provider fabricated the transaction or the Remote Entity has repudiated a
valid transaction. Of course, if all the losing Remote Entities repudiate their transactions, the
effect on the Gambling Service Provider may be disastrous.

As illustrated in the example above, present methods of authentication intrinsically are
subject to the negative effects of transaction repudiation, due to the fact that the
receiving/identifying/authenticating side of each transaction has the capability to compute a
secret Dynamic Code as accurately as the Remote Entity.

A further drawback of authentication methods known in the art and described above is
the fact that a Remote Entity is trackable. In other words, an eavesdropper may follow every
transaction made a particular Remote Entity because that Remote Entity transmits the same
constant identification information for every transaction. This ability to track a Remote Entity
creates a lack of security and privacy for many Remote Entities (e.g., especially government
officers, ministers, police officers, etc.).

In addition, another problem encountered is the impersonation of a service provider by a
third party. For example, a third party may impersonate a service provider in order to obtain
information from the remote entity without the remote entity’s knowledge. The third party may
then use the obtained information to complete transactions to the detriment of the remote entity.

Thus, a new method and apparatus for the identification of a remote entity is needed that

overcomes the limitations and problems of the prior art.

BRIEF DESCRIPTION OF THE DRAWING FIGURES
FIG. 1 is a block diagram of an exemplary system for performing the methods of the

present invention; and
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FIG. 2 is an exemplary flow diagram of an embodiment of the identification method of
the present invention; and
FIG. 3 is an exemplary flow diagram of an embodiment of the identification method with

arbitration of the present invention.

DETAILED DESCRIPTION

The present invention provides methods for the secure identification of the owner of a
portable device by a service provider, wherein the portable device may be in communication with
the service provider over a voice line such as a telephone line, voice over IP, a data line or the
like, and the portable device does not require a personal computer, card reader, or the like.
Furthermore, the methods of the present invention may provide for one-way, non-repudiable,
non-trackable identification of the owner of a portable device and for the arbitration of a
disputed transaction between the owner of a portable device and a service provider.

Referring now to FIGs. 1 and 2, in accordance with a first embodiment of the present
invention, a small hand-held device 20 (portable device) may be issued to each entity 10 (i.e.,
owner of the portable device), who desires to perform secure and certified Internet transactions
over a voice line, including a regular telephone that may be a public telephone. As a one time
set-up procedure, a certificate (e.g., X.509) from an accepted certification authority 40, such as
Verisign or similar authority, may be requested such that the third party certification service 50
will be able, upon the request of the service provider 30, to generate digital documents certified
by the certification authority procedures (e.g., PKCS#7) and specific keys, given to the person
and wherein the respective X.509 is also stored in the certification service’s database.

Portable device 20 may require a personal identification number (PIN) to be entered, and
the portable device may permit a limited number of consecutive wrong PINs (e.g. 3 or 10)
before the portable device autolocks. Thus, only the legitimate owner has the capability to
activate portable device 20. Whenever an entity desires to perform a secure Internet transaction
through a regular phone, the entity may use the portable device. Since the portable device was
previously associated with the entity at one of the third party certification service’s databases,
the portable device may be used to identify the authorized and legitimate device's owner in the

following manner.
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Initially, the entity may be required to enter a PIN into the portable device as previously
described. The PIN ensures that only the rightful owner of the portable device will be able to
use the portable device, thus preventing impostors from using the device. '

Next, the portable device will compute a secure and dynamic identification code (step
200) every time the device is activated (e.g., when a key is pressed) as will be described below.
The portable device will be capable of accepting transaction data (e.g., transaction amount, type
of transaction, account number, destination phone number) that is locally entered by the entity at
the time of the transaction by means of a key-pad or similar input device of the portable device.

The portable device may be capable of encrypting the transaction data in accordance with
conventional encryption techniques. The portable device will be configured to encode the secure
identification code and the encrypted transaction data to sound (the acoustic signature) (step
205). The remote entity may contact the service provider by using a telephone or personal
computer over a voice line 60 or other data line. An example of a voice line is a standard
telephone line as found in a traditional public switched telephone network (PSTN). The remote
entity will transmit the acoustic signature through the voice line, whereas the sound is converted
to an electromagnetic signal at the microphone of the voice line and transmitted through the
PSTN to the service provider in the same manner as any utterance that may be made by the
caller (step 210). Next, the acoustic signature may be recorded (i.e., digitized and stored in a
file) at the service provider facilities. The reverse process to the encoding process is carried out
(also referred to as de-codification) on the acoustic signature such that the identification code
and the encrypted transaction data are recovered (step 215). Alternatively, if the remote entity is
contacting the service provider server from a personal computer, then this de-codification is
made at the remote entity’s personal computer by a software module, which was previously
downloaded In a preferred embodiment, the string of digits referred to as the identification code
and the transaction data is encrypted and/or hashed, according to the standards and use of the
e-commerce certification authorities such as the SSL protocol or VPN methodology (herein the
encrypted or hashed data is referred to as the client query), and the client query is transmitted to
a third party, referred to as the certification service, via a data line 70 (step 220).

The certification service decrypts the client query and indicia of the identification code
and transaction data are recovered from the client query (step 225). Next, the certification
service compares the indicia of the identification code to a plurality of identification codes (step

230), and the certification service identifies the specific portable device and the owner of the
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device (step 235). The certification service decrypts the encrypted transaction data and queries a
database where the personal keys of the small hand-held device's legitimate owner are stored and
prepares a signed document according with the procedures recommended and in use by the
certification authorities. The signed document is in conformance with the procedures of the
certification authority with the result that the service provider receives a secure digital document
that includes all the necessary data to perform a transaction which may include the customer’s
X.509, according to the usage of the e-commerce certification authorities (e.g.,:PKCS#7)
wherein the remote entity was only in telephone contact with the service provider (step 240).

The present invention further provides for remote, credit card based, over-the-phone
transactions in the following manner. Initially, a small hand-held device (portable device) may be
issued to each entity, which desires to perform secure and certified Internet transactions, that are
credit card base, from a regular phone. As a one time set-up procedure, the entity will provide
an authorization to use one or several of their credit cards for paying transactions according with
the procedures stated below, in a way that the certification service will be able, upon the entity’s
request, as specified below, to deliver digitally signed documents. This set-up procedure will
include obtaining all the necessary data, including name of the customer, credit card numbers,
expiration dates, address, and, if requested, the X.509 certificate of the customer and/or the
facsimile of the hand-written signature of the customer to be stamped and used as described
below.

For each transaction (or each transaction session), the entity may be required to enter a
PIN into the portable device as previously described. The PIN ensures that only the rightful
owner of the portable device will be able to use the portable device, thus preventing impostors
from using the device. Next, the portable device will compute a secure and dynamic
identification code every time the device is activated as will be described below. The portable
device will be capable of accepting transaction data (e.g., transaction amount, type of
transaction, credit card selection, destination phone number) that is locally entered by the entity
at the time of the transaction by means of a key-pad or similar input device of the portable
device.

The portable device may be capable of encrypting the transaction data in accordance with
conventional encryption techniques. The portable device will be configured to encode the secure
identification code and the encrypted transaction data to sound (the acoustic signature). The

remote entity may contact the service provider and transmit the acoustic signature through the
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telephone's microphone, whereas the sound.is converted to an electromagnetic signal at the
microphone and transmitted through the PSTN to the service provider in the same manner as any
utterance that may be made by the caller. Next, the acoustic signature may be digitized (i.e.,
stored in a file) at the service provider facilities. The reverse process to the encoding process is
carried out (also referred to as de-codification) on the acoustic signature such that the
identification code and the encrypted transaction data are recovered. In a preferred embodiment,
the string of digits referred to as the identification code and the encrypted transaction data is
encrypted and/or hashed, according to the standards and use of the e-commerce certification
authorities, (herein referred to as the client query) and whereas the client query is transmitted to
a third party, referred to as the certification service.

The certification service decrypts the client query and the identification code and
transaction data are recovered from the client query. Next, the certification service compares the
identification code to a plurality of identification codes, and the certification service identifies the
specific portable device and the owner of the device based upon the comparison. The
certification service decrypts the encrypted transaction data and queries a database where the
credit card account numbers, addresses, and X.509 certificates of the small hand-held device's
legitimate owner are stored and matches the previously made credit card selection with the
correct credit card account number. The certification service then may optionally obtain
authorization for the transaction from the credit card company associated with the credit card
selection. Upon authorization, a signed document is produced according with the procedures
recommended and in use by the certification authorities (e.g., PKCS#7). The signed document is
in conformance with the procedures of the certification authority and contains the necessary data
for the completion of the credit card based transaction. Thus, the service provider receives a
secure digital document according to the usage of the e-commerce certification authorities
wherein the remote entity was only in telephone contact with the service provider.

Another embodiment of the method of this invention provides for remote, credit card
based, over-the-Internet, transactions originated through the phone and referred to as voice-
commerce (v-commerce) transactions. Initially, each entity that desires to perform secure,
remote credit card based over-the-Internet transactions from a regular phone, will, as a one time
set-up procedure, be issued a small hand-held device (i.e., portable device). The entity will
provide, as part of the set-up procedure, an authorization to use one or several of the entity’s

credit cards for paying transactions according with the procedures discussed below, such that a
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third party, referred to as the certification service, will be able, upon the entity’s request, as
specified below, to deliver digitally signed documents according with the electronic-commerce
standards (e.g., PKCS#7 or other standards) with the necessary content for performing
transactions. In addition, as part as the set-up procedure, the entity will provide all the necessary
data, including name and addresses of the customer, credit card numbers, expiration dates, and,
if requested, the X.509 certificates of the customer and/or the facsimile of the hand-written
signature of the customer to be stamped and used as described below.

For each transaction, the portable device may request a PIN to be entered. The initial
PIN may be changed by the owner of the portable device at any time. The portable device allows
a limited number of consecutive wrong PINs (e.g., 3 or 10) before auto locking itself, therefore,
only the legitimate owner has the capability to activate the portable device. When performing a
secure credit card transaction over a regular phone, the owner of the portable device should use
his portable device, which was associated with the owner on one of the certification service’s
databases or other issuers’ databases. The portable device is able to identify the authorized and
legitimate device's owner by requesting the Personal Identification Number. Once the portable
device is activated, the portable device is capable of accepting transaction data (i.e., transaction
amount, selection of the credit card, etc) locally entered by the customer at the time of the
transaction by means of the key-pad of the portable device. When a key is pressed the portable
device will compute an identification code and encrypt the transaction data and encode the
secure identification code and the encrypted transaction data to sound, whereas the sound,
comprising the dynamic and secure identification code and the encrypted transaction data, is
referred to as the acoustic signature. Next, the owner of the portable device places a call to a
specially designed voice browser server (also referred to as a public server, portal server, or
phone enabled internet server) which is able to interpret the customer utterances using speech
recognition technologies and text-to speech technologies to read out, for the customer, Internet
instructions, such as instructions encoded in hypertext mark-up language (HTML). The voice
browser server uses customer originated instructions translated to HTML such as web-browser
instructions for browsing the Internet, and enabling the owner of the portable device to perform
Internet transaction through the phone. Eventually the owner of the portable device (the
customer) will reach a particular merchant’s (the service provider) web-site. The customer may
eventually select a good to purchase, and indicate at one particular stage of the purchasing

procedure the fact that he can perform a secure transaction since he holds a portable device as
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described above, and at some later time, if requested, the owner of the portable device may
decide to send a signed document to the service provider wherein such digital document will
contain the necessary information and authorization to perform a credit card transaction for a
specific amount. After making voice contact with the voice browser server, and browsing to the
correct web-site, the owner of the portable device will send during the calling session, the
acoustic signature generated by the portable device through the phone set's microphone, whereas
this sound is converted to an electromagnetic signal at the microphone and is transmitted
through the PSTN to the voice browser server. At the voice browser server, the acoustic
signature may be digitized (i.e., creating a file). The reverse of the encoding process that was
performed on the small hand-held device, referred to as the decoding process, is applied to the
digitized acoustic signature thus recuperating the dynamic and secure identification code and the
encrypted transaction data. Next, the string of digits referred to as the dynamic and secure
identification code and the transaction data are encrypted and/or preferably hashed, according to
the standards and usage of the e-commerce certification authorities (e.g., SSL or VPN) wherein
the encrypted string is referred to below as the client query. The client query is transmitted,
over data lines, by the voice browser server to a third party, referred to as the certification
service. The certification service decrypts and/or re-checks the integrity and validity of the client
query recuperating indicia of the dynamic and secure identification code and the transaction data.
The certification service compares the indicia of the identification code to a database of
identification codes, and thus identifies the specific portable device and its owner. The
certification service will decrypt the transaction data (e.g., the transaction amount) as necessary,
and query a database where the credit card account numbers, as well as other pertinent data such
as address, and X.509 certificates associated with the portable devices and/or owners of portable
devices are stored. Optionally, the certification service obtains authorization for the credit card
transaction from the relevant credit card company directly or through a point-of sale machine,
and/or through any of the companies who serve as clearing houses for credit card transactions.
After obtaining authorization for the credit card transaction from the relevant credit card
company, the certification service prepares a digitally signed document (preferably PKCS#7),
with the necessary data for the completion of the credit card based transaction, including name
of the customer, credit card number, amount of the transaction, expiration date, and, if
requested, the digital X.509 certificate of the customer and/or the digital certificate generated by

the certification service, and/or the facsimile of the hand-written signature of the customer, in

10
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order to fulfill the credit card companies request of signature-on-file. A further variation of the
method of this patent is, as above, but instead of credit card based transactions, perform a debit
card and/or direct bank account based transaction.

In accordance with another aspect of this invention is a method as above, but instead of a
variable, dynamic and secure identification code, the portable device will encode to sound, a
fixed, non-variable ID code along with the encrypted transaction data that was encrypted with
the customer private key, and previously entered in the portable device. The certification service
will receive, the decoded acoustic signature, and by means of the fix, non variable ID code, will
query their database for the customer data, including the credit card account numbers , as well as
other pertinent data such as address, and if necessary, the appropriate private key’s X.509
certificate.

The certification service can now send all of the information (i.e., encrypted transaction
data, credit card numbers, X.509 customer certificate used, transaction time and date, and other
data such as customer’s addresses) which may be signed or not to the portal, merchant, or
phone enabled portal, or to whoever requested the transaction certificate, by means of data lines,
preferably using VPN methodology.

Referring now specifically to the computation of the dynamic and secure identification
code at the portable device and the consequent interpretation of the identification code,
according to the method of the present invention, we can refer to several authentication
methods, whereas all of the authentication methods are characterized by the transmission of an
identification message comprising two parts - one constant part such as a login name, user name,
or serial number, etc, and the second part referred to as a password which is preferably variable.
Several of these methods are known and in use in the market. A preferable improvement of
these procedures, as presented below, is not an authentication method, but rather an
identification method, whereas a difference is that the message sent according with this method
has no constant part, but, rather the entire message is variable, in order to deliver total privacy to
the caller.

Referring now to FIG. 3, a method of identification and arbitration will now be
discussed. Since the new system (which includes a multitude of cards or small portable devices
and a DECRYPTOR Server) should be a closed system, the first step to be accomplished is the
System Differentiation. A new system administrator selects (optionally) a third party to be an

independent Arbitrator. The arbitrator and the new system administrator select their respective
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seed numbers (steps 300 and 305). The seed numbers will be used to initialize the
personalization machine (PM) (step 310) and the DECRYPTOR Server, wherein the
personalization machine is the device which enters the secret keys into each portable device.

The system administrator preferably selects two trusted officers. Each officer selects a
half of the system seed number: a N/2 digit half system seed number. This selection and dongles
burning/writing is accomplished by means of firmware: referred to as the seed selection module,
which runs on any PC.

As a result, each half of the system seed number remains embedded in a respective
dongle. The system has two dongles, each one with half of the system's seed number (N/2 hex-
digits each, N hex-digits total, for example, where N=38).

A parallel process of selection of an arbitrator seed number is made by the independent
arbitrator (step 300). As a result, the arbitrator will also have two dongles, each one with one
half of the arbitrator's seed number (for a total of N hex-digits). Contrary to the system dongles,
the arbitrator's dongles will be used to initialize the personalization machine only. Hence, the
decryptor server will never know the arbitrator seed numbers, and thus the Identification
algorithm of the present invention is non repudiable.

The four dongles are used to initialize the portable machine (PM) in order to burn small
portable devices for one specific system. The seed numbers are not stored in the PM's memory,
only on the PM's RAM.

Based on the system's seed number, the PM software computes and burns into the small
portable device four different numbers, whereas two out of the four are system numbers and the
remaining two are small hand-held device specific.

The four numbers are respectively:

The System Module (SM)

The System DES key ( SDK)

The Card ID (C_ID)

The CTime, where CTime=amount of seconds since the random event (DTO)

The CTime is based on the Greenwich date and time, where CTime is the time expressed
in seconds (8 hex-digits), of the encryption moment minus DTO (a pseudo-random number
different for each device, and referred to as the Random Event). DTO is randomly selected by

the portable device.
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In addition, based on the arbitrator seed number, the PM computes the card arbitrator
number (CAN) (step 320). The service provider's system administrator has no access to the
CAN.

Therefore, five numbers are burned into the portable device:

SM, SDK, CTime (running number), C_ID, and CAN.
Three out the five numbers are specific for the small hand-held device:
C_ID (derived from System Seed Number) (step 315)
CAN (derived from Arb. Seed Number) (step 320)
CT ( Card-Time) is incremented each second (variable)
The other two numbers are System specific: the System Modulus (SM) derived from SSN and
the System's DES Key.

The small hand-held device computes the identification message in two steps. First,
using the function F_ARB where:

F_ARB(CTime,CAN) =R1 (step 325)
R1 is referred as the first result.

The function F_ARB can be selected for each application and does not influence the
architecture described here. The method of this invention can be use with several functions but
preferably with the function F_ARB, as detailed below.

Following the computation of the first result, the portable device computes a second
result R2 as follows:

F Syssm (C_ID, CTime, R1) =R2 (step 330)

The function F_Sysgv can be selected for each application and does not influence the
architecture described here. There is an additional third step which comprises the encryption of
R2 using DES with a System's DES Key (SDK). This step is optional.

The DES step has been included in order to satisfy certain Bank requirements, in view of
Bank standards in use today.

Thus e pes(R2) =R"2
R'2 can undergoes some permutations, addition of error correction algorithms and encoding into
sound. Next, R2 is transmitted to the voice browser server (step 335). At the server, the R'2 is
decoded into digits, de-permutated, and decrypted using the SDK.

d pes(R2) =R2

Then, the inverse function of F_Syssy referred to as F™' Sysgy is applied to R2 as follows:
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F' Syssu(R2) = C_ID, CTime, R1 (step 340)

Having now recoveréd C_ID, the identification is completed, while the recovery of the
CTime authenticates it, if it falls within a predetermined tolerance window, thus avoiding the
possibility of fraud by reodering the messege and further usage.

Next, the arbitration of a transaction will be discussed. If a specific transaction is
disputed by the legitimate buyer, who claims that the transaction was not made with his portable
device, the system administrator will supply the independent arbitrator with the card serial
number, the transaction CTime, and the transaction R1 (the «supplied» R1) (step 345).

The arbitrator, using the arbitrator seed number, will compute the corresponding CAN
(step 350) from the Card Serial Number and then compute R1 as follows:

F_ARB(CTime, CAN) =R1 (step 355)

Next, the arbitrator will compare the «computed» R1 with the «supplied» R1 (step 360).
If both R1’s are equal, then the transaction was not fabricated by an impostor or by the system
administrator.

Obviously, there is no way for an impostor, even for the system administrator, to
compute the correct R1 for a specific portable device at a specific time due to the fact that the
system administrator does not know the arbitrator seed number.

The transaction data can be encoded, according to the method of this invention, using
DES with a variable one-time key.

There are 2 preferred versions: A and B whereas

Version A: the Transaction Data Key (TDK) is computed as a function of the
C_ID and CTime

Version B: the Transaction Data Key (TDK) is computed as a function of the
CAN and Ctime
Therefore, a preferable methodology for identification comprises: the portable device
computing:

F_ARB(CT, CAN) =R1

and

F_Syssm (C_ID, CTime, R1) = R2.

Thus e pes(R2) = R'2 which is the message sent.
An example of this 1s to use a Hash algorithm (like the SHA1 or any other) in the

following way:
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F_ARB(CTime, CAN)=HASH(CTime, CAN) = R1

Where the recommended size of CAN is more than 160 bits.

Second Step (System related step)
F_Syssm (C_ID, CTime, R1)=R2=
[(C_ID, CTime) XOR C'}, R1=
where C'=HASH(SM, R1) Mod M;
where the recommended M =10,000,000,000,000,000; and
where the recommended size of SM is more than 160 bits.

Actually, R2 may be further DES encrypted (optional step), using a System DES Key
(SDK), where e pgs(R2) =R"2

R'2 is then encoded into sound, and transmitted.

The Identification Server, referred to as the voice browser server, receives R'2 as sound ,
decodes R2 and transmits R'2 to the decrypting node preferably located at the certification
service facilities. Now the certification service server knowing the System DES Key, SDK,
decrypts the DES step recovering R2, where R2=W R1. The following computations are then
performed by the certification service server:

compute HASH(SM,R1) Mod M= C'

compute C' XOR W = C' XOR [(C_ID, CTime) XOR C'] =

{HASH(SM, R1) Mod M} XOR [(C_ID, CTime) XOR {HASH(SM, R1) Mod
M}]=(C_ID, CTime)
and with this, the system identifies the portable device and avoids impersonation, due to the
CTime tolerance.

Arbitrating a disputed transaction with the method of this invention: assuming a specific
transaction is disputed by the «legitimate caller» who claims that the transaction was fabricated
by the system administrator or a third party. The system administrator will supply the
independent arbitrator with the Card serial number, the transaction CTime, and the R1 (the
«supplied» R1). The arbitrator will compute the corresponding CAN from the Card Serial
Number (only the arbitrator can accomplish this step, due to the need for the Arbitrator Seed
Number) and then

F_ARB(CTime, CAN)=HASH(CTime, CAN) =R1

Next, the arbitrator will compare the «computed» R1 with the «supplied» R1.
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If both R1 are equal, the transaction was not fabricated by the system administrator or by
any other entity. Obviously, the system administrator cannot compute the correct R1 for a
specific portable device at a specific time as the CAN is not known.

A further variation of the method of this invention, for remote, credit card based, over-
the-Internet, transactions originated through the phone and referred to as voice-commerce
transactions comprises the following:

First, an arbitrator is selected, as described above, and one or several system
administrators as described above. The arbitrator can select the arbitrator seed number, or the
arbitrator can select trustees which can select their respective parts of such seed number,
according to the method described above. Similarly, the system administrator also selects their
respective seed number, preferably according to the method described above.

A multitude of small hand-held devices are prepared, preferably, according to the method
described above, and the voice browser server is also prepared, preferably, according to the
method described above. For each specific customer or subscriber: issue to each person (the
customer), who desires to perform secure, remote credit card based over-the-Internet
transactions from a regular phone, as a one time set-up procedure, a small hand-held device
personalized as described above, and, obtaining from such person, an authorization to use one or
several of his credit cards for paying transactions according with the procedures stated here-
below, in a way that a third party, referred as the certification service, will be able, upon the
person’s request, as specified below, stamp a digital signature on documents (i.e., digitally sign a
document) in accordance with the electronic-commerce standards (e.g., PKCS#7). Also, each
customer will provide, as a one time procedure, all the necessary data, including name of the
customer, credit card numbers, expiration dates, and, if requested, the copies of the respective
X.509 certificates of the customer and/or the facsimile of the hand-written signature of the
customer to be stamped and used as described below.

Upon initiation of a transaction, the portable device may request a PIN for activation,
wherein the portable device allows a limited number of consecutive wrong PINs (say 3 or 10)
before auto locking itself. The portable device then computes a new, secure identification code,
preferably according to the method described above, when requested (e.g., by pressing a key).
The portable device may accept transaction data (i.e., transaction amount, selection of the credit
card, etc) locally entered by the customer at the time of the transaction by means of the key-pad

of the portable device and, preferably, will encrypt such transaction data. The portable device
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will encode this secure identification code and the encrypted transaction data to sound, whereas
this sound, carrying the dynamic and secure identification code and the encrypted transaction
data, is referred to as the acoustic signature.

Next, the customer places a call to a specially designed server (referred to as the voice
browser server) able to interpret the customer utterances using speech recognition technologies
and text-to speech technologies to read out, for the customer, internet instructions, and use the
customer's instructions as WEB- browser instructions for browsing the Internet, and for enabling
the performance of Internet transaction through the phone. The customer can browse the
Internet by speaking verbal instructions through the phone to the voice browser server and in
that manner, the merchant or service provider web-site can be accessed. If, at some point, the
customer decides to send a signed document to the merchant/service provider where the
document contains the information for completing the performance of a credit card transaction
for a specific amount, then the customer enters the specific amount and sends, during the calling
session, the acoustic signature through the phone set's microphone as described above. This
acoustic signature is converted to an electromagnetic signal at the microphone and is transmitted
through the PSTN to the public server (voice browser server). At the voice browser server, the
acoustic signature may be recorded and the time of reception of the acoustic signature (referred
to as capture time) is registered.

Next, the reverse of the encoding process, referred to as the decoding process
(de-codification) is applied to the digitized acoustic signature, and the dynamic and secure
identification code and the encrypted transaction data are recovered. The string of digits
referred to as the dynamic and secure identification code, the encrypted transaction data, and the
time of reception of the acoustic signature or capture time, are encrypted and/or Hashed,
preferably, according to the standards and usage of the e-commerce certification authorities such
as VPN or SSL (wherein the encrypted string is also referred to as the client query). The client
query is transmitted to a third party, the certification service, which decrypts and/or rechecks the
integrity and validity of the client query, thus producing the dynamic and secure identification
code and the transaction data. Next, the certification service decrypts, the dynamic and secure
identification code, thus identifying the specific portable device (i.e., recuperating the Card-ID
and checking the CTime against Impersonation fraud). In addition, the certification service
obtains the transaction data by decrypting the encrypted transaction data carried by the client

query.
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Next, a database is queried in order to determine the owner of the portable device that
generated the acoustic signature, or to whom the device is associated. Once the device owner is
identified and the transaction data decrypted, the certification service queries a database where
the credit card account numbers associated with the portable device and/or customers are stored
which can be the same database as where the portable device is associated to the Owner.
Optionally, the certification service queries the relevant credit card company for obtaining
authorization of the payment, directly or through a point-of sale machine, and/or through any of
the companies who serves as clearing houses for Credit card transactions. Once the
authorization is obtained from the relevant credit card company, the certification service
prepares a digitally signed document, with the necessary data for the completion of the credit
card based transaction, including the name of the customer, credit card number, amount,
expiration date, and, if requested, the digital X.509 of the customer and/or the digital certificate
generated by the certification service, and/or the facsimile of the hand-written signature of the
customer, in order to fulfill the credit card companies request of signature-on-file. This digital
document is then sent to the merchant/service provider WEB-site for completion of the
transaction. If, at some time later, the customer denies or repudiate the transaction, the
certification service will appeal to the independent arbitrator according to the method described
above, in order to show that the transaction was made by the customer and is not a fabrication of
somebody else.

A further variation of this method is, as above, but after, or close to the moment where
the small device generates the acoustic signature, the portable device displays a variable string
(also referred to as a one-time password) of digits and/or letters which are a mathematical
function of some of the seeds or sub-seeds of the dynamic identification code of the acoustic
signature in a way that only an entity who can interpret the dynamic identification code of the
acoustic signature can compute a one-time password. The certification service server computes
the same one-time password, after having identified the portable device(i.e., decrypted the
dynamic identification code). The certification service server transmits the one-time password to
the merchant/service provider as data, and the one-time password is read out to the customer,
using text to speech technologies, in order for the customer to hear the numbers and/or
characters and compare with the one-time password read out from the display of the small hand-
held device. If both passwords are identical, then it is verified that the correct service provider is

accessed, thus avoiding any possibility of a third party impersonating the service provider.
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A further improvement of the method of the present invention, is as above, but wherein
the one-time password is computed by the certification service and transmitted to the voice
browser server, and wherein the one-time password is also encrypted and or hashed using the
e-commerce standards for certification, or by using the public key of the service provider as well
as the private key of the certification service, in order to avoid any possible impersonation of the
service provider.

Referring now to the one-time password generation described above, or to any other
time based portable device, a preferred computation of the one-time- password can be as
follows:

After sending the acoustic signature the portable device computes an n HEX-digits code
and displays it on the portable device's LCD. This code will remain in the LCD for m sec. and
will disappear. Any time the portable device holder press a button (referred to as a CODE
button), the portable device will display a new one-time -password.

The one-time -password is preferably computed applying the DES algorithm to a
function of CTime where the DES key is a function of the C_ID and CTime.

n-k out of the n HEX-digits are a result of this calculation. The other k, preferable k=3,
are the last k digits of the CT for synchronization purposes.

The Decryption node, which can be part of the voice browser server, receives the serial
number or any other identification of the portable device or any equivalent number in order to
extract from the database the Card ID and can know the CTime from the Acoustic signature
decryption or can extrapolate a number close to the CTime, from the Capture Time.

By means of the last k digits of the CTime, the decryption node can exactly determine the
true transaction Ctime.

The Server can now compute the other n-K digits of the One-Time-Password applying
the DES algorithm to a function of CTime where the DES key is the specific function of C_ID
and CTime mentioned above.

In accordance with the present invention, the portable device encrypts, using the D.E.S.
algorithm, the result of the device's specific function of time , by using a (device's specific) key.

Assume that each device has

1-a specific function of the time fn(t)=(fl,...f8), and
2- a Key Kn, and
3- ex(a) means encrypting "a" by using the DES algorithm and
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4- that underline R means a vector =(R1,..., Rn)
5.- t is the date and time (GMT)
thus, R=ex.(fn(t))
Now the device owner sends or write identification data such as his name or the device serial
number, the one-time-password and the time and date.
Therefore the authentication info, preferably includes the time and date "t". a Serial
Number (SN) and a Dynamic Code (DC) 8 characters long which is read on the token display:
DC =DCl,..., DC8
wherein:
DC1=R12
DC2=f6
DC3=R14
DC4=f38
DC5=R13
DC6=R16
DC7=f7
DC8=R15
The decryption node has a database which includes for each token
SN, Kn, fn of the last transaction (referred to as the parameters)
when the authentication message is received, the decryption node retrieves the corresponding Kn
from a database and extrapolates the fn(t)=f1,....f8 using the time of the transaction "t", wherein:
replace f6 by DC2
replace £7 by DC7
replace f8 by DC4 in order to determine the exact time used by the small hand-
held device for the computation of the one-time-password.
Now the decryption Node computes
R'=ex,(fl,...,18)
and finally, compares
R'12 with DC1
R'14 with DC3
R'13 with DCS
R'16 with DC6
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R'1S5 with DC8.

In summary, the decryption node can recuperate, rebuild or re-compute the true one-
time-password.

One advantage of this methodology is to avoid the server impersonation fraud as
described above.

Another advantage of this method is the certification of the identity of the signor of any
hand-written signature stamped on any document.

After a person (the signor) activates his small hand-held device, and identities itself
against the device by entering the correct PIN, and pressing the code button., then the portable
device will display the one-time-password and the signor should write the one-time-password on
the document, together with the time and date and identification information like the signor's
name, login name, or serial number of the small hand-held device, or any other info which will
help the decryption node to query the database and proceed as described above, thus checking
the veracity and validity of such one-time-password at the presumed time of generation by the
presumed small hand-held device.

US patent 5,742,684 issued to the inventor of this invention describes a possible example
of the portable device. |

Although the invention has been described herein using exemplary implementations, it
should be clear that any other implementation of the methodology presented here does not
represent a departure from the spirit of the invention as set forth here. The same is stated here
for alterations of the sequential order of the steps or sub-steps used to explain the methodology
presented.

Various modifications in the selection and arrangement of the various steps discussed

herein may be made without departing from the spirit of the invention as set forth above.
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CLAIMS

We claim:

1. A method for identifying the owner of a portable device, comprising the steps of’

computing a dynamic identification code at the portable device;

encoding the identification code into an acoustic signature at the portable device;

causing the portable device to transmit the acoustic signature over a voice line to
a service provider;

decoding the acoustic signature into the identification code at the service
provider;

transmitting the identification code from the service provider to a certification
service;

generating indicia of the identification code at the certification service;,

comparing the indicia of the identification code to a plurality of possible owners;

producing a true owner from the comparison; and

causing the certification service to transmit to the service provider a digital

certificate corresponding to a digital signature of the true owner.

2. The method of claim 1 further comprising the step of digitally storing the acoustic

signature at the service provider.

3. The method of claim 1 further comprising the steps of:
entering a personal identification number into the portable device; and

comparing the entered personal identification number to a stored personal

identification number.

4. The method of claim 1 further comprising the step of entering transaction data for

a transaction into the portable device, wherein:
the encoding step further comprises encoding the transaction data into the
acoustic signature, wherein the acoustic signature comprises the identification code and the

transaction data;
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the decoding step further comprises decoding the acoustic signature into the

transaction data;,

the transmitting step further comprises transmitting the transaction data to the
certification service;, and

upon identification of the true owner from the producing step, transmitting, by
the certification service, a digital document comprising the digital certificate and the transaction

data.

5. The method of claim 4 further comprising the steps of’:
entering a credit card selection into the portable device;
retrieving credit card information associated with the credit card selection at the
certification service upon identification of the true owner;
obtaining authorization for the transaction from a credit card company associated
with the credit card selection; and wherein:
the encoding step further comprises encoding the credit card selection
into the acoustic signature, wherein the acoustic signature comprises the identification code, the
transaction data, and the credit card selection;
the decoding step further comprises decoding the acoustic signature into
the credit card selection;
the transmitting step further comprises transmitting the credit card
selection to the certification service; and
the step of transmitting a digital document comprises transmitting credit

card information.

6. A method for identifying the owner of a portable device, comprising the steps of:
computing a dynamic identification code at the portable device;
encoding the identification code into an acoustic signature at the portable device;
calling a public server configured to interpret speech and to browse the internet
based on verbal commands;
causing the public server to access a web-site associated with a service provider;
causing the portable device to transmit the acoustic signature over a voice line to

the public server;
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decoding the acoustic signature into the identification code at the public server;

transmitting the identification code from the public server to a certification
service;

generating indicia of the identification code at the certification service;

comparing the indicia of the identification code to a plurality of possible owners;

producing a true owner from the comparison; and

causing the certification service to transmit to the service provider a digital

certificate corresponding to a digital signature of the true owner.

7. The method of claim 6 further comprising the steps of:
entering a personal identification number into the portable device; and
comparing the entered personal identification number to a stored personal

identification number.

8. The method of claim 6 further comprising the step of entering transaction data for

a transaction into the portable device, wherein:

the encoding step further comprises encoding the transaction data into the
acoustic signature, wherein the acoustic signature comprises the identification code and the
transaction data;

the decoding step further comprises decoding the acoustic signature into the
transaction data;

the transmitting step further comprises transmitting the transaction data to the
certification service; and

upon identification of the true owner from the producing step, transmitting, by
the certification service, a digital document comprising the digital certificate and the transaction

data to the service provider.

9. The method of claim 8 further comprising the steps of:
entering a credit card selection into the portable device,
retrieving credit card information associated with the credit card selection at the

certification service upon identification of the true owner;

24



10

15

20

25

WO 00/51280 PCT/IB00/00319

obtaining authorization for the transaction from a credit card company associated

with the credit card selection; and wherein:

the encoding step further comprises encoding the credit card selection
into the acoustic signature, wherein the acoustic signature comprises the identification code, the
transaction data, and the credit card selection;

the decoding step further comprises decoding the acoustic signature into
the credit card selection;

the transmitting step further comprises transmitting the credit card
selection to the certification service; and

the step of transmitting a digital document comprises transmitting credit

card information.

10. A method for identifying the owner of a portable device having a serial number,
wherein the portable device is distributed by a system administrator and the method for
identifying is arbitrated by an independent arbitrator entity, comprising the steps of:

selecting, by the independent arbitrator, an arbitrator seed number;

selecting, by the system administrator, a system seed number;

computing a portable device identification from the system seed number and the
portable device serial number;

computing a card arbitrator number from the arbitrator seed number and the
portable device serial number;

applying, by the portable device, a first function to the card arbitrator number,
computing a first result;

applying, by the portable device, a second function to the first result and to the
card identification, computing a second result;

transmitting the second result over a voice line to a public server;

applying, by the public server, the reverse of the second function to the second

result, computing the first result and the personal device identification.
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11.  The method of claim 10 further comprising the steps of:
transmitting the first result from the public server to the independent arbitrator;
computing, by the independent arbitrator, the card arbitrator number from the
arbitrator seed number and the portable device serial number;
applying, by the independent arbitrator, the first function to the card arbitrator
number, computing a presumed first result;
comparing, by the independent arbitrator, the true first result and the presumed

first result.

26



PCT/IB00/00319

WO 00/51280

1/3

[ JdNDIA

05—

wswnoo( [eHdig
21BOY IR [&11B1

uond9es pre)) 1paI)

ele(J UOT)ORSURI]
3pO)) UONEIINUSP]

01AI10S
UonEIIIS)

aui| ele(q

SOy [N

&uoypny
Of e UoTRIIJIII)

UOTRULIOJU]
pIed 3pa1)

0L

a1meudIS ONSNOOY

UONOS[RS pIe)) Npal)
BJR(J UONORSURI |
IaquINN UOHBOLJIUIP] [BUOSID]

19p1a0Ig
901AI19g

L 09

3ul] 910

20183
S[qenod

0T

oumQ




PCT/1B00/00319

WO 00/51280

§TC

¢ 231

y

SpO2 UONROYNULPI 313 JO BIDIPUL
§31210UISF 901AISS UONROYIIS)

0¢£T
| 2

901AISS UOTBOIJTIISD 9y O} opod
UOTIEOIIUSPT SY3 S}HWSURL) 19p1a0Id 991A19S oce
A
9p00 UOHEBOYNUSPT 3Y} SOPOISP I9p1A01d 901AIAG | S1z

s1oumo a1qissod jJo
Airerenid & 03 9pod woNEOYRUSPI Y3 JO
2191pUl Soredwod 39TAISS UOTRIYIIS))

SET

2/3

Y

90143p 9[qenod oy JO JSUMO anI)
saonpoid 9014195 UOPBOYILIS))

)74
1 y

Iopiaoid 3014195 9y 03 ‘armeuss [enSip
§ JoUMo UIUTEINOO ‘91BOYNISD [BRISIp ©
SITWSURI} 301AISS UOTBOYINS))

Iop1a01d 9014138 3} 03 9POO
UORBOHUSPI Y} SHWSURT 99143p 9[qenog —— 01

A

aInjeud1s onsnooe oJuI 3pod
UOWEOLHUSPI 91 SIPOJUS 39149p 9[qenog —— 0T

9poo UOHEOLIUAPI Srureukp
sainduwios 991a9p sjqenog [— 00T

$59001d UONEBIYIIUSPI 39U JO WRISRIP MO],]



PCT/IB00/00319

WO 00/51280

3/3

¢ H4NDIA

A 4

(01 Sp—

1[NS31 PUODAS UTEIGO PUB UONRIIJRUIP! PIed Y O}
pU® 3[NSa1 31 33 03 uonouny puodss Addy

Gee

Joatss o1jqnd ® 03
SUI[ 9210A © JOAO }JNS3I PUOIS JWSURI |,

A4

0¥t —— ynsax 1511y 9y UTRIqO puUE ‘yNSaI puooss Aty 01

UOQEBOYNUSPI 991A3p [euosiad oy pue

uonounj puodIas Yy JO Is19adl oYy A[ddy

y

SPe —
0s¢e

lojeniqre juspuadapur oY) 03 19AI0S
o1jqnd o3 WoiJ 3 NSaI ISI1Y SY) JIWSULBI ]

A 4

Iojeniqre juspuadspul

93 Je Joquunu [BLISS 301A9p 9[qenod a1 pue JoquInu pads
I0jenIqIe o) WOl J9qUINU JojenIqIe pIed ay) sjndwo)

v

TSI TSI PWTEaId B SuTuTeIqo pue

Jaqunu I0jenIqIe pIed ay3 03 uonouny isiy oy Suikjddy

}

——— S6¢

nsa13s1y pawnsaid 9y 03 3[nsax 317y any oy aredwo))

- ——09¢

1[NSal 1811 UTBIqO pUR JoqUINU

uonBIYNRUSPI 39149p 3]qenrod sndwo)

a

SUTYIEUT

s1aquIny paas ANGLISIY

lojeniqie pied ay3 03 uonouny isay Aiddy |~ 43
[
Joqunu [euss
301A3p 3]qenod 2y} pue JoqUINU P33s J0JRRIqIE | 0Z¢
9y} woly Joquinu Iojeniqie pres synduro)
r
Jaqunu [BUSS 901Ap
91qenod oy3 pue JoquInu paas wsAs agy woyy |- 1€

uonezifeuosiod o1 0} ol€

o

a

Jaquinu psas I0jeNIqIe UL 199[0S

uonenIqre yim ssad01d uoneouapl oy} Jo wreiselp moj,

Joquinu pass wsIsAs 19[S |___G0€

——00¢



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

