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or more packet distribution rules for each of the segregated data packets to distribute the data packets to a plurality of processing units
based on a type of data packet pattern. Advantageously, the complexity and the repetition of the flow rules are minimized which results
in concise implementation and obviates the need of defining multiple flow rules to resolve the conflicts.
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SYSTEM AND METHOD FOR MANAGING FLOW RULES IN A NETWORK

FIELD OF THE INVENTION

[0001] The present invention relates to the field of wireless communication system,

more particularly relates to a system and method for managing flow rules in a network.

BACKGROUND OF THE INVENTION
[0002] A network interface card (NIC) is a hardware component without which a
computer cannot be connected over a network. NIC is a circuit board installed in a
computer that provides a dedicated network connection to the computer. NIC is also

called network interface controller, network adapter or LAN adapter.

[0003] NIC allows both wired and wireless communications. NIC allows
communications between computers connected via local area network (LAN) as well
as communications over large-scale network through Internet Protocol (IP). NIC is
both a physical layer and a data link layer device, i.e. NIC provides the necessary
hardware circuitry so that the physical layer processes and some data link layer

processes can run on it.

[0004] An NIC provides a computer with a dedicated, full-time connection to a
network. It implements the physical layer circuitry necessary for communicating with
a data link layer standard, such as Ethernet or Wi-Fi. Each card represents a device

and can prepare, transmit and control the flow of data on the network.

[0005] The IP S5-tuple identifies a Transmission Control Protocol (TCP)/IP
connection and includes source IP address, source port, destination IP address,
destination port, and transport protocol. A 5-tuple uniquely identifies a User Datagram
Protocol (UDP)/TCP session. The NIC distributes packets by applying a filter to each
packet that assigns it to one of a small number of logical flows. Packets for each flow

are steered to a separate receive queue, which in turn can be processed by separate
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Central Processing Units (CPUs). This mechanism is generally known as Receive Side
Scaling (RSS). The goal of RSS and the other scaling techniques is to increase
performance uniformly. Multi-queue distribution can also be used for traffic

prioritization.

[0006] There are NICs which are capable of identifying the pattern. For example, a
2-tuple or 3 tuple may be used. Based upon the identified pattern, the NIC locates the
information in the packet. Flow rules are required to be created for various patterns of
the packet received on UPF data plane. For each and every possible pattern, flow rules

are required to be defined and created.

[0007] To achieve high performance, high throughput processing and low latency,
the UPF is generally designed on a multi-core CPU architecture. With multi-core
CPU’s, for optimal performance, it is desired that each of the CPU cores is equally
loaded. This can be taken care of within the software. However, this requires a
dedicated core that can be defined to receive the packets from the NIC hardware, and
then further load distribute and assign them to rest of the cores for processing. This
puts an undesired load on the core and consumes processor band width and uses the
processor resources which could have been made available for the UPF packet

processing tasks.

[0008] Besides, with flow rule definition in parallel for multiple interfaces like
N3/N6/N9, and with N3 and N9 interfaces both using General Packet Radio Service
Tunneling protocol (GTP) tunneled traffic, there is complexity in configuring the rules

as the generic pattern matches for N3 and N9 conflict.

[0009] Therefore, there is a need for reducing the load on the core processor and
optimization of the flow rules in a network which increases the processing speed and

reduces the complexity of the rules and the memory required for storing the rules.
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SUMMARY OF THE INVENTION

[0010] One or more embodiments of the present disclosure provide a method and

system for managing flow rules in a network.

[0011] In one aspect of the present invention, a system for managing flow rules in a
network is disclosed. The system includes a plurality of data packet sources and a User
Plane Function (UPF) unit in communication with each of the plurality of data packet
sources via a plurality of interface units. The UPF unit is configured to receive data
packets from a plurality of data packet sources via a plurality of interface units. The
UPF unit is further configured to create a plurality of flow rules utilizing at least one
network interface unit, wherein the plurality of flow rules includes at least one or more
packet segregation rules and packet distribution rules. The UPF unit is further
configured to apply one or more packet segregation rules for each of the received data
packets to segregate the data packets subsequent to satisfying one or more predefined
conditions. The UPF unit is further configured to apply one or more packet distribution
rules for each of the segregated data packets to distribute the data packets to a plurality

of processing units based on a type of data packet pattern.

[0012] In one embodiment, the plurality of interface units includes at least one of,

N3 interface, N6 interface and N9 interface.

[0013] In another embodiment, the plurality of data packet sources includes at least
one of, User Equipment (UE), data network and Intermediate User Plane function (I-

UPF).

[0014] In yet another embodiment. the UE is in communication with the UPF unit
via the N3 interface, the data network is in communication with the UPF via the N6

interface and I-UPF is in communication with the UPF unit via the N9 interface.

[0015] In yet another embodiment, the packet segregation rules are arranged in a

primary table.
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[0016] In yet another embodiment, the UPF unit is further configured to route the
data packet to one or more secondary tables from the primary table upon satisfying the
one or more pre-defined conditions, the one or more pre-defined conditions are
satisfied when a Virtual Local Area Network (VLAN) ID of the data packet

corresponds to at least one of the plurality of interface units.

[0017] In yet another embodiment, the UPF unit is configured to equally distribute
the data packets from at least one or more secondary tables to a plurality of processing
units subsequent to satisfying the one or more pre-defined conditions utilizing the one

or more packet distribution rules.

[0018] In yet another embodiment, the network interface unit is at least one of, a

Network Interface Card (NIC).

[0019] In yet another embodiment, the plurality of flow rules includes one or more
packet segregation rules and one or more packet distribution rules, the one or more
packet segregation rules pertain to segregating the data packets based on receiving the
data packets via a specific interface unit from the available plurality of interface units,
and the one or more packet distribution rules pertain to distributing the data packets to

a plurality of processing units based on load distribution.

[0020] In yet another embodiment, the plurality of flow rules are created for the data
packets related to the type of data packet patterns using one or more features of the
network interface unit, wherein the type of data packet patterns includes at least one
of, Ethernet, Virtual Local Area Network (VLAN)-Id, Internet Protocol version 4
((IP)v4)/ Internet Protocol version 6 (IPv6), General Packet Radio Service Tunneling
protocol (GTP), Transaction Protocol Data Unit (TPDU), Internet Protocol
(IP)/Subnet, GTP with and without Primary scrambling code (PSCs), Differentiated
Services Code Point (DSCP) and Quality of Service Flow Identifier (QFI) marking

[0021] In another aspect of the present invention, a method for managing flow rules

in a network is disclosed. The method includes the step of receiving data packets from
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a plurality of data packet sources via a plurality of interface units. The method further
includes the step of creating, a plurality of flow rules utilizing at least one network
interface unit, wherein the plurality of flow rules includes at least one or more packet
segregation rules and packet distribution rules. The method further includes the step
of applying one or more packet segregation rules for each of the received data packets
to segregate the data packets subsequent to satisfying one or more predefined
conditions. The method further includes the step of applying one or more packet
distribution rules for each of the segregated data packets to distribute the data packets

to a plurality of processing units based on a type of data packet pattern.

[0022] Other features and aspects of this invention will be apparent from the
following description and the accompanying drawings. The features and advantages
described in this summary and in the following detailed description are not all-
inclusive, and particularly, many additional features and advantages will be apparent
to one of ordinary skill in the relevant art, in view of the drawings, specification, and
claims hereof. Moreover, it should be noted that the language used in the specification
has been principally selected for readability and instructional purposes and may not
have been selected to delineate or circumscribe the inventive subject matter, resort to

the claims being necessary to determine such inventive subject matter.
BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The accompanying drawings, which are incorporated herein, and constitute
a part of this disclosure, illustrate exemplary embodiments of the disclosed methods
and systems in which like reference numerals refer to the same parts throughout the
different drawings. Components in the drawings are not necessarily to scale, emphasis
instead being placed upon clearly illustrating the principles of the present disclosure.
Some drawings may indicate the components using block diagrams and may not
represent the internal circuitry of each component. It will be appreciated by those

skilled in the art that disclosure of such drawings includes disclosure of electrical
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components, electronic components or circuitry commonly used to implement such

components.

[0024] FIG. 1 is an exemplary block diagram of an environment for managing flow

rules in a network, according to one or more embodiments of the present invention;

[0025] FIG. 2 is an exemplary block diagram of the system for managing flow rules

in a network, according to one or more embodiments of the present invention;

[0026] FIG. 3a is an exemplary flow diagram of the system of FIG. 2, according to

one or more embodiments of the present invention; and

[0027] FIG. 4 is a flow diagram of a method for managing flow rules in a network,

according to one or more embodiments of the present invention.

[0028] The foregoing shall be more apparent from the following detailed description

of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0029] Some embodiments of the present disclosure, illustrating all its features, will
now be discussed in detail. It must also be noted that as used herein and in the

appended claims, the singular forms "a", "an" and "the" include plural references

unless the context clearly dictates otherwise.

[0030]  Various modifications to the embodiment will be readily apparent to those
skilled in the art and the generic principles herein may be applied to other
embodiments. However, one of ordinary skill in the art will readily recognize that the
present disclosure including the definitions listed here below are not intended to be
limited to the embodiments illustrated but is to be accorded the widest scope consistent

with the principles and features described herein.

[0031] A person of ordinary skill in the art will readily ascertain that the illustrated

steps detailed in the figures and here below are set out to explain the exemplary
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embodiments shown, and it should be anticipated that ongoing technological
development will change the manner in which particular functions are performed.
These examples are presented herein for purposes of illustration, and not limitation.
Further, the boundaries of the functional building blocks have been arbitrarily defined
herein for the convenience of the description. Alternative boundaries can be defined
so long as the specified functions and relationships thereof are appropriately
performed. Alternatives (including equivalents, extensions, variations, deviations,
etc., of those described herein) will be apparent to persons skilled in the relevant art(s)
based on the teachings contained herein. Such alternatives fall within the scope and

spirit of the disclosed embodiments.

[0032] The present invention provides a system and method for managing flow
rules in a network. The system utilizes the underlying Network Interface Card (NIC)
feature for creation of plurality of flow rules which includes at least one or more packet
segregation rules and packet distribution rules. The system normalizes and simplifies
these flow rules by providing a primary table and one or more secondary tables. The
present invention offers advantages which include avoiding the repetition of the flow

rules and thus complexity in the rules is minimized.

[0033] Referring to FIG. 1, FIG. 1 illustrates an exemplary block diagram of an
environment 100 for managing flow rules in a network 106, according to one or more
embodiments of the present invention. The environment 100 includes, a User
Equipment (UE) 102, a server 104, a network 106, a system 108, a data network 110
and an Intermediate User Plane function (I-UPF)112.

[0034] For the purpose of description and explanation, the description will be
explained with respect to one or more user equipment’s (UEs) 102, or to be more
specific will be explained with respect to a first UE 102a, a second UE 102b, and a
third UE 102¢, and should nowhere be construed as limiting the scope of the present

disclosure. Each of the at least one UE 102 namely the first UE 102a, the second UE
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102b, and the third UE 102c¢ is configured to connect to the server 104 via the network
106.

[0035] In an embodiment, each of the first UE 102a, the second UE 102b, and the
third UE 102c¢ is one of, but not limited to, any electrical, electronic, electro-
mechanical or an equipment and a combination of one or more of the above devices
such as virtual reality (VR) devices, augmented reality (AR) devices, laptop, a
computer, desktop, personal digital assistant, tablet computer, mainframe computer,

or any other computing device.

[0036] The network 106 includes, by way of example but not limitation, one or
more of a wireless network, a wired network, an internet, an intranet, a public network,
a private network, a packet-switched network, a circuit-switched network, an ad hoc
network, an infrastructure network, a Public-Switched Telephone Network (PSTN), a
cable network, a cellular network, a satellite network, a fiber optic network, or some
combination thereof. The network 106 may include, but is not limited to, a Third
Generation (3G), a Fourth Generation (4G), a Fifth Generation (5G), a Sixth
Generation (6G), a New Radio (NR), a Narrow Band Internet of Things (NB-IoT), an
Open Radio Access Network (O-RAN), and the like.

[0037] The network 106 may also include, by way of example but not limitation,
at least a portion of one or more networks having one or more nodes that transmit,
receive, forward, generate, buffer, store, route, switch, process, or a combination
thereof, etc. one or more messages, packets, signals, waves, voltage or current levels,
some combination thereof, or so forth. The network 106 may also include, by way of
example but not limitation, one or more of a wireless network, a wired network, an
internet, an intranet, a public network, a private network, a packet-switched network,
a circuit-switched network, an ad hoc network, an infrastructure network, a Public-
Switched Telephone Network (PSTN), a cable network, a cellular network, a satellite

network, a fiber optic network, a VOIP or some combination thereof.
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[0038] The environment 100 includes the server 104 accessible via the network
106. The server 115 may include by way of example but not limitation, one or more
of a standalone server, a server blade, a server rack, a bank of servers, a server farm,
hardware supporting a part of a cloud service or system, a home server, hardware
running a virtualized server, a processor executing code to function as a server, one or
more machines performing server-side functionality as described herein, at least a
portion of any of the above, some combination thereof. In an embodiment, the entity
may include, but is not limited to, a vendor, a network operator, a company, an
organization, a university, a lab facility, a business enterprise side, a defence facility

side, or any other facility that provides service.

[0039] The environment 100 further includes a system 108 communicably coupled
to the server 104 and each of the first UE 102a, the second UE 102b, and the third UE
102¢ via the network 106. The system 108 is adapted to be embedded within the server
104 or is embedded as the individual entity. However, for the purpose of description,
the system 108 is described as an integral part of the server 104, without deviating
from the scope of the present disclosure. The system 108 is configured to manipulate

message in the network 106.

[0040] The data network 110 includes, by way of example but not limitation, one
or more of a wireless network, a wired network, an internet, an intranet, a public
network, a private network, a packet-switched network, a circuit-switched network, an
ad hoc network, an infrastructure network, a Public-Switched Telephone Network
(PSTN), a cable network, a cellular network, a satellite network, a fiber optic network,
or some combination thereof. The network 106 may include, but is not limited to, a
Third Generation (3G), a Fourth Generation (4G), a Fifth Generation (5G), a Sixth
Generation (6G), a New Radio (NR), a Narrow Band Internet of Things (NB-IoT), an
Open Radio Access Network (O-RAN), and the like.

[0041] The environment 100 further includes an Intermediate User Plane function

(I-UPF) 112 communicably coupled to the system 108. An I-UPF 112 performs the
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role of an uplink classifier and communicates with the system 108 over the N9

interface.

[0042]  Operational and construction features of the system 108 will be explained

in detail with respect to the following figures.

[0043] FIG. 2 is an exemplary block diagram of the system 108 for managing flow
rules in a network 106, according to one or more embodiments of the present

invention.

[0044]  As per the illustrated and preferred embodiment, the system 108 to manage
flow rules in the network 106 is a User Plane function (UPF). The system 108 supports
features and capabilities to facilitate a user plane operation. In order for the system
108 to manage flow rules in the network 106, the system 108 includes one or more
processors 202, a memory 204, and a Network Interface Card (NIC) 206. The one or
more processors 202 includes a User Plane Function (UPF) unit 210. The one or more
processors 202, hereinafter referred to as the processor 202, may be implemented as
one Or more microprocessors, microcomputers, microcontrollers, digital signal
processors, central processing units, state machines, logic circuitries, single board
computers, and/or any devices that manipulate signals based on operational
instructions. However, it is to be noted that the system 108 may include multiple
processors as per the requirement and without deviating from the scope of the present
disclosure. Among other capabilities, the processor 202 is configured to fetch and

execute computer-readable instructions stored in the memory 204.

[0045]  As per the illustrated embodiment, the processor 202 is configured to fetch
and execute computer-readable instructions stored in the memory 204 as the memory
204 is communicably connected to the processor 202. The memory 204 is configured
to store one or more computer-readable instructions or routines in a non-transitory
computer-readable storage medium, which may be fetched and executed to create or

share data packets over a network service. The memory 204 may include any non-

10
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transitory storage device including, for example, volatile memory such as RAM, or
non-volatile memory such as disk memory, EPROMs, FLASH memory, unalterable

memory, and the like.

[0046] In an embodiment, the User Plane Function (UPF) unit 210 of the processor
202 is communicably connected with each of the plurality of data packet sources via
a plurality of interface units which supports features and capabilities to facilitate user
plane operation. The plurality of data packet sources includes at least one of, User
Equipment (UE) 102 such as at least first UE 102a, the second UE 102b, and the third
UE 102¢, data network 110 and Intermediate User Plane function (I-UPF) 112. In one
embodiment, the plurality of interface units includes at least one of, but not limited to,
N3 interface, N6 interface and N9 interface. The UE 102 is in communication with the
UPF unit 210 via the N3 interface, the data network 110 is in communication with the
UPF unit 210 via the N6 interface and I-UPF 112 is in communication with the UPF
unit 210 via the N9 interface. The UPF unit 210 of the processor 202 includes plurality

of processing units 214 associated with the Rx queues.
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iR} and the UPF unit 210. The N3 interface is primarily used for exchanging

4

user plane traffic between the gNB and the UPF unit 210 which includes forwarding
of data packets between a radio access network and a core network. The N6 interface
1s an interface which provides the communication between the UPF unit 210 and the
at least one of, an external or an internal network such as the data network 110, a
service platform, such as an internet, a public cloud or a private cloud. The N6
interface forwards the data packets from the data network 110 to the UPF unit 210.
The N9 interface is the interface between the two UPFs such as the UPF unit 210 and
the I-UPF 112. The N9 interface is used for forwarding data packets from the I-UPF
112 to the UPF unit 210.

[0048] Accordingly, the UPF unit 210 is configured to receive data packets from

the plurality of data packet sources via the plurality of interface units. The UPF unit

11
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210 is further configured to create a plurality of flow rules utilizing at least one
network interface unit such as NIC 206. The NIC 206 is a hardware component,
typically a circuit board or a chip, installed in the system 108 in order to connect the
UPF unit 210 to the network 106. Modern NICs provide functionality to the system
108, such as support for an input/output interrupt, a direct-memory access interfaces,
data transmission, a network traffic engineering and partitioning. In one embodiment,
the plurality of flow rules includes at least one or more packet segregation rules and
packet distribution rules. The UPF unit 210 is further configured to apply one or more
packet segregation rules for each of the received data packets to segregate the data
packets subsequent to satisfying one or more predefined conditions. The UPF unit 206
is further configured to apply one or more packet distribution rules for each of the
segregated data packets to distribute the data packets to a plurality of processing units

214 of the UPF unit 210 based on a type of data packet pattern.

[0049] In one embodiment, the one or more packet segregation rules are rules to
segregate one or more packets received at the UPF unit 210 from the at least one of
the UE 102, the data network 110 and the I-UPF 112 via the specific interface units.
In one embodiment, the one or more packet distribution rules are rules to distribute the

segregated data packets to the plurality of processing units 214 of the UPF unit 210.

[0050] In one embodiment, the primary table is a list which specifies packet
segregation rules (for example, by Rule ID 1, 2, 3, etc.) and the one or more secondary
tables includes an alternate list of the one or more packet distribution rules (for
example, type of data packet pattern) which are used to distribute the segregated data

packets to the plurality of processing units 214 of the UPF unit 210.

[0051] Initially, at least one of the processing units 214 of the UPF unit 210 were
dedicated to receive the packets from the NIC 206 hardware, and then the at least one
of the processing units 214 is further configured to distribute load of the packets to
rest of the processing units 214 for packet processing tasks. In this invention, the

system 108 provides offloading the functionality of distributing load of the packets to

12
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the hardware NIC 214, so that the processing units 214 can be saved and optimally
utilized for the packet processing tasks. Advantageously, the computational cost of the
packet processing tasks like load balancing gets offloaded to the NIC. Further, efficient

load distribution among the plurality of the processing units 214 is also achieved.

[0052] The NIC 206, and the UPF unit 210 in an exemplary embodiment, are
implemented as a combination of hardware and programming (for example,
programmable instructions) to implement one or more functionalities of the processor
202. In the examples described herein, such combinations of hardware and
programming may be implemented in several different ways. For example, the
programming for the processor 202 may be processor-executable instructions stored
on a non-transitory machine-readable storage medium and the hardware for the
processor may comprise a processing resource (for example, one or more processors),
to execute such instructions. In the present examples, the memory 204 may store
instructions that, when executed by the processing resource, implement the processor
202. In such examples, the system 108 may comprise the memory 204 storing the
instructions and the processing resource to execute the instructions, or the memory
204 may be separate but accessible to the system 108 and the processing resource. In

other examples, the processor 202 may be implemented by electronic circuitry.

[0053] FIG. 3a illustrates an exemplary block diagram of an architecture for the
system 108 of FIG. 2, according to one or more embodiments of the present invention.
FIG. 3b illustrates an exemplary primary table and one or more secondary tables.
More specifically, FIG. 3 illustrates the system 108 configured for managing flow
rules in the network 106. It is to be noted that the embodiment with respect to FIG. 3a
and FIG. 3b will be explained with respect to plurality of data packet sources for the
purpose of description and illustration and should nowhere be construed as limited to
the scope of the present disclosure. The FIG. 3 includes the system 108 and the
plurality of data packet sources such as UE 102, the data network 110, the I-UPF 112.

13
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[0054]  For the purpose of description of the exemplary embodiment as illustrated
in FIG. 3, the plurality of data packet sources communicates with the system 108 via
the plurality of interface units including at least one of, N3 interface, N6 interface and
NO interface. For example, the data packets received at the system 108 are transmitted
by at least one of the data packet sources which includes the UE 102 via the N3
interface, the data network 110 via the N6 interface, and the I-UPF 112 via the N9

interface, respectively. , .

[0055] In an embodiment, the UE 102 includes a primary processor 302, and a
memory 304. In alternate embodiments, the UE 102 may include more than one
primary processor 302 as per the requirement of the network 106. The primary
processor 302, may be implemented as one or more microprocessors, microcomputers,
microcontrollers, digital signal processors, central processing units, state machines,
logic circuitries, single board computers, and/or any devices that manipulate signals

based on operational instructions.

[0056] In an embodiment, the primary processor 302 is configured to fetch and
execute computer-readable instructions stored in the memory 304. The memory 304
may be configured to store one or more computer-readable instructions or routines in
a non-transitory computer-readable storage medium, which may be fetched and
executed to create or share data packets over a network 106. The memory 304 may
include any non-transitory storage device including, for example, volatile memory
such as RAM, or non-volatile memory such as disk memory, EPROMs, FLASH

memory, unalterable memory, and the like.

[0057] Initially the data packets are received at system 108 from at least one of the
plurality of data packet sources via the plurality of interface units. Based on the
plurality of data packets received at the system 108, the plurality of flow rules are
required to be created by the system 108 utilizing at least one network interface unit
(NIC) 206. In an embodiment, the system 108 uses underlying NIC's feature for

creation of flow rules. Flow rules are required to be created related to the interface
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units and various patterns of the data packet received on system 108. In order to avoid
conflicts of pattern matches for interface units like N3 and N9, flow rules are created
related to the interface units. For example, the data packets are received at the system
108 via the N3 and the N9 interfaces both using GPRS Tunnelling Protocol (GTP)
tunneled traffic pattern, then there is complexity in configuring the rules as the pattern
matches for N3 and N9 interfaces. The GPRS Tunnelling Protocol (GTP) is a group
of IP-based communications protocols which are used to carry data packets within a
Global System for Mobile Communication (GSM), a Universal Mobile
Telecommunications System (UMTS), a Long-Term Evolution (LTE) and 5G radio
networks. The traffic tunneling is a port redirection technique in which the network
data packet traffic is received at one port and forwarded to another port. The plurality
of flow rules created by the system 108 includes one or more packet segregation rules
and one or more packet distribution rules. The one or more packet distribution rules
pertain to distributing the data packets to a plurality of processing units 214 based on

load of the data packets.

[0058] The packet segregation rules are arranged in a primary table as shown in
FIG. 3b. The one or more packet segregation rules pertains to segregating the data
packets based on receiving the data packets via a specific interface unit from the
available plurality of interface units. For example, the data packets received by system
108 are segregated based on the plurality of interface units. Further based on the
interface specific VLAN, the traffic pertaining to data packets are moved to the one or
more secondary tables denoted as Jump Table 1 and Jump Table 2. For example, Rule
1 in the primary table relates to VLAN ID = N3_VLAN, then traffic flow pertaining
to the data packets moves or routes to the secondary table 1 and for VLAN ID =
NO9_VLAN, then traffic flow moves to the secondary table 2. In an alternate
embodiment, the plurality of flow rules are not limited to one primary table and two
secondary tables. In another alternate embodiment, the system 108 may create more

levels of tables after the secondary table as well so as to form a chain of tables.
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[0059]  Further, the system 108 utilizes NIC 206 in order to equally distribute the
traffic pertaining to the data packets to the multiple Rx queues of the plurality of
processing units 214 based on the one or more packet distribution rules and the type
of the data packet pattern. The type of data packet pattern includes at least one of,
Ethernet, Virtual Local Area Network (VLAN)-Id, Internet Protocol version 4 (IPv4)/
Internet Protocol version 6 (IPv6), General Packet Radio Service Tunneling protocol
(GTP), Transaction Protocol Data Unit (TPDU), Internet Protocol (IP)/Subnet, GTP
with and without Primary scrambling code (PSCs), Differentiated Services Code Point
(DSCP) and Quality of Service Flow Identifier (QFI) marking. For example, the
secondary table 1 includes Rule 1 that denotes action for the data packet pattern
GTP/IP (SRC IP) such as Receive side scaling (RSS) on inner Source IP. The Source
IP (SRC IP) address is the IP packet field containing the IP address of at least one of,
the UE 102, the data network 110, and the I-UPF 112 from which the data packet is
transmitted using the GTP. The RSS has an important role in deciding the criteria for
distributing the traffic of the data packets over Rx queues of the plurality of processing
units 214. The RSS is a network driver technology that enables the efficient
distribution of the traffic of the data packets across multiple processing units 214 in

the system 108.

[0060] In one embodiment, the one or more packet distribution rules pertain to
distributing the data packets to the plurality of processing units 214 based on load
distribution task done by the system 108 utilizing the NIC 206. The NIC 206 equally
distributes load pertaining to the traffic of data packets among each of the plurality of
processing units 214a, 214b and 214c¢. The system 108 enables NIC 206 for traffic
distribution and a load balancing task which consequently contributes towards

achieving an optimal performance of the system 108.

[0061] In one embodiment, the data packets are distributed to the plurality of
processing units 214 using the inner SRC IP and an Inner Destination IP (DST IP).
The inner SRC IP and the inner DST IP includes the IP addresses for various

units/modules included in the network 106. In particular, an inner IP address is
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specific to the network 106 which is used for communicating within the various

units/modules of that network 106.

[0062] FIG. 4 is a flow diagram of a method 400 for managing flow rules in a
network 106, according to one or more embodiments of the present invention. For the
purpose of description, the method 400 is described with the embodiments as
illustrated in FIG. 2 and should nowhere be construed as limiting the scope of the

present disclosure.

[0063] At step 402, the method 400 includes the step of receiving data packets from
the plurality of data packet sources via the plurality of interface units. In one
embodiment, UPF unit 210 of the processor 202 is configured to receive data packets
from the plurality of data packet sources which includes at least one of, User
Equipment (UE) 102, data network 110 and I-UPF 112 via the plurality of interface
units including at least one of, but not limited to, N3 interface, N6 interface and N9

interface.

[0064] At step 404, the method 400 includes the step of creating a plurality of flow
rules utilizing at least one network interface unit (NIC) 206. In one embodiment, the
UPF unit 210 of the processor 202 is configured to create the plurality of flow rules
utilizing at least one underlying feature of the NIC 206. The plurality of flow rules
governs how the received data packets shall be handled and steered in the system 108.
The plurality of flow rules includes at least one or more packet segregation rules and
packet distribution rules. The packet segregation rules are arranged in the primary
table and one or more secondary tables. For example, the primary table specifies
packet segregation rules (for example, by Rule ID 1, 2, 3, etc.) on the basis of the
interface specific VLAN’s. The packet distribution rules are created related to
distributing the load of the data packets to the plurality of processing units 214 based
on the type of data packet patterns. The arrangement of the packet segregation rules
and the packet distribution rules in the table format results in a concise implementation

by obviating the need of defining multiple specific flow rules, allowing each flow rule
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to work independently, minimizing the repetition of flow rules and minimizing the

complexity of the flow rules.

[0065] At 406, the method 400 includes the step of applying one or more packet
segregation rules for each of the received data packets to segregate the data packets
subsequent to satisfying one or more predefined conditions. In one embodiment, UPF
unit 210 of the processor 202 is configured to apply one or more packet segregation
rules for each of the received data packets to segregate the data packets subsequent to
satisfying one or more predefined conditions. The one or more predefined conditions
includes segregating the data packets based on received data packets via a specific
interface unit from the available plurality of interface units. For example, the data
packets received from the N3 interface, N6 interface and N9 interface are segregated
and are added to the primary table. Further, the data packets are routed to the one or
more secondary tables from the primary table upon satisfying the one or more pre-
defined conditions when a Virtual Local Area Network (VLAN) ID of the data packet
corresponds to at least one of the plurality of interface units. For example, Rule 1 in
the primary table relates to VLAN ID = N3_VLAN, then traffic flow pertaining to the
data packets moves to the secondary table 1 and for VLAN ID = N9_VLAN, then

traffic flow moves to secondary table 2.

[0066] At 408, the method 400 includes the step of applying one or more packet
distribution rules for each of the segregated data packets to distribute the data packets
to a plurality of processing units based on the type of data packet pattern. For example,
the type of the data packet pattern includes at least one of, but not limited to, GTP/IP
(SRC IP) and GTP+PSC/IP (DST IP). The GTP+PSC/IP (DST IP) is the at least one
type of the data packet pattern which provides the information such as the data packet
1s received by the UPF unit 210 via the GTP along with the Primary Synchronization
Code (PSC) and the Destination IP address (DST IP) of a recipient of this specific data
packet. In one embodiment, the UPF unit 210 of the processor 202 utilizing the NIC
206 is configured to equally distribute the data packets from the at least one or more

secondary tables to the plurality of processing units 214 subsequent to satisfying the
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one or more pre-defined conditions utilizing the one or more packet distribution rules.
The one or more predefined conditions includes identifying the data packet pattern of
the segregated data packets and then distributing the traffic of the segregated data
packets to the plurality of processing units 214 based on the type of data packet pattern
which includes at least one of, Ethernet, Virtual Local Area Network (VLAN)-Id,
Internet Protocol version 4 (IPv4)/ Internet Protocol version 6 (IPv6), General Packet
Radio Service Tunneling protocol (GTP), Transaction Protocol Data Unit (TPDU),
Internet Protocol (IP)/Subnet, GTP with and without Primary scrambling code (PSCs),
Differentiated Services Code Point (DSCP) and Quality of Service Flow Identifier
(QFI) marking.

[0067] In an alternate embodiment, the traffic of the segregated data packet is
distributed into multiple Rx queues of the corresponding plurality of processing units
214 due to which each of the plurality of processing units 214 are able to receive traffic

independently.

[0068] The present invention further discloses a non-transitory computer-readable
medium having stored thereon computer-readable instructions. The computer-
readable instructions are executed by the processor 202. The processor 202 is
configured to receive data packets from the plurality of data packet sources via the
plurality of interface units. The processor 202 is further configured to create a plurality
of flow rules utilizing at least one network interface unit, the plurality of flow rules
includes at least one or more packet segregation rules and packet distribution rules.
The processor 202 is further configured to apply one or more packet segregation rules
for each of the received data packets to segregate the data packets subsequent to
satisfying one or more predefined conditions. The processor 202 is further configured
to apply one or more packet distribution rules for each of the segregated data packets
to distribute the data packets to a plurality of processing units 214 based on a type of

data packet pattern.
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[0069] A person of ordinary skill in the art will readily ascertain that the illustrated
embodiments and steps in description and drawings (FIG.1-4) are set out to explain
the exemplary embodiments shown, and it should be anticipated that ongoing
technological development will change the manner in which particular functions are
performed. These examples are presented herein for purposes of illustration, and not
limitation. Further, the boundaries of the functional building blocks have been
arbitrarily defined herein for the convenience of the description. Alternative
boundaries can be defined so long as the specified functions and relationships thereof
are appropriately performed. Alternatives (including equivalents, extensions,
variations, deviations, etc., of those described herein) will be apparent to persons
skilled in the relevant art(s) based on the teachings contained herein. Such alternatives

fall within the scope and spirit of the disclosed embodiments.

[0070] The present disclosure provides technical advancement of offloading the
flow rule processing to the NIC (206). Further, the processing units (214) are saved
and optimally utilized for the packet processing tasks. Further, the computational cost
of tasks like load balancing gets offloaded to the NIC (206). Further, efficient load
distribution is also achieved by utilizing NIC (206) for distribution of packets. The
invention provides concise implementation and reduces the number of flow rules to be
defined. This also allows each flow group to work independently. There is no

repetition of flow rules and thus the complexity of the rules decreases.

[0071]  The present invention offers multiple advantages over the prior art and the
above listed are few examples to emphasize on some of the advantageous features.

The listed advantages are to be read in a non-limiting manner.
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[0072]
[0073]
[0074]
[0075]
[0076]
[0077]
[0078]
[0079]
[0080]
[0081]
[0082]
[0083]
[0084]
[0085]

REFERENCE NUMERALS

Environment - 100;

User Equipment (UE) - 102;

Server - 104;
Network- 106;
System -108;

Data Network — 110;
I-UPF - 112;
Processor - 202;
Memory - 204;

NIC - 206;

UPF units — 210;
Processing units — 214
Primary processor — 302;

Memory — 304;
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We Claim:

I. A system (108) for managing flow rules in a network (106), the system (108)
comprising:
a plurality of data packet sources; and
a User Plane Function (UPF) unit (210) in communication with each of the
plurality of data packet sources via a plurality of interface units, wherein the
UPF unit (210) is configured to:
receive, data packets from the plurality of data packet sources via the
plurality of interface units;
create, a plurality of flow rules utilizing at least one network interface
unit (206), wherein the plurality of flow rules includes at least one or more
packet segregation rules and packet distribution rules;
apply, one or more packet segregation rules for each of the received data
packets to segregate the data packets subsequent to satisfying one or more
predefined conditions; and
apply, one or more packet distribution rules for each of the segregated
data packets to distribute the data packets to a plurality of processing units (214)

based on a type of data packet pattern.

2. The system (108) as claimed in claim 1, wherein the plurality of interface units

includes at least one of, N3 interface, N6 interface and N9 interface.

3. The system (108) as claimed in claim 1, wherein the plurality of data packet
sources includes at least one of, User Equipment (UE) (102), data network

(110) and Intermediate User Plane function (I-UPF) (112).

4. The system (108) as claimed in claim 3, wherein the UE (102) is in
communication with the UPF unit (210) via the N3 interface, the data network
(110) is in communication with the UPF unit (210) via the N6 interface and I-
UPF (112) is in communication with the UPF unit (210) via the N9 interface.
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5. The system (108) as claimed in claim 1, wherein the packet segregation rules

are arranged in a primary table.

6. The system (108) as claimed in claim 5, wherein the UPF unit (210) is
configured to:

route the data packet to one or more secondary tables from the primary

table upon satisfying the one or more pre-defined conditions, wherein the one

or more pre-defined conditions are satisfied when a Virtual Local Area

Network (VLAN) ID of the data packet corresponds to at least one of the

plurality of interface units.

7. The system (108) as claimed in claim 6, wherein the UPF unit (210) is
configured to equally distribute the data packets from at least one or more
secondary tables to a plurality of processing units subsequent to satisfying the
one or more pre-defined conditions utilizing the one or more packet

distribution rules.

8. The system (108) as claimed in claim 1, wherein the network interface unit

(206) is at least one of, a Network Interface Card (NIC).

9. The system (108) as claimed in claim 1, wherein the plurality of flow rules
includes one or more packet segregation rules and one or more packet
distribution rules, the one or more packet segregation rules pertain to
segregating the data packets based on receiving the data packets via a specific
interface unit from the available plurality of interface units, and the one or more
packet distribution rules pertain to distributing the data packets to a plurality

of processing units (214) based on load distribution.
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10. The system (108) as claimed in claim 1, wherein the plurality of flow rules are
created for the data packets related to the type of data packet patterns using one
or more features of the network interface unit, wherein the type of data packet
patterns includes at least one of, Ethernet, Virtual Local Area Network
(VLAN)-Id, Internet Protocol version 4 (IPv4)/ Internet Protocol version 6
(IPv6), General Packet Radio Service Tunneling protocol (GTP), Transaction
Protocol Data Unit (TPDU), Internet Protocol (IP)/Subnet, GTP with and
without Primary scrambling code (PSCs), Differentiated Services Code Point

(DSCP) and Quality of Service Flow Identifier (QFI) marking.

11. A method (400) for managing flow rules in a network (106), the method (400)
comprises the steps of:
receiving, by one or more processors (202), data packets from a plurality
of data packet sources via a plurality of interface units;
creating, by the one or more processors (202), a plurality of flow rules
utilizing at least one network interface unit (206), wherein the plurality of flow
rules includes at least one or more packet segregation rules and packet
distribution rules;
applying, by the one or more processors (202), one or more packet
segregation rules for each of the received data packets to segregate the data
packets subsequent to satisfying one or more predefined conditions; and
applying, by the one or more processors (202), one or more packet
distribution rules for each of the segregated data packets to distribute the data
packets to a plurality of processing units (214) based on a type of data packet

pattern.

12. The method (400) as claimed in claim 11, wherein the plurality of interface

units includes at least one of, N3 interface, N6 interface and N9 interface.
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13. The method (400) as claimed in claim 11, wherein the plurality of data packet
sources includes at least one of, User Equipment (UE) (102), data network

(110) and Intermediate User Plane function (I-UPF) (112).

14. The method (400) as claimed in claim 13, wherein the UE (102) is in
communication with the one or more processors (202)via the N3 interface, the
data network (110) is in communication with the one or more processors (202)
via the N6 interface and I-UPF (212) is in communication with the one or more

processors (202)via the N9 interface.

15. The method (400) as claimed in claim 11, wherein the packet segregation rules

are arranged in a primary table.

16. The method (400) as claimed in claim 15, wherein the one or more processors
(202) is configured to:

route the data packet to one or more secondary tables from the primary

table upon satisfying the one or more pre-defined conditions, wherein the one

or more pre-defined conditions are satisfied when a Virtual Local Area

Network (VLAN) ID of the data packet corresponds to at least one of the

plurality of interface units.

17. The method (400) as claimed in claim 16, wherein the one or more processors
(202) is configured to equally distribute the data packets from at least one or
more secondary tables to a plurality of processing units (214) subsequent to
satisfying the one or more pre-defined conditions utilizing the one or more

packet distribution rules.

18. The method (400) as claimed in claim 11, wherein the network interface unit

(206) is at least one of, a Network Interface Card (NIC).
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19. The method (400) as claimed in claim 11, wherein the plurality of flow rules
includes one or more packet segregation rules and one or more packet
distribution rules, the one or more packet segregation rules pertain to
segregating the data packets based on receiving the data packets via a specific
interface unit from the available plurality of interface units, and the one or more
packet distribution rules pertain to distributing the data packets to a plurality

of processing units (214) based on load distribution.

20. The method (400) as claimed in claim 11, wherein the plurality of flow rules
are created for the data packets related to the type of data packet patterns using
one or more features of the network interface unit, wherein the type of data
packet patterns includes at least one of, Ethernet, Virtual Local Area Network
(VLAN)-Id, Internet Protocol version 4 (IPv4)/ Internet Protocol version 6
(IPv6), General Packet Radio Service Tunneling protocol (GTP), Transaction
Protocol Data Unit (TPDU), Internet Protocol (IP)/Subnet, GTP with and
without Primary scrambling code (PSCs), Differentiated Services Code Point

(DSCP) and Quality of Service Flow Identifier (QFI) marking.

21. A non-transitory computer-readable medium having stored thereon
computer-readable instructions that, when executed by a processor (502),
causes the processor (502) to:

receive, data packets from the plurality of data packet sources via the
plurality of interface units;

create, a plurality of flow rules utilizing at least one network interface
unit (206), wherein the plurality of flow rules includes at least one or more
packet segregation rules and packet distribution rules;

apply, one or more packet segregation rules for each of the received
data packets to segregate the data packets subsequent to satisfying one or more

predefined conditions; and
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apply, one or more packet distribution rules for each of the segregated
data packets to distribute the data packets to a plurality of processing units

(214) based on a type of data packet pattern.

27



WO 2025/008965 PCT/IN2024/050952

1/5

- Server

Environment 108

&
4
I
!
¢

J

Data
Network
110

Network
System  |4——p 106
F 3
User equipment {UF)
1- UPF 102
| |
UE 102a UE 102b UE 102¢

FIG. 1



WO 2025/008965

2/5
System 108
\
.
\\
\
Memory 204 NIC 206

Processor 202

UPF umt 210

.

.

PCT/IN2024/050952

Processing unit

- 21da J
RX Quetige—:- 214b
.&"\
“
™1 2ldc 1

FIG. 2



PCT/IN2024/050952

WO 2025/008965

3/5
Svstem 108
UE 102 \,
‘1 ™
. )
)
Primary Memory 204 NIC 206
processor -
N3 Processor 202
Memory 304 UPF unit 210
. 214a L
ata i \ N
Network N6 / :
10 I,f‘ 214b - »\ Processt
i 1 1 nzunit
:I ( r M
*ifl - 1‘ T
I- UPF 5 ] 2
112 ‘ |
i';f
i
:
Rx Queue

FIG. 3a



WO 2025/008965 PCT/IN2024/050952

4/5

Secondary Table | {(Jump Table 1)

Rule ID Pattern Action
H GTRIP (SRCIP) RSS on mmer
SRCIP
2 GTP+PSC/IP (SRC 1P) RSS on imer
SRCIP
&
Primary Table
Raule ID Pattern Action
i VLAN =N3 VLAN Jump Table 1
2 VLAN =N2 VLAN Jamp Table 2
¥
Rule Pattern Action
ID
1 GTP/IP (DST IP) RSS on inner
DSTIP
2 GTP+PSC/AP (DST IP) RSS on inner
DST IP

Secondary Table 2 (Jump Table 2}

FIG. 3b



WO 2025/008965 PCT/IN2024/050952

5/5

receiving, data packets from a pharality of data packet sources via a
plurality of mterface units

. 402

¥

creating, a plurality of flow rules utilizing at least one network
mterface unit, wherem the plurality of flow rules mcludes at least one
or more packet segregation rules and packet distribution res

404

applymg, one or more packet segregation rules for each of the
recerved data packets to segregate the data packets subsequent to
satisfyig one or more predefined conditions;

\ 406

applving, by the UPF umit, one or more packet distribution rules for
each of the segregated data packets to distribute the data packets toa
plurality of processing units based on a type of data packet pattern

FIG. 4



INTERNATIONAL SEARCH REPORT

International application No.

PCT/IN2024/050952

A, CLASSIFICATION OF SUBIECT MATTER
HO41.47/2441,H04L47/125 Version=2024.0

1

According to Intcrnational Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched {(classification system tollowed b

HO4L

v classification symbols)

Drocumenation searched other than minimum decumentation to the extent that such documents are inchuded in the fields searched

Electronic database consulied dudng the taternational search (same of database and, where practicable, search terims used)

(02-11-2017)
[0039]1-[0041]

abstract;

paragraphs

PatSeer, IPO Internal Database
. DOCUMENTS CONSIDERED TO BE RELEVANT
Category™* Citation of document, with indication, where appropnate, of the relevant passages Relevant to claim No.
Y UsS20200128426A1 (ANTERIX INC) 23 Apr 2020 1-21
(23-04-2020) paragraphs [0008], [0027]-[0028],
[0033]1-10034
Y US2017318082A1 (QUALCOMM INC) 02 Nov 2017 1-21

[0006]1-[0007],

E:j TFurther documents are listed in the continuation of Box C.

{:3 See patent family annex.

* Special categories of cited docmments:
“A”  document defining the general state of the art which is not considered

to be of particnlar relevance

“D”  document cited by the apphcant in the infernational application

“E” earlier application or patend but published or or after the infernational
fiting date

“L” document which may throw doubts on priotity claimis) ot which
ig cited to establish the publication date of ancther citation or other
special reason (as specified)

“07  documentreferting to anoraldisclosure, use, exhibitionorother means

P document published priot to the international filing date but later than
the priorify date claime

fater document published after the international Biling date or priovity
date and not in conflict with the application but cited to understand
the principle ot theory underlying the tnvention

docurnert of particular xelevarnce; the clatmed invention cannct be
counsidered novel or cannot be considered to involve an inventive step
when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot
be considered 1o fnvolve an inventive step when the document s
combined with one or more other such documents, such combination
being obvious to a person skilled in the ant

“&”  document member of the same patent family

Date of the actual completion of the international search

30-10-2024

Date of matling of the international search report

30-10-2024

Namge and matling address of the [SA/

Indian Patent Office
Plot No.32, Sector 14,Dwarka,New Delhi-110075

Facsimile No.

Authorized officer

Ravi Kumar

Telephote No. 491-1125300200

Form PCT/ISA/210 (second sheety (July 2022)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - wo-search-report

