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DESCRIPTION

Key handling in new types of mobile communication systems

Key Handling in Communication Systems

Field of the Invention

The present invention relates to security problems in
communication systems, in particular mobile communication
systems. More particularly, the present invention relates to
a key handling in new types of mobile communication systems.
The present application also relates to a security method for
allowing secure communication in a communication system, to a
communication system allowing for a secure communication, to
a user equipment, a mobility management entity and an evolved

NodeB in SAE/LTE.

Technological Background

In a mobile communication system signalling and user plane
protocols need to be secured so as to avoid eavesdropping and
unauthorised modification of messages. In the following, it
is primarily focused on protocols which originate or
terminate at the user equipment. Protocols between network

nodes are not considered in detail.

The security of protocols is typically achieved by using
cryptographic mechanisms such as encryption and integrity

protection. These mechanisms rely in turn on cryptographic
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keys and, 1in some cases, on counters or sequence numbers
which, together with the cryptographic keys and the clear
text messages, are put into a function which computes the

protected messages sent over the communication link.

In such a known system, the following problem may arise:

Once the same cryptographic key and the same counter is used
with different messages, then an attacker could exploit this
fact to break security, at least in one of the following two

ways.

1. For integrity protection, typically a message
authentication code (MAC) is computed from a counter, a
cryptographic key and a clear text message. The MAC is then
appended to the clear text message and sent together with it
over the communication link. The counter may serve to detect
attempts by an attacker to replay a previous message, which
may lead to undesirable or dangerous effects. When the
counter and the cryptographic key are the same for two
different messages, an attacker could replace one message
with the other and the receiver would not be able to notice

it.

2. For confidentiality protection, often a so-called cipher
is used. Stream ciphers may be advantageous for radio links
as they allow for easy error recovery. A stream cipher
produces a pseudorandom bit stream (the key stream) which is
XORed with a clear text message, thereby concealing the
message from an eavesdropper. The receiver is able to
generate the same key stream, substracted from the received
message and recover the clear text message. The generation
of the key stream depends on a counter and a cryptographic

key. When the counter and the cryptographic key are the
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same, only the key stream will be the same. But when two
different clear text messages are XORed with the same key
stream, then the attacker has a strong advantage in finding

out the clear text messages.

Summary of the Invention

It is an object of the invention to provide a solution for
the above described problems. Preferably, such solution
should be efficiently embedded in other procedures of the
mobile communication system or of the respective new

communication system.

The present invention applies to a wide range of
communication systems such as mobile communication systems,
but particularly useful to the SAE/LTE system as described in
3G TR 23.882, 3G TR 25.813 and 3G TS 23.402. SAE/LTE is a
mobile communication system which extends and enhances UMTS.
The security aspects of SAE/LTE are described in 3G TR
33.821. The security architecture of UMTS is described in 3G
TS 33.102.

In particular, the above problem is solved with a security
method for allowing secure communication in a communication
system where the communication system comprises a first
entity, a second entity and a third entity. The first entity
and the second entity share a first cryptographic key and a
second cryptographic key. And the first entity and the third
entity share a third cryptographic key, and possibly further
cryptographic keys. The method comprises the steps of
sending a first number from the first entity to the second
entity. Then, a second number is sent from the second entity
to the first entity. Then, a fourth cryptographic key, and

possibly further cryptographic keys, is derived at least from
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one of the first, second or third cryptographic keys and at
least one of the first and second numbers in at least one of

the first entity and the second entity.

The above method may allow to ensure the freshness of the
respective cryptographic keys and counters (sequence numbers)
used in conjunction with them. The above solution is
particularly efficient and is easily to be embedded in
already defined procedures in SAE/LTE.

Furthermore, the above problem may be solved within a
communication system adapted to perform the above method
wherein the communication system comprises a first entity, a
second entity and a third entity. The first entity and the
second entity share a first cryptographic key and a second
cryptographic key and the first entity and the third entity
share a third cryptographic key. The first entity is adapted
to send a first number from the first entity to the second
entity. The second entity is adapted to send a second number
to the first entity. At least one of the first and second
entities is adapted for deriving a fourth temporary
cryptographic key from at least one of the first, second or
third cryptographic keys and at least one of the first and

second numbers.

The above communication system which may be a mobile
communication system such as a SAE/LTE system may
advantageously be secured due to the fact that a freshness of
the respective cryptographic keys and counters used in

conjunction with these keys may be ensured.

The above object may also be solved by a user equipment, a
mobility management entity and/or an evolved NodeB which are

adapted to perform the above method.
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It may be seen as a gist of the present invention that a
nonce 1s used. A nonce is a number used only once in
conjunction with the relevant system parameters. 1In the
above context, the nonce is used only once with respect to a
(semi) permanent cryptographic key. In other words, a nonce
is exchanged between the entities. This nonce is only used
once with respect to a permanent or (semi) permanent

cryptographic key provided in at least one of the entities.

With respect to SAE/LTE, the present invention describes a
method relating to a data exchange between the user equipment
(UE), the mobile management entity (MME) and the evolved
NodeB (eNB) such that the UE and the MME share one (semi)

permanent (cryptographic) key;

UE and MME share one or more temporary (cryptographic) keys;

UE and eNB share one or more temporary (cryptographic) keys;

UE sends a nonce UE to MME in a state transition;

MME sends a nonce MME (number used only once) to UE in a

state transition;

In a state transition, UE, MME and eNB derive new temporary
keys from the (semi) permanent key, or from another temporary
key by means of suitable key derivation functions, the

exchanged nonces and possibly suitable additional input.

Brief description of the Figures

Further exemplary embodiments of the present invention will
now be described and elucidated with reference to the

Figures.
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Fig. 1 shows a simplified diagram showing a message exchange
between a UE, an eNB and an MME, according to a first
exemplary embodiment of the present invention. This
embodiment would apply in a state transition from idle to
active or detached to active without AKA (authentication and

key agreement protocol).

Fig. 2 shows a simplified message exchange between a UE, an

eNB and an MME, according to a second exemplary embodiment of
the present invention. This embodiment would apply in a state
transition from idle to active or detached to active with AKA

(authentication and key agreement protocol).

Fig. 3 shows a simplified message exchange between a UE, an
eNB, a new MME and an old MME, in accordance with a third
exemplary embodiment of the present invention. This
embodiment would apply in a state transition from idle to

idle without AKA (authentication and key agreement protocol).

Fig. 4 shows a message exchange between a UE, an eNB, a new
MME and an old MME, according to a fourth exemplary
embodiment of the present invention. This embodiment would
apply in a state transition from idle to idle with AKA

(authentication and key agreement protocol).

Detailed description of exemplary embodiments
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In the following, the present invention will be described in
more detail with respect to examplary embodiments of the

present invention.

In SAE/LTE, a UE communicates with a Mobility Management
Entity (MME) wvia the Network Access Stratum (NAS) protocol,
and a base station, called evolved NodeB (eNB) via the User
Plane (UP) protocol and the Radio Resource Control (RRC)

protocol.

The NAS protocol and the RRC protocol require confidentiality
protection and integrity protection, while the UP protocol
requires only confidentiality protection, cf. 3G TR 33.821
v1.8.0. For each protocol, and each protection mode, a
separate cryptographic key and (possibly) an associated
counter are required. There are five keys, Kyasenc r Kuasint -
Krrcener Krreinty and Kypene. It turns out that a sixth key Kexg 1s
useful in this context, cf. 3G TR 33.821. All these keys are
derived from a semi-permanent key K shared between UE and
MME. (K is called Kagwg in TR 33.821.) K results from a run of
the authentication protocol AKA. The definition of these keys

is explained in more detail below.

For each of these six keys above, it needs to be ensured that
either the key or the associated counter changes for each new
message (or link layer frame). While the UE is in active
state and keeps sending messages, this is not so much of a
problem as it suffices to continuously increase the counters.
But when the UE goes into idle state or detaches and keys are
stored and reused then all counter values would have to be
stored and retransmitted to the other side. This is what the
UE does in UMTS, and it is feasible in UMTS as only two keys,
and only one network entity are involved. But it becomes

quite cumbersome for a larger number of keys and network
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entities. Furthermore, it is not always clear by means of
which protocol messages the counter values would be
transmitted to the network entities to which the UE attaches
when it goes again into active state. Therefore, another

solution to this problem may be desirable.

This solution has to be efficient so that not six different
procedures are needed to ensure the freshness of six pairs of

(counter, key).

The basic idea is to always refresh the keys in a state
transition, then the counter may be initialised to any value,
e.g. to zero, as the pair of (counter, key) 1is then always
fresh. This means that it is enough to solve the problem how

to refresh the keys for all relevant state transitions.

GSM: in GSM, link layer frame numbers are used as counters.
There is a risk of wrap-around of these counters, which are
relatively short. Therefore the relevant GSM procedures were
enhanced in UMTS, and 1t is only required in the context of

our invention to take into account UMTS.

UMTS: one counter is maintained by the UE side, called START.
START counts the number of packets protected with a
particular pair of cryptographic keys CK, IK. Even when the
UE is not active or is even powered down START has to be
stored in non-volatile memory. When the UE becomes active
again, the same cryptographic key may be re-used, so it is
important that the current counter value START is still
available. In fact, in UMTS START is stored on the USIM. A
value THRESHOLD needs to be defined to set a maximum for
START. When THRESHOLD is reached a new pair of cryptographic

keys needs to be negotiated.
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There is only one network entity with which the UE
communicates securely, the RNC. There is one pair of
cryptographic keys, (CK, IK), and there are several counters
for several protocols (RRC, RLC, MAC-d) from which START is

computed in a complicated fashion.

From 3G TS 33.102:

“"The ME and the RNC initialise the 20 most significant bits
of the RRC HFN (for integrity protection), the RLC HFN (for
ciphering) and the MAC-d HFN (for ciphering) to the START
value of the corresponding service domain; the remaining bits
are initialised to 0. Also the RRC SN (for integrity
protection) and the RLC SN (for ciphering) are initialised to
0.

During an ongoing radio connection, the STARTCS value in the
ME and in the SRNC is defined as the 20 most significant bits
of the maximum of all current COUNT-C and COUNT-I values for
all signalling radio bearers and CS user data radio bearers
protected using CKCS and/or IKCS, incremented by2, i.e.:
START~s' = MSB,, ( MAX {COUNT-C, COUNT-I | all radio bearers
(including signalling) protected with CKgs and IKes}) +2.

- If current START-s < STARITcs' then STARTcs = START:s',

otherwise START-s 1s unchanged.

Likewise, during an ongoing radio connection, the STARTrs
value in the ME and in the SRNC is defined as the 20 most
significant bits of the maximum of all current COUNT-C and
COUNT-I values for all signalling radio bearers and PS user
data radio bearers protected using CKps and/or IKpg,
incremented by2, i.e.:

STARTps' = MSB,, ( MAX {COUNT-C, COUNT-I | all radio bearers

(including signalling) protected with CKps and IKps}) +2.
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- If current STARTps < STARTps' then STARTps = STARTPSI,

otherwise STARTps 1s unchanged."

It would be useful to avoid these complicated computation

rules.

WLAN IEEE 802.11i: in the handshake procedure, both sides
produce nonces to generate the session key. There is only one
such key. For the so-called CCMP mode, this session key is
called the Pairwise Transient Key (PTK). There is only one

protocol, which needs to be protected.

For SAE/LTE, there is no solution so far, and due to the
different set-up in UMTS and WLAN regarding the number of
keys, network entities and protocols involved, it is not
straightforward how to carry over solutions from UMTS or

WLAN.

According to an exemplary embodiment of the present
invention, a method is provided having at least one aspect

from the following 23 aspects;

1. A first aspect relates to a procedure in a communication
system involving three entities, a first entity called UE, a
second entity called MME and a third entity called eNB such
that

- UE and MME share one (semi-)permanent (cryptographic) key;
- UE and MME share one or more temporary (cryptographic)
keys;

— UE and eNB share one or more temporary (cryptographic)
keys;

— UE sends a Nonceyy to MME in a state transition;

- MME sends a Noncewr (number used only once) to UE in a

state transition;
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- in addition, UE, MME and eNB may exchange further nonces
in a state transition;

- in a state transition, UE, MME and eNB are able to derive
new temporary keys from the (semi-) permanent key, or from
another temporary key, by means of suitable key derivation
functions, the exchanged nonces and possibly suitable

additional input.

2. The communication system in 1. is SAE/LTE as described

in 3G TR 23.882 and TS 23.402.

3. The three entities in 1. , UE, MME and eNB, are the User
Equipment, the Mobility Management Entity and the evolved
NodeB in SAE/LTE.

4. The state transitions in 1. are either idle-to-idle, or
idle-to-active, or detach-to-active, or (possibly) detach-to-

idle state transitions, as described in 3G TR 25.813.

5. The (semi-)permanent key in 1. is the key Kpsyg in 3G TR
33.821.
6. The temporary keys in 1. include, or may be part of, the

set of keys Kuasenc , Kwasint , Krreencr Krreint, Kupenc, Kenz @s

defined in 3G TR 33.821.

7. The nonces in 1. may be random values, or non-repeating
counters, or time-stamps, or temporary identities, or

combination of these.

3. In a system as in 1. , the nonces Nonceys and Noncews
may be the only nonces exchanged between the entities UE, MME

and eNB in a state transition.
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9. In a system as in 1. with a state transition as in 4. ,
the UE and the MME may derive new keys Kyasenc r Kuasint directly
from the (semi-) permanent key using the nonces Noncey and

Noncewr , but possibly no further time-variant input.

10. In a system as in 1. with a state transition as in 4. ,
the UE and the MME may derive a new key Kqp directly from the
(semi-) permanent key using the nonces Noncey and Noncewr ,

but possibly no further time-variant input.

11. In a system as in 1. with a state transition as in 4.
and key derivation as in 10, the UE and the MME may derive
new keys for some or all of Kgrcener Krroints Kupene from the key

Kexg without further time-variant input.

12. In a system as in 1. with a state transition as in 4. ,
the UE and the MME may derive a new key Ko directly from the

(semi-) permanent key without further time-variant input.

13. In a system as in 1. with a state transition as in 4.
and key derivation as in 12, the UE and the MME may derive
new keys for some or all of Kgrcener Krroints Kupene from the key

Kexg using the nonces Nonceyr and Noncewyr as input.

14. In a system as in 1. with a state transition as in 4.
and key derivation as in 10 or 12, the UE and the MME may
derive new keys for some or all of Kgrcenes Krreintr Kupene from
the key Keyg using the nonces Nonceyr and Noncews and / or

additional nonces exchanged between UE and eNB as input.

15. In a state transition as in 4., the UE may send a
Nonceyy to MME in an initial Layer 3 message, as defined in

3G TR 23.882.
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16. In a state transition as in 4., the MME may send a
NonceMME to UE in a Security Mode Command, as defined in 3G
TR 33.821, or TA registration confirmation for idle mode

mobility, as defined in 3G TR 23.882.

17. ©Nonces may also be exchanged between UE and eNB in the

RRC connection request and in the RRC setup message.

18. In a system as in 1., all counters associated with a
temporary key may be re-initialised to arbitrary values after

a new temporary key was derived.

19. Counters as in 18. include, but are not limited to,
sequence numbers for replay protection and counters to ensure

key stream synchronisation.

20. Nonces generated by MME may fully or partly consist
temporary user identities assigned by the MME, such as the S-

TMSI, cf. 3G TR 23.882.

21. Nonces generated by eNB may fully or partly consist
temporary user identities assigned by the eNB, such as the C-

RNTI, cf. 3G TR 25.813.

22. The (semi-)permanent key shared between UE and MME may
be stored by the UE on a tamper-resistant hardware module,
e.g. in a USIM application on a UICC. For the definition of
USIM cf. 3G TR 31.102.

23. In addition to 22, the derivation of temporary keys from
the (semi-)permanent key and the exchanged nonces shared may
be performed by the UE on a tamper-resistant hardware module,
e.g. in a USIM application on a UICC. In this case, for each

state transition in which temporary keys are derived, a proof
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of the presence of the USIM is provided to the network. This
protects against attacks where manipulated terminals, e.g.
rented terminals, may retain the temporary keys or the (semi-

ypermanent key after the USIM was removed.

In detail, as may be taken from the above aspects, the
following advantages may be achieved. When reviewing the
other aspects, it should be kept in mind that SAE/LTE evolves
out of UMTS. Thus, advantages can be shown in comparison to
UMTS. Advantageously, with the above method, there is no
need for a cumbersome handling of the counter START.
Furthermore, there is no possibility required for storing
START and THRESHOLD for LTE on USIM, no change of USIM for
LTE so no additional parameters on USIM. Furthermore,
different values of START, one for NAS, RRC, UP would be
needed if UMTS solution were to be carried out on LTE. With
the above method and system, these complications of counter
handling are avoided by Jjust refreshing the keys and
resetting the counters to zero or to arbitrary values all the

time.

Advantageously, the operation of nonces into SAE/LTE is
advantageous due to the fact that up to six cryptographic
keys can be updated in exchange of only one nonce from either
side, and the counter initialisation storage problems known

from UMTS are avoided.

Furthermore, with the above method and system, a protection

can be provided against manipulated terminals.

This problem leads to a situation where a manipulated
terminal, for example, a rented terminal retains the keys CK
and IK after a USIM (Universal Subscriber Identity Module),

for example, the USIM of the person renting the terminal was
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removed from the terminal. If the next call is not
authenticated by the network, the CK and IK keys which
remained at the terminal can be used by a fraudster

controlling the terminal.

In 3GPP it was considered sufficient that the authentication
protocol AKA (as defined in TS 33.102/TR 31.900) is run
sufficiently often. In LTE, there is now provided an
intermediate key, namely the key K. It may be true that
there is a requirement not to have to change the USIM for LTE
access. But, if in future releases of USIMs, K is stored on
the UICC and does not leave the UICC, then the manipulated
terminal threads can be countered using the key refresh
mechanism as described above, as this key refresh would only

work with the involvement of the USIM.

This will be described in further detail with reference to

the following four exemplary embodiments:

The following notations are used for the different keys in

SAE/LTE:

K: Key shared between UE and MME, established with the help
of HSS during AKA. AKA is the authentication and key
agreement protocol known from 3G TS 33.102. This key is

called Kpsvrg in 3G TR 33.821. It changes on every AKA.

Kuasencer Kuasint: Keys shared between MME and UE for encryption
and integrity protection of NAS signaling. Refreshed on every
detached to active and idle to active transition, on idle

mode mobility, and if K changes.
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Kene: Intermediate key shared between UE and eNB for the
derivation of Kgreene, Kgrcint, Kupene. Refreshed on idle to

active transitions and if K changes.

Krrcencer Karcints Kupene: Keys shared between UE and eNB for
encryption and integrity protection of RRC signalling and for

encryption of UP traffic. Refreshed if K.e changes.

In the examples detailed below, keys are refreshed with the
help of two nonces (Noncey and Noncegy) exchanged between UE
and the network. One example of the proposed use of the

nonces in the key derivation functions (KDF) is as follows:

1) Kyasint = KDE (K || Nonceyr || Noncegy || “NAS integrity”)
2) Kxasene = KDF (K || Nonceyg || Noncesy || “NAS encryption”)
3) Kexg = KDEF (K || eNB Id || Nonceyr || Noncegy)

4) Kupene = KDF (Kexs || “UP encryption”)

5) Krrcene = KDF (Keng || “RRC encryption”)

6) Kircint = KDF (Kexsz || “RRC integrity”)

The keys may additionally depend on other input parameters
that are not relevant in the context of this invention (e.qg.
Kwppene may additionally depend on an identifier for the

encryption algorithm it is going to be used on).

In the following there are some examples for how the pair of
nonces Nonceyg, Noncegy can be exchanged between UE and the
network during different types of state transitions and on

idle mode mobility:

Example 1: Idle to active transitions and detached to active
transitions without AKA

In these two types of state transitions the six keys Kyasencs
Kyasint Kenss, Krrcencr Krreints Kwpene are refreshed by including

Nonceyy in the initial layer 3 message sent from UE to MME
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and including the Noncegy in the security mode command

message sent from MME to UE.

As shown in Fig. 1, first, the respective UE includes a nonce
e 1n the initial layer 3 message sent to the MME. Before
that, the UE sends the radio resource connection request to
the eNB. Then, the MME selects nonce g and it includes it
in the security mode. The MME derives Koy, Kuasene and Kyasint
from the nonces and the KASME generated during the last AKA

run.

Then, the MME transfers the Kog to the eNB and includes the
nonce gy in the security command sent to the eNB. The
security command is integrity protected with the new NAS key
(NAS—-MAC) . Then, the eNB derives the RRC and UB keys from
the received fresh Ko as described in aspects 1., 2. and 3.

above.

Then, the eNB includes the security mode command message in
the radio resource setup message. This message is protected

with the new RRC integrity key (RRC-MAC).

Then, UE derives Kyasene and Kyasint, Kexg from KASME and the
nonce pyg and nonce gy as described in aspects 1., 2. and 3.
above. Then, UE derives Kgreene, Kgreint, Kupene from the fresh

Kexe @as described in aspects 4., 5. and 6. respectively.

Eventually, the UE starts using the new NAS, UP and RRC
integrity keys. By this, the freshness of the respective

keys may be ensured.

It may be appreciated that the exact form of security mode
and procedure is irrelevant for the above method. However,

it should be noted that the MME can include nonce ¢ in the
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security mode command message. In a case where the UE needs
to protects the initial layer 3 message and thus also
authenticates itself to the network it may use the current
Kiasint and use the next sequence number to integrity protect
the message. Then, the UE needs to store the SN for the NAS
signalling. Alternatively, the UE may also take the K and
nonce yg and derive a new key Kmsint Which it then can use to
integrity protect the initial layer 3 message. In addition
to the nonces and keys, additional input parameters may be
used for the key generation. For example the KSI may be
used. This nonce pg would then need to be an increased

counter such as, for example, a time stamp.

The second example relates to key re-fresh on idle or detach

to active transition with AKA as shown in Fig. 2.

In these two state transitions, all seven keys (K, Kyasencs
Kuasintr Kener Krrcencr FKrroints Kupene) are refreshed by the refresh
of K during the authentication. However, as it is
advantageous that the key refresh procedure is independent of
whether or not a run of AKA takes place, the nonces are
proposed to be generated and exchanged in the same way as in

an idle to active transition.

As can be taken from Fig. 2, after the radio resource
connection request sent from the UE to the eNB, the UE sends
a layer 3 message to the MME including, as in the example of

Fig. 1, the TMSI, UE, KSI and the nonce ug.

Then, a fresh K is established with AKA. The MME selects the

nonce gy and derives the Koawm, Kuyasene and Kyasip: .

The MME and UE agree upon a new Kagyr during AKA.
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Then, the method may be continued as shown in Fig. 1 where
the MME signals the allowed RRC algo(s), the allowed UP algo,
and the Ko to the eNB. The eNB then selects the respective
RRC algo(s) and select the respective UP algo. After these
selections in the eNB, the eNB signals the selected RRC
algo(s), UP algo to the MME. 1In a security mode command, the
MME sends signals to the selected UP, RRC, NAS algo(s), KSI,
the nonce g to the eNB which are protected by the MAC-NAS.

On the basis of this, the eNB derives the RRC/UP keys from
Kexe and start the RRC integrity procedure. Then, the radio
resource setup is performed protected by MAC-RRC with a

security mode command including the nonce gy.

In response to that, UE derives fresh Kene, Knasencr Kuasint from
the nonce g and xc and the RRC and UP keys. The UE verifies
the MAC-NAS and the MAC-RRC and starts the RRC integrity.

After having finished that, the UE sends a radio resource
setup acknowledgement (MAC-RRC) which completes the security
mode (MAC-NAS). After having received this acknowledgement,
the eNB sends a security mode complete message (MAC-NAS) to

the MME.

Fig. 3 shows a key re-fresh on idle mode mobility, i.e. an
idle to idle transition, without AKA. The exemplary
embodiment is built on the assumption that no secure RRC
connection has to be set up for a tracking area (TA)
registration request due to idle mode mobility. Only the NAS
keys are refreshed in this case. 1In accordance with this
exemplary embodiment, the UE includes the nonce y in the TA
registration request sent to the new MME whilst the new MME

selects the nonce g and includes it in the registration
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confirmation message. This message has then already been

protected with the refreshed NAS keys.

As depicted in Fig. 3, initially, the UE sends the TA
registration message including the TMSI and the nonce gz to
the new MME. The new MME then sends a UE context request
including the TMSI to the old MME. The old MME responds with
a UE context message including the IMSI and the Kagwr. In
response to this message received from the old MME, the new
MME selects the nonce gy and derives fresh Kuasenc and Kyasint
keys from the nonce yg received in the TA registration
message from the UE and the nonce gy selected in the new MME.
Then, from the new MME, the registration is confirmed. This
message includes the nonce g and the MAC-NAS with the new
keys. After having received this message, the UE derives
fresh Kyasene and Kyasint keys from the nonce g and the nonce gy

received from the new MME.

In short, the UE includes the nonce ¢z in the TA registration
request sent to the new MME. Then, the new MME requests UE
context from the old MME including the TMSI. Then, the old
MME sends the UE context to the new MME, including IMSI and
Kasue. Optionally, the UE and the new MME may agree upon a
fresh Kasyg with the help of AKA as, for example, described
with respect to Fig. 4 below. The new MME may select a new
nonce gy and may derive at Kyasenc, Kmasint Keys as described in

aspects 1. and 2. above.

The new MME may then send the confirm registration message to
the UE including the nonce g. This message is already
protected by the new NAS integrity. Now, the UE may derive

fresh Kyasene and Kyasint Keys as described in 1. and 2. above.
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In case the UE needs to protect the initial layer 3 message
and thus also to authenticate itself to the network, it may
use current Kyasint and use the next sequence number to
integrity protect the message. Then, the UE needs to store
the SN for the NAS signalling. Another option may be to let
the UE take the K and nonce yrx and derive a new key Kyasint
which it can use to integrity protect initial layer 3
message. For this key generation, further input parameters

such as, for example, the TMSI may be used.

In the following, an idle mode mobility key refresh with AKA
will be described with reference to Fig. 4. 1In this fourth
exemplary embodiment, 1f upon idle mode mobility the new MME
requests a new AKA, then K and NAS keys are refreshed. The
key K is refreshed during the AKA and the new K as well as
nonces exchanged in the idle mode mobility without AKA are
used to refresh Kyasene and Kyasint as described in aspects 1.

and 2. above.

As may be taken from Fig. 4, the UE starts by sending the TA
registration including the TMSI and the nonce gz to the new
MME. Then the new MME sends the UE context request including
the TMSI to the old MME which responds by sending the UE
context including the IMSI and the Kisyg message to the new
MME which then starts the AKA where the UE and the new MME
agree upon a new K key. Then, the method continues as shown

described with reference to Fig. 3.

According to an exemplary embodiment, on idle to active
transitions, nonce g and nonce pg could be used as input to
the key generation functions for Kzrcene and Karcints Kupene keys
directly instead indirectly by the use of Kuws. In this case
the MME would have to transfer both nonces to the eNB, for

example, in the message including Keyg-
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Furthermore, according to another exemplary embodiment, on
idle to active transitions, an additional pair of nonces
could be exchanged between eNB and UE. The UE could include
a nonce in the RRC connection request and eNB could include a

nonce in the RRC setup message.

According to another exemplary embodiment, the C-RNTI could
be realised as nonce g or part of the nonce g. Also, the S-

TMSI could be used as nonce gy or part of the nonce gy.

According to a further exemplary embodiment, the nonce need
not be a random number, 1t only has to be ensured that the
nonce has not been used before with the same Kasve. Thus, the
nonce could always be a counter maintained in the respective
site. The counter could count messages or link layer frames
or packets or the number of state transitions or any other
number of units. In this respect, even the use of a counter
such as START as defined in UMTS (cf. 3G TS 33.102) could be

used as the nonce ug.

In another exemplary embodiment of the present invention, if
a RRC connection is set up on a TA registration before idle
mode mobility, the nonce yg could be included in the RRC
request instead of the TA registration message. The eNB

would then have to transfer the nonce vy to the MME.

The above referenced 3GPP technical specifications and
technical reports can be found under

ftp://ftp.3GPP/org/specs/html_info/

The referenced IEEE 802.11 specification can be found under

17 . — 3 - - 7 T . ~ 7 - - 1y N e - . N .
http://standards.iecee.crg/getiecee8lZ2/downicad/802.111_ 2004 .pd

b
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It should be noted that the present invention was described
above with particular reference to SAE/LTE systems and
methods. However, 1t should be noted that the present
invention may also be extended to other mobile communication

systems even to communication systems in general.
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CLATIMS

1. Security method for allowing secure communication in a
communication system, the communication system comprising a
first entity (UE), a second entity (MME) and a third entity
(eNB), wherein the first entity (UE) and the second entity
(MME) share a first cryptographic key and a second
cryptographic key, and the first entity (UE) and the third
entity (eNB) share a third cryptographic key, and possibly
further cryptographic keys, the method comprising the steps
of:

sending a first number from the first entity (UE) to the
second entity (MME);

sending a second number from the second entity (MME) to
the first entity (UE);

deriving a fourth temporary cryptographic key, and
possibly further cryptographic keys, from at least one of the
first, second or third cryptographic keys and at least one of
the first and second numbers in at least one of the first

entity (UE) and the second entity (MME).

2. The method of claim 1, further comprising the steps of:
exchanging at least one of the first and second numbers
or of a third number between at least two of the first entity
(UE), the second entity (MME) and the third entity (eNB);
deriving at least one of the fourth temporary
cryptographic key and a fifth cryptographic key from at least
one of the first, second or third cryptographic keys in at
least one of the first entity (UE), the second entity (MME)
and the third entity (eNB) from at least one of the first,

second or third numbers.

3. The method of one of claims 1 or 2,
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wherein the first cryptographic key is a permanent or
semi permanent sixth cryptographic key;
wherein the second cryptographic key is at least one
temporary seventh key; and
wherein the third cryptographic key is at least one temporary

eighth key.

4, The method of one of claims 1 to 3,

wherein the first and second numbers are transmitted during a
state transition;

wherein the state transition is selected from the group
consisting of idle-to-idle, idle-to-active, detach-to-active

and detach-to-idle state transition.

5. The method of one of claims 1 to 4,

wherein the first, second and third numbers are nonces;
wherein a nonce is a number used only once in the respective
communication system in conjunction with a relevant system

parameter of the communication system.

6. The method of claim 5, wherein the relevant system
parameter of the communication system is the first

cryptographic key.

7. The method of one of claims 5 and 6,
wherein the nonces are at least one of a random value, a

non-repeating counter, a time-stamp and a temporary identity.
8. The method of one of claims 1 to 7,
wherein the first and second numbers are the only

numbers exchanged during the state transition.

9. The method of one of claims 1 to 8§,
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wherein counters associated with the second and /or
third keys are reinitialized to arbitrary values after a new
temporary ninth key was derived;

wherein the counters are selected from the group
consisting of sequence numbers for replay protection and

further counters for key stream synchronization.

10. The method of one of claims 1 to 9,

wherein the communication system is a SAE/LTE as described in
3G TR 23.882 and TS 23.402;

wherein the first entity (UE) is the User Equipment, the
second entity (MME) is the Mobility Management Entity and the
third entity (eNB) is the evolved NodeB the in SAE/LTE;
wherein the state transitions is selected from the group
consisting of idle-to-idle, idle-to-active, detach-to-active
and detach-to-idle state transitions, as described in 3G TR
25.813;

wherein the first cryptographic key is the key Kaswye in 3G TR
33.821;

wherein the second and third keys are selected from the group
consisting of Kyasenc , Kwasint , Kzrcener Krrcint, Kupene and Keyz as

defined in 3G TR 33.821.

11. The method of claim 10, further comprising the step of
deriving Kyasenc 5 Kuasint directly from the first cryptographic
key using the first and second numbers , without further
time-variant input in the first and second entities (UE and

MME) .

12. The method of claim 11,
wherein the first and second entities (UE and MME) derive
further new keys for at least one 0f Kzreener Krroints Kupenc

from the key Kogs without further time-variant input.
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13. The method of claim 10,
wherein the first and second entities (UE and MME) derive a
further new key Keyp directly from the first cryptographic key

without further time-variant input.

14. The method of claim 13

wherein the first and second entities (UE and MME) derive the
further new keys for at least one 0f Kzreener Krroints Kupenc
from the key Kogs respectively using at least one of the first

and second numbers as input.

15. The method of one of claims 1 to 14,
wherein the first entity (UE) sends the first number to the
second entity (MME) in an initial Layer 3 message, as defined

in 3G TR 23.882.

16. The method of one of claims 1 to 15,

wherein the second entity (MME) sends the second number
in one of a Security Mode Command, as defined in 3G TR
33.821, and a TA registration confirmation for idle mode

mobility, as defined in 3G TR 23.882.

17. The method of one of claims 1 to 16,

wherein the first and second numbers are exchanged between
the first entity (UE) and the third entity (eNB) in one of a
RRC connection request, a RRC connection request and a RRC

setup message as defined in 3G TR 23.882 and TS 23.402;

18. The method of one of claims 1 to 17,

wherein the first number at least partially is related to a
temporary user identity assigned by the second entity (MME),
such as the S-TMSI, cf. 3G TR 23.882.
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19. The method according to one of claims 1 to 18, further
comprising the step of:
generating a eNB nonce in the third entity (eNB);
wherein the eNB nonce at least partially relates to a
temporary user identity assigned by the third entity (eNB),
such as the C-RNTI, cf. 3G TR 25.813

20. The method according to one of claims 1 to 19, further
comprising the step of:

storing the first cryptographic key in the first entity
(UE) on a tamper-resistant hardware module, e.g. in a USIM
application on a UICC as defined in cf. 3G TR 31.102;

wherein a derivation of temporary keys from the first
cryptographic key and the exchanged nonces shared is
performed by the first entity (UE) on the tamper-resistant
hardware module, e.g. in a USIM application on a UICC; and
wherein, for each state transition in which temporary keys
are derived, a proof of the presence of the USIM is provided
to the communication network for protecting against attacks
where manipulated terminals, e.g. rented terminals, may
retain the second or third cryptographic key or the first

cryptographic key after the USIM was removed.

21. A communication system adapted to perform the method as
set forth in one of claims 1 to 20, the communication system
comprising:

a first entity (UE), a second entity (MME) and a third entity
(eNB), wherein the first entity (UE) and the second entity
(MME) share a first cryptographic key and a second
cryptographic key, and the first entity (UE) and the third
entity (eNB) share a third cryptographic key, and possibly
further cryptographic keys;
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wherein the first entity (UE) is adapted for sending a
first number from the first entity (UE) to the second entity
(MME) ;

wherein the second entity (MME) is adapted for sending a
second number from the second entity (MME) to the first
entity (UE); and

wherein at least one of the first and second entities is
adapted for deriving a fourth temporary cryptographic key,
and possibly further cryptographic keys, from at least one of
the first, second or third cryptographic keys and at least

one of the first and second numbers.

22. The system of claim 21, wherein the first, second and
third entities are further adapted for:

exchanging at least one of the first and second numbers
or of a third number between at least two of the first entity
(UE), the second entity (MME) and the third entity (eNB);

deriving at least one of the fourth temporary
cryptographic key and a fifth cryptographic key from at least
one of the first, second or third cryptographic keys in at
least one of the first entity (UE), the second entity (MME)
and the third entity (eNB) from at least one of the first,

second or third numbers.

23. The system of one of claims 21 or 22,

wherein the first cryptographic key is a permanent or
semi permanent sixth cryptographic key;
wherein the second cryptographic key is at least one
temporary seventh key; and
wherein the third cryptographic key is at least one temporary

eighth key.

24, The system of one of claims 21 to 23,
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wherein the first and second numbers are transmitted during a
state transition;

wherein the state transition is selected from the group
consisting of idle-to-idle, idle-to-active, detach-to-active

and detach-to-idle state transition.

25. The system of one of claims 21 to 24,

wherein the first, second and third numbers are nonces;
wherein a nonce is a number used only once in the respective
communication system in conjunction with a relevant system

parameter of the communication system.

26. The system of claim 25, wherein the relevant system
parameter of the communication system is the first

cryptographic key.

27. The system of one of claims 25 and 26,
wherein the nonces are at least one of a random value, a

non-repeating counter, a time-stamp and a temporary identity.

28. The system of one of claims 21 to 27,

wherein counters associated with the second and/or third
keys are reinitialized to arbitrary values after a new
temporary ninth key was derived;

wherein the counters are selected from the group
consisting of sequence numbers for replay protection and

further counters for key stream synchronization.

29. The system of one of claims 21 to 28,

wherein the communication system is a SAE/LTE as described in
3G TR 23.882 and TS 23.402;

wherein the first entity (UE) is the User Equipment, the
second entity (MME) is the Mobility Management Entity and the
third entity (eNB) is the evolved NodeB the in SAE/LTE;
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wherein the state transitions is selected from the group
consisting of idle-to-idle, idle-to-active, detach-to-active
and detach-to-idle state transitions, as described in 3G TR
25.813;

wherein the first cryptographic key is the key Kasyg in 3G TR
33.821;

wherein the second and third keys are selected from the group
consisting of Kyasenc r Kuasint r Kgrrcencr Kgrcints Kupenc and Keys as

defined in 3G TR 33.821;

30. The system of claim 29, wherein the system is further
adapted for:

deriving Kyasene 5 Kuasint directly from the first cryptographic
key using the first and second numbers , without further
time-variant input in the first and second entities (UE and

MME )

31. The system of claim 30,

wherein the first and second entities (UE and MME) are
adapted to derive further new keys for at least one of
Krrcencer Krreints Kupene from the key Keyg without further time-

variant input.

32. The system of claim 29,
wherein the first and second entities (UE and MME) are
adapted to derive a further new key Keyg directly from the

first cryptographic key without further time-variant input.

33. The system of claim 32

wherein the first and second entities (UE and MME) are
adapted to derive the further new keys for at least one of
Krzcencr Krroints Kupene from the key Koy respectively using at

least one of the first and second numbers as input.
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34. The system of one of claims 21 to 33,
wherein the first entity (URE) sends the first number to the
second entity (MME) in an initial Layer 3 message, as defined

in 3G TR 23.882.

35. The system of one of claims 21 to 34,

wherein the second entity (MME) sends the second number
in one of a Security Mode Command, as defined in 3G TR
33.821, and a TA registration confirmation for idle mode

mobility, as defined in 3G TR 23.882.

36. The system of one of claims 21 to 35,

wherein the first and second numbers are exchanged between
the first entity (UE) and the third entity (eNB) in one of a
RRC connection request, a RRC connection request and a RRC

setup message as defined in 3G TR 23.882 and TS 23.402;

37. The system of one of claims 21 to 36,

wherein the first number at least partially is related to a
temporary user identity assigned by the second entity (MME),
such as the S-TMSI, cf. 3G TR 23.882.

38. The system according to one of claims 21 to 37, wherein
the third entity is further adapted for
generating an eNB nonce in the third entity (eNB);
wherein the eNB nonce at least partially relates to a
temporary user identity assigned by the third entity (eNB),
such as the C-RNTI, cf. 3G TR 25.813

39. The system according to one of claims 21 to 38,
wherein the firth entity (UE) comprises a tamper-—
resistant hardware module, e.g. in a USIM application on a
UICC as defined in cf. 3G TR 31.102 for storing the first

cryptographic key in on
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wherein a derivation of temporary keys from the first
cryptographic key and the exchanged nonces shared is
performed by the first entity (UE) on the tamper-resistant
hardware module, e.g. in a USIM application on a UICC; and
wherein, for each state transition in which temporary keys
are derived, a proof of the presence of the USIM is provided
to the communication network for protecting against attacks
where manipulated terminals, e.g. rented terminals, may
retain the second or third cryptographic key or the first

cryptographic key after the USIM was removed.

40. A User Equipment as in SAE/LTE as described in 3G TR
23.882 and TS 23.402 which is adapted to perform the method

as described in one of claims 1 to 20.

41. A Mobility Management Entity as in SAE/LTE as described
in 3G TR 23.882 and TS 23.402 which is adapted to perform the

method as described in one of claims 1 to 20.

42, An evolved NodeB as in SAE/LTE as described in 3G TR
23.882 and TS 23.402 which is adapted to perform the method

as described in one of claims 1 to 20.
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