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ABSTRACT

A wireless network communication system consists of an access server for facilitating
communication between a network resource interfacing with the access server over a land-based
network and a wireless commmlicaiions device interfacing with the access server over a wireless
network. A message intended for transmission from the wireless communication device to the
network resource is transmitted to the access server over a wireless network as a number of
message datagrams. Upon'receipt of the message datagrams over the wireless network, the access
server generates and transmits to the wireless communication device an acknowledgement
datagram indicating successful receipt of each meSsagé datagram, and transmits the successfully
received message datagrams to the network resource over the land-based network. If a message
datagram is not acknowledged, the wireless communication device continues to retransmit the
unsuccessfully transmitted message datagram at a retransmission rate based on a running average

of acknowledgment times for successfully transmitted ones of the message datagrams.
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WIRELESS COMMUNICATION SYSTEM

FIELD OF THE INVENTION _
The present invention relates to a wireless communication sjrstem. In particular, the

5 present invention relates to a system and a method for communication between a wireless

termunal and an access point.

BACKGROUND OF THE INVENTION
' The conventional method for facilitating communication between a wireless terminal and a
10  destination computer over a wireless network involves using Transmission Control
Protocol (TCP) (RFC 793, Defense Advanced Research Projects Agency) and Internet
Protocol (IP) (RFC 791, Defense Advanced Research Projects Agency) over IEEE
standard 802. 11 protocol. According to this méthod, the remote land-based bomputer
network as“soci-a’_ce‘diwith the destination computer has a wireless access point server (AP)
15 to allow the destination computer to receive and transmit message data over the wireless
network. The wireless terminal would typically run bne or more application processes, a
TCP layer, an IP" layer and a 802.11 layer. The destination computer typically would run
One or more applicaﬁon processes, a TCP layer, an IP layer and a IEEE 802.3 layer. The
AP typically would run an IEEE 802.3 layer and a 802.11 layer to bridge communications

20 between the wireless terminal and the destination computer.

The application process on the wireless terminal seeking to communicate with a
destination process on the destination bompuier passes message data (eg. via HTTP) to the
802.11 layer via the TCP and IP layers. The 802.11 layer on the wireless terminal then

25 transmits the message data to the 802.11 layer on the AP over the wireless network. Upon
receipt of the message data, the 802.11 layer on the AP passes the message data to the
802.3 layer on the AP for retransmission over the land-based computer network. The
802.3 layer on the_' destination computer passes the message data to the TCP layer (via the

IP layer) on the destination computer to verify that the message data was properly

30 recelved.
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It the message data was propeﬂy received, the TCP layer on the destination computer
passes the data 'fto the application layer, and generates an Acknowledgement (ACK)
segment for triansmissien over the land-b ased network to the AP. Upon receipt of the ACK,
the AP transmits the segment to the wireless terminal over the wireless network. If the
TCP layer on the wireless terminal does not receive the ACK segment within a
predetermined fimeout interval, the TCP layer on the wireless terminal retransmits the

message data again,

~ Although IEEE;.SOZ. 11 in conjunction with TCP/IP has proven to be useful for facilitating

communicatioin\ between a wireless terminal and a destination computer, both the TCP and
the IP layers were designed to facilitate data transmission only over land-based hardwired
computer nemerks. Consequently, if the TCP layer on the wireless terminal does not
receive an ACK segment within the predetermined timeout interval the TCP layer assumes
that the transmissien problem 1s due to network congestion and increases the interval
between segment retransmissions until the ACK segment is finally received. Although this
solution may be prudent for data transmiésion only over land-based hardwired computer .
networks, this solution can degfade communication performance over wireless networks
since the lack of receipt of an ACK segment in a wireless network may be due to the

wireless terminal simply drifting out of range of the AP.

Other attempts have been made to provide wireless communication solutions. For
Instance, one solution, referred to as “Mobile IP”, uses a “home agent server”’ in
communication with the “home” AP associated with the “home” IP sub-net of a wireless
terminal, and a “foreign agent server” in comfnunication with the “foreign” AP associated
with a “foreign” IP sub-net. When the wireless terminal 1s located within the home IP sub-
net communications area, the home agent server forwards to a destination computer
communications detagrams transmitted by the wireless terminal. However, when the
wireless terminal roams to the foreign IP sub-net communications, the foreign agent server
recognizes that the IP address of the communications datagrams transmitted by the wireless

terminal are associated with the home IP sub-net, and forwards the received datagrams to
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the home agent server for transmission to the destiriatioh computer. Although this solution
allows a wireless terminal to roam between IP Subhets, this solution can degrade
communication pérformance due to the communications processing overhead required to
recognize and forward datagrams from a foreign agent server to the home agent server.

Further, this solution does not address the TCP retransmission problem, discussed above.

Another solution, referred to as “UDP-Plus”, replaces the TCP layer with a User Datagram
Protocol (UDP) layer, and includes a retransmission protocol layer between the

application process and the UDP layer. With this solution, if a UDP datagram is not
received by the destination process, the retransmission protocol layer of the wireless
terminal causes the UDP datagram to be retransmitted until recelpt of the UDP datagram is
confirmed. Héwever, this solution 1s deficient in that it increases the resource
requirements for thfe wireless terr_ninéll, and does not address the reason for the failed

transmission.

Therefore, there remains a need for a data communication system which is optimized for

communication over wireless networks.

SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a wireless

communication device, and a method of wireless data communication between a wireless

network communications device and a land-based network resource.

‘The wireless communication device, according to the first aspect of the present invention,

includes an antenna c@ﬁgured for wireless communication over a wireless network, and a
data processing system in communication with the antenna. The data processing system
includes a protocol stack for facilitating the wireless communication with a network
resource via the wireless network. The protocol stack includes an intermediate protocol
layer which 1s configured to monitor a transmission of message datagrams directed to the

network resource from the antenna and to initiate retransmission of unsuccessfully

-3-

D a g g ¥ CLUAEE PR U e T — PO e roy = -
w AP e S Y e el i~ el v, —t -




10

15

20

25

30

CA 02411781 2002-11'-1‘3

transmitted datagrams at a retransmission rate based on a running average of

acknowledgment times for successtully transmitted datagrams.

The method of wireless data communication, according to the first aspect of the present
invention, includes the steps of (1) providing a wireless communication device, and
providing a network resource and an access server in communication with the network
resource over a.:lan:d-based network for facilitating communication between the wireless
communication device and the network resource; (2) initiating transmission of message
datagrams from the wireless communication device to the access server; (3) at the wireless
communication ’_deifice monttoring successful transmission of the message datagrams over
the wireless netwofk; and (4) at the wireless communication device mitiating
retransmission of unsuccessfully transmitted message datagrams at a retransmission rate
based on a'runni‘n g average of acknovvledgment times for successfully transmitted message

datagrams.

According to a second aspect of the present inventidn, there is provided an access server
for facilitating communication between a network resource interfacing with the access
SETVer over a lahd-based network and a wireless communications device interfacing with
the access server over a wireless network. Aécording to the second aspect of the present
vention, there is also provided a method of wireless data communication betweeﬁ at least
one land-based nétw_ork. resource and at least one wireless network communications

device.

The access server, according to the second aspect of the present invention, includes a
network interface for communicating with the network resource over the land-based
network, an antenna for communicating with the wireless communications device over the
wireless network, and a data pfocesSing system in communication with the network
interface and the antenna. The data processing system includes a protocol stack comprising
a first physical protocol layer for facilitating communication over the wireless network, an

intermediate proto:col'. layer in communication with the first physical protocol layer, a
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second physical protocol layer for facilitating communication over the land-based network,
and an application protocol layer in communication with the intermediate protocol layer
and the second physical protocol layer for mapping message data between the wireless

communications device and the network resource.

The method of wireless data communication, according to the second aspect of the present
invention, includes the steps of (1) providing at least one network resource and an access
server in communication with the hetwork resource over a land-based network for
facilitating corrﬁnu_nication between at léast one wireless communication device and the at
10 least one netwoi'k resource; (2) at the access server receiving over the wireless network a .
wireless-based mesSage datagrams from the at Jeast one wireless communication device
intended for transmissioﬁ to the at least one network resource; (3) at the access server
Initiating transn;ission over the wireless network of an acknowledgement datagrams to the
at least one wireless communications device in response to a successful reception of the
15 received wirelesS-based message datagrams; and (4) directing the successfully received
wireless-based message datagrams to the at Ieast one network resource over the land-

based network.

According to a third aspect of the present invention, there is provided a data structure for
20 facilitating wireless communication over a wireless network. The data structure includes a

message, a transport layer data s.egnient encapsulating the message, and a link layer

datagram encapsulating the transport layer data segment. The lmk layer datagram

comprises a datagrams sequence number and a message class indicator.

25 In accordance wifh a preferred embodiment of the invention, a wireless communication
device and a netWork wireless access server are each fitted with an antenna configured for
wireless communication over a wireless netWork, and a data processing system ih
communication with the antenna. Each data processing system includes a protocol stack
comprising a physical protocol layer, an application protocol layer, and an intermediate

30 protocol layer in communication with the physical protocol layer and the application
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protocol layer. Typically, the access server is associated with a destination computer over

a land-based cdmputer network.

A message intendéd for transmission from the wireless communication device to the
5 destination compliter is passed to the intermediate protocol layer of the remote

communication device from its - appli.cation software, via the apphication protocol layer.
Upon receipt of the message, the intermediate protocol layer generates one or more
datagrams, with eabh datagrams comprising the message, a transport layer data segment
encapsulating the message, and a link layer datagram .encapSula'ting the transport ‘-layer data

10 segment. The transport layer data segment includes a transport layer header comprisihg a
source message identifier assigned by an originator of the data segment, a destination
message identifier assigned by an intended recipient of the data segment, and a radio
address uniquely associated with the originator of the data segment. The link layer
datagram includes a datagrams sequenc:e number and a message class indicator.

15 S
Once each datagranis is defined, the intermediate protocol layer passes the datagrams to
the physical protocol layer for transmission to the access server associated with the '
destination computer. The intermédiate' protocol layer also waits for a receipt
acknowledge generated by the access server indicating successful receipt of the datagrams

20 by the access sei'v_er.f Typically, each datagrams is transmitted to the access server at a
transmission rate baéed on a running average of the time between the instant of
transmission of a datagrams and the instant of receipt of an acknowledgement for
successfully transmitted datagrams. However, ifa datagra:mé 1S not properly
acknowledged, the intermediate protocol layer of the rembte communication device

25  continues to retransmit the unsucéessfully transmitted datagrams at a retransmissioh rate
determined in accordance with a ptedetennined exponentially increasing retransrhission

interval based on the running average.

Upon successful receipt of the transmitted datagrams at the intermediate protocol layer of

30 the access server, the intermediate protocol layer extracts the destination address from the
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datagrams and passes the datagrams to the physical protocol layer for transmission to the

destination computer over the land-based network in accordance with the extracted

destination addfess.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described, by way of example only, with reference to
the accompanying drawings, in which:

Fig. 1 is a schematic view of a prior art wireless communication system;

Fig. 2 is a schematic view of the wireless communication system, according to one
embodiment of the present invention, showing the networked computers, the access point
server, and the wireless terminal;

Fig. 3 is a schematic view of the wireless terminal shown in Fig. 2;

Fig. 4 is a graph depicting the profile of the retransmission interval used for initiating -

retransmission of datagrams over the wireless network;
Fig. 5 1s a schematic view of the access point server shown in Fig. 2;

Figs. 6a and 6b to’gether comprise a flowchart depicting the method of Operation of the

wireless communication system;

Fig. 7a 1s a schematic view of the transport layer data segment used for transmission of

data between the wireless terminal and the access point server;

Fig. 7b is a schematic view of the link layer datagram used for transmission of data

between the wireless terminal .and- the access point server;
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Fig. 8 1s a schematic view of the wireless communication system, according to another
embodiment of the present invention, showing the networked computers, the access point

server, the network controlier, and the wireless terminal;
Fig. 9 is a schematic view of the access point server shown in Fig. 8; and

Fig. 10 1s a schematic view of the network controller shown in Fig. 8.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before desoribiﬁg the preferred embddiments of the present invention, it is instructive to
first describe in detail a conveﬁtional mechanism presently used for facilitating wireless
communication between a wireless terminal and a destination computer over a wireless
network. As used throughdut this spe'ciﬁ\cation, the word “cbmprising” is intended to be

synonymous with the word “including”.

Commencing then with Fig. 1, a conventional wireless communication system, denoted

generally as 100, ~.is shown comprising a computer network 102 and at least one wireless

terminal 104 for communicating with the computer network 102. The computer network
102 comprises a .plurality of networked computers 106 (shown mdividudlly in Fig. 1 as
106a, 106b), a network backboné 108 interéonnecting the networked computers 106, and a
wireless access point server 110 coupled to thé network backbone 108 for facilitatihg
wireless connnunication between the wireless terminal 104 and any of the networked
computers 106. Typically, the network backbone 108 would comprise Ethernet cable,
although other network techno\logies\ may be used as will be apparent to those skilled in the
art.

Typically, the access point server 110 1s provided with a protocol stack comprising an
[EEE 802.3 (Ethernet) protocol layer 112 and an IEEE 802.11 protocol layer 114. The

wireless terminal 104 typically inciudes a protocol stack t}zpicélly comprising an 802.11
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protocol layer 122, an IP protocol layer 124 over the 802.11 protocol layer 122, a TCP
protocol layer 126 over the IP protocol layer 1 24, and an application protocol layer 128
over the TCP protocol layer 126. EaCh of the networked computers 106 typically include a
protocol stack ttypicallycomprising. an 802.3 protocol layer 130, an IP protocol layer 132
over the 802.3 protocol layer 130, a TCP protocol layer 134 over the IP protocol layer

132, and an application protocol layer 136 over the TCP protocol layer 134.

To transmit a message from the wireless terminal 104 to one of the networked computers
106, message data 1s prepared usmg suitable apphcatlon software on the W1reless terminal
104, and then passed from the apphcatlon protocol layer 128 of the wireless terminal 104
to the TCP protdcol layer 126. Upon réceipt of the message data, the TCP protocol layer
126 on the Wireiess terminal 104 formats the message data into one or more TCP
segments, each havmg a TCP header incorporating a source port number assoc1ated with
the apphcatlon software on the wu'eless terminal 104 and a destination port number
associated with apphcauon software on the destination computer 106. Each TCP header
also includes a cbntrol word which identifies the contents of the data being transmitted, and
a unique sequehc'_e number which allows the TCP protocol layer 134 on the destination
computer 106 to correctly reorder any TCP segments that may have been received out of

order and to eliminate duplicate segments.

Once formatted, the TCP protocol layer 126 on the wireless terminal 104 passes the TCP
segments to the IP protocol layer 124 on the wireless terminal 104. The 1nitial series of
TCP segments include control words which allow the TCP protocol léyer 126 on the
wireless terminal 104 to establish a logical circuit with the TCP protocol layer 134 on the
destination computer 106. Upon receipt of the TCP segments, the IP protocol layer 124 on.
the wireless termihal 104 formats the TCP segments into IP datagrams, each having an IP
header identifying the network address of the destination computer 106 and the network
address of the wireless terminal 104. The IP protocol layer 124 then passes the JP
datagrams to the IEEE 802.11 protocol layer 122 on the wireless terminal 104 for wireless

transmission to the destination computer 106.

0.
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The 802.11 protocol layer 122 uses a Carrier Sense Multiple Access with Collision
Avoidance (CSMA/ CA) scheme to dctermine when it is safe to transmit the received
message. According to this schemc, th_c- 802.11 protocol layer 122 on the wireless terminal
10 uses the presence of the carrier signalt-produced by the access point 110 to determine
whether the access point is communicating with another wireless terminal 104. If the
terminal 104 dctemﬁnes that the access point 110 is already communicating with another
wireless terminal 104, the .tcrmihal 104 randomly selects a “backoff” interval to wait
before attempting to communi(:atc with thc access point 110 again. The "backoff” interval
1s randomly selccted to reduce the likelihood of multiple wireless terminals attempting to
simultaneously com’rrinm’cate with the same access point 110 (ie the occurrence of a
“collision”). If, at the end of the “backoff” interval, the terminal 104 determines that the
access point 1 10 1S tstilI busy, the terminal 104 randomly selects an exponentially larger
“backoff” interval. ‘

When the wmeless termmal 104 determines that the access point server 110 1s free to
communicate w1th the termmal 104 the 802.11 protocol layer 122 on the terminal 104
transmits a Request:to Send (RTS) frame Wthh includes the duration (in time) of the
intended message d-cta. It the access point server 110 is still \free, the 802.11 protocol

layer 114 on the acccss point 110 transmits-af Clear to Send (CTS) frame which includcs
the same duration information. All other terminals which receive the CTS frame use the
duration infonnatioﬁ to determine the next instant during which the access point 110 might
be free.

When the 802.11 protocol layer 122 on the wireless terminal 104 receives the CTS frame,
the 802.11 protocol layer 124 formats the IP datagrams into data frames, each having a
frame header 1den_t1fymg the physical address of the destination computer 106 and the

'physical addressof the wireless terminal 104, and then transmits the data frames as RF

data for receipt by the access point 110. Upon receipt of the data frames, the 802.11

protocol layer 114 on the access point 110 verifies the integrity of the received data
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frames, and then passes the data frames to the 802.3 protocol layer 112 for retransmission

over the network backbone 108.

Upon reoe1pt of the data frames, the 802.3 protocol layer on the destination computer 106
verifies the integrity of each recelved data frame, removes the frame header from the data
frames, and passes the resulting IP datagrams to the IP protocol layer 132 of the destination
computer 106. Once the IP protocol layer 132 verifies from the network address identified
in the IP datagrams that the recelved IP datagrams are intended for the destination computer
106, the IP protocol layer 132 removes the IP header from the IP datagrams and passes the
extracted TCP segments to the TCP protocol layer 134. .

The control words of the TCP segments initially received by the IP protocol layer 132 will
typically indicate that the TCP protocol layer 126 on the wireless terminal 104 wishes to
establish a virtual circuit with the TCP protoool layer 134 on the destination computer 106 _
over which subsequent TCP segments will be transmitted. Once the virtual circuit is
estabhshed (by the TCP protocol layer 126 on the W1reless terminal 104 and the TCP
protocol layer 132 on the destmatlon computer 106 exchanging starting sequence numbers),
the TCP protocol layer 134 sends the wireless termmal 104 an ACK segment (via the
access point server 110) for each data segment properly received. The TCP protocol layer
132 then reassembles all the TCP message data segments subsequently recerved over the
virtual circuit, and then passes the reoonstructed message to the appropriate application
software via the application protoool layer 136, as dlctated by the destination port number
included with the TCP header. As will be apparent from the foregoing descnptlon the
TCP protocol layers maintain a vn'tual commumoatlons circuit between the wireless
terminal 104 and the destlnatlon computer 106, with the access point 110 in effect merely

acting as a bridge between the wireless terminal 104 and the destination computer 106.

As discussed above,i 1f the TCP protocol layer 126 on the wireless terminal 104 does not
receive an Acknowledge (ACK) se gment within a predetermined timeout interval

(indicating that the TCP segment was successfully received at the destination computer
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106), the TCP protocol layer 126 on the wireless terminal 104 will repeatedly increase the
timeout interval and attempt retransmission until the TCP segment is succ.essfully
transmitted. Since the lack of receipt of an ACK segment may be due simply to the
wireless tenuiual 104 temporarily dritting- out of range of the access point 110, the
conventional wireless access scheme, discussed above, can introduce unnecessary delays
in the re-establishment-of communication between the wireless terminal 104 and the

destination computer 106.

In addition, since the lack of receipt of an ACK segment may be due to a communication
problem with the u’_etwork backbone 108, the requirement that transmission (and hence
retransmissiou) occur over the virtual circuit established between the wireless terminal
104 and the destination computer 106 makes inefﬁcient use of available bandwidth.
Further, the Iarge TCP/IP header length (about 40 bytes) further contributes to the
1nefﬁ01ent use of avmlable bandwidth. The wueless communication system, according to
the present mventlon, addresses these deficiencies by replacing the TCP protocol layers
and the IP protocol layers on the wireless terminal 104 and the access pomt 106 with a

novel protocol 'layer intermediate the application protocol layers and the 802.11 protocol

layers.

A wireless co’mﬁunication system, acoording to a first embodiment of the present
invention, will now be described with reference to Fig. 2. As shown, the wireless
communication system denoted generally as 200 comprises a computer network 202 and
at least one wu'eless terminal 204 for commumcatmg with the computer network 202. The
computer network 202 comprises a plurality of networked computers 206 (shown
1nd1v1dually_as 2063_, 206b), a network backbone 208 interconnecting the networked
computers 206, and a wireless access point sertzer 210 coupled to the network backbone

208. Typically, the network backbone 208 compnses Ethernet cable, although other
network technologies may be used as will be apparent to those skilled in the art.
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The wireless terminal 204 1s configured for wireless communication with the access point
terminal 210 oyer;a wireless network (not shown). Typically the wireleSs tetminal 204 1s
provided on a eingle electronic communiCationS device and comprises a wireless-enabled
communications device, such as a personal data assistant, a cellular telephone or another
wireless commu.mcat1ons devme as w1ll be apparent to those skilled in the art. As shown
in Fig. 3, the wireless terminal 204 comprises an RF antenna 212 for wireless
communication over the wireless network, a user interface 214, and a data processing
system 216 in communication -With the antenna 212 and the user interface 214. Preferably,
the user interface 214 comprises a data entry device 218 (such as keyboard, microphone or

writing tablet), and a display device 220 (such as a CRT or LCD display).

The data processiog system 21'6‘ includes a central processing unit (CPU) 222 in
communication with the antenna 212 and the user interface 214, and a non-volatile memory
storage device (DISC) 224 (such as a magnetic disc memory or electronic memory) and a
read/write memory (RAM) 226 both i in commumcatlon with the CPU 222. The DISC 224
Includes instructions which, when loaded into the RAM 226 COMprise processor
instructions for the CPU 224. '

The processor instfuctions define in tlle RAM 226 one or more application software
modules 23 0, and a protocol stack 232 in communication with the application software
230. The protocol istack 232 iscOn_ﬁgured in accordance with the Open Systems
Interconnect (OSI) networking rmodel :well known to those skilled in the art, and comprises
an 802.11 protocol layer 234, and an intermediate protocol layer 236 1n communication

with the 802.11 protocol layer 234 and the apphcatlon software 230. In the OSI model, the

'802.11 protocol layer 234 occup.l.es the physical layer and the MAC sublayer of the data

link layer, and the intermediate protocol layer 236 occupies the LLC sublayer of the data
link layer, the netwm'k layer and the transport layer. The inventors have named the
intermediate protocol layer 236 as “802.1Q” and, therefore, this latter terminology will be

used throughout the remainder of this patent specification.
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The 802.1Q protocol layer 236 comprises a memory obj ect defining a message processor

240, and a memory object deﬁriin'g a--message monitor 242. HoWever,_ although the

 message processor 240 and the message monitor 242 have been deseﬁbed as memory

objects, it will be appreciated that they need not be implemented as memory objects, but

instead may be implemented in electronic hardware, if desired.

In the OSI model, the message processor 240 occupies the transport layer and the network
layer. The mesSage processor 240 1s configured to receive message data from the
application protoeel layer 238 and to generate t*ransport layer data se gments from the
message data. The message processor 240 is also confi gured to extract the message data
from transport layer data segments received from the message monitor 242, and to

acknowledge the receipt of the transport layer data segments by generating transport layer

ACK data segmentés upon receipt and successfil assembly of the message data contained in

the transport layer data segments. -

In the OSI model, .t'he message monitor 242 occupies the LLC sublayer of the data link
layer. The messege monitor 242 is iii eommunication with the meSsage processor 240, and
is confi gured to aclénowledge the receip_t of -link layer data datagrams transmitted to the
wireless termina1204 over the Wireless network, and to generate link layer datagrams from
transport layer data segments received ﬁem thefmessage processor 240. The message
monitor 242 is also fconﬁ gured t':o' monitor the transmission of the link layer datagrams from
the wireless terminal 204 over the Witeles‘s network by waiting for the receipt of link leyer
acknowledgement (ACK) datagrams transmitted by the access point server 210 in response
to successful trarismissions of the link layer datagrams, and by maintaining a running
average of the “tr_anSmiSsion acknoWledgement times”. As used herein, a “transmission
acknowledgement time” is the time elapSed between the instant a link layer datagram is
transmitted to the access point server 21 0 over the wireless network from the RF antenna
212, and the mstant a link layer ACK datagram 1S recelved by the wireless terminal 204

from the access point server 210 over the wireless network in response to the transmitted

link layer datagram. |
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In addition, the message monitor 242 1s configured to initiate retransmission of any link
layer datagrams which were not received by the access point server 210. To do so, the
message moniter 2472 1s configured such that if it does not receive a link layer ACK
datagram Withih a retransmission time interval (initially equal to the average
acknowledgement time), the message monitor 242 initiates retransmission of the link layer

datagram again.

As shown in Fig. 4, preferably the message monitor 242 is confi gured to 1nitiate
retransmission ef link layer datagrams afer expiry of the retransmission interval a
predetermined maximum number of times to account for the wireless terminal 204
temporarily drifting out of range of the access point server 210, and then to rapidly
increase the retransmission tinieinterval from the average acknowledgement time, after the
pi‘edetermined number of retransmission attempts, to account for wireless network
congestion, interference, Oor the wireless terminal 204 moving out of range of the access
point server 210 for extended periods. However, the message monitor 242 is also

confi gured to cease Increasing the retransmission time interval after the retransmission time
interval reaohes a predetermmed upper limit, to limit the delay required before
retransmission of a data segment can recommence when the wireless termmal 204 dnifts or
moves back in range of the access pomt server 210. Preferably, the message monitor 242
1s configured to increase the retransml. ssion time interval exponentially from the average
acknowledgement time up to a predetermined maximum limit'of about 2 seconds, although
other retransmission interval curve profiles and/or other maximum limits may be used, as

will be apparent by those of ordinary skill.

As shown 1n F1 1g 5, the access point server 210 is configured for wireless communlcatlon
with the w1reless termmal 204 over the wireless network and for land-based
communication with any of the networked computers 206 over the network backbone 208.
Typically the aceess point server 210 is provided on a single electronic communications
device, and comprises a wireless-enabled networkedco'mputerserver. The access point

server 210 comprises a network interface 244 for land-based communication over the
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network backbone 208, an RF antenna 246 for wireless communication over the wireless

network, and a data processing system 250 in communication with the network interface

244 and the anftenna 246.

The data processing system 250 includes a central processing unit (CPU) 256 in
communication with the netwc?rk interface 244 and the antenna 246. The data prdcessing
system 250 also includes a non-volatile memory storage device (DISC) 258, such as a
magnetic dis'c memory or electronic mcmory, and a read/write memory (RAM) 260 both in
communication with the CPU 256. The DISC 258 includes an address cache 262 which

includes wireless terminal “radio addresses™ and “session numbers™ for identifying

“application software 230 and wireless terminals 204 to the access point server 210. The

address cache 262 also includes “terminal numbers™ and IP addresses for identifying
application software and networked computers 206 to the access point server 210.
Terminal numbers will be discussed with reference to Fi g. 6. Radio numbers and session

numbers will be discussed with reference to Fig. 7a.

The DISC 258 also includes instructions which, when loaded into the RAM 260, comprise
processor ins@ctions for the CPU 256. The proceSsor instructions define in the RAM 260
a protocol stack 266 confi gured in accordance with the OSI networking model. The
protocol stack 266 comprises an 802.3 protocol layer 268, an IP protocol layer 270 in
commun_icatioﬁ with the 802.3 protocol layer 268, a TCP protocol layer 272 in
communication with the IP pr_Otocol layer 270, an 802.11 protocol layer 274, an 802.1IQ
protocol -layer 27’6 in communication with the 802.11 protocol layer 274, and an
application perocol layer 27 8 in communication with the TCP protocol layer 272 and the
802.1Q protocol layer 276. .

The 802.3 protocol layer 268 occupies the physical layer and the MAC sublayer of the data
link layer of the standard OSI im_odel; the IP protocol layer 270 occupies the network layer
and the LLC sublayer of the dhta link layef; and the TCP protocol layer 272 occupies the
transport layer and the networ_k layer. The application protocol layer 278 is configured to
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map message data between the 802.1IQ protocol layer 276 and TCP ports on the destination

networked computers 206 using the aforementioned radio numbers, session numbers and

terminal numbers.

The 802.IQ protocol layer 276 comprises a memory object defining a message processor
280, and a meniory object defining a message monitor 282. However, although the
message processor 280 and the message monitor 282 have been described as memory
objects, it will be appreciated that they need not be implemented as memory objects, but

instead may be implemented in electronic hardware, if desired.

In the OSI model, the message processor 280 occupies the transport layer and the network
layer. The message processor 280 i1s configured to receive message data which originated
from the networked computers 206 and to generate transport layer data segments from the
message data. The message processor 280 is also configured to extract the message data
from transport layer data segments received from the message monitor 282, and to
acknowledge the rec,eipt' of the transport layer data segments by generating transport layer
ACK data segments upon receipt and successful assembly of the message data centained In

the transport layer data segments.

In the OSI model, the message monitor 282 occupies the LLC sublayer of the data link
layer. The message moni’tor 282 1s in communication with the message processor 280, and
1s configured to acknowledge the receipt of link layer datagrams transmitted to the access
point server 210 over the wireless 'network, and to generate link layer datagrams from
transport layer data segments received from the message processor 280. The message
monitor 282 is also configured to monitor the transmission of the link layer datagrams from
the access point server 210 over the wireless network by waiting for the receipt of link
layer acknowledgement (ACK)Z datagrams transmitted by the wireless terminals 204 in
response to successful transmissions of the link layer datagrams, and by maintaining a
running average of the transmission aeknowledgement times for link layer datagrams which

the access point server 210 successtully transmitted to the wireless terminal 204.
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In addition, the message monitor 282 is configured to initiate retransmission of any link
layer datagrams' which were ndt received by th.e wireless terminal 204. To do so, the
message monitor 282 is conﬁguréd such that if 1t does not receive a link layer ACK
datagram within a retransmission time interval (initially equal to the average
acknowledgement time for link layei' datagrams which the access point server 210
successfully transmitted to the -:wireless t_erminal 204), the message monitor 282 initiates
retransmission of the link layef.datagram again. As above, preferably the message monitor
282 1s configured to initiate retransmission of the link layer datagrams after expiry of the
original retransmission time intérval (for the transmission of link layer datagrams to the
wireless terminal 204), and then to increase the retransmission time interval from the
average acknowledgement time, after a predetermined number of retransmission attempts,

up to a predetermined upper limit time.

The operation of the wireless communication system 200 will now be described with
reference to the flow chart shoWn in Figs. 6a and 6b. Although the following discussion
relates to the transmission of aﬁ electronic message between one of the wireless terminals
204 and one of the networked computers 206, as initiated by one of the wireless terminals
204, 1t should be appreciated that a similar discussion could relate to the transmission of
an electronic message between one of the networked computers 206 and one of the

wireless terminals 204, as initiated by one of the networked computers 206.

For a wireless ténninal 204 to be able to communicate with one of the netwbrked
computers 206, preferably the wireless terminal 204 is assigned a “radio address” which
is uniquely associated with the wireless terminal 204. Further, preferably each application
software 230 1s assigned a uniqué “‘session number” which is used by the access point
server 210 to 1dentify the data format of the méssage data recerved from the wireless

terminal 204 and to identify the networked cdmputer 206 to which the access point server

210 should forward the receiveid mesSage data.
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After the radio address and sessien number(s) are assigned to the wireless terminal 204,
the wireless terminal 204 can register with the wireless communication system 200. To
facilitate registration, preferably each access point server 210 periodically broadcasts a
“beacon” data frame which includes a “boot mimber’ " uniquely associated with the
respective access point server 210. One purpose of the broadcast beacon is to allow the
wireless terminal 204 to identify that the computer network 202 is “802.IQ enabled” and
that the Wirfeless terminal 204 is in range of an access point server 210. Upon receipt of
the broadcast beacon, the Wirele__ss terminal 204 responds to the access point server 210
with the boot nu;mber and the assigned radio address. The access point server 210

associated with the specified boot number then stores the received radio address in the
address cache 262.

It should be understood, however, that the radio address and session numbers need not be
assigned prior to registration with the access point server 210. 'Instead, the radio address
and session numbers may be dynamically assighed to the wireless terminal 204 by the
access point server 210 upon registraﬁon; For instance, in one variation, the wireless
terminal 204 responds to the broadcast beacon with a request for a radio address. Upon
receipt of the radio address request, the access point server 210 allocates a radio address
to the wireless terminal 210 from available radio address numbers, and then transmits the

assigned radio address number back to the wireless terminal 210.

After the wireless terminal 204 has registered with the wireless communication system
200, at step 500 the user of the w1reless terminal prepares an electronic message on the
wireless tennmal 204 using the appmpnate apphcatlon software 230 on the wireless

terminal 204. When the message is complete, the apphcatlon software 230 passes the

electronic message to the 802. IQ protocol layer 236.

Upon receipt of the message data at step 502 the message processor 240 of the 802.1Q
protocol layer 23 6 determines whether 1t has sent a predetermmed maximum number of

messages to the access point server 210 without receiving any transport layer ACKS.
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Preferably, the predetermined maximum number of messages 1s eight (8). If the
predetennined maximum numher of messages remain unacknowledged, the message
Processor 240 waits for a transnort layer ACK hefore proceeding further. However, if
less than the predetermined maximum number of messages remain unacknowledged, the
message processor 240 encapsnlates the message data in a transport layer data segment, at

step 504.

The structure of the transport layer data segment 300 1s shown 1n Fig. 7a. As shown, the
transport layer data segment 300 comprises the message data 302 (if any), and a transport
layer header 304. The transporti layer header 304 includes a message identifier 306, a

‘message status 1dentifier 308, a wireless terminal radio address 310, and a session number

312. The message identifier 306 comprises a remote message number 306a and a host
message number 306b and are ueed for flow control of messages sent between the wireless

terminal 204 and the access po'int server 210.

Flow control of a message 1is managed as follows. If a message is being transmitted from
the wireless terminal 204 to the access point server 210, the remote message number 306a
1s assigned by the wireless terminal 204 and 1dent1ﬁes the message belng transmitted to the
access point server 210, whereas the host message number 306b is a number assigned by
the access point server 210 to the last message transmitted by the access point server 210
to the wireless terminal 204. On the other hand, if a message is being transmitted from the
access point servet 210 to the wireless te_nninal 204,- the host message number 306b is a
number assigned by the wireless iemﬁnal 204 and identifies the last message transmitted
by the wireless terminal 204 to the access p.oint server 210, whereas the remote message
number 306a is a number assigned by the access point' server 210, and 1dentifies the

message being transmitted to the iwireless terminal 204.

The message status identifier 308 identifies the purpose of the transport layer data segment
300. For instance, the message status identifier “FM_OPEN” identifies that the ereless

terminal 204 wishes to open a commumcatlons channel with the access point server 210,
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whereas the message status identifier “FM_CLOSE” identifies that the wireless terminal

204 wishes to close the commﬁnica_tions channel. Typically, the wireless terminal 204

uses a “FM__OPEN” message upon registration to provide the access point server 210 with

the assigned radio address.

The messege status identifier “CELLULAR__ACKNOWLEDGE” 1dentifies that the
wireless terminal 204 successﬁilly received and assembled the message from the transport
layer data segments transmitted;.by the access point server 210. The message status
1dentifier “FM_CINIT” identifies that- the wireless terminal 204 wishes the access point
server 210 to perform a “cold” fe-initialiZe, thereby instructing the access point server 210
to disregard all pending mes\sage acknowledgements. The message status identifier
“FM_WINIT” identifies (using the message identifier) the last message received by the
wireless terminal 204 from the access point server 210, thereby instructing the access point

server 210 to retransmit all unacknowledged messages to the wireless terminal 204

The radio address 310 is a 12-bit number which is ‘used to umquely 1dentify the wireless
terminal 204. The session number 312 is a four-byte number which is used to identify the
data format of message data received froni the wireless terminal 204, and thereby identify
the networked computer 206 to Which the access point server 210 should forward the
received messege data. In additien; the session number 312 1s used in conjunction with fhe
remote message number 306a and the host ines_sage number 306b to re-assemble a message

from the received transport layer data segments 300.

Once the message processor 240 encapsulates the message data in a transport layer data
segment 300, the message processor 240 passes the transport layer data segment 300 to the
message monitor 242. At step 5016\_, the message monitor 242 encapsulates\ the transport
layer data segment 300 in a link Iayer da_tagram. The structure of the link layer datagram
400 1s shown 1n Fig. 7b. As sheWn the hnk layer datagram 400 comprises the transport
layer data segment 300, and a 11nk layer header 402. The link Iayer header 402 includes a

message class 1dent1ﬁer 404, and a sequence number 406. A sequence number is umquely
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associated with each link layer datagram to allow the message monitor 242 to correctly
éssociate link layer datagrams with the corfesponding link layer ACKs. In contrast to the
TCP/IP header, the link layer header 402 and the transport layer header 304 together 1s
only &8 bytés 1n length. : '

The message class 1dentifier 404 idehtfiﬁes]the class of the transport layer data segment

300 included in the link layer datagram 400. For instance, the message class identifier
“ACK” identifies that the trénsﬁdrt layér data seg_ment included m the link layer datagram
1s a transport layer ACK which :acknowledges that the wireless terminal 204 successfully
recerved and re-assembled the m'essage transmitted from the access point server 210. The
message class 1dentifier “MSG from AP” identifies that the transport layer data segment
included 1n the link layer datagram includes message data from the access point server 210.
The message class identifier “MSG from TERM” identifies that the transport layer data
segment included 1n the link layér datagram mcludes message data from the wireless
terminal 204. The message class identifier “STS’; identifies that the tr-ansport layer data

segment included in the link layé;r datagram is the broadoast beacon, discussed above.

Once the messagé monitor 242 encapsulates the transport layer data segment 300 in a link
layer datagram 400, the message monitor 242 passes the datagram 400 to the 802.11
protocol layer 234 in preparation% for wireless transmission over the wireless network to
the access point server 210. At step 508, the 802.11 protocol layer 234 determines
whether thé access point server 210 is communicating with another wireless terminal 204.
As discussed above, if the wireless terminal 204 determines that the access point server
210 1s already communicating with another wireless terminal 204, the terminal 204 selects
a random backoff interval to walt before attempting to communicate with the access point
server 210 agajn. When the wireless terminal 204 determines that the access point server
210 1s free to communicate with the terminal 204, the 802.11 protocol layer 234 on the
wireless terminal 204 transmits a Request to Send (RTS) frame to the access point server
210 and, upon receipt of a Cle\a:rkté Send (CTS) frame, the 802.11 protocol layer 234
encapsulates the link layer datagra'_ms 400 1n a 802.11 ﬁ'ame header, at step 510. The
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802.11 frame header includes a protocol idéntiﬁer identifying that the encapsulated frame
is a “802.IQ frame”, a source MAC address associated with the wireless terminal 204, and
a destination MAC address _associated\with the access point server 210. The 802.11

protocol layer then transmits the encapsulated frame over the wireless network, at step

- 512,

Upon rec;eipt of the 802.11 data frame at st.epS 14, .the 802.11 protocol layer 274 on the
access point server 210 verifies ';from the destination MAC address that the 802.11 data
frame 1s intended for the access point server 210, and then removes the 802.11 frame
header from the 802.11 data frame. The 802.11 protocol layer 274 then passes the
resulting link layer datagram 400 to the 802.1Q layer 276 on the access point server 210.
Upon receipt, the message moni%or 282 of the 802.1IQ layer 276 verifies the integrity of the
received link layer datagram 400.

If the integrity of the link layer datagram 1S veriﬁéd, at step 516 the message monitor 282
generates a link layer ACK datagram (iﬁcludin‘g the sequence number and radio address
extracted from the hink 'layer head'ér), and the passes the resulting datagram 400 to the
802.11 protocol layer 274 for transmission back to the wireless terminal 204. The access
point server 210 then transmits the ACK datagram over the wireless network, at step 518.
From the radio address included ﬁvith the link layer header, the message monitor 242 on the
wireléss terminal 204 veriﬁes'that the received link layer ACK datagram is intended for
the wireless terminal. If the radid_ address included with the link layer ACK datagram is
matches the radio address assl gnéd to the wireless terminal 204, the message monitor 242
on the wireless terminal 204 uses the session number included with the link layer header
that the datagram 400 previously tr_ansmitted over the wireless network was received by
the access point sefver 210. The fnessage. monitor 282 then removes the link layer header
from the link layer datagram 400 received from the wireless terminal 204, and passes the

resulting transport layer data segllient_ 300 to the message processor 280.
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On the other hand, if at step 514 the message monitor 282 on the access point server 210 is
unable to verify the integrity of the received link layer datagrams 400, or if the access point
server 210 does not receive the link layer datagram 400, the message monitor 282 does not
generate a link layer ACK datagram . Accordingly, after waiting a retransmission time
interval, the message monitor 242 on the wireless terminal 204 initiates retransmission of
the link layer datagram 400 to the access point server 210 over the wireless network, at
step 520. As discussed above,the retransmission time interval is initially equal to the
running average of elapsed time between the instant a link layer datagram 400 1s
transmitted to the access point server 210 over the wireless network and the instant a link
layer ACK datagram is received from the access point server 210 over the wireless

network 1n response to the transmitted datagram.

Thereafter, if the message monitor 242 does not receive confirmation of a successful link
layer datagram transmission to the access point server 210 after a predetermmed maximum
number of retransmission attempts the message monitor 242 increases the retransmission
time interval exponentially frorn the average acknowledgement time up to a predetermined
maximum time limit, and attempts retransmission of the datagram after expiry of each new
retransmission time interval. Once the message monitor 242 successfully retransmits the
datagram 400, the message monitor 242 will again initially use the running average

acknowledgemcnt time when attemptmg retransmission of other link layer datagrams.

Upon receipt of the transport Iayer data segment 300, the message processor 280 on the
access pomt server 210 extracts the message data 302 from the transport layer data

segment 300, and re-assembles the message from the extracted message data 302 using the
message identifier 306 and the session number 312 identified in each transport layer data
segment 300. At this point, thernessage-processor 280 may generate a transport layer ACK
(1in which the message status identifier 380 is “CELLULAR ACKNOWLEDGE”) to
indicate that the message was successfully received and assembled by the access point

server 210. However, preterably the transport layer ACK is included with the application

data response from the destination networked computer to the wireless terminal 204.
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After the message is Successfully reé-'assembled, the 802.1Q protocol layer 276 on the
access point server 210 passes the assembled message to the application protocol layer

278, together with the session humbef speciﬁed in the transport layer header. The

, application protocol layer 278 'queries the address cache 262 with the session number, and

obtains the terminal number of the destination networked computer 206 which has the
application software for receiving the message data transmitted by the wireless terminal
204. Using theretrieved termi%nal number, the application protocol layer 278 reformats the
message data into a format suitable for'teceipt and processing by the destination computer

application software.

The application protocol layef 5278_then_ uses the TCP protocol layer 272, at step 522, to
establish a virtual circuit with the TCP protocol layer on the appropriate destination
network computer 206, 'in‘ a manner similarto that discussed above with respect to the

access point 110 and the destination networked computer 106. The TCP protocol layer

272 then formats the meSSage into one or more TCP segments, at step 524, and passes the

TCP segments to the IP protocol layer 270. Typically, the application protocol layer 278
will keep the virtual circuit open until the wireless terminal 204 closes its connection with

the access point server 210 (eg. via a FM_CLOSE command).

Upon receipt of the TCP segments, the IP protocol layer 270 formats the TCP segments into

one or IP segments, at step 526, using the specified terminal number to obtain the IP

- address of the destination network computer 206. The IP protocol layer 270 then paSSes

the IP segments to the 802.3 protocol layer 268. Upon receipt of the IP datagrams, the
802.3 protocol layer 268 fonnats the IP datagrams into Ethernet frames and then transmits

the Ethernet frames to the destination computer 206 over the wireless backbone 208.

If the destination computer 2006 1ssues a response to the message, preferably the response
includes the terminal number of the application software on the destination computer 206
which issued the response. Usiing the terminal number, the application protocol layer 278

queries the address cache 262 to determine the radio address and session number of the
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wireless terminal 204 to which the response should be transmitted, and then formats the
response message into a format suitable _for receipt and processing by the application
software 230 ori the 1dentified Wireless terminal 204. The access point server 210 then
formats the formatted response message as a transport layer data segment 300 and a link
5 layer datagrarn 400 as described above. The access point server 210 then transmits the

- resulting datagram over the wireless network for receipt by the identified wireless terminal
204, ' -

As will be apparent from the foregoing description, in contrast to the prior art, the 802.1Q

10 protocol estabhshes a commumcations channel between the wireless terminal 204 and the
access point server 210, not between the wireless terminal 204 and the destlnation
computer 206. Receipt of a hnk layer datagram 400 and a transport layer data segment are
both acknowledged by .the_ access point server 210, not the destination computer 206.
Consequently, if the destination computer 206 fails to receive the datagram 400 due to a

15 failure of the network backbone 208, bandwidth 1s not wasted by requmng the wireless
terminal 204 to attempt retransmlssmn of the datagram 400. Further, if the destination
computer 206 fails to receive the datagram 400 due to the wireless terminal 204
temporarily drifting out of range of the access point server 210, re-initiation of the
communications channel 1s established more rapidly than With the prior art since the

20 802.IQ layer only allows the retransmission interval to increase up to a limit of

approximately 2 seconds.

The wireless communication system 200 described above is useful where the computer

network 202 does not include IP sub-.riets, so that the aforementioned IP sub-net roaming
25 problem wiil not be an issue. On the other hand, the wireless communication System 200

can be used even if the computer network 202 does include IP sub-nets (and corresponding

access point servers 210) and the WireleSS terminals 204 roam between the IP sub-nets,

provided however that each access point server 210 has mirror copies of the address

cache 262. However, this approach is generally not advantageous since at least one of the

30 access point servers 210 will waste wireless bandwidth by attempting to communicate
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with a wireless terminal 204 which has roamed out of contact with the access point server

210. A preferred _s'olution to the IP sub-net 'roaming problem is shown in Fig. 8.

As shown in the figure, the wireless communiCation system, according to a second
embodiment of the present invention, denoted g’enei'ally as 600, cOmpris:es a computer
network 602 and at least one of the wireless terminals 204 for communicating with the
computer network 602. Unlike the computer network 202, the COmputer network 602
includes a plurality of IP sub-nets, and comprises a plurality of the networked computers
206, a network backbone 608 (such as Ethernet cable) interconnecting the networked
computers 206, and a wireless access point server 610 coupled to each IP sub-net of the
network backbone 608. The computér network 602 also ‘includes a network controller 700
coupled to the network backbone 608 for facilitating communication between the wireless

terminals 204 and the networked computers 206.

Each access pdint server 610 1s configured for wireless communication With the wireless
terminals 204 over the wireless network and for land-based communication with the
network controller 700 over thé network backbone 608. As shown in Fig. 9, the access
point server 610 is provided as a Wireléss-enabled networked computer server, and
comprises a network interface 244 for land-based communication over the network
backbone 608, an RF antenna 246 for wireless communication over the ereless network,

and a data processing system 650 in communication with the network interface 244 and the

antenna 246.

The data processing system 650 includes a central processing unit (CPU) 656 in
communication with the network interface 244 and the antenna 246. The data processing
system 650 also inCludes a non--volatilemémory storage device (DISC) 658, such as a
magnetic disc m-emory or electronic memory, and a read/write memory (RAM) 660 both in
communication with the CPU 65 6 The DISC 658 includes instructions which, when
loaded into the RAM 660, compnse processor 1nstruct10ns for the CPU 656. The

processor mstructlons define 1 In the RAM 660 a protocol stack 666 comprising an 802.3
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protocol layer 668, an IP protocol layer 670 in communication with the 802.3 protocol
layer 668, a TCP protocol layer 672 1n communication with the IP protocol layer 670, an
802.11 protocol laYer 674, an 802.1Q protocol layer 676 in communication with the 802.11
protocol layer 674, and a base Statien protocol layer 678 in communication with the TCP

protocol layer 672 and the 802.IQ protocol layer 676‘.‘

The 802.1Q protocol layer 676 comprises a memory object defining a message monitor
682, however it should be understood that the message monitor 682 need not be
implemented as a memory object but instead may be implemented in electronic hardware,

if desired. In the OSI model, the message monitor 682 occupies the LLC sublayer of the

‘data link layer, and 1s configured to convert link layer datagrams received over the

wireless network into transport layer data segments, and to generate link layer ACK
datagrams in response to the successful transmis'sion of link layer datagrams to the access

point server 610.

The message monitor 682 is also configured to generate link layer datagrams from
transport layer data segments received from the base station protocol layer 678, and to
monitor the transmission of the link layer datagrams to the wireless terminal 204 by
waiting for the receipt of link layer ACK datagrams transmitted by the Wireless terminal
204 in response to the successful .transnﬁssion‘ of the link layer datagrarﬁs over the wireless
network, and by maintaining a running average of the transmission acknowledgement times
for the link layei' datagrams .which 'the access point server 610 success_fully transmitted to

the wireless temlinal 204. .

In addition, the message monitor 682 is configured to initiate retransmission of any link
layer datagrams which were transmittedby the access point server 610 bj’ut which were not
received by the wireless terminal 204. To do so, the message monitor 682 1s configured
such that if it does not receive a link layer ACK datagram within a retransmission time

interval (initially equal to the average acknowledgement time for link lajrer datagrams

30 which the access point server 610 successfully transmitted to the wireless terminal 204),
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the message monitor 682 initiates retransmission of the link layer datagram again.

Preferably, the message. monitor 682 initiates rctransmission of the link layer datagrams

after expiry of the original retransmission time interval (for the transmission of link layer
datagrams to the wireless terminal 204), and then increases the retransmission time interval
from the average acknowledgement time, after a predetermined number of retransmission

attempts, up to a predetermined upper limit time.

The base station protocol layer 678 1s configured to provrde notlﬁcatlon to the network
controller 700 that the access point server 610 is connected to the network backbone 608,
and to allow the network controller 7 00 to establish a TCP/IP connection with the access
point server 610. Further, the base -station protocol 678 is configured to process link layer
datagrams recelved from the network controller 7 00 over the TCP/IP connectlon into a
format for use by the 802.1Q layer 676, and to process link layer datagrams received from
the 802.1Q layer 676 into a format for use by the network controller 700.

The network controller 700 is co:nﬁ gured for land-based communication with the access
point servers 610 and the ne‘tworked computers 206 over the network backbone 608. As
shown in Fig. 10, the network controller 700 is provided as a netWorked computer server,
and comprises a network interface 744 for land-based communication over the network
backbone 608, and a data processing system 750 in communication with the network
Interface 744. '

The data processing system 750 includes a central processing unit (CPU) 752 in

communication with the network mterface 744. The data processing system 750 also

“includes a non-volatile memory storage device (DISC) 754, such as a magnetic disc

memory or electronic memory, and a read/wnte memory (RAM) 756 both i in
communication w1th the CPU 752. The DISC 754 includes an address cache 758 which
includes wireless termmal radio addresses and sessmn numbers, access point server IP
addresses, and network computer terminal numbers and IP addresses. The DISC 754 also

instructions which, when loaded into the RAM 756, comprise processor instructions for the
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CPU 752. The processor instructiOns define in the RAM 756 a protocol stack 766
comprisingan 802.3 protocol layer 768, an IP protocol layer 770 in communication with
the 802.3 protocol layer 768, a TCP protocol layer 772 in commumcatron with the IP
protocol layer 770, a base statlon protocol layer 774 in communication with the TCP
protocol layer 772, an 802.IQ protocol layer 776 communication with the base station
protocol layer 778, and an applicationprotocol layer 780 in communication with the TCP

protocol layer 772 and the 802.IQ protocol layer 776.

The base station protocol layer 774 is configured to obtain the IP address of each access
point server 610, and to establish a TCP/_IP connection with each access point server 610.
Further, the base station protocol 774 is configured to process link layer datagrams
received from each access point server 610 over the TCP/IP connection into a format for
use by the destinationnetworked computer 206, and to process link layer datagrams

received from the networked computers into a format for use by the access point server
610.

The 802.1Q protocol layer 776 comprises a memory object defining a message processor
782, however 1t should be understood that the message processor 782 need not be
implemented as a memory object but instead may be implemented in electronic hardware,
if desired. In the OSI'model, the message processor 782 occupies the transport layer and
the network layer. The message'proceSSOr 782 1s configured to receive message data
which originated from the networked computers 206 and to generate transport layer data
segments from the message data. The MEssage Processor 782 1 1s also conﬁgured to extract
the message data from transport layer data segments recetved from the base statron
protocol layer 7 74 and to acknowledge the receipt of the transport layer data segments by
generatlng transport layer ACK data segments upon receipt and successful assembly of the
message data contained in the transport layer‘data segments. The application protocol
layer 780 1s configured to map message data between the 802.1Q protocol layer 776 and

TCP ports on the networked computers 206 using the radio numbers session numbers and

terminal numbers transmltted W1th the transport layer data segments
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The operation of the wireless communication system 600 will now be described. Although

the following discussion relates to the transmission of an electronic message between one

of the wireless terminals 204 and one of the networked computers 206, as initiated by one

‘of the wireless terminals 204, it should be appreciated that a similar discussion could

relate to the transmission of an electronic message between one of the networked

computers 206 and one of the wireless terminals 204, as initiated by one of the networked

computers 206. '

As above, preferably each wireless terminal 204 is assigned a radio address which is
uniquely associated with the wrreless terminal 204, and the application software 230 on
each wireless terrmnal 204 is assigned a unique session number which is used by the

network controller 700 to identify the data format of the message data received from the

- wireless terminal 204 and to 1dent1fy the networked computer 206 to whrch the networked

controller 700 should forward the received message data. At power-up, the base station
protocol layer 774 of the network controller 700 opens a TCP port with each access point
server 610, and then transmits a command to each access pointer server 610 causing each
access point -ser\rer 610 to initialize itself and to acknowledge its existence to the network
controller 700 by providing the base station protocol layer 774 with each respective IP
address on the network backbone 608.

After each access point server 610 acknowledges its existence to the network controller
700, each access point server 610 periodically broadcasts a beacon data frame to allow
each wireless terminal 204 to identify that 1t 1s in range of an access pomt server 610. As
above, the beacon data frame 1ncludes a boot number unlquely assoclated with the access
point server 610. Upon receipt of the broadcast beacon, the wireless termlnal 204
registers with the wireless communication system 600 by responding to the access point
server 610 with the received boot number and its assigned radio address. The access point
server 610 associated with the speciﬁed boot number then transmits the received radio

address and boot number to the network controller 700 for storage in the address cache

758 of the network controller 700.
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As described above, after the wireless terminal 204 registers with the wireless
communication system 600, the user of the wireless terminal 204 prepares an electronic

message on the wireless termiﬂal 204. If less than the predetermined maximum number of

messages remain unacknowledged, the message processor 240 encapsulates the message in

a transport layer data segment, and the message _monitot 242 encapsulates the transport
layer data segment 300 in a link layer data segment 400. If the access point server 610 1s
already communicating with another wireless terminal 204, the terminal 204 selects a
random backoff interval to wait before attempting to' communicate with the access point
server 610 again. When the wireliessf terminal 204 d-eteﬁnnihes,that the access point server
610 is free to communicate with the terminal 204, the wireless terminal 204 trahsmits the

link layer data segment over the wireless network.

Upon receipt, the message momtor 682 of the 802.1Q layer 676 on the access point server

610 verifies the integrity of the lmk layer segment 400. If the integrity of the link layer

‘segment is verified, the message monitor 682 extracts the transport layer data segment 300

from the link layer data segmént,- and 'passes the transport layer data segment 300 to the
base station protbcol layer 678. " The message monitor also generates a link layer ACK
segment (including the sequence number and radio address extracted from the link layer
header), and passés the resulting link layer ACK 400 to the 802.11 protocol layer 674 for
transmission back to the WiréleSS terminal 204. The access point server 610 then transmits
the ACK 400 over the wi;'eless network. If the radio a_ddréss- included with the link layer
ACK 400 matches the radio address assigned to the wireless terminal 204, the message
monitor 242 on the wireless terminal 204 uses the session number included with the link
layer header to venfy that the data segment 400 previously transmitted over the W1reless
network was received by the access point server 610. On the other hand, if the message
monitor 682 on the access point server 610 is unable to verify the integrity of the received
link layer segment 400, or does ﬁot receive the hink layer segmeht 400, the message
monitor 682 does not generate a link layer ACK segment. Accordingly, after waiting a

retransmission time interval, the message monitor 242 on the wireless terminal 204
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initiates retransmission of the lmk layer segment 400 to the access point server 610 over

the wireless network.

As discussed above the retransmission time interval is initially equal to the runnmg
average of elapsed t1me between the instant a link layer data segment 400 1S transmitted to
the access point server 610 over the Wtreless network and the instant a link layer ACK
segment is received from the access point server 610 over the wireless network in
response to the transmitted data 'segment. Thereafte'r, if the message monitor 242 does not
receive conﬁnnation ofa successﬁll link layer data segment transmission to the access
point server 610 after a predetermined maximum number of retransmission attempts, the
message momtor 242 1ncreases the retransmission t1me interval exponentially from the
average acknowledgement time up to a predetermined maximum time 11m1t and attempts

retransmission of the data segment after expiry of each new retransmission time interval.

Upon receipt, the base station protocol layer 678 encapsulates the transport layer data
segment 300 in a base station header which indicates that the encapsulated transport layer
data segment inclndes meSSage data from one of the wireless tetminals 204 (as opposed to,
for example, the IP address of the access point server 610). The base station protocol
layer 678 then uses the TCP protocol layer 672 to establish a virtual circuit with the TCP
protocol layer 772 on the networl( controller 700. The TCP protocol layeri 672 formats the

encapsulated link layer data segment into one or more TCP segments, and Etransmits the

TCP segments to the base station protocol layer 774 on the network controller 700 over the .

virtual circuit. The base statlon protocol layer 7 74 removes the base statlon header from
the encapsulated link layer data segment and passes the resultlng transport layer data
segment 300 to the 802.1Q protocol layer 776.

Upon receipt of the transport layer data segment 300, the message processor 782 extracts
the message data 302 from the transport layer data segment 300, and re-assembles the
message from the extracted message data. At this point, the message proce_sSor 782 may

generate a transport layer ACK (in which the message status identifier 380 is “CELLULAR
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ACKNOWLEDGE’?) to indicate that the message was successfully received and assembled
by the network controller 700. -Howew?er, preferably the transport layer ACK 1s included
with the application data respohse from the destination networked computer 206 to the

wireless terminal 204.

After the message is successﬁllly- re-assemhled, the 802.1IQ protocol layer 776 passes the
assembled message to the applioation protocol layer 780, together with the session number
specified in the transport layer header The apphcatlon protocol layer 780 queries the
address cache 758 with the sessmn number, and obtains the terminal number of the

destination networked computer 206 which has the application software for receiving the

message data transmitted by the WIreless terminal 204. Using the retrieved terminal

numbser, the application protocol layer 780 reformats the message data into a format

suitable for receipt and processing by the destination computer 206 application software.

The application protocol layer 7-_00 then uses the specified terminal nu;mb_er to obtain the IP
address of the destination networ-k oorriputer 206, and then uses the TCP protocol layer 772
to establish a virtual circuit with the TCP protocol layer on the apprOpriate destination

network computer 206. The apphcanon protocol layer 700 then transmlts the message data

to the destination networked computer 206 over the virtual 01rcu1t

If the destination computer 206 issues a response to the message, preferably the response
includes the terminal number of the apphcatlon software on the destlnatlon computer 206
which issued the response. Usmg the terminal number, the application protocol layer 780
on the network controller 700 quenes the address cache 7 58 to determine the radio address
and session numb er of the wu:eless terminal 204 to which the response should be
transmitted, and then formats the | response message into a format suitable for receipt and

processing by the application software 230 on the 1dentified wireless terminal 204. Using

the radio address, the apphcatlon protocol layer 780 also determines the ]P address of the

access point server 610 through which the wireless terminal 204 communicates. The

network controllet' 700 then transmits the inessage over the TCP/IP virtual channel
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established with the access point server 610. The access peint server 610 then transmits

the resulting data over the wireless network for receipt by the identified wireless terminal

204.

Thus far 1n the discussion, it hae- been assumed that the wirelessztertninal 204 remains 1n
communication with the access point server 610 with which it used to register itself with
the wireless communication syStem 600. However, if, subsequent to registration, the
wireless teﬁninal 204 dnifts out of range of the access point server 610 injtially associated
with the wireless terminal 204 and into range of another access point server 610, the

wireless terminal 204 will receive a different boot number from the new access point

~server 610 (via the broadcast beacon), and respond to the_ new access point server 610

with the wireless terminal's assigned radio address and the newly received boot number.
The new access po.in,t server 6 10 will then transmut the received radio address and boot
number to the network controller 700, and the network controller 700 (using the radio
address of the wireless terminal 204) will update the boot number entry in the address
cache 758 for the wireless terrhinal 204. Thereafter, any communication. from one of the
networked computers 206 to the wireless terminal 204 will be directed to the appropriate
access point server 610. In this ;manner? the network controller 700 is able to keep track of
each wireless terminal 204 as it roams between access point servers 210. .As will be
appreciated, this mechanism of dealing with roaming wireless terminals 204 reques

significantly less administration overhead than the prior art.

The present invention i1s defined by the claims appended hereto, with the foregoing

.descnptlon belng 1llustrative of a preferred embodiments of the present invention. Those

of ordinary skill may envisage certain addltlons deletions and/or modification to the
described embodiments which, dlthough no_t eXp1101tly descnbed or suggested herein, do

not depart from the spirit or scope of the invention, as defined by the appended claims.
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What is claimed is:

1. A wireless communication device, comprising:

an antenna configured for communication over a wireless network; and

a data processing system in communication with the antenna, the data processing
system including a protocol stack for facilitating communication over the wireless
network, the protocol stack comprising an intermediate protocol layer configured to:

(i) transmit electronic message datagrams from the antenna over the network, and
maintain a running average of acknowledgment times of successfully transmitted ones of
the datagrams; and

(11) initate retransmission of unsuccessfully transmitted ones of the datagrams
after a retransmission interval of magnitude which is initially the running average of the
acknowledgment times, and which increases from that magnitude after a predetermined

number of unsuccessful retransmission attempts of the unsuccessfully transmitted one

datagram.

2. The communication device according to claim 1, wherein the intermediate
protocol layer comprises a message monitor implemented at a data link layer and which
is configured to increase the retransmission interval until a maximum upper limit is
reached, and to maintain the retransmission interval at that maximum upper limit until the

unsuccessfully transmitted one datagram is successfully transmitted.

3. The communication device according to claim 2, wherein the message monitor 1s
configured to wait for an acknowledgement signal received at the data link layer in
response to a successful transmission of one of the datagrams from the data link layer,

and to update the running average in accordance with a duration of each wait.

4. The communication device according to claim 3, wherein each said electronic
passage comprises message data, the intermediate protocol layer further comprises a
message processor implemented at a transport layer, the message processor is configured

to format the message data into at least one transport laver data segment, and the message
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monitor is configured to format the at least one transport layer data segments into at least
one link layer datagram, cach transport layer data segment and link layer datagram

having a respective header, the transport layer header and the link layer header having a
combined length less than a TCP/IP header.

J. The communication device according to claim 4, wherein the transport layer
header includes a session number transport layer parameter identifying a data format of
the message data, and a radio address transport layer parameter uniquely associated with
a mobile wireless communication device, and the data processing system is configured to
reiay the electronic data between the mobile wireless communication device and a

process on a wired network in accordance with the session number and the radio address.

6. The communication device according to claim 5, wherein the communications

device comprises the mobile wireless communications device.

7. A method of wireless data communication over a wireless network, the method
comprising the steps of:

at a wireless communication device initiating transmission of electronic message
datagrams over the wireless network, and maintaining a running average of
acknowledgment times of successfully transmitted ones of the datagrams; and

initiating retransmission of unsuccessful Ey transmitted ones of the message
datagrams after a retransmission interval of magnitude which is initially the running
average of the acknowledgment times, and which increases from that magnitude after a
predetermined number of unsuccessful retransmission attempts of the unsuccessfully one

datagram.

8. The method according to claim 7, wherein the retransmission interval increasing
step comprises the steps of increasing the retransmission interval until a maximum upper
limit is reached, and maintaining the retransmission interval at that maximum upper limit

until the unsuccessfully transmitted one datagram is successfully transmitted.
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9, The method according to claim 8, wherein the wireless communication device has
a protocol stack facilitating the wireless data communication, the protocol stack including

a data link layer for transmitting the datagrams from the link layer, and the retransmission

step comprises the steps of for each said transmitted message datagram waiting an
acknowledgement time period for receipt of an acknowledge signal at the data link layer
in response to a successful transmission of one of the datagrams, and updating the

running average in accordance with a duration of each wait.

10.  The method according to claim 9, wherein each said electronic message

comprises message data, and the message transmission step comprises the steps of

formatting the message data into at least one transport layer data segment, and formatting

the at least one transport layer data segments into at least one link layer datagram, each
transport layer data segment and link layer datagram having a respective header, the
transport layer header and the link layer header having a combined length less than a
TCP/IP header.

11, The method according to claim 10, wherein the transport layer header includes a
session number transport layer parameter identifying a data format of the message data,
and a radio address transport layer parameter uniquely associated with a mobile wireless
communication device, and the method further comprises relaying the electromc data
between the mobile wireless communication device and a process on a wired network in

accordance with the session number and the radio address.

12.  An access server for facilitating communication of electronic data between a
network resource interfacing with the access server over a wired network and a mobile
wireless communications device interfacing with the access server over a wireless
network, the access server comprising:

a network interface for communicating with the network resource over the wired
network:

an antenna for communicating with the wireless communications device over the

wireless network: and
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a data processing system in communication with the network interface and the
antenna, the data processing system including a protocol stack; characterised in the
protocol stack comprises:

(1) an intermediate protocol layer comprising a message processor
implemented at a transport layer for formatting the electronic data into at least one
transport layer data segment, and a message monitor implemented at a data link
laver for formatting the at least one transport layer data segment into at least one
link layer datagram, the .message monitor being configured to initiate transmission
of the datagrams over the wireless network, to maintain a running average of
acknowledgement times of successfully transmitted ones of the datagrams, and to
initiate retransmission of unsuccessfully transmitted ones of the datagrams after a
retransmission interval of magnitude which is initially the running average of the
acknowledgement times, and which increases from that magnitude after a
predetermined number of unsuccessful retransmission attempts of the
unsuccessfully transmitted one datagram., each transport layer data segment and
link layer datagram having a respective header, the transport layer header and the
link layer header having a combined length less than a TCP/IP header:

(1)  a first physical protocol laver in communication with the
intermediate protocol layer for facilitating communication of the datagrams over
the wireless network;

(iii)  asecond physical protocol layer for facilitating communication of
the datagrams over the wired network; and

(iv)  an application protocol layer in communication with the
intermediate protocol layer and the second physical protocol layer for mapping
the electronic data between the wireless communications device and the network

resource.

13.  The access server according to claim 12, wherein the message monitor layer is

configured 0 increase the retransmission interval until a maximum upper limit 1s reached,

and to maintain the retransmission interval at that maximum upper limit until the

unsuccessfully transmitted on datagram is successfully transmiited.
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14.  The access server according to claim 13, wherein the transport layer header
includes a session number transport layer parameter identifying a data format of the
electronic data, and the data processing system is configured to map the electronic data
between the mobile wireless communications device and a process on a wired network in

accordance with the session number.

15.  The access server according to claim 14, wherein the transport layer header
includes a radio address transport layer parameter uniquely associated with the mobile
wireless communications device, and the data processing system is configured to map the
electronic data between the mobile wireless communications device and the process in

accordance with the radio address.

16. A method of electronic data communication between a network resource
associated with a wired network and a mobile wireless communications device associated
with a wired network via an access server associated with the wired network, the access
server having a communications protocol stack characterised in that the communications
protocol stack comprises an application protoco! layer, a message processor implemented
at a transport layer, and a message monitor implemented at a data link layer, the method
comprising the steps of:

receiving the electronic data from the wireless network, the electronic data
comprising message data encapsulated into at least one transport layer data segment, the
at least one transport layer data segment being encapsulated into at least one link layer
datagram, each transport layer data segment and link layer datagram having a respective
header, the transport laver header and the link layer header having a combined length less
than a TCP/1P header;

at the message monitor extracting the at least one transport layer data segment
from the received at least one link layer datagram;

at the message monitor initiating transmission of the datagrams over the wireless
network, maintaining a running average of acknowledgement times of successfully

transmitted ones of the datagrans, and initiating retransmission of unsuccessfully
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transmitted ones of the datagrams after a retransmission interval of magnitude which is
initially the running average of the acknowledgement times, and which increases from
that magnitude after a predetermined number of unsuccessful retransmission attempts of
the unsuccessfully transmitted one datagram

at the message processor extracting the message data from the received at least
one transport layer data segment; and

at the application protocol layer mapping the extracted message data between the

mobile wireless communications device and the network resource.

17.  The method according to claim 16, wherein the step of increasing the
retransmission interval comprises increasing the retransmission interval until a maximum
upper limit is reached, and maintaining the retransmission interval at that maximum

upper limit until the unsuccessfully transmitted on datagram is successfully transmitted.

18.  The method according to claim 17, wherein the transport layer header includes a
session number transport layer parameter identifying a data format of the electronic data,
and the mapping step comprises mapping the message data between the mobile wireless
communications device and a process on the wired network in accordance with the

session number.

19.  The method according to claim I8, wherein the transport layer header includes a
radio address transport layer parameter uniquely associated with the mobile wireless
communications device, and the mapping step comprises mapping the message data
between the mobile wireless communications device and the process in accordance with
the radio address.

20. A computer readable medium storing computer instructions which, when
executed by a computer, causes the computer to perform the method of any one of claims
7 and 16.
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