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(57) ABSTRACT 

A System and method for detecting cheque fraud includes a 
cheque Scanning module and a detection module. The 
cheque Scanning module Scans cheques and matches the 
encoded Magnetic Ink Character Recognition (MICR) data 
(i.e. serial number, Customer Account Number and amount) 
from the Scanned digital electronic images with items in an 
issuance database which contains client provided cheque 
particulars. The detection module passes the cheque images 
through an optical character recognition (OCR) process to 
read what is written on the cheque and to match results 
against the issuance database. If the written information on 
the face of a cheque is unreadable or there is no match with 
the information in the issuance database, the detection 
module passes the cheque through a Series of Slower more 
precise OCR processes. Any cheques that are not Success 
fully read and matched are highlighted as an “exception' 
and immediately forwarded to the client for further action. 
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SYSTEMAND METHOD FOR DETECTING 
CHEQUE FRAUD 

0001. This regular application claims priority from pro 
visional U.S. Application No. 60/418,161 filed Oct. 15, 
2002. 

FIELD OF THE INVENTION 

0002 This invention relates to fraud detection systems 
and more particularly to a System and method for detecting 
cheque fraud. 

BACKGROUND OF THE INVENTION 

0.003 Cheque fraud is a growing problem for the banking 
industry and other financial institutions that offer chequing 
account Services. More than 1.2 million worthleSS cheques 
enter the North American banking System daily and most of 
these are fraudulent. Annual losses in North America is 
estimated to be about S10 billion with banks, corporations 
and merchants bearing most of the losses. An estimated 60% 
of cheque fraud constitutes alteration of the payee or the 
amount of a cheque. Typically, a completed corporate 
cheque is obtained and readily available technologies are 
used to alter the payee name or amount of the cheque. An 
attempt will then be made to cash the fraudulent cheque 
using Stolen or forged identification. 
0004 Cheque fraud is particularly troublesome in view of 
the large Volumes of computer generated cheques for Stock 
dividends and payroll cheques generated by automatic 
cheque preparation Systems used extensively throughout 
North America and Europe. These automated cheque issu 
ance Systems make it easier for cheque forgers to alter and 
proceSS fraudulent cheques Since fewer customer cheques 
are physically handled and reviewed by bank perSonnel, 
making it more likely that altered cheques will go undetec 
ted. Even when physically inspected, however, many of 
these falsified items very closely resemble the original 
cheque drawn on the same customer account that the coun 
terfeit cheque is not detected. 
0005 Advanced cheque production systems have been 
developed which print MICR (MCR) codes onto cheques 
and Special types of cheque paperS are used by banks to 
counteract these widespread fraudulent practices. However, 
these techniques are readily available to counterfeiters and 
are incorporated into counterfeiting production. Further, 
fraudulent individuals and organized groups have access to 
a variety of means to recreate and duplicate documents. 
Colour copiers, Scanners, desktop publishing programs and 
laser printers can all be used to manipulate information or 
create a new document. 

0006 Existing fraud detection systems such as those 
disclosed in U.S. Pat. No. 5,781,654 to Carney are designed 
to Scan and generate a unique identifier code which is then 
associated with the cheque (e.g. printed on the cheque). At 
the receiving Station (i.e. bank teller), the cheque is again 
Scanned and another code is generated using "complemen 
tary encoding techniques. Finally, the two codes are com 
pared to confirm that the cheque data has not changed since 
issue. However, the implementation of this kind of fraud 
detection System usually requires Substantial changes to 
existing cheque processing procedures and facilities and 
requires bank teller participation. 
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SUMMARY OF THE INVENTION 

0007. The invention provides in one aspect, a fraud 
detection System for detecting whether information on a 
cheque has been improperly modified after the original 
preparation of the cheque, Said System comprising: 

0008 (a) an issuance database for storing informa 
tion associated with a cheque at the time of original 
preparation of the cheque; 

0009 (b) a scanner for scanning the cheque and 
generating a digital cheque image; 

0010 (c) a detector module comprising: 
0011 (i) a first optical character recognition 
engine coupled to the cheque Scanner for recog 
nizing characters within the cheque image and for 
determining whether the recognized characters 
match the characters associated with the cheque at 
the time of original preparation; 

0012 (ii) a second optical character recognition 
engine coupled to the cheque Scanner for recog 
nizing characters within the cheque image, Said 
Second engine having a higher accuracy than Said 
first engine and being operated according to a first 
Set of presets, and for determining whether the 
recognized characters match the characters asso 
ciated with the cheque at the time of original 
preparation; 

0013 (iii) a third optical character recognition 
engine coupled to the cheque Scanner for recog 
nizing characters within the cheque image and for 
determining whether the recognized characters 
match the characters associated with the cheque at 
the time of original preparation, Said third engine 
being operated according to a Second Set of pre 
Sets, 

0014 (iv) a fourth optical character recognition 
engine coupled to the cheque Scanner for recog 
nizing characters within the cheque image, and for 
determining whether the recognized characters 
match the characters associated with the cheque at 
the time of original preparation, Said fourth engine 
being adapted to enhance the resolution of the 
cheque image prior to reading; 

0015 (d) a verification module for allowing manual 
verfication of the cheque if matching has not 
occurred within any of Said first, Second, third and 
fourth engines, 

0016 (e) a reporting module coupled to the detector 
module for compiling particulars concerning the 
matching results. 

0017. In another aspect, the present invention provides a 
method for detecting whether information on a cheque has 
been improperly modified after the original preparation of 
the cheque, Said method comprising the Steps of: 

0018 (a) storing information associated with a 
cheque at the time of original preparation of the 
cheque; 

0019 (b) Scanning the cheque and generating a 
digital cheque image; 
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0020 (c) detecting whether the information on a 
cheque matches the information associated with the 
cheque at the time of original preparation of the 
cheque by: 

0021 (i) applying a first stage of optical character 
recognition to the digital cheque image to recog 
nize characters within the image, determining 
whether the recognized characters match the char 
acters associated with the cheque at the time of 
original preparation, and if So identifying the 
cheque as having “passed” and executing Step (e); 

0022 (ii) applying a second stage of optical char 
acter recognition to the digital cheque image 
wherein the recognition is more accurate then that 
of the first stage and where a first Set of presets are 
used to control operation, determining whether the 
recognized characters match the characters asso 
ciated with the cheque at the time of original 
preparation, and if So identifying the cheque as 
having “passed” and executing step (e); 

0023 (iii) applying a third stage of optical char 
acter recognition to the digital cheque image 
wherein a Second Set of presets are used to control 
operation, determining whether the recognized 
characters match the characters associated with 
the cheque at the time of original preparation, and 
if So identifying the cheque as having “passed” 
and executing step (e); 

0024 (iv) applying a fourth stage of optical char 
acter recognition to the digital cheque image 
wherein the resolution of the digital cheque image 
is enhanced, determining whether the recognized 
characters match the characters associated with 
the cheque at the time of original preparation, and 
if So identifying the cheque as having “passed” 
and executing step (e); 

0025 (v) if none of the first, second, third or 
fourth Stages have resulted in a match, then iden 
tifying the cheque as having “failed” and execut 
ing step (d), 

0026 (d) verifiying whether the cheque is fraudu 
lent; and 

0027 (e) compiling a report that includes particulars 
concerning the results of the detection process in Step 
(c) and the verification process in Step (d). 

0028. Further aspects and advantages of the invention 
will appear from the following description taken together 
with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0029) 
0030 FIG. 1 is a schematic diagram of an example 
implementation of the cheque fraud detection System of the 
present invention; 
0.031 FIG. 2 is a diagram of a typical cheque that is 
processed by the cheque fraud detection system of FIG. 1; 

In the accompanying drawings: 

0.032 FIG. 3 is a schematic diagram illustrating the 
cheque Scanning module of FIG. 1 in more detail; 
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0033 FIG. 4 is a schematic diagram illustrating the 
altered payee module of FIG. 1 in more detail; 
0034 FIG. 5 is a flowchart illustrating the main steps 
utilized by the cheque fraud detection system of FIG. 1; and 
0035 FIGS. 6A and 6B are sample screen captures 
illustrating the Verification procedures that are provided by 
the verification module of FIG. 4. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0036 FIG. 1 illustrates the main components of a cheque 
fraud detection system 10 built in accordance with a pre 
ferred embodiment of the invention. Specifically, cheque 
fraud detection System 10 includes a Scanner 16, and a 
Verification Server 22 that contains a Scanned cheque data 
base 19, an issuance database 24, a cheque Scanning module 
18, an detection module 20 and a reporting module 21. 
Cheque fraud detection system 10 iteratively compares the 
information listed on the faces of a group of cheques 14 with 
the issue information provided in an issuance data file 12 to 
determine whether any of the cheques have been fraudu 
lently altered Since issue. 
0037 Cheques 14 are provided by a client (e.g. a bank, 
financial institution or large corporation), and are the actual 
physical cheques 14 that have been pre-cleared by a bank or 
other institution using their own internal reconciliation pro 
ceSS. AS will be discussed in detail, cheque fraud detection 
System 10 is designed to conduct a rigorous comparison 
between the information that is physically provided on the 
face each cheque 14 and what was originally printed on the 
cheque at time of issue (i.e. as Stored in the issuance data file 
12). 
0038 FIG. 2 illustrates the kinds of information featured 
on the front of a conventional cheque 14. Cheque fraud 
detection system 10 is mainly concerned with various fields, 
namely the Payee Field 26A, the Amount Field 26B and 
Magnetic Ink Character Recognition (MICR) Data 26C. 
MICR Data 26C can be found on the bottom line of all 
cheques 14 that are printed and used in North America and 
is an encoding used by banks to read the key pieces of 
information associated with a cheque in an automated fash 
ion. MICR Data 26C allows for the automatic processing of 
a large number of cheques 26 by machine. MICR data 26C 
generally encodes three or four items, and generally the 
three items that cheque fraud detection System 10 is con 
cerned with, namely the Serial number, the account number 
and the amount. 

0039 While the operation of cheque fraud detection 
System 10 is being described in relation to the type of cheque 
14 shown in FIG. 2, it should be understood that cheque 
fraud detection System 10 can be adapted to Scrutinize 
various types of cheques with various information fields. 
0040. Referring back to FIG. 1, Scanner 16 is used to 
Scan and create digital images of each cheque 14. Scanner 16 
is preferably a BUIC 1500 Back Office Check Scanner 
(manufactured by Digital Check Corporation of Illinois) 
although it should be understood that other Scanners can be 
utilized and that the process is not limited to using this kind 
of Scanner. Scanner 16 creates digital images that are Stored 
within a scanned cheque database 19. While scanner 16 is 
illustrated as being physically part of the cheque fraud 
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detection system 10, it should be understood that alterna 
tively, it would be possible for digital image data to be 
generated off-site (i.e. at a client's site) and communicated 
remotely to verification server 22. 
0041 Cheque scanning module 18 is coupled to scanner 
16 and is used to proceSS and organize the digital images 
generated by Scanner 16 for each cheque 14 that has been 
Scanned. The Specific operation of cheque Scanning module 
18 will be described in further detail below. It should be 
understood that other commercially available software could 
be used for this purpose. 
0.042 Scanned cheque database 19 of verification server 
22 Stores digital images of Scanned cheques that are received 
from Scanner 16 as processed by cheque Scanning module 
18. Scanned cheque database 19 is custom built using Visual 
Basic code with reference to Microsoft DAO 2.5/3.51 Com 
patability Library which in turn stores the data in a MS 
Access 97 database. 

0.043 Issuance data file 12 is a data file supplied by a 
client (e.g. a bank, financial institution or large corporation) 
that contains a detailed data description of the information 
asSociated with cheques 14 issued by the client within a 
particular time frame. ISSuance database file 12 contains the 
serial number (from Serial No. Field 26D), payee name 
(from Payee Field 26A), date and amount of cheque (from 
Amount Field 26B) for each cheque 14. The accurate record 
of all cheques 26 as issued by a corporation Stored within 
issuance database file 12 is critical to the proper operation of 
cheque fraud detection System 10. ISSuance database file 12 
allows cheque fraud detection System 10 to compare what is 
physically written on a cheque 14 with what was printed on 
a cheque 14 at the time of issue. 
0044 Issuance database 24 of verification server 22 
Stores the information received from issuance data file 12. 
Specifically, issuance database contains cheque number, 
account number, paid date, payee name and amount. An 
image name field is added for retrieval purposes and is 
populated with data during the operation of detection mod 
ule 20, as will be described. Issuance data file 12 can be sent 
from a client to cheque fraud detection System 10 through 
various mediums (e-mail, FTP, floppy disk, or CD-ROM) 
and in various formats (ASCII, text, Microsoft Excel, 
Microsoft Access). When issuance data file 12 is received by 
cheque fraud detection system 10, it is converted from text 
file format into a mdb format by Microsoft Access (manu 
factured by Microsoft of Seattle) which is then recorded and 
stored (in a mdb format) on issuance database 24. While this 
type of database format is preferred, it is not necessary that 
issuance database 24 be implemented using a MicroSoft 
Access database and it should be understood that other 
databases Suitable for this purpose could be used instead. 
0.045 Detection module 20 determines whether physical 
alterations have been made to any of the cheques 14 by 
comparing the digital images of cheques 14 (as generated by 
cheque Scanning module 18) to the images of cheques 14 as 
they were at issue as contained in issuance database 24. Each 
item of the issuance data file 12 is compared against the 
honored cheque 14 to ensure there have been no alterations. 
Detection module 20 carries out this comparison proceSS in 
due time to allow the issuing bank, or the issuer to charge 
back the value in accordance with the local banking regu 
lations of the business. The Specific operation of detection 
module 20 will be described in further detail below. 
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0046 Reporting module 21 provides reporting function 
ality for cheque fraud detection system 10. Specifically, 
reporting module 21 receives information from detection 
module 20 and issuance database 24 and generates client 
reports. The generated reports can be in various formats (e.g. 
ASCII, pdf, etc.) and delivered to client in various ways. 
Reporting module 21 is implemented using PDFLib (manu 
factured by PDF GmbH of Germany) which creates PDF 
documents from the tiff formatted fraud detection results (as 
stored in detection database 48). The content of the PDF 
includes a Snapshot of the cheque in question, the company 
and contact information of the client and detailed informa 
tion on the fraud detection results themselves. Since PDFLib 
does not require any third party software, PDFLib can 
generate PDF data directly in memory resulting in better 
performance and avoiding the need for temporary files. The 
PDF client report can then be faxed or e-mailed to the client. 
Client reporting information is preferably cataloged using 
the customer account number So that client information can 
be Stored in a separate file and extracted as needed by the 
customer account number. 

0047 Again, it should be understood that cheque fraud 
detection System 10 could be implemented using various 
commercially available Scanning, database, and program 
ming Software products. 

0048 FIG. 3 is a schematic diagram that illustrates the 
elements and operation of cheque Scanning module 18 in 
more detail. Cheque Scanning module 18 includes an image 
library module 30, a parsing module 36 and a MICR 
database 22. Cheque Scanning module 18 receives digital 
image input from Scanner 16, processes the image data, and 
builds records in issuance database 24. The information 
stored in issuance database 24 will then be utilized by 
detection module 20 and reporting module 21, as will be 
described further. 

0049. As cheques 14 are fed into scanner 16 three images 
of each cheque 14 are created. First, an image of the front of 
the cheque 14, an image of the back of the cheque 14, and 
the MICR data 26C of the cheque 14. The specific scanner 
utilized (the BUIC 1500 as described above) has built in 
functionality which allows it to create an image of the MICR 
data 26C. The MICR data 26C of each cheque 14 that has 
been read by scanner 16 is written and stored in MICR 
database 32. MICR database 32 is preferably a MS Access 
database, however it can be implemented by employing 
other available databases (e.g. Sybase, Oracle, etc.) Each 
record in MICR database 32 contains the MICR data 26C 
that has been extracted from each cheque 14. The MICR 
database 32 contains pointers to the front and back images 
of the cheque 14, which are themselves Stored in Scanned 
cheque database 19 from which the MICR data 26C is taken. 
0050 Image library module 30 is preferably imple 
mented using the Unisoft toolkit (manufactured by UniSoft 
Imaging of Oklahoma) which processes tiff input into mul 
tipate tiff output and is conventionally used to integrate 
document imaging into other applications. The MICR E13B 
font used in North America is returned from Scanner 16, is 
interpreted by image library module 30 and stored in MICR 
database 22. Image library module 30 joins the Separate 
images of the front and back of cheque 14 (that are created 
for each cheque 14 after Scanning and Stored in Scanned 
cheque database 19) into one image. The composite joined 
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image of the front and back of the cheque 14 is then Stored 
in Scanned cheque database 19. 
0051. Once all of cheques 14 have been scanned, and the 
appropriate records have been created in MICR database 22 
and Scanned cheque database 19, parsing module 36 is used 
to parse the various components of MICR data 26C. The 
parsing process reads, record by record, the MICR line into 
memory. As previously mentioned, MICR data 26C contains 
Several key elements, namely the Serial or cheque number, 
the routing/transit number, the account number and the 
amount. AS each cheque 14 is Scanned, parsing module 36 
reads the MICR database 22 and parses the components of 
MICR data 26C, breaking it up into its constituent parts. 
0.052 The operation of parsing module 36 will be illus 
trated with regards to the following example of MICR data 
26C: 

0.053 E<04796508<:09612=004:= 
5614<;0002478993 

0.054 Parsing module 36 works from left to right, and 
Starts by Stripping non-numeric characters So that the Serial 
number 26D of a cheque 14 can be extracted. Specifically, 
each character is read until the first non-numeric character is 
encountered. In this example, the serial number 26D will be 
“04796508”, which will be stored in a temporary variable, as 
the rest of the MICR data 26C is parsed. Parsing module 36 
is now left to operate on: 

0055) <:09612-004:=5614<;0002478993 
0056 Cheque fraud detection system 10 does not make 
use of the routing transit number which forms the next two 
Set of numbers. Accordingly, parsing module 36 locates the 
account number by Searching for the numerical data that 
follows the combination of characters designated by “:=”. 
The account number in this example would be “5614'. The 
parsed remaining portion of the MICR data 26C is repre 
Sentative of the amount. 

0057) <:0002478993 
0058. Once the MICR record for one cheque 14 from 
MICR database 22 has been parsed and the serial number 
26D has been determined, issuance database 24 records are 
searched for this serial number 26D. Once the serial number 
26D is located in issuance database 24, the associated image 
data is assigned to (i.e. an appropriate pointer created) the 
cheque record in issuance database 24. Once all the records 
in MICR database 22 have been parsed, and the respective 
Serial numbers 26D Searched in issuance database 24, each 
record in issuance database 24 will have a pointer to the 
location of the image of the front and back of the cheque 14 
as Stored in Scanned image database 19. 
0059 Cheque fraud detection system 10 is also designed 
to compensate for errors that may be returned when Scan 
ning cheques 14. There are two categories of errors that may 
arise during the course of cheque processing, namely feed 
errors and data errors. Feed errors, are generally errors 
Such as a partial image being read, or poor image contrast, 
which can generally be corrected at the point of Scanning, or 
in post production quality control. The data errors are 
corrected using two processes associated with the detection 
module 20 as will be described in detail. First, recognition 
engine 4.0 (FIG. 4) corrects any MICR misreads by match 
ing the captured data against the Supplied data (i.e. inaccu 
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rate reads are represented by GGG symbols). Then rec 
ognition engine 40 will read the MICR line and perform the 
OCR function on the lines of data which include the 'GOO) 
Symbols. If this results in a more accurate read then the 
cheque may be passed (as will be discussed in detail). What 
(o) symbols that remain can be viewed manually and edited 
by quality control perSonnel in real-time. 

0060. After parsing module 36 has parsed all the MICR 
data 26C, there may be records in the MICR database 22 
which do not have a serial number 26D that corresponds to 
any Serial numbers contained in the records of issuance 
database 24. Each serial number 26D that is extracted from 
MICR data 26C but that cannot be found in issuance 
database 24, will be manually entered into issuance database 
24. As will be described, cheque fraud detection system 10 
provides clients with notification that there was no record in 
issuance database 24 for the cheques requiring manual entry 
and accordingly that these cheques have not undergone 
fraud detection. It may also be possible that while there is a 
record in issuance database 24 for a particular cheque 16, 
there is no corresponding physical cheque 14. If this is the 
case, issuance database 24 will retain these records until the 
corresponding physical cheque 14 is Submitted to cheque 
fraud detection system 10. 

0061 FIG. 4 is a schematic diagram that illustrates the 
functional elements and operation of detection module 20 in 
more detail. Detection module 20 includes a recognition 
engine 40, a comparison module 42, a Zone preset module 
50, a default engine module 52, a resolution enhancement 
module 54, a verification module 46, and a result database 
48. Detection module 20 retrieves the digital images gen 
erated by cheque Scanning Software module 18 from 
Scanned cheque database 19 and reads and compares three 
different types of cheque information, namely payee infor 
mation, Serial number, and cheque amount. Detection mod 
ule 20 compares the Scanned information with the corre 
sponding information recorded in issuance database 24 in 
order to detect potentially fraudulent attempts to alter the 
information originally printed on cheque 14. If potentially 
fraudulent attempts to alter information printed on cheque 
14 are detected, then detection module 20 instructs reporting 
module 21 to prepare a report in written and/or electronic 
form to advise the client accordingly. 
0062 Recognition engine 40 is used to read key infor 
mation from the digital cheque images that are generated by 
cheque Scanning module 18 and Stored in Scanned cheque 
database 19. AS noted above, issuance database 24 contains 
key information about the cheques 14 that has been received 
from the client (i.e. key information as printed on the face of 
cheque 14 at time of issue). For each cheque record in 
issuance database 24, a pointer is maintained that points to 
the corresponding Scanned cheque image generated by 
cheque Scanning module 18 and Stored in Scanned cheque 
database 19. Recognition engine 40 uses optical character 
recognition techniques to read digital images of cheques 14 
to determine payee 26A, serial number 26D and amount 26B 
information. 

0063 Recognition engine 40 is preferably implemented 
using Nestor Reader (manufactured by NCS Pearson of 
Minnesota) which is a toolkit that processes tiff image input 
and converts to a text output. However, it should be under 
stood that any other suitable OCR software could be utilized. 
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Recognition engine 40 uses imaging templates in order to 
efficiently read certain "Zones' on cheque 14. Zone charac 
teristics and constraints can be defined and Saved to a file 
(Zdf) within Zone definition database 49. Examples of Zone 
characteristics are character Spacing, upper or lower case, 
multi-lined, etc. Zdf files are stored in an ASCII text format 
and are easily modified for new clients and their particular 
cheque layout. Accordingly, recognition engine 40 receives 
the image of cheque 14 as Stored in Scanned cheque database 
19 and uses information from Zone definition database 49 to 
enable for targeting of certain areas of the image of a cheque 
14. 

0.064 Recognition engine 40 also uses Kofax ImageCon 
trols (manufactured by Kofax Image Products of California) 
to create imaging templates on cheque 14. The Kofax 
ImageControls product is a toolkit that processes image files 
(in this case TiffGroup4 files). Multiple Zones are created 
and configured to allow for the capture of data within certain 
key fields on the physical cheque. Zone information for each 
field is stored in a Zone definition file (Zdf), which is unique 
for each individual cheque type (or Customer Account 
Number) that can vary from client to client. Different clients 
will have different Zone definition files (Zdf) that correspond 
to the Specific characteristics of their respective cheques 14. 

0065. This approach allows for the creation and utiliza 
tion of individual Zones that circumscribe the areas that 
require OCR translation (i.e. Small, tight areas can be 
defined). These targeted recognition Zones allow for a higher 
degree of accuracy as the software interprets the digitized 
image without the need to recognize and/or process Super 
fluous data (e.g. extraneous markings etc.) The Kofax 
Adrenaline accelerator product is preferably used to improve 
the quality of images and information capture by performing 
Sophisticated image cleanup, image enhancement and rec 
ognition at the time of Scanning. This speeds up the overall 
recognition process and enhances the other capture pro 
cesses within detection module 20. Recognition engine 40 
operates in batch mode Such that each database record from 
issuance database 24 is read and each image is retrieved 
from Scanned cheque database 19 and processed. The 
Scanned and recognized cheque information is then Stored in 
result database 48. 

0.066 Comparison module 42 compares optically recog 
nized information (e.g. payee, Serial number, amount) from 
each Scanned physical cheque 14 as Stored in result database 
48, with the information (e.g. payee, Serial number, amount) 
Stored in issuance database 24. If the comparison module 42 
does not find a match between the optically recognized 
information and the Stored issuance information (i.e. com 
parison "fails”), then resolution enhancement module 44 is 
used to enhance the Scanning resolution of the recognition 
engine 40. If the information is compared and matched (i.e. 
comparison “passes'), then detection module 20 continues 
with the batch run. At the end of the batch run, detection 
module 20 instructs reporting module 21 to prepare an 
appropriate report and provides pass/fail information to 
reporting module 21 for this purpose. Information regarding 
pass/fail Status and what the recognition proceSS actually 
read and processed is available for review by quality control 
perSonnel. This allows for manual review of potential rec 
ognition errors and in Such an instance, the operator can 
modify the misread character. 
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0067 Comparison module 42 determines whether the 
optically recognized information and the Stored issuance 
information matches according to a predetermined Set of 
pass/fail criteria. The pass/fail criteria is based on the 
percentage of character matching and is variable depending 
on client requirements. The percentage of character match 
ing required differS depending on the information to be 
matched. For example, payee information can be required to 
achieve matching of over 81% or more. Under such a 
condition, all cheques that are matched under 81% are 
forwarded to quality control personnel for Visual inspection. 
Since it is important to have to match the Serial or cheque 
number of a cheque, the associated pass/fail criteria is 100%. 
Any serial/cheque number match that falls below the 100% 
level is forwarded to quality control perSonnel for Visual 
inspection. Finally, the cheque amount pass/fail criterion is 
based on the amount and a plus/minus (i.e. tolerance) band 
(e.g. S10 difference). 
0068 Comparison module 42 uses a custom algorithm to 
compare OCR reads cheque information to the issuance 
database 24. For example, the payee name (as Supplied by 
the client-25 characters maximum) is broken down word 
by word using detected Spaces. Then each whole word is 
compared to exact Strings obtained from the first 25 char 
acters as read by recognition engine 40 keeping in mind the 
relative position (i.e. words found at the start of a string are 
only matched with words also found at the start of a string). 
If a whole word or string is found within the characters read 
by recognition engine 40, then the number of characters are 
kept track of by a program counter. Any words that are 
recognized are Stripped out of the recognized String. All 
remaining characters in the recognized String are read from 
left to right and compared to characters in the client-Supplied 
payee name in a relative position. Matched single characters 
are also kept track of by the program counter. The percent 
age of characters matched are based on two conditions. First, 
if the length of the recognized String is greater than the 
actual number of characters (including spaces) in the client 
Supplied payee name then the percent value will be: 

countervalue 
percent value = actualistringlength - reconized length 

2 - # of spaces 

0069. Otherwise, the percent value will be: 

numberofcharacterismatched tvalue = - percent value actualstring length - # of spaces 

0070 The following is the pseudo-code representation of 
the above relations: 

0.071) Psuedo Code (VB) 
0072) If 
IngllengthOfNestorRead>Ing engthOfPayee Then 

0073 dblPercent=IngMatch/(((Ing|LengthOf 
Payee--IngllengthOfNestorRead)/2)-IngSpace 
Count) 
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0.074 Else 
0075) dblPercent=IngMatch/(Ing|LengthOf 
Payee-IngSpaceCount) 

0076) End If 
0077 dblPercent=dblPercent 100 

0078 If the LenOfCCR Results is greater than LenOfIs 
SuanceString . . . 
0079 Percent=PointsSystemNumber divided by 
((LenOfIssuanceString plus LenOfCCR Results) divided 
by 2) Subtract the number of spaces found 
0080). Otherwise . . . 
0081 Percent=IngMatch divided by (LenOfIssuanceS 
tring Subtract number of Spaces) 
0082) Multiple Percent by 100 
0083) 
0084. Detection module 20 employs a multi-tiered 
approach in attempting to determine what is contained on a 
cheque 14 for it to be compared with what is contained in 
issuance database 24 (e.g. payee information, Serial number 
and amount). It will first be attempted to employ faster 
techniques in order to be able to determine what is written 
on a cheque 14, failing this slower but more accurate 
methods will be employed. Specifically, detection module 
20 includes Zone preset module 50, default engine module 
52 and resolution enhancement module 44. These modules 
are utilized to read the digital cheque image if comparison 
module 42 considers the match produced by recognition 
engine 40 to be inadequate (i.e. the comparison fails”). 
These three extra detection modules are implemented by 
using cooperating expert Subsystems that contribute to the 
analysis and recognition of characters and words, as well as 
the underlying page. These three detection modules apply 
OCR technology at a slower rate which results in improved 
recognition on a wide variety of documents with complex 
layouts. 

If the percent is 80 or under, the cheque has failed. 

0085 Zone preset module 50 is used to extract the 
information that is written on a cheque 14 by using a Zone 
definition file (Zdf) as discussed above in relation to rec 
ognition engine 40. Zone present module 50 is preferably 
implemented by ScanSoft OCR as discussed above, which 
similar in function to Reader OCR Engine. The ScanSoft 
engine uses Settings which are Stored in a lini file that 
contains Specifications that are specific for each client and its 
particular cheques 14 (e.g. digits, uppercase, lowercase, 
punctuation, etc.) ScanSoft OCR uses the Zone definition file 
(Zdf) employed by NestorReader OCR engine in order to 
determine the Zones that need to be focused on for a cheque 
14. The client pdf profile contains preset values relating to 
which commercial OCR engine is used and which OCR 
constraints are in effect as determined during initial Setup of 
the clients test cheques. Each client profile contains Speci 
fications that are particular to its cheque format. The data 
obtained from Zone preset module 50 is sent to comparison 
module 42 and if the comparison “fails” then default engine 
module 52 is enabled. 

0.086 Default engine module 52 applies the default or 
factory-set OCR constraints. The inventors have determined 
through experimentation that after running cheques 14 
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through Zone preset module 50 using carefully Selected 
preset Zone values, approximately 8 out of 10 cheques would 
be identified. By running the remaining two cheques through 
the ScanSoft System again without using the preset values of 
Zone present module 50, and then by passing them through 
resolution enhancement module 54, it would found that most 
of the time the other two cheques could be read and 
processed. Since not all cheques are issued on the same 
Stock or font, default engine module 52 may not produce 
100% accuracy and accordingly, the other engines are used 
as discussed. The data obtained from default engine module 
52 is Sent to comparison module 42 and if the comparison 
“fails” then resolution enhancement module 54 is enabled. 

0087. Resolution enhancement module 54 utilizes slower 
rate optical character recognition detection to provide more 
accurate readings of lower quality text. Resolution enhance 
ment module 44 is preferably implemented by ScanSoft 
OCR software (manufactured by ScanSoft Inc. of Massa 
chusetts) which is a toolkit that processes tiff image input 
and converts it to a text output using a high resolution 
engine. However, it should be understood that any other high 
resolution optical character recognition Software could be 
utilized. Resolution enhancement module 44 utilizes the 
Scansoft OCR Developer's Toolkit 2000 to double the pixel 
resolution of the cheque image from 200 DPR to 400 DPI. 

0088 Verification module 46 provides quality control 
perSonnel with automated assistance for the Verification part 
of the detection process. After recognition engine 40, Zone 
preset module 50, default engine module 52 and resolution 
enhancement module 54 have processed all of the cheques 
14, quality control perSonnel review failed cheques using a 
split-screen interface (not shown). The split-screen interface 
(see FIG. 6B) displays the detection (i.e. matching) results 
(i.e. from result database 48) along with the associated 
Scanned cheque (i.e. from Scanned cheque database 19). 
Each failed cheque is flagged with a marker in the data table 
in result database 48 (e.g. a red X). Until this marking is 
replaced with a pass (i.e. a red V) the cheque cannot be 
exported. Quality control perSonnel edits or overrides a 
previously failed read. Once the edited data matches the 
extracted data, the flag is Switched and the program 
advances to the next failed cheque. If cheque data (i.e. from 
issuance database 24) is still not reconciled to the processed 
and paid cheque, then a PDF report is generated through 
reporting module 21 and delivered to the client as described 
above. 

0089 Referring now to FIG. 5, the flowchart illustrated 
there describes the basic process Steps of cheque fraud 
detection system 10 which have been detailed above. 

0090. At step (55), cheque fraud detection system 10 
processes a new client and creates a client profile based on 
a client-submitted template-based profile (preferably in MS 
word). The profile includes information on This step 
includes client administrative information (e.g. name, 
address, phone, fax) and procedural (e.g. number of 
accounts and volume of cheques). This profile information is 
entered into issuance database 24 along with other important 
information Such as Server path, directories, last image or tiff 
name Scanned and last CD-ROM authored. As discussed 
above, issuance database 24 is accessed by both cheque 
scanning module 18 and detection module 20. Directory 
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Space is created and Several cheques are Scanned to deter 
mine character density. Zone information and presets are 
tested at this Step as well. 
0.091 At step (56), cheques 14 are scanned by scanner 16 
and image library module 30 of cheque scanning module 18 
Stores front and back cheque images of cheque 14 in Scanned 
cheque database 19 and creates corresponding MICR data 
records in MICR database 22. At step (57), parsing module 
36 of cheque scanning module 18 parses the MICR records 
to obtain the Serial/cheque and account numbers. 
0092 At step (58), recognition engine 40 is used to read 
payee, Serial number and amount information from a 
Scanned cheque 14 (as Stored in Scanned cheque database 
19). At step (60), comparison module 42 compares the 
optically recognized payee information from recognition 
engine 40 with that retrieved from issuance database 24. If 
this comparison is Successful then at Step (70), comparison 
module 42 compares the optically recognized Serial number 
information from recognition engine 40 with that retrieved 
from issuance database 24. If this comparison is Successful 
then at Step (80), comparison module 42 compares the 
optically recognized cheque amount information from rec 
ognition engine 40 with that retrieved from issuance data 
base 24. If this comparison is successful then at step (87), the 
System writes all of the detection proceSS related results and 
details to result database 48. At step (88), detection module 
20 determines whether there are additional cheques 14 to 
process. If So, then step (60) is re-executed. 
0093. If not, then at step (89), verification module 46 
reads information from result database 48 and provides 
quality control perSonnel with information relating to 
“failed” cheques. At step (90), reporting module 21 is used 
to generate the client report. 
0094) If, at step (60), the recognition engine 40 is not 
Successful at obtaining a "passed” match for the payee 
information of a cheque 14 (as determined by comparison 
module 42) then at step (62), the Zone preset module 50 is 
used to further Scrutinize the Scanned cheque image. If this 
produces a “pass” then step (70) is entered. If not, then 
default engine module 52 is used to further scrutinize the 
Scanned cheque image. If this produces a “pass” then Step 
(70) is entered. If not, then resolution enhancement module 
52 is used to further Scrutinize the Scanned cheque image. If 
this produces a “pass” then step (70) is entered. If a “fail” is 
enter, then step (87) is entered where it is determined 
whether any other cheques 14 need to be processed. 
0.095 If, at step (70), the recognition engine 40 is not 
Successful at obtaining a “passed’ match for the Serial 
number information of a cheque 14 (as determined by 
comparison module 42) then at Step (72), the Zone preset 
module 50 is used to further scrutinize the scanned cheque 
image. If this produces a “pass” then step (80) is entered. If 
not, then default engine module 52 is used to further 
Scrutinize the Scanned cheque image. If this produces a 
“pass” then step (80) is entered. If not, then resolution 
enhancement module 52 is used to further scrutinize the 
Scanned cheque image. If this produces a “pass” then Step 
(80) is entered. If a “fail” is enter, then step (87) is entered 
where it is determined whether any other cheques 14 need to 
be processed. 
0096) If, at step (80), the recognition engine 40 is not 
Successful at obtaining a "passed” match for the payee 
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information of a cheque 14 (as determined by comparison 
module 42) then at step (82), the Zone preset module 50 is 
used to further Scrutinize the Scanned cheque image. If this 
produces a “pass” then step (87) is entered. If not, then 
default engine module 52 is used to further scrutinize the 
Scanned cheque image. If this produces a “pass” then Step 
(87) is entered. If not, then resolution enhancement module 
52 is used to further Scrutinize the Scanned cheque image. If 
this produces a “pass” then step (87) is entered. 
0097 Cheque fraud detection system 10 allows for the 
improved detection of whether information on a cheque has 
been improperly modified after the original preparation of 
the cheque. By applying a Series of slower more precise 
OCR processes, cheque fraud detection System 10 can 
provide additional automated Scrutiny in the case where 
information on the face of a cheque is unreadable or there is 
no match with the information in the issuance database. Any 
cheques that are not Successfully read and matched through 
these additional recognition processes are highlighted as an 
“exception” and immediately forwarded to the client for 
further action. Further, Since there is no need to incorporate 
new equipment or to change existing System equipment and 
Since cheque fraud detection System 10 can be run from a 
Single personal computer, cheque fraud detection System 10 
can be easily and very quickly implemented into existing 
cheque reconciliation and processing Systems. 
0098. As will be apparent to those skilled in the art, 
various modifications and adaptations of the Structure 
described above are possible without departing from the 
present invention, the Scope of which is defined in the 
appended claims. 

1. A fraud detection System for detecting whether infor 
mation on a cheque has been improperly modified after the 
original preparation of the cheque, Said System comprising: 

(a) an issuance database for Storing information associ 
ated with a cheque at the time of original preparation of 
the cheque; 

(b) a Scanner for Scanning the cheque and generating a 
digital cheque image; 

(c) a detector module comprising: 
(i) a first optical character recognition engine coupled 

to the cheque Scanner for recognizing characters 
within the cheque image and for determining 
whether the recognized characters match the char 
acters associated with the cheque at the time of 
original preparation; 

(ii) a second optical character recognition engine 
coupled to the cheque Scanner for recognizing char 
acters within the cheque image, Said Second engine 
having a higher accuracy than Said first engine and 
being operated according to a first Set of presets, and 
for determining whether the recognized characters 
match the characters associated with the cheque at 
the time of original preparation; 

(iii) a third optical character recognition engine coupled 
to the cheque Scanner for recognizing characters 
within the cheque image and for determining 
whether the recognized characters match the char 
acters associated with the cheque at the time of 
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original preparation, Said third engine being operated 
according to a Second Set of presets, 

(iv) a fourth optical character recognition engine 
coupled to the cheque Scanner for recognizing char 
acters within the cheque image, and for determining 
whether the recognized characters match the char 
acters associated with the cheque at the time of 
original preparation, Said fourth engine being 
adapted to enhance the resolution of the cheque 
image prior to reading; 

(d) a verification module for allowing manual verfication 
of the cheque if matching has not occurred within any 
of Said first, Second, third and fourth engines, 

(e) a reporting module coupled to the detector module for 
compiling particularS concerning the matching results. 

2. The fraud detection system of claim 1, wherein the 
information is the cheque payee. 

3. The fraud detection system of claim 1, wherein the 
information is the cheque Serial number. 

4. The fraud detection system of claim 1, wherein the 
information is the cheque amount. 

5. The fraud detection system of claim 2, wherein the 
determination of a match in Step (c)(ii) is based on a 
predetermined percentage of character matching. 

6. The fraud detection system of claim 4, wherein the 
determination of a match in Step (c)(ii) is based on a 
character matching tolerance that corresponds to a prede 
termined dollar value. 

7. A method for detecting whether information on a 
cheque has been improperly modified after the original 
preparation of the cheque, Said method comprising the Steps 
of: 

(a) Storing information associated with a cheque at the 
time of original preparation of the cheque; 

(b) Scanning the cheque and generating a digital cheque 
image, 

(c) detecting whether the information on a cheque 
matches the information associated with the cheque at 
the time of original preparation of the cheque by: 
(i) applying a first stage of optical character recognition 

to the digital cheque image to recognize characters 
within the image, determining whether the recog 
nized characters match the characters associated 
with the cheque at the time of original preparation, 
and if So identifying the cheque as having “passed” 
and executing step (e); 
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(ii) applying a Second stage of optical character recog 
nition to the digital cheque image wherein the rec 
ognition is more accurate then that of the first Stage 
and where a first Set of presets are used to control 
operation, determining whether the recognized char 
acters match the characters associated with the 
cheque at the time of original preparation, and if So 
identifying the cheque as having “passed” and 
executing step (e); 

(iii) applying a third stage of optical character recog 
nition to the digital cheque image wherein a Second 
Set of presets are used to control operation, deter 
mining whether the recognized characters match the 
characters associated with the cheque at the time of 
original preparation, and if So identifying the cheque 
as having “passed” and executing Step (e); 

(iv) applying a fourth stage of optical character recog 
nition to the digital cheque image wherein the reso 
lution of the digital cheque image is enhanced, 
determining whether the recognized characters 
match the characters associated with the cheque at 
the time of original preparation, and if So identifying 
the cheque as having “passed” and executing Step 
(e); 

(v) if none of the first, Second, third or fourth Stages 
have resulted in a match, then identifying the cheque 
as having "failed” and executing Step (d); 

(d) verifiying whether the cheque is fraudulent; and 
(e) compiling a report that includes particulars concerning 

the results of the detection process in Step (c) and the 
verification process in Step (d). 

8. The method of claim 7, wherein the information is the 
cheque payee. 

9. The method of claim 7, wherein the information is the 
cheque Serial number. 

10. The method of claim 7, wherein the information is the 
cheque amount. 

11. The method of claim 8, wherein the determination of 
a match in Step (c)(ii) is based on a predetermined percent 
age of character matching. 

12. The method of claim 10, wherein the determination of 
a match in Step (c)(ii) is based on a character matching 
tolerance that corresponds to a predetermined dollar value. 


