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(57) ABSTRACT 

A limited use medical probe is disclosed, including a 
memory for maintaining a use value. The medical probe is 
coupled to a medical device that inhibits its function when 
the use value reaches a predetermined threshold value, 
preventing improper use of the probe. The probe memory 
may also store identification, usage, and clinical data. A 
probe auto-identification function, a probe re-identification 
function and a probe functional test sequence are disclosed 
for the medical probe. After use, a reprocessing step may 
reset the probe memory, permitting further probe use. 
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LIMITED USE MEDICAL PROBE 

0001. This application is a divisional of U.S. application 
Ser. No. 10/361,167, filed Feb. 6, 2003, which is a continu 
ation-in-part of application Ser. No. 10/045,475, filed Oct. 
22, 2001, now abandoned, which is a continuation of appli 
cation Ser. No. 09/291,769, filed Apr. 14, 1999, which is 
now issued as U.S. Pat. No. 6,308,089 on Oct. 23, 2001, the 
disclosures of which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

0002 The present invention relates generally to medical 
probes, including sensor devices and methods for measuring 
clinical physiological parameters including vital signs. More 
particularly, the invention is concerned with a medical 
system that limits the use of an associated medical probe 
according to usage criteria to prevent misapplication, over 
use and potential failure, including auto-identification of the 
probe, addressing the problem of re-identification when the 
connection of a medical probe to the medical device is 
interrupted during use. The invention describes a medical 
reprocessing system that performs reprocessing (utilization 
history review, functional testing, and authorization for 
reuse) of a previously used medical probe. Usage criteria 
may include duration and/or number of uses, shelf or war 
ranty life, and/or compatibility of the medical probe with the 
patient and/or selected medical probe function(s). 
0003 Medical probes include devices that are inserted 
into a body cavity or under the skin of a patient in order to 
perform therapy or monitoring. Such probes, including 
devices to view or scan tissue, or monitor biological param 
eters, are well known in the art. A sensor device typically 
comprises a housing including at least one sensor Such as a 
pressure sensor, a light emitting device and associated 
detector comprising a pulse oximetry sensor; an ECG sen 
sor; or other vital sign monitoring device; plus a means of 
conveying information from the sensor device to a caregiver. 
One particular example of a medical sensor device is fetal 
sensor, including external sensors placed on the maternal 
abdomen and internal sensors placed through the birth canal 
onto a part of the fetus. An example of an internal fetal 
sensor is a fetal pulse oximetry sensor, Such as described in 
U.S. Pat. No. 5,425,362 to Siker et al. The sensor described 
therein is inserted past the cervical os into the uterus of the 
mother to non-invasively monitor the condition of a fetus, a 
mother, and/or a placenta. 
0004 One problem associated with known medical 
probes is that they have a limited life span. Probes are prone 
to wear through repeated use or through extended use over 
a period of time, and through cleaning and sterilization 
processes. Problems associated with such overuse include 
spurious readings as internal wires and connectors become 
loose. More importantly, probes that are used repeatedly or 
over an extended period of time are prone to break. Once 
such an incident occurs, it is often difficult to determine 
when the probe failed, or to track the cause of such an 
occurrence. Furthermore, medical probes often have a lim 
ited shelf life or warranty period, i.e., the period of time after 
manufacture during which they are guaranteed to function 
properly. An out-of-date medical probe may fail to function 
to manufacturer's specifications, posing a health risk to the 
patient. 

Jul. 20, 2006 

0005 To prevent these problems, medical clinicians may 
limit the number and duration of uses of a given probe 
through an equipment log or other manual system. While 
Such systems may be effective in certain circumstances, they 
rely heavily on manual records, which are time-consuming 
and difficult to maintain, particularly since the cooperation 
of a number of clinical personnel is required. In busy 
hospital settings, and especially in emergency situations, 
Such systems are difficult to manage and are easily over 
looked or ignored. 

0006 The prevalence of medical errors, some related to 
misuse of medical devices, has been detailed in the 1999 
Institute of Medicine report “To Err is Human,’ chapter 2, 
ISBN 0-309-06837-1. Interest in reducing medical errors 
has motivated an initiative to uniquely identify all drugs and 
medical devices, to assist in prevention of medical errors by 
correlating the drug or device with the patient’s identifica 
tion and intended procedure. In response to a U.S. Food & 
Drug Administration (FDA) suggestion to use bar codes 
under the Universal Product Numbering (UPN) system, the 
Advanced Medical Technology Association (AdvaMed), a 
medical device industry association, has suggested in a 
statement to employ generic 'auto-identification' methods, 
which could include RF or other electronic means as an 
alternative to bar code technology. (Statement to the Food & 
Drug Administration by T. Cammack on Jul. 26, 2002.) 
0007. A particular class of medical probe is the single-use 
device (SUD). A device may be designed as an SUD by the 
manufacturer for several reasons, including: the risk of 
cross-contamination between patients; because Some key 
component (for example, a battery or reagent) is Sufficient 
only for one use; due to difficulty in the cleaning and 
sterilization to permit reuse; or due to the prohibitive cost of 
producing a device durable enough to be reused. Despite 
manufacturers designations, clinical institutions and third 
party services sometimes choose to refurbish SUDs and 
reuse them. This practice has become increasingly common 
as clinical institutions experience financial pressures, since 
a SUD may be refurbished at a substantial discount from the 
retail price of a new one. 
0008 Typically, refurbishing of an SUD entails cleaning, 
inspection, sterilization, replacement of worn or exhausted 
components, and re-validation for safety and efficacy. The 
practice is so widespread that regulatory bodies in the 
United States and around the world have instituted legisla 
tion to limit and/or monitor the reuse of SUDs. The FDA 
documents “Premarket Guidance: Reprocessing and Reuse 
of Single-Use Devices” (Jun. 1, 2001) and “Labeling Rec 
ommendations for Single-Use Devices Reprocessed by 
Third Parties and Hospitals” (Jul 30, 2001) have provided 
guidance with respect to compliance with the U.S. regula 
tory requirements. One aspect of regulation that is being 
emphasized is the need for good record keeping in tracking 
the history of use of an SUD, including how long and in 
what fashion the SUD was used. 

0009. The manufacturer of a medical device also faces 
the possibility of counterfeiting. In some cases, an unscru 
pulous manufacturer seeks to avoid paying licensing fees for 
proprietary technology used in the device. Even if misap 
propriation of intellectual property is not involved, a second 
manufacturer may seek to undercut the price of the original 
device by producing it with less expensive components, 
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labor, or both. In any case, when a lower-quality device is 
used in a medical application, patient safety becomes the 
issue. In particular, SUDS or limited-use devices are gener 
ally designed to work in conjunction with a medical monitor. 
It is important to ensure that every medical sensing device 
utilized with the monitor is designed and calibrated to work 
properly with it. 

0010 Several partial solutions to the problem of control 
ling use of a medical probe have been proposed. U.S. Pat. 
No. 5,991.355 to Dahlke proposed a simple identification 
and counting system associated with an electrophysiology 
sensor for the purpose of limiting reuse of said sensor. 
However, the method entails simple counting of uses, with 
out Support for usage limitation based upon utilization time; 
nor does it include device identification. 

0011. In U.S. Pat. No. 5,400.267 to Denen et al., a 
medical device (electro-surgical knife) with an embedded 
non-volatile memory component is described. The memory 
stores utilization limits and operating parameters. The 
invention permits the system attached to the device (in that 
case, a power Supply) to (a) configure itself for appropriate 
operation with the device, and (b) disable the device after 
some operational limit is exceeded. The need for re-identi 
fication of the medical device if the connection with the 
system is broken is disclosed. This is intended to prevent the 
system from counting any pause in use less than a preset 
period as a new use. However, the patent proposes only to 
store the current time in the medical device during use, 
without considering how to prevent this data from being 
manipulated to prevent the system from detecting the occur 
rence of a new use. 

0012 U.S. Pat. No. 6.237,604 to Burnside et al. proposes 
usage control based upon cycles or usage time, but fails to 
address the management of legitimate medical probe repro 
cessing. 

0013 U.S. Patent Application 2002/0095078 A1 to Man 
nheimer et al. Specifically relates to pulse oximetry sensor 
reuse, Supporting limits on number of sterilization cycles or 
warranty expiration date. None of these patents or applica 
tions addresses the need for security features or security 
functions to prevent product counterfeiting or tampering 
with the usage control method. 

0014 Similarly, the non-medical sensing device for 
attachment to a measurement instrument described in U.S. 
Pat. No. 5,162,725 to Hodson et al. offers no provision for 
establishing the authenticity of the sensing device (e.g., 
probe) when it is coupled to the instrument. That is, no 
means is suggested to solve the problem of preventing use 
of a counterfeit sensing device, that is constructed to include 
similar calibration and identification data. 

0.015 The prevalence of electronic technology in the 
world makes it relatively easy to counterfeit the memory 
devices proposed for control of reuse with modest effort. 
Potentially, a medical device could be reprocessed by replac 
ing the memory component with a copy made from an 
unused original. The counterfeit memory could be placed in 
a reusable adapter used in conjunction with an expired 
medical probe. Alternatively, an entire counterfeit sensing 
device could be manufactured that was indistinguishable 
with respect to the memory component or its content. 
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0016. The U.S. Health Insurance Portability and 
Accountability Act of 1996 expressed the need for protec 
tion of privacy in storage and transfer of healthcare infor 
mation. This is detailed in the Federal Register, Vol. 63 No. 
155, 45 CFR Part 142, Security and Electronic Signature 
Standards. 

0017 Another application of a memory component asso 
ciated with a medical probe is storage of patient data and 
patient identification data, disclosed in related inventions 
U.S. Pat. No. 6,308,089 to von der Ruhr et al. and continu 
ation application Ser. No. 09/291.769. The aforementioned 
patent reveals the use of encryption to permit the Secure 
storage of data related to the usage of a medical probe, 
including one or more of its identifying data, duration of use, 
number of uses, or time and date stamp of use. 
0.018 U.S. Patent Application 2002/0095077 A1 to 
Swedlow et al. discloses storage of patient identification 
data, pulse rate, and oxygen saturation values, etc., in a pulse 
Oximetry sensor. However, a means for secure storage and 
data transfer to ensure data integrity and privacy is not 
disclosed. 

0019 Secure data storage and transfer in automated sys 
tems can be achieved utilizing a physical Security method 
and/or an algorithmic security method. The physical security 
method relies upon the use of a physical object which might 
be difficult to bypass or forge, such as a door requiring a 
physical key to unlock it, whereas an algorithmic security 
method might rely upon the use of secret data, such as a 
password or personal identification number (PIN) entered 
into a keypad. In biometrics, the physical “key is some 
characteristic physical property of the authorized user, Such 
as a fingerprint, retinal image, Voiceprint, and so forth. 
Combining multiple techniques of using physical and/or 
algorithmic security methods offers the best hope of pro 
viding a secure authentication method. This strategy can be 
applied to the problem of securing the data in a limited use 
medical sensor. 

0020. The more usage, calibration, and clinical data that 
is to be stored in a medical probe, the more important it 
becomes to utilize an efficient storage method. Data com 
pression, particularly lossless data compression, is an encod 
ing method to store more data in less physical memory 
without information loss. Error detection and correction can 
also be part of the method. The encoding of data in a medical 
probe should preferably address the needs of data security, 
integrity, and storage efficiency. 
0021. There remains, therefore, a need for a medical 
system that can automatically control the use of a medical 
probe through enforcement of usage criteria. Such usage 
criteria would include: limiting the duration and/or number 
ofuses of the probe to a predetermined limit value; limiting 
use of the probe to a shelf life or warranty period; permitting 
use of the medical probe only after validation of the com 
bination of medical probe, patient and procedure; and lim 
iting access to patient data stored within the medical probe 
to ensure patient privacy. Preferably, the medical system 
would also provide additional functions, such as data com 
pression, error checking, time and date stamping, and Secu 
rity checking, that would facilitate this usage control, as well 
as regulated reprocessing of medical probes prior to reuse. 
Data stored in the medical probe, related not only to probe 
usage but also patient identity and condition, should be held 
in a secure fashion. 
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0022. It is therefore an object of the invention to provide 
a medical system that can limit the number of times a 
medical probe is used. 
0023. It is another object of the invention to provide a 
medical system that can limit the duration of the use of a 
medical probe. 

0024. It is yet another object of the invention to provide 
a medical system that can limit the use of a medical probe 
to a certain shelf life or warranty period. 

0025. It is still another object of the invention to provide 
a medical system that provides a time and date stamp to 
identify when the therapeutic or monitoring operation per 
formed by the medical system in conjunction with the 
medical probe took place. 

0026. It is a still further object of the invention to provide 
a medical system that provides an auto-identification func 
tion to validate proper use of a medical probe with a medical 
device on a particular patient for a requested therapy or 
monitoring function. 

0027. It is another object of the invention to provide a 
medical probe that can store data regarding the duration of 
use of the probe. 

0028. It is yet another object of the invention to provide 
a medical probe that can store data regarding the number of 
times the probe has been used. 

0029. It is still another object of the invention to provide 
a medical probe that can store a usage limit on the number 
of times or duration of time the probe may be used. 

0030. It is yet another object of the invention to provide 
a medical probe than can store data regarding the reprocess 
ing of the medical probe for Subsequent reuse. 

0031. It is a yet further object of the invention to provide 
a medical system in which identifying data for the medical 
probe and other medical devices is stored in each. 
0032. It is another object of the invention to provide a 
medical system in which a medical device can re-identify a 
medical probe after an interruption in use, to prevent the 
interruption from being construed as a new use. 

0033. It is still another object of the invention to provide 
a medical system that includes a security function for 
verifying the identity of an attached probe. 

0034. It is yet another object of the invention to provide 
a medical system that includes a security function to prevent 
tampering with data stored in the probe. 

0035) It is a still further object of the invention to provide 
a medical system that employs a data encoding system 
including encryption as an algorithmic security method 
when storing data in the medical probe as part of a security 
function. 

0036. It is another object of the invention to provide a 
medical system that includes a probe functional test 
Sequence. 

0037. It is another object of the invention to provide a 
medical reprocessing system that can read the usage data in 
an attached medical probe. 
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0038. It is a yet further object of the invention to provide 
a medical reprocessing system that can store reprocessing 
data in an attached medical probe. 
0039. It is still another object of the invention to provide 
a medical reprocessing system than can store usage control 
data in an attached medical probe, indicating the number of 
reuses and/or duration of reuse of the probe to be permitted 
Subsequent to reprocessing. 

0040. It is a still further object of the invention to provide 
a medical reprocessing system that can detect and delete 
patient data from an attached medical probe. 
0041. It is yet another object of the invention to provide 
a medical reprocessing system that includes a security 
function for verifying that reprocessing of an attached 
medical probe is permitted. 
0042. It is another object of the invention to provide a 
medical reprocessing system that includes an authorization 
function to prevent reprocessing of an attached medical 
probe without obtaining authorization in a secure fashion 
from a licensing or regulatory party. 

SUMMARY OF THE INVENTION 

0043. In one aspect, the present invention is a medical 
probe that includes at least one effector or sensor device and 
a probe memory for maintaining use data, e.g., use values, 
about usage of the probe. The probe memory can include use 
values such as data regarding the number of times the 
medical probe has been used, the duration of each use, the 
total duration of use in conjunction with one or more 
medical devices, and other data regarding the duty cycle of 
usage of the medical probe. Other use values, include the 
date and time of a given use of the probe, the date and time 
when a given condition occurred, product identity, clinical 
data Such as patient or doctor data, and other medical data 
can also be stored in the memory storage location of the 
sensor device. Certain contents of the probe memory are 
processed by an encoding system including encryption and 
stored in encrypted form to facilitate security functions as 
well as maintain confidentiality of patient data. The medical 
probe preferably contains identifying data (Such as a lot 
number or unique serial number) which is electronically 
readable, that can be used in a security function to identify 
the device and prevent tampering with the use data. The 
serial number can serve an auto-identification function for 
reducing medical errors. 
0044) The medical probe, capable of communicating with 
external devices, is coupled to a medical device to provide 
a medical system. The medical device, through communi 
cations with the medical probe, applies usage criteria to limit 
use of the medical probe. Usage criteria include data limiting 
the use of the medical probe. The medical device determines 
usage of the medical probe and limits the total use of each 
medical probe to a limit value by preventing use beyond a 
predetermined usage limit. The usage limit, as noted above, 
can be based on one or more of the following usage criteria: 
total number of uses, total duration of use, shelf life, 
warranty period, regulatory guidelines or licensing agree 
ment. Usage criteria applied by the medical device may 
further include validating that the combination of the medi 
cal device, patient, and intended therapy or monitoring are 
COrrect. 
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0045. The use of a medical probe may be interrupted 
without constituting a new use, i.e., use resumes on the same 
patient without intervening use on another patient after a 
period of interruption Sufficiently short to not require chang 
ing the use value. A probe re-identification method is 
included in the invention to prevent unnecessary reduction 
of the medical probe's intended utility during the course of 
its useful life. 

0046) The medical device, in conjunction with the medi 
cal probe, provides a probe evaluation including a security 
function for verifying the identity of the medical probe. 
Preferably, the security function operates on internal serial 
numbers and encryption keys to ensure that the proper 
probes are coupled to the medical device, that the internal 
use data has not been tampered with, and to Verify commu 
nications between the medical probe and medical device. An 
auto-identification function is advantageously included in 
the probe evaluation. 
0047 The medical device may include a functional test 
sequence applied to the medical probe prior to use. Prefer 
ably, the medical device can determine that the medical 
probe is working within normal operating parameters by 
performing the functional tests. For effectors, the testing 
may include a determination that power outputs are within 
expected values. For sensors, the testing may evaluate 
sensitivity and signal to noise ratio. Expected test results 
based upon design testing, factory calibration, or previous 
functional tests may be stored in the medical device and/or 
the medical probe for comparison purposes. 
0.048. The medical system can also provide a series of 
product identity functions, as well as storing the identifying 
data (e.g., serial numbers) for the equipment used in a given 
medical procedure. The stored data can further include a 
date and time stamp, identifying data regarding the medical 
personnel involved in a monitoring procedure, identifying 
data about the patient, clinical data, and other data related to 
clinical use. The stored data can further include data related 
to reprocessing of the medical probe, Such as personnel and 
facility identification, data and time of reprocessing, and 
authorization by a licensing or regulatory party. Once again, 
in a preferred embodiment an encoding system including 
encryption is utilized for data compression, error checking, 
and to ensure authenticity and to protect patient confiden 
tiality. 
0049 Subsequent to use of the medical probe past usage 
limits, the medical probe may optionally be attached to a 
medical reprocessing system. The medical reprocessing sys 
tem communicates with the probe memory of the medical 
probe, utilizing the data therein to direct reprocessing and 
maintain a database regarding the history of the probe. An 
optional authorization step by a licensing or regulatory party 
may further qualify the decision-making. If reprocessing is 
successful, the contents of the probe memory of the medical 
probe is amended or modified to permit further use; if 
reprocessing is unsuccessful, the medical probe is rendered 
inoperable. 

0050. The medical probe preferably includes a probe 
memory such as a low-power integrated circuit. In one 
preferred embodiment, the probe memory is an add-only 
memory (AOM) that is embedded in the medical probe. The 
AOM preferably includes a tamper-proof serial number and 
medical equipment manufacturer identification field written 
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by the AOM manufacturer as a built-in security function to 
prevent counterfeiting of the AOM; a field of identifying 
data and usage criteria data written by the medical probe 
manufacturer at the time of probe production; a field of use 
values written by the medical system in the course of clinical 
use; and a field of reprocessing data written by the medical 
reprocessing system. 
0051. In one highly preferred embodiment of the inven 
tion, the medical monitoring system comprises a fetal sensor 
for monitoring oxygen Saturation in the blood of a fetus 
while in the womb. The probe memory is embedded in the 
connector used to attach the medical probe to the medical 
device, which is a fetal pulse oximeter. 
0052. Other advantages and features of the invention, 
together with the organization and manner of operation 
thereof, will become apparent from the following detailed 
description when taken in conjunction with the accompa 
nying drawings wherein like elements have like numerals 
throughout the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0053 FIG. 1 is a block diagram of a medical monitoring 
system constructed in accordance with the present invention; 
0054 FIG. 2 is a block diagram of a medical monitoring 
system constructed in accordance with a preferred embodi 
ment of the present invention; 
0.055 FIG. 3 is an operational block diagram of the 
medical monitoring system of FIGS. 1 and 2 of the present 
invention; 
0056 FIG. 4 is a fetal sensor for use with a medical 
device of the medical monitoring system of FIGS. 2 and 3 
of the present invention; 
0057 FIG. 5 is a block diagram of a medical reprocess 
ing system constructed in accordance with the present 
invention; 
0058 FIG. 6 is a block diagram of a medical reprocess 
ing system constructed in accordance with a preferred 
embodiment of the present invention; and 
0059 FIG. 7 is an operational block diagram of the 
medical reprocessing system of FIGS. 5 and 6 constructed 
in accordance with the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0060 Referring now to FIGS. 1-7, and more particularly 
to FIG. 1, a block diagram of a medical system constructed 
in accordance with the present invention is shown at 10. 
Generally, the medical system 10 comprises a medical 
device 12 and a medical probe 14. 
0061 Preferably, the medical device 12 includes a data 
acquisition device 13, a controller 16, an audio output device 
17, at least one memory 18, and a display 20. Preferably, the 
controller 16 includes a device (host) communications port 
19 Such as a serial communications port or other digital 
communication means. The controller 16 is preferably a 
microprocessor, but can comprise a micro-controller or 
various other types of control devices. The memory 18 
preferably comprises a RAM (read/writable) device and an 
EPROM (read only) device, but other known types of 
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memory devices may be used without departing from the 
invention. Preferably, the medical device will include non 
erasable memory components for storing a serial number, as 
will be described more fully below. In some applications, the 
controller 16 may include a memory 18 as part of the 
integrated circuit, thereby eliminating the need for external 
memory devices. 

0062 Hereafter where reference is made to writing a 
message to the display 20 of the medical device 12, it will 
be understood that this can refer to a text message on an 
alphanumeric or graphic display. Alternatively, the display 
20 may comprise a bank of indicator lights or LEDs that 
provide similar data. 
0063. The medical probe 14 generally comprises an 
effector/sensor 24, a probe memory 26, and an external 
connection 120 configured for communicating and transfer 
ring data between the medical device and the probe. An 
effector may comprise any of a number of therapeutic 
devices for cutting, delivering electrical, acoustic, or RF 
energy, etc. A sensor may include pressure sensors, ECG 
sensors, EEG sensors, temperature sensors, oxygen sensors, 
ultrasound transducers, chemical sensors, etc. The selection 
of effectors/sensor(s) 24 and associated hardware used in the 
medical system 12 is dependent only on the type of thera 
peutic or monitoring functions to be performed without 
reference to other aspects of the invention. The connection 
120 between medical probe 14 and medical device 12 is 
preferably electrical in nature, but may alternately be fiber 
optic, free-space optical (e.g., infrared), or radio frequency. 

0064. In FIG. 2, a preferred embodiment of the medical 
system 10 is a pulse oximeter 101 having a medical probe 14 
and a medical device 12. The medical probe 14 and medical 
device 12 are as previously described herein except that the 
effector/sensor 24 includes light emitting device(s) 30 and 
associated detector(s) 32. In a preferred embodiment, the 
light emitting devices 30 are light-emitting diodes (LEDs). 

0065 Data used in the medical system 10, 101 is pref 
erably in a digital electronic format. 
0.066 Referring now to FIGS. 1 and 2, the probe 
memory 26 can comprise a number of various known 
devices including microcontrollers or microprocessors, 
EPROMS, EEPROMS, or application specific chips. These 
devices provide a memory location for maintaining data 
concerning use of the medical probe 14. The probe memory 
26 also includes probe communications port 27 Such as a 
serial communications port or other digital communication 
means. In some applications, separate communication 
devices may also be included. Preferably, more sophisticated 
devices that provide functions such as product identity, 
security checking, and date and time stamping are used. 
0067. The security function includes a physical security 
method and/or an algorithmic security method. The physical 
security method and/or algorithmic security method may be 
used in the storage and transfer of data from the probe 
memory 26 to the medical device 12. In a preferred embodi 
ment of a physical security method, the probe memory 26 is 
a memory that can be written only once, such as a PROM or 
EPROM, providing physical security of the data (i.e., O’s 
can be rewritten as 1's, but not vice versa). In one highly 
preferred embodiment of the invention, the probe memory 
comprises an add-only memory (AOM) which has pre 
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programmed serial number and medical equipment manu 
facturer data. An add-only memory provides physical Secu 
rity of the already-written data (i.e., prevents remaining O’s 
in the written data from later being rewritten as 1s). 
0068 Algorithmic security methods involve the use of an 
encoding system including algorithms to Verify the integrity 
of data, e.g., the cyclic redundancy check (CRC); and 
algorithms to prevent unauthorized access to the data, e.g., 
encryption. The algorithms may be implemented as Software 
in a processor, or as a hardware circuit, without changing the 
intent. Preferably, the encoding system will also accomplish 
lossless compression of the data to reduce the physical 
storage requirements of the memory. 
0069. Other highly preferred devices that can be used for 
the probe memory 26 include a token card chip that includes 
both memory storage and security functions, and 
EEPROMS with built-in CRC and serial number functions. 
These preferred devices will be described more fully below. 
(The use of a token card chip for limiting the use of a 
medical probe is disclosed in Applicants U.S. Pat. No. 
6.308,089 and pending patent application Ser. No. 10/045, 
475, the disclosures of which are herein incorporated by 
reference.) 
0070. As noted above, an important function of the probe 
memory 26 is to store data regarding the duration of use of 
the medical probe 14, and/or to maintain a history of the 
number of uses of the medical probe 14. This data will 
hereinafter be referred to as “use value”. The probe memory 
26 can also store data Such as, but not limited to, date of 
manufacture, warranty information, security data such as 
serial numbers or lot numbers, product identity and encryp 
tion keys, history data such as the identity of medical 
workers (caregivers) involved in the monitoring process 
(procedure), patient data including physiological data col 
lected by the sensor (or effector) 24 itself or transferred from 
another source via the medical device 12, and other types of 
data. The serial number can serve an auto-identification 
function when combined with patient, procedural, and car 
egiver identifying data by the medical device 12 to deter 
mine if a valid combination has been made, as described 
below. In alternative embodiments, the probe memory 26 
may also be used to store as data the results of functional test 
routines and other product testing data. 
0.071) The memory 18 of the medical device 12 prefer 
ably also includes data Such as identifying data (e.g., serial 
numbers) identifying the monitoring device and encryption 
keys, that can be used to verify communications and identify 
devices as will be described below. To provide physical 
security, this data is preferably stored in non-erasable 
memory components (not shown) Such as a read-only 
memory (ROM). The memory 18 preferably also stores 
other data, Such as troubleshooting and calibration data to 
provide a cross check against the data stored in the medical 
probe 14. 
0072 Identifying data for the medical probe 14, usage 
criteria, and one or more encryption keys can also be stored 
in the probe memory 26 at the time of manufacture of the 
medical probe 14. The identifying data is preferably a serial 
number used to uniquely identify a specific probe, as well as 
to identify the type of probe. In some embodiments, iden 
tifying data may consist of a production lot number instead 
of a unique serial number. Preferably, data relating to the 
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date of manufacture, revision codes, and calibration data, 
determined by the type of probe or its specific assembly, can 
also be stored in the probe memory 26 at the time of its 
manufacture. 

0073. At the time of manufacture of the medical probe 
14, data representing one or more usage limit(s) representing 
either a count (number of times of medical probe 14 use) or 
time duration (length of time medical probe 14 is used) can 
be written into the probe memory 26. Alternatively, the 
usage limit(s) may be embedded in the memory 18 of the 
medical device 12. In addition to or in place of these usage 
limit(s), data Such as the date of manufacture or reprocessing 
stored in the medical probe 14 may serve as the basis for 
limiting probe use based upon shelf life or warranty period 
(stored in either the probe or the device). In this case, a 
real-time clock must be maintained in either the medical 
probe 14 itself, or the medical device 12. 
0074 FIG. 3 (3A, 3B, 3C) is an operational block 
diagram illustrating a method of limiting use of medical 
probe 14 in the medical systems 10, 101 shown in FIGS. 1 
and 2, respectively. FIGS. 3A, 3B show Steps 38-62. FIG. 
3C illustrates the detail of Step 46. The method preferably 
includes use of a security function, a probe auto-identifica 
tion/re-identification function, and a probe functionality test 
sequence. It will be understood in the following description 
that the “reading and “writing of the memory storage 
device 26 in the medical sensor 14 encompasses, in a 
preferred embodiment, applying an encoding system with 
encryption to secure the data when reading from and writing 
to the memory. 
0075 Processing commences when a medical probe 14 is 
detected as attached to the medical device 12 in Step 38. To 
ensure a proper connection and verify that a proper medical 
probe 14 is coupled to the medical device 12, in Step 40 an 
initial query is transmitted to the medical probe 14. After 
transmitting Such a query to the medical probe 14, the 
medical device 12 waits for an acknowledgement (signal or 
message) from the medical probe 14 prior to performing any 
further steps. This query and acknowledge sequence (Step 
40) verifies that the probe memory 26 is receiving power and 
can communicate with the controller 16 in the monitoring 
device 12 through a serial or other communications link. 
0076) If, in Step 40, no acknowledgment is received, the 
controller 16 of the medical device 12 will determine that the 
medical probe 14 currently attached is an incorrect medical 
probe or is not functional. Preferably, in Step 41 the con 
troller 16 will provide a message to the display 20, such as 
“Replace Probe’, and/or will emit an audible alarm (medical 
alarm) to the audio output 17, and in Step 42, the controller 
16 will inhibit functions related to the medical probe 14 until 
a suitable one is attached to the medical device 12. Although 
a query and acknowledge step, Step 40, is shown, it will be 
apparent to one of ordinary skill that the step may not be 
required in all applications. Furthermore, the ability to 
perform this step will depend on the functionality of the 
component chosen as the probe memory 26 in the medical 
probe 14. 

0.077 Besides evaluating the correctness of a medical 
probe to the medical device and the immediate functionality 
via Step 40, the method of the present invention in Step 43 
further ensures that a proper medical probe 14 is coupled to 
the medical device 12, to secure communications between 

Jul. 20, 2006 

the medical probe 14 and the medical device 12, and to 
prevent tampering with the use value and/or usage limit(s) 
stored in the probe memory 26. In Step 43 the medical 
system 10 of the present invention preferably uses the serial 
numbers and encryption keys described above to provide a 
security function. Each serial number is preferably trans 
mitted from one to the other i.e., from the medical probe 14 
to the medical device 12, and from the medical device 12 to 
the medical probe 14, in encrypted form. The data in the 
keys and algorithms required by the encryption aspect of the 
data encoding system to decrypt the transmitted data are 
preferably stored in a secure fashion within each device 
(medical probe 14 and/or medical device 12), or transmitted 
in a secure fashion. Suitable encryption algorithms for 
encoding systems are well known, including symmetrical 
key encryption systems, and asymmetrical key encryption 
systems, such as, but not limited to, public key encryption. 
A cyclic redundancy code (CRC) calculation and check is 
also commonly used to validate integrity of transmitted data. 
A data encoding system serves not only to verify transmis 
sions and validate data, but can also determine a signature of 
the transmitted data, thereby identifying the specific sending 
device (medical probe 14 and/or medical device 12). It will 
be apparent that some data encoding systems designed for 
data compression will also adequately ensure data encryp 
tion for a security purpose. 
0078 Preferably, the medical device 12 cannot access 
data relating to the use value(s) and/or usage limit(s) stored 
in the probe memory 26 until the validity of the medical 
device 12 is validated by the security function(s) in the 
medical probe 14. Step 43 can be accomplished directly, by 
processing in the probe memory 26, or indirectly, by 
employing a security key found only inside a valid medical 
device 12 when applying the encryption algorithms of the 
data encoding system to the contents of the probe memory 
26. If the security function fails to validate the medical probe 
14, a message is preferably written to the display 20 of the 
medical device 12 and/or an audible alarm is generated by 
the audio output 17 (Step 41), and the controller 16 inhibits 
functions related to the medical probe 14 until a new one is 
attached (Step 42). 
0079 Preferably, in Step 43 the security function also 
validates the memory component 26 integrity by Verifying 
that the contents of the memory component 26 have not been 
tampered with before proceeding. Besides successful 
decryption in Step 43, further steps at validation of memory 
integrity include examination of validity of date and time 
stamps, and possibly lookup of the serial number of the 
medical probe 14 in a database stored inside of or in 
communications with the medical device 12, as part of the 
probe auto-identification function. 

0080. In alternative embodiments, as part of probe evalu 
ation, a functional test sequence is invoked in Step 44. 
wherein each of the effector/sensor(s) 24 of the medical 
probe 14 is activated to verify functionality. For example, in 
a pulse oximeter sensor the functional tests may include 
correlation of a response of the detector 32 with a drive, or 
electrical current level, of the LED 30 for the plurality of 
LED(s) illuminating the detector 32. In Step 44.1, the results 
of these functional tests can be reported by storing the results 
in internal memory 18 of the medical device 12, writing the 
results to the probe memory 26 in the medical probe 14, 
writing the results to the display 20 for immediate review by 
medical personnel, or a combination of the above. 
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0081. If the probe fails the functional tests, the method 
defaults to Step 41 and a violation message, describing the 
functional test failure is described, and a message indicating 
“Replace Probe' is written to display 20 and/or an audible 
alarm is generated by audio output 17. Functions of the 
medical device 12 related to this medical probe 14 are 
inhibited until another probe is connected to the medical 
device 12. 

0082) Upon completion of the security function of Step 
43 and functional tests of Step 44, the identifying data of the 
medical probe 14 (e.g., the serial number) is preferably 
stored in Step 45 in the memory 18 of the medical device 12 
for identification purposes. The identifying data of the 
medical device 12 is preferably stored in the probe memory 
26 to provide a cross check, as will be described more fully 
below. 

0083. This exchange of identifying data is the basis for 
the probe auto-identification function, considered to be part 
of the usage criteria testing. In Step 45, the medical device 
12 can use the probe's identifying data read from the 
medical probe 14 to determine the type of probe being used. 
For example, if the medical system 10 is used for fetal pulse 
oximetry, the medical device 12 can determine if the 
attached medical probe 14 is a fetal monitoring sensor, 
versus a sensor device more commonly used with adults, 
Such as a finger sensor. Using this information, the medical 
device 12 can adjust parameters and algorithms to match the 
specific functional requirements of the medical probe 14. 
Such parameters for sensor devices 24 include dynamic 
range, signal processing characteristics, probe calibration, 
medical alarm limit values, display content and format, trend 
data storage content and format, and network communica 
tions content and format. In a pulse oximeter sensor, the 
parameters may include LED emission characteristics (e.g., 
center wavelength(s) and spectrum width(s)), calibration 
table (normalized ratio versus SPO value), and detector 
characteristics. 

0084 Another feature of the auto identification function 
of Step 45 uses the identifying data of the medical probe 14, 
in conjunction with information about the configuration of 
the medical device 12 and patient data available in the 
medical system 10, 101 to validate the combination of the 
medical probe 14, the medical device 12, a patient, and/or a 
mode of operation of the medical device 12, e.g., a proce 
dure (therapy or monitoring). 
0085. If an inappropriate combination of medical probe 
14 and medical device 12 is detected (e.g., a fetal sensor 
attached to an adult monitor (medical device), rather than a 
fetal sensor attached to a fetal monitor (medical device)), in 
Step 50 a message describing the violation is preferably 
written to the display 20 and/or an audible alarm is generated 
by the audio output 17. Functions of the medical device 12 
related to this medical probe 14 are inhibited until another 
probe is connected to the monitoring device 12 (Step 42). 
This is an automation of the safety features provided by the 
auto-identification function(s). 
0.086 Once the identifying data and other contents of the 
probe memory 26 of the medical probe 14 are verified, in 
Step 46 the medical device 12 reads the use value(s) from 
the probe memory 26 and preferably stores the use value(s) 
in internal memory 18 of the medical device 12. Optionally, 
the usage limit(s) of the usage criteria can also be read from 
the probe memory 26. 

Jul. 20, 2006 

0087. A possibility exists that the connection of the 
medical probe 14 with the medical device 12 may be 
interrupted during a single use, so in Step 46 a probe 
re-identification feature may be invoked. This interrupted 
use of the medical probe 14 can commonly occur for 
technical reasons, e.g., in order to move or assist the patient, 
or by accident. If included in the usage criteria for the probe 
14 is a limitation on the number of uses, an interruption 
could pose a problem. To avoid the inconvenience of count 
ing the resumption of use after Such an interruption as a 
“new” use, in a preferred embodiment of the invention, a 
re-identification method may be provided in Step 46, further 
detailed in FIG. 3C. 

0088 Probe re-identification corresponds to a medical 
probe 14 being used in conjunction with a particular medical 
device 12, disconnected for a short time, and then reattached 
to either the same or another medical device 12. Even if the 
number of uses is not among the limitations on usage, the 
re-identification of a medical probe 14 by a different medical 
device 12 is important to the proper maintenance of patient 
data in the memory 18 of the medical device 12, as will be 
revealed below. 

0089. In Step 46.1 the date and time of last use (PLU) are 
read from the medical probe 14 as part of the use value(s) 
retrieved in Step 46, and compared to the current date and 
time (M) in the medical device 12. Various methods of 
representing time over a Sufficient range (days to years) and 
with Sufficient accuracy (seconds to minutes) and readily 
permitting arithmetic operations, such as comparison, are 
well known in the art. The interruption time, T, is computed 
in Step 46.1 as the difference M-P, with the assumption 
that the 'clocks' of all medical devices 12 in use are 
consistent. 

0090 The interruption time T is compared in Step 46.2 
with an interruption time limit (ITL), stored in either the 
medical probe memory 26 or the medical device memory 18. 
In one embodiment, if the currently attached probe was not 
last used within the interruption time limit (TsITL), then a 
new use of the probe 14 must be counted. The logic for a 
new use of the probe 14 proceeds with the initial test of use 
values and establishment of “effective use of the probe in 
Step 48, described below. In the preferred embodiment of a 
fetal sensor for oxygen Saturation measurement, one hour is 
a suitable interruption time limit. 
0091. A negative value of T (T-0) is indicative of a 
mismatch between clocks in different medical devices 12. A 
Small negative T may be treated as a Zero result; a large 
negative magnitude would be interpreted as a usage criteria 
violation in Step 50. However, if the currently attached 
probe was last used within the interruption time limit 
(0<TsITL), then re-identification has been accomplished, 
and a new use is not counted. In a preferred embodiment, the 
medical device 12 may further compare the identifying data 
for the medical probe 14 with the identifying data for 
recently used medical probe(s) 14 stored in the medical 
device memory 18, as shown in Step 46.3. If a match is 
found, and the identified probe 14 is the last one used with 
this medical device 12, as determined in Step 46.4, then the 
same use of the probe immediately resumes at Step 52. 
0092. If this probe 14 is not the last one used with this 
medical device 12, or if this probe was never previously 
used with the medical device, then it is advisable to warn the 
operator that a probe and/or patient change has taken place. 
Preferably, the newly-connected medical device 12 warns, in 
Step 46.5, that the medical probe was previously connected 
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to a different device by writing a message to the display 20 
and/or generating an audible alarm by means of the audio 
output 17. This situation could occur if, for example, the 
medical device 12 is taken out of service and replaced with 
another unit (medical device) after effective use of the probe 
14 has commenced. However, it could also take place if 
multiple probes attached to monitors (medical devices) on 
different patients, e.g., in a ward or nursery setting, were 
accidentally interchanged, making re-identification impor 
tant for patient safety. In a preferred embodiment, in Step 
46.5 an operator will indicate whether this is indeed a 
re-identified sensor, proceeding to Step 46.6, or a new use, 
proceeding with Step 48. 
0093 Prior to enabling functions of medical probe 14, the 
medical device 12 will preferably update the clinical data in 
the device memory 18 in Step 46.6. In a preferred embodi 
ment, old clinical data in the memory 18 is archived and/or 
purged, and patient data including identifying data and 
clinical data stored in the probe memory 26 is transferred 
from the medical probe 14 to the memory 18 of the medical 
device 12, as shown in Step 46.6. This transfer is preferably 
conditioned upon use of security means to validate that the 
medical device's operator is authorized to obtain any con 
fidential data from the probe 14, including, but not limited 
to patient identification data and clinical data. 
0094. In another preferred embodiment, the medical 
device 12 may further validate the re-identification of the 
probe 14 by comparison of patient identifying information 
read from both the probe memory 26 and the device memory 
18. This may detect an attempt to reuse the probe 14 on a 
new patient without Sufficient time for cleaning and/or 
sterilization. 

0.095. In yet another preferred embodiment, the medical 
device 12 may in Step 46.6 read from the probe memory 26 
the identifying data for a medical device 12 to which the 
medical probe 14 was previously connected. This identify 
ing data can be used by the currently connected medical 
device 12 to request the transfer of stored patient data from 
the previously used medical device. The request may take 
the form of a message to medical personnel, or direct 
transfer via an electronic connection Such as a network (not 
shown). 
0096. If re-identification is accomplished, the logic then 
proceeds directly to Step 52. Otherwise, if the auto-identi 
fication of probe and intended use is deemed acceptable, in 
Step 48 the use value(s) can then be compared to usage 
limit(s), in terms of either count, duration, shelf life, regu 
latory guidance limit (if any) or warranty period to verify 
that the use value associated with the medical probe 14 has 
not reached a usage limit value. If a use value is substantially 
equivalent to the corresponding usage limit, in Step 50 a 
violation message, describing the type of violation and 
indicating that a new probe is required, is preferably written 
to the display 20 and/or an audible alarm is generated by the 
audio output 17. In Step 42 functions of the medical device 
12 related to this medical probe 14 are inhibited until another 
probe is connected to the medical device 12. 
0097. Note that Step 42, inhibition of functions related to 
the medical probe 14, may be implemented in a number of 
ways. Without affecting the probe, the firmware of the 
controller 16 can simply be programmed to not perform 
processing related to the probe's functions. Alternately, the 
medical device 12 can change the probe memory 26 of the 
medical probe 14 in order to prevent any future reading 
and/or writing therein. Lastly, the medical device 12 can 
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disable the functionality of the sensor/effector 24 by physi 
cally changing the device. For example, in a pulse oximetry 
sensor, a fuse or fusible link may be placed in line with the 
connections to one or both of the LEDs 30. By applying a 
sufficiently high current, the controller 16 could thereby 
disable the pulse oximetry sensor. 
0098. If none of the “usage criteria” are violated, then in 
Step 52 the use value may be displayed on display 20. In 
Some embodiments, regardless of whether any usage viola 
tion has occurred, the use value(s) are written to the display 
20 by the controller 16 to alert medical personnel to the 
remaining usefulness of the probe 14 (Step 52). If the 
remaining usefulness is limited, this information helps an 
operator to determine whether to replace the medical probe 
14 or proceed with the therapy or monitoring. 
0099. In some applications, where the probe memory 26 

is a microcontroller, microprocessor, or other device with 
more advanced mathematical capabilities, the use value(s) 
can be maintained in the probe memory 26 and updated 
internally, without further interaction with the medical 
device 12, as long as power is applied to the medical probe 
14. 

0100. After the use value is displayed in Step 52, the 
probe functions are enabled. From time to time, the medical 
device 12 will test whether the medical probe is still in use, 
Step 54, and determine whether the medical probe has been 
in effective use for a length of time sufficient to count as a 
& G 99 
U.S. 

0101 The commencement of therapeutic or monitoring 
activity with the medical probe 14 is indicated by a start 
of-usage event. Any signal normally used by the medical 
device 12 to begin the therapeutic or monitoring sequence 
associated with medical probe 14 can be used as the start 
of-usage event, to commence updating the use value(s)in 
Step 56. Examples of suitable start-of-usage events are 
reading an activated pushbutton or other Switching device 
indicating commencement of therapy reading an input signal 
from an external device, or, in Some applications, connecting 
the medical probe 14 to the medical device 12. 
0102) The start-of-usage event will typically be condi 
tioned upon completion of a minimal amount of effective 
use. For example, in an application where medical monitor 
ing may be expected to go on for hours, it is reasonable to 
require a short period of effective monitoring (medical probe 
in place, signals received and interpretable, results dis 
played, etc.) prior to considering the monitoring “effective'. 
This prevents the system from deducting a “use' from the 
life of a medical probe because it was briefly tested, inad 
vertently turned on, connected in order to cause display of 
the useful life left, or was demonstrated without actual 
clinical benefit. These events would not be considered an 
effective use, to update the use value(s) in Step 56. In a 
preferred embodiment in a pulse oximetry sensor, five 
minutes of Successful monitoring of the oxygen Saturation 
and pulse rate data is considered effective use to constitute 
a “use.’ 

0103) When the therapy or monitoring is deemed to have 
started, a date and time stamp, along with the identifying 
data of the medical probe 14, is preferably stored in the 
memory 18 of the medical device 12 (Step 56). A usage 
record consisting of the date and time stamp, along with the 
identifying data of the medical device 12, is preferably 
stored in the probe memory 26 of the medical probe 14. It 
will be obvious that the usage records can be stored either in 
the medical probe 14, the medical device 12, or both. 
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0104. In Step 56 the use value is updated, e.g., a usage 
time limit is decremented, accordingly. 
0105. In Step 57, a comparison is made with the usage 
criteria and the updated use value(s) to determine if any 
usage criteria are violated. If no usage criterion is violated, 
then the probe use logic returns to Step 54, and the Steps 
54-57 repeat until a usage criterion is violated or the probe 
is no longer in use. When a usage criterion is violated, e.g., 
the corresponding use value is equivalent to a predetermined 
value, in Step 58 a violation message is displayed and/or an 
audible alarm is made. 

0106. In applications where the usage criterion is dura 
tion of use, a timing function must be activated when the 
start-of-usage event occurs. Preferably, the controller 16 of 
the medical device 12 performs the timing function. Alter 
natively, in applications where the memory storage device 
26 is a microcontroller or other device capable of providing 
a timing function, the timing function may be performed in 
the medical probe 14. When the duration of use of the 
medical probe 14 is Substantially equivalent to a predeter 
mined value, the controller 16 in the medical device 12 will 
preferably write a usage criterion violation message to the 
display 20 and/or generate an audible alarm by means of the 
audio output 17 (Step 58). 
0107. In applications where a usage criterion is a number 
of total uses, the use value must be changed only once for 
each therapeutic or monitoring sequence. When the use 
value reaches a predetermined number of uses, a message 
describing the usage criterion violation is preferably written 
to the display 20 of the medical device 12, and an audible 
alarm is generated by the audio output 17. Preferably, a 
warning will be written to the display 20 by the controller 16 
prior to the last use, thereby allowing medical personnel to 
obtain a new probe for replacement. In some applications, a 
continual count may be maintained on the display 20 of the 
medical device 12. Once the use value has reached the usage 
limit value, the controller 16 in the medical device 12 will 
preferably write a usage criterion violation message to the 
display 20 and/or generate an audible alarm by means of the 
audio output 17 (Step 58). 
0108) Depending upon the type of medical probe 14, its 
mode of use by the medical device 12, and the usage criteria 
that has been violated, different actions may be selected 
when a usage violation occurs. After the violation message 
has been displayed and/or the audible alarm made, in Step 
58, further function of the medical probe 14 may be imme 
diately inhibited, or permitted to continue. 

0109) If the medical probe 14 is permitted to continue to 
be used, then the invention repeats Steps 54-59, e.g., a 
determination is again made in Step 54 as to whether the 
medical probe 14 is in use, etc. If the function is not allowed 
to continue in Step 59, processing will proceed to step 62. 
wherein the invention will update the memory 18 of the 
medical device 12 and/or the probe memory 26 of the 
medical probe 14, Storing the use value, date and time stamp 
the use and then proceeding to Step 42 to inhibit the medical 
probe to function. Specifically, in some embodiments of the 
invention, especially those in which a time duration limit is 
employed (e.g., duration of delivery of a drug dose), the 
medical device 12 will immediately inhibit function Step 42 
until the medical probe 14 is replaced (Step 38). 

0110. In other embodiments, especially those in which 
the usage limit is based upon the number of uses of the 
medical probe 14, it is permissible to finish the current 
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treatment or monitoring operation. Prior to beginning 
another use of the same medical probe 14, however, the 
medical device 12 will, in Step 46, read the use value and 
will not allow another therapeutic or monitoring usage to 
begin until the medical probe 14 is replaced. Again, the 
timing function can be operated to count either up to a 
known value, or down from an initial value to Zero. 
Although changing the use value from an initial use number 
has been described in terms of decrementing, it will be 
apparent to one of ordinary skill in the art that the medical 
system 10 could be easily modified to increment, decrement, 
or use an apparent random sequence. 
0.111 Periodically during use of the medical probe 14, a 
date and time stamp, along with the identifying data of the 
medical probe 14, is preferably updated in the memory 18 of 
the medical device. This data can be used in conjunction 
with clinical logs to track the identity of the equipment and 
the personnel that were involved in a given monitoring 
procedure. Likewise, usage is preferably periodically 
updated in the probe memory 26 of the medical probe 14. 
Although this storage of usage records could be done only 
when the therapy or monitoring ends (Step 62), it may be 
possible to shut off the medical system 10, or disconnect the 
medical probe 14, preventing the usage data from being 
recorded. This is a form of tampering with usage data. 
0.112. Therefore, in a preferred embodiment, a full usage 
record of date and time stamp, along with the identifying 
data of the medical device 12, is written to the medical probe 
14 when effective usage is confirmed. Thereafter, at periodic 
time intervals during continued use, a bit is written in the 
probe memory 26 to keep an approximate record of duration 
of use. Preferably the periodic time interval is an hour, 
however the periodic time interval may be shorter, e.g., a 
second. Typically, the medical device 12 contains non 
volatile RAM used to hold the current usage data, and this 
may be updated much more frequently, e.g., every second. 
0113. In some applications, the medical device 12 may 
include input devices such as keyboards, bar code readers, 
biometric scanners, serial links, and other communication 
devices, for logging the identity of clinicians and the patient 
involved in a procedure, thereby providing a complete log 
for later review. 

0114. In a preferred embodiment, radio frequency iden 
tification functions can be incorporated in the medical 
device 12 to identify medical personnel, patients, and other 
data. Preferably, date and time stamps, identifying data of 
the medical device 12, and other identifying data is stored in 
both the probe memory 26 of the medical probe 14 and the 
memory 18 of the medical device 12 as a cross check. 
Storing this data in both locations simplifies the process of 
later identifying the equipment used in a given monitoring 
process in the event of a failure. In some applications, 
detailed data regarding medical parameters encountered in a 
given procedure may be stored. Alternatively, the controller 
16 may check for defined errors or conditions and store data 
when such conditions occur. 

0115 Although storing usage, date and time stamp data at 
the beginning of effective use and periodically during the 
function of the medical system 10 has been described, it will 
be apparent to one of ordinary skill in the art that this step 
could also be taken at the beginning of effective use, after the 
occurrence of predefined conditions, in the event of a system 
failure, at the end of use, in combinations, or in a number of 
other ways. 
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0116. Although a distinct functional block diagram has 
been shown in FIGS. 3A, 3B and 3C, it will be apparent to 
one of ordinary skill in the art that changes in the order of 
certain functions, modifications of functions, and additions 
could be made without departing from the invention. 
0117. As noted above, in one highly preferred embodi 
ment of the invention, an add-only memory (AOM) is used 
as the probe memory 26. One suitable device is the DS2502, 
manufactured by Dallas Semiconductor, Inc. The data sheet 
for this component, as published by Dallas Semiconductor, 
is incorporated herein by reference. This device contains a 
factory-written registration number plus multiple pages of 
user-programmable memory. The registration number con 
tains a unique code for the customer (in this case, the 
manufacturer of the medical probe); a serial number, plus a 
CRC for validating the integrity of the data. The user 
programmable memory can be written once, one bit at a 
time, and pages can be individually write-protected after 
programming to prevent modification. 

0118. Another advantage of the DS2502 is its incorpo 
ration of the 1-WireTM multi-drop communications scheme, 
serving as the probe communications port 27. This method 
requires only a ground connection and second connection to 
supply power to the DS2502 as well as perform bi-direc 
tional communication. Since the ground connection may be 
connected to a common ground with other electrical func 
tions in the medical probe, only one additional connection to 
the medical probe 14 is required. 

0119 Referring to FIGS. 1 and 2, the medical device 12 
includes a device (host) communications port 19 consisting 
of appropriate hardware and software to interface to the 
probe memory 26. A suitable implementation of the 
1-WireTM interface is the DS2480 Serial 1-WireTM Line 
Driver, also manufactured by Dallas Semiconductor, Inc. 
The data sheet for this component, as published by Dallas 
Semiconductor, is incorporated herein by reference. This 
device interfaces to the controller 16 via a standard UART, 
or serial interface. Generally, the firmware of the controller 
16 must include the ability to operate the device (host) 
communication port 19, send commands to the probe com 
munication port 27 to read and write the probe memory 26; 
interpret status information from the host communication 
port 19, the probe communication port 27, and the probe 
memory 26; and complete the security function including 
the keys required by the encryption system used to secure 
communications and the ability to update the use values. 

0120) The problems associated with prior art medical 
devices are particularly acute in fetal monitoring devices, 
due to the internal placement of sensors and conditions 
Surrounding perinatal monitoring. Consequently, in a highly 
preferred embodiment of the present invention, the medical 
probe 14 comprises a fetal sensor 80 for monitoring the 
oxygen saturation and/or other medical parameters in utero, 
as can be seen in FIG. 4. An example of a fetal oxygen 
sensor is more fully described in U.S. Pat. No. 5,425,362. 
which is incorporated herein by reference. The fetal sensor 
80 includes a flexible housing 82 and a soft molded tip 86. 
Preferably the soft molded tip 86 is integrally coupled to the 
remainder of the fetal sensor 80. The flexible housing 82 and 
the soft molded tip 86 help minimize the possibility of 
membrane rupture or tissue damage. The fetal sensor 80 
includes a flexible strip. Such as spring steel (not shown) 
coated with a smooth surfaced covering (such as a silicone 
rubber, thermoplastic elastomer (TPE), or Teflon). 
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0121 The fetal sensor 80 can include preferably one or 
more of a variety of sensors, such as a pressure sensor, an 
ECG sensor, an EEG sensor, a temperature sensor, an 
oxygen sensor, an ultrasound transducer/sensor, a laser 
diode emitting IR signals with an associated detector, and/or 
a chemical sensor. In some applications, the fetal sensor 80 
can include a balloon type device that can be inflated to 
variable pressures and used with conventional feed back 
electronics to maintain a substantially constant pressure of 
engagement of the device with at least one of the fetus and 
the uterus of the mother. 

0122) In a preferred embodiment, shown in FIGS. 2 and 
4, sensor 24 is preferably the fetal sensor 80. Fetal sensor 80 
includes a pulse oximetry sensor 108, which generally 
comprises two or more light emitting devices 30 (e.g., 
LEDs) of varying wavelengths, and one or more photode 
tector(s) 32. A light blocker 106 ensures that light passes 
through the fetal tissue rather than directly from the emitters 
to the detectors. Relative intensity of the light backscattered 
from the fetal tissue at different wavelengths is used to 
calculate oxygenation levels in ways known in the art. 

0123. Also, in the preferred embodiment, shown in FIG. 
2, the medical device 12 comprises an oximeter for calcu 
lating the oxygenation (SpO) level. One particular example 
of a pulse oximeter is described in U.S. Pat. No. 6,163,715 
B1, issued to Larsen et al., which disclosure is incorporated 
by reference herein. The fetal pulse rate may also be derived 
from the detected signals of the fetal sensor 80, as revealed 
in U.S. Pat. No. 6,339,715. 

0.124 Referring again to FIGS. 2 and 4, all of the 
connections of the fetal sensor 80 are routed via a cable 110 
to a single connection point with the medical device 12. In 
a preferred embodiment, the connection point comprises a 
connector 122 that couples to a mating connector of the 
medical device 12. The probe memory 26 is preferably 
embedded in the connector 122 to limit the overall size of 
the medical probe 14 and reduce the risk of tampering. The 
medical device 12 preferably provides power for the medical 
probe 14. 

0.125 The medical device 12 is in this preferred embodi 
ment a fetal pulse oximeter. The start-of-usage event is 
conditioned upon the fetal sensor 80 being connected and in 
place, yielding signals that result in Successful monitoring of 
oxygen Saturation and pulse rate for at least five minutes. At 
that time and every hourthereafter, a usage record is written 
to the probe memory 26 as long as the fetal sensor 80 
remains attached the medical device 12 and the pair remain 
1. SC. 

0.126 Although in the preferred embodiment the connec 
tor 122 has been shown for handling electrical signals, it will 
be apparent to one of ordinary skill in the art that infrared, 
radio frequency or fiber optic connections, or some combi 
nation of means, could be utilized with appropriate rear 
rangement of illustrated components without departing from 
the invention. 

0127. In FIG. 5, another embodiment of the present 
invention, a medical reprocessing system 410 is shown. The 
medical reprocessing system 410 includes a medical probe 
14 attached to a medical reprocessor 412 via an external 
connection 120. The medical probe 14 that has been disabled 
as a result of usage criteria violation(s) is shown attached to 
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the medical reprocessor 412. In FIG. 6, a preferred medical 
reprocessing system 411, is shown having a medical probe 
14, where the medical probe 14 is preferably a pulse 
okimetry sensor. The medical probe 14 of FIG. 5 may be 
any of the previously discussed herein medical probes, 
having an effector/sensor 24, a probe memory 26, and an 
external connection configured for transferring data between 
the medical reprocessor 412 and the probe 14. The external 
connection may be connection 120 previously described 
herein, or a unique connection may be employed for repro 
cessing, without loss of generality. The medical reprocessor 
412, shown in FIGS. 5 and 6, consists of a controller 416, 
a memory 418, a reprocessor communication port 419, a 
function tester 420, and an external connection means 430. 
A function tester establishes whether the sensor(s) and 
effector(s) 24 of the medical probe 14 are functioning within 
normal operating limits, verifying, e.g., signal strength and 
signal to noise ratio of sensor(s) and current draw of 
effector(s). 
0128 FIG. 7 is an operational block diagram of the 
medical reprocessing system 410, 411 as shown in FIGS. 5 
and 6. The medical reprocessing system 410 or 411, per 
forms security function(s) and functional testing to deter 
mine whether reuse of the medical probe is authorized. In 
Step 538, a medical probe 14 is detected to be attached to the 
reprocessor 412. 

0129. In Step 540, the reprocessor 412 attempts to read 
the contents of the probe memory 26 through the reprocessor 
communication port 419 in connection with the probe com 
munication port 27 via a “Read Request' and detects an 
“acknowledge' from the probe memory 26. If the medical 
probe 14 is damaged or the probe memory 26 is incorrectly 
programmed, the medical probe 14 will not acknowledge the 
read request and in Step 543 the display 420 will display a 
message “Probe Memory Error”. Thus, in Step 540 and 543, 
a medical probe with a damaged probe memory or with 
incorrectly programmed probe memory is rejected as unus 
able. In Step 542, a security function is run on the probe 14 
as described previously herein. If the medical probe 14 fails 
the security function, then the display message is “Probe 
Memory Error.” 

0130. In Step 544, the controller 416 directs functional 
tests of the medical probe 14. The functional testing of Step 
544 may include verifying that: the sensor(s) and/or effec 
tor(s) in the medical probe 14 are operating within design 
parameters; the physical integrity of the medical probe 14 is 
adequate (e.g., Surface testing for cracks); and/or determin 
ing the efficacy of cleaning and sterilization (e.g., evaluation 
of biological indicators, Surface examination for contami 
nants, etc.). If the medical probe 14 fails functional tests, in 
Step 545 the display 420 displays a message “Probe Func 
tion Error. 

0131. In Step 546 the controller 416 seeks reuse autho 
rization for reprocessing of the medical probe 14. The reuse 
authorization of Step 54.6 may be a local function in the form 
of an algorithm run by the controller 416, evaluating usage 
history, functional testing, and other data. Alternately, the 
reuse authorization step may depend upon a security code, 
manually entered by an operator, or obtained in a transaction 
with a remote party via the external connection means 430. 
In yet another alternate embodiment, the entire reuse autho 
rization step may be performed by a remote party Supplied 
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the usage history and functional testing data via the external 
connection 430, and returning a reuse authorization deci 
sion. The external connection 430 may be telephonic, cable, 
radio frequency, or other technology. In a preferred embodi 
ment, the controller 416 utilizes standard Internet technol 
ogy to pass transactions reliably and securely to a remote 
reuse authorization party over the external connection 430. 
Reuse authorization may include assessment of licensing 
fees related to reprocessing of the medical probe 14. 
0132) If reuse authorization in Step 546 is refused, then 
in Step 550, the display 420 displays a message that the 
“Probe Expired.” The probe function is disabled in Step 551 
and the medical probe 14 cannot be reused. 
0.133 If the authorization for reuse is granted in Step 546, 
then in Step 548, the probe memory 26 is modified to permit 
further use of the medical probe 14. The modification of the 
probe memory 26 may include data changes, such as reset 
ting the date of manufacture to represent the date of repro 
cessing (extending shelf and warranty life); clearing the 
duration of use value; Zeroing the count of uses; and so forth. 
Additionally, usage criteria data stored in the probe memory 
26 may be modified to reflect a change in condition of the 
medical probe 14. To protect the privacy of patient data, in 
a preferred embodiment all patient-specific data, including 
patient and caregiver identification, clinical data, proce 
dures, physiological data, and timestamps thereof, are 
deleted from the probe memory 26. 
0134) If in Steps 543,545, or 550 a medical probe 14 fails 
reprocessing for any reason, in Step 551, the medical probe 
14 may be disabled to prevent further attempts at use. 
Disabling the probe functions consist of at least removal of 
any patient-specific data from the probe memory 26. In a 
preferred embodiment, the probe memory 26 may be locked 
to prevent any further write operations to it. Preferably, the 
functions of the sensor/effector(s) 24 are directly disabled, as 
Suggested above for the case of a pulse oximetry sensor, for 
example by opening a fuse or fusible link with a sufficiently 
high electrical current. 
0135) In a preferred embodiment shown in FIG. 6, the 
medical reprocessing system 411 is designed for use with a 
medical probe 14 that is a pulse oximetry sensor, Such as 
fetal sensor 80 of FIG. 4 for performing fetal pulse oxim 
etry. The function tester 413 provides means to sense open 
and short circuits in the medical probe 14, evaluate current 
draw and light output of the light emitting device(s) 30, 
sensitivity and noise of the photodetector(s) 32, and perform 
other tests. 

0.136 While preferred embodiments have been illustrated 
and described, it should be understood that changes and 
modifications can be made thereto without departing from 
the invention in its broadest aspects. Various features of the 
invention are defined in the following claims. 

What is claimed is: 

1. A medical probe for use with a medical device, the 
medical probe comprising: 

a sensor or an effector; 

a probe communications port for communicating and 
transferring data between the medical probe and the 
medical device; 
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a probe memory having data stored therein for facilitating 
a security function and one or more other functions, 
including a probe auto-identification function, a probe 
re-identification function, or a probe functional test 
sequence, when the medical probe is used in conjunc 
tion with the medical device; and 

wherein the probe memory further includes a reuse autho 
rization function for reprocessing the medical probe. 

2. The medical probe as defined in claim 1, wherein the 
probe re-identification function utilizes an identifying data 
about the medical probe, and a time and date stamp of a last 
use of the medical probe, a current date and time, and both 
an identifying data and a time and date stamp of use 
corresponding to the previously used medical probe stored 
in the medical device. 

3. The medical probe as defined in claim 1, wherein the 
probe memory includes a set of probe identifying data and 
the medical device includes a probe auto-identification func 
tion utilizing the probe identifying data. 

4. The medical probe as defined in claim 1, wherein the 
probe functional test sequence of the medical device acti 
vates the medical probe to verify functionality of the sensor 
or the effector of the medical probe. 

5. The medical probe as defined in claim 1, wherein the 
security function is in the medical probe or in the medical 
device or in both. 

6. The medical probe as defined in claim 1, wherein the 
security function includes a physical security method, or an 
algorithmic security method, or both. 

7. The medical probe as defined in claim 6, wherein the 
physical security method includes a portion of the probe 
memory having a write-once memory. 

8. The medical probe as defined in claim 6, wherein the 
algorithmic security method includes a data encoding sys 
tem with encryption in the medical device for encrypting 
data before it is stored in the probe memory and for 
decrypting data read from the probe memory in the medical 
device; or wherein the algorithmic security method includes 
a data encoding system with encryption in the medical probe 
for encrypting data from the medical device in the probe 
memory when it is stored therein, and for decrypting data 
stored in the probe memory when it is read by the medical 
device. 

9. The medical probe as defined in claim 8, wherein the 
data encoding system incorporates symmetrical encryption 
or wherein the data encoding system incorporates asym 
metrical encryption. 

10. The medical probe as defined in claim 8, wherein the 
data encoding system incorporates public key encryption. 

11. The medical probe as defined in claim 1, wherein the 
medical probe is a pulse Oximetry sensor. 

12. The medical probe as defined in claim 1, wherein the 
medical probe is a fetal sensor probe. 

13. The medical probe as defined in claim 12, wherein the 
fetal sensor probe is a limited use fetal sensor probe includ 
ing a housing and at least one sensor device and wherein the 
probe memory includes the probe communications port, the 
probe memory storing a set of use values for limiting use of 
the probe according to a set of usage criteria. 

14. The medical probe as defined in claim 13, wherein the 
sensor device is a pulse oximetry sensor used for measuring 
oxygen Saturation in fetal tissue. 

15. The medical probe as defined in claim 13, wherein the 
probe memory comprises an add-only memory device. 
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16. A medical reprocessing system comprising: 
a medical reprocessor; and 
a medical probe having a sensor or an effector, a probe 

communications port and a probe memory having a 
security function and a reuse authorization function for 
reprocessing the medical probe. 

17. The medical reprocessing system as defined in claim 
16, wherein the medical reprocessor includes a controller, a 
medical processor memory, a reprocessor communications 
port, a functional tester and an external connection config 
ured to communicate with the medical probe and to receive 
from the medical probe a set of use values for determining 
whether the medical probe should be disabled or reprocessed 
for re-use using the reuse authorization function. 

18. A method for reprocessing a medical probe in a 
medical reprocessing system having a medical reprocessor, 
the medical probe having a probe memory with a reuse 
authorization function therein for reprocessing the medical 
probe, the method comprising the steps of 

(a) coupling the medical probe to the medical reprocessor 
in the medical reprocessing system; 

(b) using the reuse authorization function for seeking 
authorization to reprocess the medical probe; and 

(c) disabling the medical probe, if the reuse authorization 
fails; or clearing the probe memory and storing new 
contents therein to permit further use of the medical 
probe, if the reuse authorization is successful. 

19. The method for reprocessing a medical probe as 
defined in claim 18, wherein the medical reprocessing 
system includes an external connection, the method includ 
ing the step of remotely performing Steps (b) through (c) via 
the external connection. 

20. The method for reprocessing the medical probe in the 
medical processing system as defined in claim 18, wherein 
the medical reprocessor includes a controller, a medical 
processor memory, a reprocessor communications port, and 
a function tester; and wherein the medical probe includes a 
sensor or an effector and a probe communications port, and 
wherein the probe memory includes a security function and 
the reuse authorization function therein, the method further 
comprising the steps of: 

(d) retrieving a set of use values associated with use of the 
medical probe from the probe memory through the 
reprocessor communications port in communications 
with the probe communications port after Step (a): 

(e) using the security function for decrypting data stored 
in the probe memory to verify that a contents of the 
probe memory have not been corrupted or tampered 
with: 

(f) using the controller to perform a set of function tests 
on the medical probe using the function tester, 

and wherein Step (c) further includes disabling the medi 
cal probe, if any of the function tests fail; 

or wherein Step (c) further includes clearing the probe 
memory and storing new contents therein to permit 
further use of the medical probe if the function tests and 
the reuse authorization are successful. 


