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(57) ABSTRACT 

In one embodiment of the invention, a method is provided for 
retrieving certain electronic information previously stored on 
certain storage media after a threshold set in the storage 
retention criteria has been exceeded in an electronic informa 
tion storage system that stores electronic information on Stor 
age media in accordance with a storage retention criteria is 
provided. The method includes storing a record in a memory 
associated with a system manager that assigns the storage 
retention criteria to the certain electronic data, designating the 
storage media available for overwrite after the threshold set in 
the storage retention policy has been exceeded, identifying 
the certain storage media available for overwrite, and retriev 
ing information from the certain media after the threshold set 
in the storage retention policy has been exceeded. 
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COPYRIGHT NOTICE 

0013 A portion of the disclosure of this patent document 
contains material that is Subject to copyright protection. The 
copyright owner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sures, as it appears in the Patent and Trademark Office patent 
files or records, but otherwise expressly reserves all other 
rights to copyright protection. 

BACKGROUND 

0014. The present invention generally relates to the stor 
age and retrieval of electronic data used in computer systems. 
More particularly, the present invention relates to systems and 
methods for managing the storage of electronic data on 
recordable medium that extends the amount of time the elec 
tronic data may be retrieved from the recordable medium 
before the medium is reused in another storage application. 
0015 The storage of electronic data has evolved overtime. 
During the early development of the computer, storage of 
electronic data was limited to individual computers. Elec 
tronic data was stored in the Random Access Memory (RAM) 
or some other storage medium Such as a magnetic tape or hard 
drive that was a part of the computer itself. 
0016 Later, with the advent of network computing, the 
storage of electronic data gradually migrated from the indi 
vidual computer to stand-alone storage devices accessible via 
a network. These individual network storage devices soon 
evolved into networked tape drives, optical libraries, Redun 
dant Arrays of Inexpensive Disks (RAID), CD-ROM juke 
boxes, and other devices. Common architectures included 
drive pools, which generally are logical collections of drives 
with associated media groups including magnetic tapes or 
other storage media used by a given drive pool. 
0017 Storage systems, such as some of the systems 
described above, typically employ certain high capacity data 
storage mediums, which may include magnetic tapes, optical 
disks and the like to store electronic information. At some 
point in time, however, it is often no longer necessary or 
desirable to retain the electronic information stored on these 
media. When this point is reached, the media on which such 
electronic information is stored may be reused or recycled by 
the system for use in other storage jobs rather than simply 
discarding the media or maintaining the information in per 
petuity. 
0018 For example, in a tape-based system, a storage tape 
with unwanted or outdated information may be designated 
within the storage management system for reuse in a Subse 
quent storage operation in a spare media pool. Such a spare 
media pool may contain media that is available for storage use 
in Subsequent storage operations and may include new media 
or media designated for reuse within the storage system. 
When storage media areassigned to the spare media pool, any 
information in the storage management system regarding the 
old data on the tape may be discarded, erased or designated 
for overwrite and replaced with a simple designation indicat 
ing that the tape is available for use in another storage opera 
tion. For example, an index entry used by the storage man 
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agement system that includes information about the old data 
may be overwritten of renamed to after the data retention 
period has expired. 
0019. In many storage systems, however, the reused stor 
age media continues to contain the data from the previous 
storage operation, which typically remains on the media until 
it is overwritten by a new storage process. Thus, in many 
storage systems, the media designated for reuse continues to 
contain old information for a significant period of time past 
any established retention date. Nevertheless, because records 
are not typically retained or retrievable by storage manage 
ment systems regarding the media designated for reuse (and 
any old information contained thereon), it is difficult to 
recover or restore any of this old information, absent the use 
of cumbersome, uncommon restore procedures, despite the 
fact that the Such information still exists on media designated 
for reuse within the system. 
0020. Accordingly, what is needed are systems and meth 
ods that overcome this and other deficiencies. 

SUMMARY 

0021. In one embodiment of the invention, a method is 
provided for retrieving certain electronic information previ 
ously stored on certain storage media after a threshold set in 
the storage retention criteria has been exceeded in an elec 
tronic information storage system that stores electronic infor 
mation on storage media in accordance with a storage reten 
tion criteria is provided. The method includes storing a record 
in a memory associated with a System manager that assigns 
the storage retention criteria to the certain electronic data, 
designating the storage media available for overwrite after the 
threshold set in the storage retention policy has been 
exceeded, identifying the certain storage media available for 
overwrite, and retrieving information from the certain media 
after the threshold set in the storage retention policy has been 
exceeded. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022. The above and other objects and advantages of the 
present invention will be apparent upon consideration of the 
following detailed description, taken in conjunction with the 
accompanying drawings, in which like reference characters 
refer to like parts throughout, and in which: 
0023 FIG. 1 is a block diagram of a network architecture 
for a system that performs storage and retrieval operations on 
electronic data in a computer network in accordance with the 
principles of the present invention; 
0024 FIG. 2 is a block diagram of an exemplary media 
library storage device for a system to perform storage and 
retrieval operations in accordance with an embodiment of the 
invention; 
0025 FIG. 3 is a flow chart illustrating some of the steps 
for performing storage and retrieval operations on electronic 
data in a computer network according to an embodiment of 
the invention; and 
0026 FIG. 4 is a flow chart illustrating some of the steps 
involved with selecting media for reuse in accordance with an 
embodiment of the invention. 

DETAILED DESCRIPTION 

0027. An embodiment of the system constructed in accor 
dance with the principles of the present invention is shown in 
FIG.1. As shown, the system may include a client 50, a data 
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agent 60, a data store 70, a storage management component 
(SMC) 80, a storage manager index 90, one or more media 
management components 100 (sometimes referred to as 
media agents), one or more media management component 
indexes 110, and one or more storage devices 120. Although 
FIG. 1 depicts a system having two media management com 
ponents 100, there may be one media management compo 
nent, or a plurality of media management components pro 
viding communication between the client 50, storage 
manager 80 and the storage devices 120. In addition, the 
system can include one or a plurality of storage devices 120. 
Moreover, in some embodiments, media management com 
ponents 100 may be removed, omitted or otherwise bypassed, 
with storage manager 80 directly controlling storage devices 
120. 

(0028 Client 50 can be any networked client 50 and may 
include at least one attached data store 70. Data store 70 may 
be any memory device or local data storage device known in 
the art, such as a hard drive, CD-ROM drive, tape drive, 
RAM, or other types of magnetic, optical, digital and/orana 
log local storage. In some embodiments of the invention, 
client 50 includes at least one data agent 60, which is a 
Software module that is generally responsible for storing, 
archiving, migrating, and recovering data of a client 50 stored 
in data store 70 or other memory location. 
0029 Storage operations may include, but are not limited 
to, creation, storage, retrieval, migration, deletion, and track 
ing of primary or production Volume data, secondary Volume 
data, primary copies, secondary copies, auxiliary copies, 
Snapshot copies, backup copies, incremental copies, differ 
ential copies, synthetic copies, HSM copies, archive copies, 
Information Lifecycle Management (ILM) copies, and 
other types of copies and versions of electronic data. 
0030. In some embodiments of the invention, the system 
of FIG. 1 provides at least one, and typically a plurality of data 
agents 60 for each client, each data agent 60 is intended to 
store, backup, migrate, and recover data associated with a 
different application. For example, a client 50 may have dif 
ferent individual data agents 60 designed to handle Microsoft 
Exchange data, Lotus Notes data, Microsoft Windows file 
system data, Microsoft Active Directory Objects data, and 
other types of data known in the art. 
0031 Storage manager 80 is generally a software module 
or application that coordinates and controls the system. For 
example, storage manager 80 may manage and control Stor 
age operations performed by the system shown in FIG. 1. 
Storage manager 80 may communicate with some or all com 
ponents of the system including clients 20, data agents 60. 
media management components 100, and storage devices 120 
to initiate and manage storage operations. Storage manager 
80 may include an index 90 for storing data related to storage 
operations (described in more detail below). Generally speak 
ing, storage manager 80 communicates with storage devices 
120 via a media management component 100. In some 
embodiments, storage manager 80 may communicate 
directly with storage devices 120. 
0032. The system shown in FIG. 1 may include one or 
more media management components, such as media man 
agement component 100. Media management component 
100 may be implemented as a software module that conveys 
data, as directed by the storage manager 80, between the 
client 50 and one or more storage devices 120, which can be 
storage devices such as a tape library, a hard drive, a magnetic 
media storage device, an optical media storage device, or 
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other storage device. Media management component 100 is 
communicatively coupled with and may control storage 
device 120. For example, media management component 100 
might instruct a storage device 120 to store, archive, migrate, 
or restore application specific data. Media management com 
ponent 100 generally communicates with the storage device 
120 via a local bus such as a SCSI adaptor or a host bus 
adaptor (HBA). 
0033 Each media management component 100 may 
maintain an index cache 110 which stores index data that the 
system generates during storage operations. For example, 
storage operations for Microsoft Exchange data generate 
index data. Index data may include, for example, information 
regarding the location of the stored data on a particular media 
(e.g., a location offset value), information regarding the con 
tent of the data stored Such as file names, sizes, creation dates, 
formats, application types, and other file-related criteria, 
information regarding one or more clients associated with the 
data stored, information regarding one or more storage poli 
cies, storage criteria, or storage preferences associated with 
the data stored, compression information, retention-related 
information, encryption-related information, stream-related 
information, and other types of information. Index data thus 
provides the system with an efficient mechanism for perform 
ing storage operations including locating user files for recov 
ery operations and for managing and tracking stored data. 
0034. The system of FIG.1 may maintain multiple copies 
of the index data regarding particular stored data. A first copy 
may be stored with the data copied to a storage device 120. 
Thus, a tape may contain the stored data as well as index 
information related to the stored data. In the event of a system 
restore, the index data stored with the stored data can be used 
to rebuild a media management component index 110 or other 
index useful in performing storage operations. In addition, 
the media management component 100 that controls the Stor 
age operation also may generally write an additional copy of 
the index data to its index cache 110. The data in the media 
management component index cache 110 is generally stored 
on faster media, Such as magnetic media, and is thus readily 
available to the system for use in storage operations and other 
activities without having to be first retrieved from the storage 
device 120. 
0035 Storage manager 80 may also maintain an index 
cache 90. Storage manager index data may be used to indi 
cate, track, and associate logical relationships and associa 
tions between components of the system, user preferences, 
management tasks, and other useful data. For example, Stor 
age manager 80 might use its index cache 90 to track logical 
associations between media management components 100 
and storage devices 120. Storage manager 80 may also use its 
index cache 90 to track the status of storage operations to be 
performed, storage patterns associated with the system com 
ponents such as media use, storage growth, network band 
width, service level agreement (SLA) compliance levels, 
data protection levels, storage policy information, Storage 
criteria associated with user preferences, retention criteria, 
storage operation preferences, and other storage-related 
information. 

0036 Index caches 90 and 110 typically reside on their 
corresponding storage component's hard disk or other fixed 
storage device. For example, jobs agent 85 of a storage man 
ager component 80 may retrieve storage manager index 90 
data regarding a storage policy and storage operation to be 
performed or scheduled for a particular client 50. Jobs agent 
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85, either directly or via another system module, may com 
municate with data agent 60 regarding the storage operation. 
In some embodiments, jobs agent 85 may also retrieve from 
index cache 90 a storage policy associated with the client 50 
and uses information from the storage policy to communicate 
to data agent 60 one or more media management components 
100 associated with performing storage operations for that 
particular client 50 as well as other information regarding the 
storage operation to be performed Such as retention criteria, 
encryption criteria, streaming criteria, etc. Data agent 60 then 
packages or otherwise manipulates the client data stored in 
client data store 90 in accordance with the storage policy 
information and/or according to a user preference, and com 
municates this client data to the appropriate media manage 
ment component(s) 100 for processing. Media management 
component(s) 100 store the data according to storage prefer 
ences associated with the storage policy including storing the 
generated index data with the stored data, as well as storing a 
copy of the generated index data in the media management 
component index cache 110. Data may be stored in accor 
dance with any Suitable storage policy or preference includ 
ing those disclosed in U.S. patent application Ser. No. 10/818, 
749, which is hereby incorporated by reference in its entirety. 
0037. In some embodiments, components of the system 
may reside and execute on the same computer. In some 
embodiments, a client component such as a data agent 60, a 
media management component 100, or a storage manager 80 
coordinates and directs local archiving, migration, and 
retrieval application functions as further described in U.S. 
patent application Ser. No. 09/610.738, which is hereby 
incorporated by reference in its entirety. These client compo 
nents can function independently or together with other simi 
lar client components. 
0038 Storage device 120 may be any conventional storage 
device capable of storing data. Some storage devices 120 may 
include a robotic arm (not shown) that may be used to insert 
and remove storage media 145 contained in the storage 
device. The type of storage media used in storage device 120 
is not critical and can be a magnetic tape or optical disk, Such 
as that generally depicted in FIG. 2. For example, Storage 
device 120 may include any suitable storage media Such as 
storage tapes 145, but some embodiments may also include 
other optical and magnetic media such as CDRW, DVDRW. 
etc., (not shown). Storage device 120 may also include drives 
125, 130, and 135 for reading information from and writing 
information to such media. Tapes 145 may store electronic 
data containing backups of application data, userpreferences, 
system information, and other useful information known in 
the art. 

0039. In operation, the system shown in FIG.1 may store 
electronic data on storage media 145 as described above. 
Generally speaking, the information stored on media 145 may 
be maintained in accordance with particular storage policy or 
retention preference that may be predefined or updated peri 
odically. Such policies may be user defined or may be one of 
several available predefined default settings (e.g., as directed 
by a storage manager index). A storage policy is generally a 
data structure or other information that includes a set of 
preferences and other storage criteria for performing a stor 
age operation. The preferences and storage criteria may 
include, but are not limited to: a storage location, relation 
ships between system components, network pathway to uti 
lize, retention policies, data characteristics, compression or 
encryption requirements, preferred system components to 
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utilize in a storage operation, and other criteria relating to a 
storage operation. A storage policy may be stored to a storage 
manager index, to archive media as metadata for use in restore 
operations or other storage operations, or to other locations or 
components of the system. 
0040. In the case where information is retrieved from 
media 145, Storage manager 80 and/or media management 
components 100 may cooperate with one another and interact 
with storage device 120 to locate a particular media 145 and 
retrieve the desired data. Media 145 may be located using any 
Suitable means including index information that specifies the 
physical location of the media within storage device 120 and 
may also utilize external or internal labels or other indicia 
identifying the media and data stored thereon. Such media 
identifiers may include on media labels (OMLs), bar codes, 
RFIDs, etc. 
0041 Furthermore, during normal operation, storage 
device 120 may reuse or recycle storage media 145 as appro 
priate to provide the system with the storage resources nec 
essary to perform future storage operations and to promote 
the efficient use of spare media within the system. One benefit 
of this reuse type system is that it reduces the amount of media 
required by the storage system thereby eliminating the need 
for large amounts unnecessary storage media 145. 
0042. For example, storage manager 80 and/or media 
component manager 100 may monitor the retention prefer 
ences or storage policies of data stored on media 145. When 
certain data exceeds one or more predetermined thresholds 
(e.g., exceeds an age, size or other specified parameter), Stor 
age manager 80 and/or media component manager 100 may 
designate the media on which that data is stored available for 
current use (i.e., may be overwritten). This allows storage 
device 120 to use that media, which still contains old data that 
has passed its retention period, for new storage tasks. For 
example, after certain data on a particular media 145 has 
exceeded a threshold parameter, media manager component 
100 may designate that media for reuse. The information 
regarding the old data, however, still exists and may be 
retained (e.g., in an index or backup index). This information, 
which may include descriptive metadata, is useful in future 
restore operations where spare media tape 145 has not yet 
been overwritten and it is desired to retrieve some of that data 
stored thereon. Such information may be retained until the 
media 145 is completely overwritten with new data. After 
media 145 is overwritten with new data in a subsequent stor 
age operation, the old data previously stored on the overwrit 
ten portion of the media is usually unrecoverable. 
0043. In some embodiments, media 145 may be managed 
by assigning the media to one or more “media pools. Media 
145 may be assigned to a particular media pool by storage 
manager 80 based on certain attributes of the data stored on 
the media. For example, one type of media pool may be 
referred to as a “save pool.’ Media assigned to a save pool 
may be designated by storage manager 80 and/or media man 
agement components 100 as “write protected' or “unavail 
able' or “in storage.” Certain media 145 may be assigned to 
Such a save pool in the case where the data stored therein is to 
remain in storage and accessible pursuant to a storage policy 
and therefore cannot be overwritten or reused at this point in 
time. Storage manager 80 may retain records and other infor 
mation relating to the data stored on each media 145 in the 
save pool Such as its physical location and the relationship 
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between the data, media ID, and storage policy in order to 
coordinate access and management of storage resources and 
the stored data. 

0044 Another type of media pool may be referred to as a 
“scratch pool.’ Media assigned to a scratch pool may be 
designated by storage manager 80 as “writeable' or “avail 
able' or “spare’ or “spare media pool.’ Media assigned to the 
scratch pool is generally available for storage operations and 
is generally not write protected or otherwise restricted from 
use within a storage device. Thus, when the system of FIG. 1 
requires additional media 145 for new storage operations, the 
spare media pool is where such media may be located and 
made available to the system. Moreover, media 145 may be 
assigned to Such a scratch pool in the case where the media is 
newly added to the system or where the data stored on a 
previously used media no longer needs to be retained or has 
exceeded a limitation set forth in its storage policy and there 
fore may be overwritten or reused at this point in time. For 
example, certain data may have exceeded its age criteria. In 
this case, the media 145 on which that data is stored may be 
designated for reuse and assigned to the spare media pool. 
The metadata and other information describing the data may 
also be retained in a spare media index that tracks such infor 
mation (not shown). The spare media index may be substan 
tially the similar to or the same as index 90 used to track media 
145 and may be stored in or part of index 90. 
0045 Thus, the system of FIG. 1 has the ability to keep 
track of what previously used media is available for new 
storage operations by consulting an index of data records that 
indicate which media 145 are members of which media pool. 
In other embodiments, the status of a particular media may be 
determined by consulting records that are maintained on a 
media by media basis. For example, when a certain media is 
available for new storage operations, a flag may set in that 
media's profile record. With this system, storage manger 80 
may quickly determine system capacity, availability and 
degree of utilization of spare media. 
0046 Moreover, in some embodiments, data may be over 
written on spare media (and the media may be reused) based 
ona classification scheme or according to certain preferences. 
For example, data may be assigned to various retention levels 
and may be overwritten based on those retention levels, with 
the highest priority data being overwritten last. Thus, for 
example, low priority data may be overwritten first, interme 
diate priority data may be overwritten next, and high priority 
data overwritten last. Such a hierarchy extends the lifecycle of 
data on a sliding scale, providing additional flexibility in 
retrieving databased on retention level, while making storage 
media available within the system. 
0047 Unlike prior art systems, a preferred embodiment of 
the present invention continues to retain records and other 
information relating to media assigned to the scratch pool (or 
simply for the media designated for reuse in general irrespec 
tive of whether a scratch pool or save pool concept is actually 
implemented). For example, media management component 
100 and/or storage manager 80 may store or retain records 
relating to each media 145 in the Scratch pool including its 
physical location within storage device 120, the data stored 
on that media, as well as information useful in indexing that 
data, media identification information and storage policy, etc. 
(e.g., in a spare media pool index). This allows the present 
invention to identify and retrieve previously stored informa 
tion from scratch pool media that has exceeded its retention 
date, thus accommodating the need for the reuse of Storage 
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media and promoting system efficiency while Succeeding in 
extending the storage period of previously stored data past its 
retention date by leveraging description data already present 
within the system. This ability represents an improvement 
overprior art systems which typically cannot access old infor 
mation from recycled media despite the fact such information 
continues to remain on spare media within the storage system 
prior to overwrite. 
0.048. In some embodiments, the index or other informa 
tion retained for the Scratch pool media (i.e., spare media pool 
index) may be the same as or Substantially similar to the 
information retained for save pool media. In this case, when a 
media 145 is assigned to the scratch pool from the save pool, 
the associated records may be simply copied or redesignated 
as Scratch pool records. Using this approach, little or no 
additional processing of existing media management infor 
mation need be performed to obtain detailed and accurate 
information regarding scratch pool media. The redesignated 
information may be used by storage manager 80 or other 
management systems (not shown) to retrieve old information 
that remains on Scratch pool media (prior to reuse). 
0049. Although media may be reassigned from one stor 
age pool to the other as described above, it will be understood 
that this does not necessarily require any physical movement 
of the storage media from one location to another. Rather, 
media may remain at one location with that media being 
reassigned to the scratch pool within management Software 
resident on storage manager 80. 
0050. Furthermore, in some embodiments of the inven 

tion, storage manager 80 may monitor the reuse of media 
from the scratch pool such that the system keeps track of the 
storage space and/or data overwritten by Subsequent storage 
operations. This may involve updating the scratch pool media 
records so that the records reflect how much of the old data 
remains on that particular media. For example, a certain 
media 145 designated for reuse may be partially overwritten 
such that it includes both new data and old data. This may 
involve keeping track of certain files, chunks, and/or blocks of 
data including any location offset on the media or any descrip 
tion. Storage manger 80 may update the records associated 
with that media so it may be readily determined how much old 
information still may be recovered. Such updating may be 
automated and triggered by reuse of a previously used media 
145 and/or in accordance with any classification or retention 
scheme Such that description information or metadata may be 
updated, deleted or otherwise modified when corresponding 
portions of data are overwritten on media 145. Any suitable 
data monitoring and updating procedure or program may be 
used to achieve this objective. This feature permits the present 
invention to identify and retrieve (or partially retrieve) old 
information from media already in reuse. 
0051. Another aspect of the invention involves the man 
agement, organization and display of Save pool and scratch 
pool information. In some embodiments, both save pool and 
scratch pool information may be organized and displayed 
using a graphical user interface with familiar pull down 
menus and a folder/file organization structure. For example, a 
user may browse information in either pool by merely click 
ing on a particular folder (such as save or scratch) and select 
a particular media (which may be represented as a file within 
the folder) to view the information stored on that particular 
media. This allows a user media level access to the informa 
tion stored in the system. In other embodiments, browse 
features associated with the system may locate and display 
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for a user a graphical view or all save pool media in one 
display and a different display that shows all the scratch pool 
media. For example, by searching for all available spare pool 
media, the system of FIG.1 may populate a table, list or other 
graphical display showing the available spare pool media, the 
records of the data stored on that media, and any other useful 
information (e.g., a spare pool media display). The same or 
similar may also be done for save pool media. In some 
embodiments, access to such information may be password 
protected within the system and available to only users with 
the appropriate privileges. For example, a user may only have 
privileges to the save pool and not the scratch pool, the may 
have access to high level data such as the available or used 
media, but not to any index information, etc. 
0.052 Additionally, management software may include a 
search engine and command functions that allow the user to 
quickly search save system media to determine if particular 
data exists or to observe the status of certain media. For 
example, ifa user wants to determine if certain data which has 
past its retention cycle still exists on media within the scratch 
pool, a boolean word search or other searching method may 
determine whether that data still exists or not. Moreover, the 
system may generate Summaries that include general infor 
mation Such as listing the oldest data in the scratch pool, the 
current contents of the scratch pool, remaining unused system 
storage capacity etc. Command functions may allow users to 
modify or otherwise direct manipulation of media outside of 
normal automated operation. These summary, command, and 
search functions may be user configurable and arranged 
according to the needs or desires of a particular user. 
0053. The system of FIG. 1 may select media for reuse 
employing a number of different selection criteria. For 
example, media that contains data past its retention cycle may 
be designated for reuse immediately after (or sometime after) 
the retention period expires. However, the order in which 
those media are overwritten may vary according to default or 
user-specified preferences. For example, a default preference 
may specify that the media containing the oldest data be 
overwritten first. Other default scenarios may include speci 
fying reuse preference based on data type. For example, all 
marketing data may be overwritten before any financial data 
is overwritten, system backup files may have priority over 
email backups, etc. System users may customize their system 
with reuse procedures and policies that best reflect the needs 
of a particular business or enterprise. Nonetheless, it will be 
understood that any Suitable reuse or recycle policy may be 
used if desired. 

0054 Some of the steps involved in recovering electronic 
information from a storage medium in accordance with the 
present invention are illustrated in flow chart 300 shown in 
FIG. 3. As shown, at step 302, the system of FIG. 1 may 
determine what data is to be stored, and which retention 
policy should govern the storage operation. This step is pref 
erably automated and may be accomplished at least in part, by 
system management Software resident on storage manager 80 
which oversees the storage of information on a particular 
media 145. At this point, a certain storage media may be 
assigned to a save pool and be designated as restricted. After 
these decisions have been made and the data stored, a record 
may be created at step 304 that may be maintained in index 90 
and/or media management component 100. Next, at step 306, 
jobs agent 85 or other management agent monitors the reten 
tion policies of data stored within the save pool. 



US 2011/0093672 A1 

0055. At step 308, when certain data exceeds its retention 
threshold jobs manager 85 or other selection logic may selec 
tively "prune’ or remove certain media from the save pool by 
releasing its associated index entry and designating it avail 
able (i.e., placing it in the scratch pool) while retaining its 
record profile. Next, at step 310, storage manager 80 and/or 
media management component 100 may select a media 145 
for overwrite based on default of other criteria described 
above (the “reused media”) and update that media's record 
profile accordingly. At step 312, a user may optionally search 
for and retrieve information from the reused media assigned 
to the Scratch pool using the indexing and location informa 
tion stored at step 308. This may be accomplished for 
example, by invoking the media pool display Screen 
described above, and populating that display with the desired 
information. A user may then retrieve or otherwise access 
data stored on the identified media. Afterwards, at step 314, 
reused media may be partially overwritten in a new storage 
operation. At this point, the media in use may have record 
profiles that belong to both the scratch and save pools and 
both new and old data may be retrieved from the media. For 
example, a certain media 145 may have index entries in both 
the save and scratchpool with offset data defining the location 
of the old or new data on that media. Furthermore, media 145 
used in this type of dual role may be organized in any Suitable 
way, as desired, such as by overwriting large contiguous 
sections, or by selectively overwriting old data of lesser 
importance, etc. Media 145 containing both old and new 
information may sometimes be referred to as hybrid media. 
0056 Next, at step 316, media management component 
100 and/or storage manager 80 may update the record profile 
or index entry associated with the reused media to reflect the 
extent to which the reused media has been overwritten and to 
indicate how much old data still remains. The record profile 
may also be updated to reflect the newly added information. 
At step 318, a user may optionally retrieve any old data 
remaining on the used media, and finally, at step 320 the 
reused media may be completely overwritten and its associ 
ated record profile may be updated to reflect this change. At 
this point, the reused media may be assigned back to the save 
pool, and the records in the Scratch pool regarding this media 
may be deleted. 
0057 Although the steps shown above are illustrative of a 
general embodiment of the invention, it will be understood 
these steps are not intended to be comprehensive or necessar 
ily performed in the order shown. For example, steps 314 to 
318 may be performed on an iterative basis until the media in 
use is completely overwritten or designated to the save pool. 
For example, steps 314 to 318 may be performed until a 
threshold is reached. Such as media capacity, in which case 
the index data may be deleted. 
0058 Some of the steps involved in selecting media 
assigned to the Scratch pool for overwrite in accordance with 
the present invention are illustrated in flow chart 400 shown in 
FIG. 4. As shown, at step 402, the system of FIG. 1 may 
determine what media is to be overwritten first according to 
certain defined or default criteria as described above. Avail 
able media may be tracked in a data structure by Storage 
manager 80 and/or media management component 100 Such 
that the most appropriate media is readily identifiable and 
available when the need arises for spare media. For example, 
a data structure representing a virtual queue or other arrange 
ment may be used to track and order media according to 
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retention criteria of other preferences such as first in, first out, 
by data type or Subject matter, etc. 
0059 Next, at step 404, a certain media identified in the 
data structure may be retrieved for an overwrite operation, 
which would overwrite portions of data previously stored on 
that media. Storage device 120 may retrieve this media and 
confirm it is the correct one by verifying its identity via an 
OML, a header file, or other marking indicia at step 406 to 
ensure the correct media has been selected for overwrite. If 
the media identity is verified, the media may be overwritten at 
step 408 and tracked according to the applicable retention 
preference or policy at step 410. If the media identity is not 
verified, the system of FIG. 1 may perform the appropriate 
discovery steps to locate the media in question at step 412 
(e.g., by Systematically searching through various media 
libraries). If the media is located through discovery, the veri 
fication procedure may be performed from Step 404 going 
forward. If found, and the media is the correct one, it can 
continue to on step 408. If not, step 412 may be repeated 
several times, and if the media is still not found, it may be 
determined as lost at step 414 (e.g., by a setting flag in the 
media index profile, or assigning the media to a “lost pool'). 
0060 Although the steps shown above are illustrative of a 
general embodiment of the invention, it will be understood 
these steps are not intended to be comprehensive or necessar 
ily performed in the order shown. 
0061 Thus, systems and methods for recovering elec 
tronic information from a storage medium are provided. It 
will be understood that the foregoing is merely illustrative of 
the principles of the present invention and that various modi 
fications can be made by those skilled in the art without 
departing from the scope and spirit of the invention. Accord 
ingly, such embodiments will be recognized as within the 
Scope of the present invention. 
0062 Systems and modules described herein may com 
prise software, firmware, hardware, or any combination(s) of 
software, firmware, or hardware suitable for the purposes 
described herein. Software and other modules may reside on 
servers, workstations, personal computers, computerized tab 
lets, PDAs, and other devices suitable for the purposes 
described herein. Software and other modules may be acces 
sible via local memory, via a network, via a browser or other 
application in an ASP context, or via other means suitable for 
the purposes described herein. Data structures described 
herein may comprise computer files, variables, programming 
arrays, programming structures, or any electronic informa 
tion storage schemes or methods, or any combinations 
thereof, suitable for the purposes described herein. User inter 
face elements described herein may comprise elements from 
graphical user interfaces, command line interfaces, and other 
interfaces suitable for the purposes described herein. Screen 
shots presented and described herein can be displayed differ 
ently as known in the art to input, access, change, manipulate, 
modify, alter, and work with information. 
0063. While the invention has been described and illus 
trated in connection with preferred embodiments, many 
variations and modifications as will be evident to those skilled 
in this art may be made without departing from the spirit and 
Scope of the invention, and the invention is thus not to be 
limited to the precise details of methodology or construction 
set forth above as Such variations and modification are 
intended to be included within the scope of the invention. 
0064 Persons skilled in the art will appreciate that the 
present invention can be practiced by other than the described 
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embodiments, which are presented for purposes of illustra 
tion rather than of limitation and that the present invention is 
limited only by the claims that follow. 

I/We claim: 
1. A computer-implemented method for selecting a spare 

storage medium to be used in a data storage operation, 
wherein the spare storage medium includes data designated to 
be overwritten, the method comprising: 

accessing at least one index that stores— 
first index information regarding a first spare storage 
medium, and 

second index information regarding a second spare stor 
age medium; 

identifying the first spare storage medium associated with 
the first index information, 
wherein the first index information identifies data stored 

on the first spare storage medium, and 
wherein the first spare storage medium includes data 

designated to be overwritten: 
identifying the second spare storage medium associated 

with the second index information, 
wherein the second index information identifies data 

stored on the second spare storage medium, and 
wherein the second spare storage medium includes data 

designated to be overwritten; and 
Selecting the first spare storage medium for use in a data 

storage operation based on the accessing of the first 
index information and the second index information. 

2. The method of claim 1, wherein the first index informa 
tion identifies data having a lower priority of preservation 
than the data identified by the second index information. 

3. The method of claim 1, wherein the first index informa 
tion identifies data older than the data identified by the second 
index information. 

4. The method of claim 1, further comprising: 
overwriting the data stored on the first storage medium 

during the data storage operation; and 
deleting the first index information only after the data 

stored on the first storage medium is partially overwrit 
ten. 

5. The method of claim 1, further comprising: 
overwriting the data stored on the first storage medium 

during the data storage operation; and 
deleting the first index information only after the data 

stored on the first storage medium is Substantially over 
written. 

6. A data storage system, comprising: 
at least one client computing device; and 
at least one data storage device coupled to the client com 

puting device via a network, wherein the data storage 
device includes at least a first spare storage medium and 
a second spare storage medium; 

wherein the client computing device is programmed to: 
access at least one index having— 

first index information regarding the first spare stor 
age medium of the data storage device, and 

second index information regarding the second spare 
storage medium of the data storage device; 

identifying the first spare storage medium associated 
with the first index information, 
wherein the first index information identifies data 

stored on the first spare storage medium, and 
wherein the first spare storage medium includes data 

designated to be overwritten; 
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identifying the second spare storage medium associated 
with the second index information, 
wherein the second index information identifies data 

stored on the second spare storage medium, and 
wherein the second spare storage medium includes 

data designated to be overwritten; and 
Selecting the first spare storage medium for use in a data 

storage operation based on the accessing of the first 
index information and the second index information. 

7. The data storage system of claim 6, wherein the first 
index information identifies data having a lower priority of 
preservation than the data identified by the second index 
information. 

8. The data storage system of claim 6, wherein the first 
index information identifies data older than the data identified 
by the second index information. 

9. The data storage system of claim 6, further comprising: 
overwriting the data stored on the first storage medium 

during the data storage operation; and 
deleting the first index information only after the data 

stored on the first storage medium is partially overwrit 
ten. 

10. The data storage system of claim 6, further comprising: 
overwriting the data stored on the first storage medium 

during the data storage operation; and 
deleting the first index information only after the data 

stored on the first storage medium is Substantially over 
written. 

11. A method for selecting a spare storage medium to be 
used in a data storage operation, wherein the spare storage 
medium includes data designated to be overwritten, the 
method comprising: 

identifying a first spare storage medium associated with 
first index information that identifies data stored on the 
first spare storage medium; 

identifying a second spare storage medium associated with 
second index information that identifies data stored on 
the second spare storage medium; 

selecting the first spare storage medium for use in a data 
storage operation based on a review of the first index 
information and the second index information, 
wherein the first spare storage medium includes data 

designated to be overwritten; 
retrieving a storage medium; 
verifying that the retrieved storage medium is the first spare 

storage medium, 
wherein the verifying includes automatically reading 

data from the retrieved storage medium; and, 
when the retrieved storage medium is verified to be the first 

spare storage medium, then overwriting, with new data, 
the data designated to be overwritten on the first spare 
storage medium. 

12. The method of claim 11, wherein the first index infor 
mation identifies data having a lower priority of preservation 
than the data identified by the second index information. 

13. The method of claim 11, wherein the first index infor 
mation identifies data older than the data identified by the 
second index information. 

14. The method of claim 11, further comprising: 
overwriting the data stored on the first storage medium 

during the data storage operation; and 
deleting the first index information only after the data 

stored on the first storage medium is partially overwrit 
ten. 
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15. The method of claim 11, further comprising: 
overwriting the data stored on the first storage medium 

during the data storage operation; and 
deleting the first index information only after the data 

stored on the first storage medium is Substantially over 
written. 

16. The method of claim 11, wherein the automatically 
reading data from the retrieved storage medium includes 
reading an on media label (OML) on the retrieved storage 
medium. 
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17. The method of claim 11, wherein the automatically 
reading data from the retrieved storage medium includes 
reading a header file on the retrieved storage medium. 

18. The method of claim 11, further comprising systemati 
cally searching media libraries to locate the first spare storage 
medium when the retrieved storage medium is verified not to 
be the first spare storage medium. 

c c c c c 


