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DEVICE LOCK WHILE IN MOTION 

FIELD OF THE DISCLOSURE 

0001. This application relates to the field of computer 
assisted public safety, and more particularly to automatic 
locking of a mobile device while in motion. 

BACKGROUND 

0002 Abundant credible sociological data has shown that 
safety can be significantly decreased when a user operating a 
car is also talking on or otherwise using a cellphone or other 
mobile device. It is so broadly accepted as to be almost an 
axiom that safe handling of a motor vehicle requires the user 
to devote substantially his or her full attention to operating the 
vehicle. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003. The present disclosure is best understood from the 
following detailed description when read with the accompa 
nying figures. It is emphasized that, in accordance with the 
standard practice in the industry, various features are not 
drawn to scale and are used for illustration purposes only. In 
fact, the dimensions of the various features may be arbitrarily 
increased or reduced for clarity of discussion. 
0004 FIG. 1 is a perspective view of a user operating a 
mobile device according to one or more examples of the 
present Specification. 
0005 FIG. 2 is a block diagram of a computing device 
according to one or more examples of the present Specifica 
tion. 
0006 FIG. 3 is a user interface according to one or more 
examples of the present Specification. 
0007 FIG. 4 is a user interface according to one or more 
examples of the present Specification. 
0008 FIG. 5 is a user interface according to one or more 
examples of the present Specification. 
0009 FIG. 6 is a user interface according to one or more 
examples of the present Specification. 
0010 FIG. 7 is a flow chart of a method according to one 
or more examples of the present Specification 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

Overview 

0011. In an example, a mobile device is configured to 
automatically lock when a detector, such as a GPS receiver, 
determines that the device is in motion above a certain speed 
threshold, such as 10 mph. Additional detectors may also be 
used to determine whether the device is operated by the user 
or by a passenger, so that intelligent decisions can be made 
about whether to lock the device. During the lock, certain 
selected apps Such as a GPS navigation system or music 
player may be enabled, with limited controls as appropriate. 
In some cases, hands-free operations may be available. The 
mobile device may also be configured to provide an auto 
mated response to incoming calls and messages. 

EXAMPLE EMBODIMENTS OF THE 
DISCLOSURE 

0012. The following disclosure provides many different 
embodiments, or examples, for implementing different fea 
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tures of the present disclosure. Specific examples of compo 
nents and arrangements are described below to simplify the 
present disclosure. These are, of course, merely examples and 
are not intended to be limiting. Further, the present disclosure 
may repeat reference numerals and/or letters in the various 
examples. This repetition is for the purpose of simplicity and 
clarity and does not in itself dictate a relationship between the 
various embodiments and/or configurations discussed. 
0013 Different embodiments may have different advan 
tages, and no particular advantage is necessarily required of 
any embodiment. 
0014 Contemporary news reports often feature stories of 
drivers who are injured or killed, or who injure or kill pedes 
trians or other drivers, when distracted by using a cell phone 
or other mobile device while also operating a motor vehicle. 
Many local governments have, in fact, passed laws restricting 
the use of cell phones while driving, including for example 
prohibiting texting while driving, requiring use of a hands 
free device when talking on the phone while driving, prohib 
iting cellphone use in certain areas such as School Zones, and 
even outright banning the use of cellphones while driving. 
0015 The Applicants of the present Specification there 
fore recognize that it is desirable to configure a mobile device 
so that operation of the device are selectively locked while the 
user is driving. For example, the device may be configured to 
automatically enter a locked State when it detects, such as 
through GPS or through an accelerometer or other speed 
detector, that it is in motion at a speed greater than a threshold 
such as 10 miles per hour (16.7 km/h). While the phone is in 
a locked State, user interfaces Such as a touch screen may be 
locked out, thus preventing the user from performing useful 
work (or idle entertainment) while the vehicle is in motion. 
This enhances both individual and public safety. 
0016 While the phone is in the locked-out mode, certain 
features may be enabled to act as a proxy to actions the user 
may have taken. For example, if the user receives a text 
message, an automatic response may be sent, with an infor 
mative message such as “I am currently driving and unable to 
respond. I will get back to you when I can safely do so.” 
Similarly, an automatic Voice response may be played, with 
similar text, in response to Voice call, which may then be 
directed Straight to voice mail. In other examples, where it is 
considered safe and legal for the user to speak over a hands 
free link, the user may be permitted to answer calls and speak 
over the hands-free link, but will otherwise be locked out 
from using telephone features. 
0017. In another case, the mobile device may be config 
ured to permit limited interactions with certain selected appli 
cations. For example, in one case GPS navigation app may be 
enabled so that some navigation features of the mobile device 
are available. In another example, limited functionality of a 
music player may be enabled so that the user can listen to 
music, such as via an auxiliary audio connection or Blue 
tooth. These are examples of apps that can be usefully 
deployed with little to no distracting interactions from the 
user. The GPS navigation app, for example, may issue Voice 
prompts for the user that do not require him to look at the 
device. The music app can be configured to play through a 
playlist with little or no further interaction from the user once 
the playlist is launched. 
0018. In certain examples, a limited set of voice com 
mands may also be enabled, for example via a hands-free 
interface in the vehicle. In that case, the vehicle itself may 
provide a microphone, and may relay Voice commands 
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through a link such as a Bluetooth or wired link, that enable 
the user to perform limited control functions while driving. 
This may include the ability for the user to issue commands, 
including by way of non-limiting example, GPS commands 
(“Get directions to 123 Cedar Street'), music player com 
mands (“Next track,” “Previous track.” “Shuffle.” “Skip to 
Under Pressure by David Bowie.” “Open playlist Drive 
Time'), commands for internet radio players (“Thumbs up.” 
“Thumbs down.” “Bookmark track.” “Skip track.” “Mark 
track three stars”), or other suitable voice commands that 
require limited attention from the user. 
0019. The limited available function set, either of the 
touch interface or voice interface, may be selected according 
to criteria including Suitability for driving and minimal inter 
action required. On this two-axis spectrum, music apps and 
GPS navigation may score high on both axes, as they are tasks 
commonly associated with driving (users like to get direc 
tions and listen to music while driving), and require minimal 
user interaction. On the other hand, tasks like taking photo 
graphs, recording video, texting, and interacting with social 
media sites, may score low on both axes. 
0020 Driver safety can also be an important issue for 
enterprises that may be subject to tort liability if one of its 
employees negligently causes a traffic accident while, for 
example, operating a company-owned vehicle and using a 
company-issued mobile phone. In another context, it is desir 
able for a parent who is concerned about the safety of a minor 
operating a motor vehicle—who may be an inherently inex 
perienced driver, and also more lacking in judgment than an 
adult to restrict the new driver's ability to operate a mobile 
device while driving. 
0021. According to one or more examples, the present 
Specification describes a system and method for locking out 
certain functions of a mobile computing device while a user is 
operating a motor vehicle. According to certain embodi 
ments, the lockout function described herein may be a self 
imposed restriction based on a policy that the user himself 
installs on a mobile device. In other embodiments, the restric 
tions may be based on enterprise mobile safety and security 
policies. In yet another example, the policy may be based on 
a family policy, wherein a parent imposes safety restrictions 
on a teenager or other new driver, or other personabout whom 
the parent is concerned. In yet another context, the methods 
described herein may additionally be used for data security, 
for example to ensure that if a mobile device is stolen, a bad 
actor is denied access to enterprise data or other information. 
0022. In certain embodiments, a mobile device may oper 
ate in one of two modes: “normal” mode and “drive” mode. In 
normal mode, the mobile device simply operates according to 
its normal parameters. In drive mode, background Software 
may monitor a suitable speed detector to determine whether 
the mobile device is traveling above a threshold speed. When 
traveling above the threshold speed, any or all of the lockout 
features described herein, or other suitable features, may be 
deployed. 
0023. In yet another embodiment, the mobile device may 
provide a “managed' or “unmanaged mode. In unmanaged 
mode, the user may manually select either normal mode or 
drive mode at will. This gives the end user complete flexibility 
and control. In managed mode, the mobile device may 
enforce a managed policy defined by a policy administrator, 
which may be for example an enterprise administrator or 
parent. 
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0024. In drive mode, lockout features may include, by way 
of non-limiting example: 
0025 Silencing the ringer and other notifications of 
inbound calls and messages. 
0026 Automatically-responding to inbound phone calls 
and messages, including the ability for the user to optionally 
turn the auto-responder on or off, and to record or select the 
auto-response message. 
0027 Selecting and providing a limited whitelist of 
enabled applications that can be used in drive mode, such as 
navigation, music, and limited Voice commands. These may 
be user-selectable or configured by enterprise or family 
policy. 
0028 Allowing emergency phone calls, such as calls to 
“911 or an equivalent service. 
0029 Allowing the user to manually override drive mode, 
Such as by a voice command, or by a touch interaction. In 
some cases, the touch interaction may be selected to be delib 
erately difficult to perform while driving to discourage 
manual overrides for trivial reasons. 
0030 Allowing limited phone interaction only if a hands 
free link is enabled. 
0031 Managed mode may provide the following, by way 
of non-limiting example: 
0032. Automatically enabling drive mode whenever the 
mobile device exceeds a threshold speed, such as 10 mph. 
0033 Providing notification to a policy administrator if 
settings are tampered with. 
0034 Providing a notification in any case where drive 
mode is manually overridden while in motion. 
0035. Protecting against uninstalls. 
0036. It should be appreciated that many other contexts 
and applications are possible for the methods described 
herein and it is intended that any such methods that are within 
the spirit and scope of the appended claims be included 
therein. 
0037 FIG. 1 is a perspective view of a user 120 operating 
a mobile device 110 while driving an automobile 130. A 
passenger 124 also rides in automobile 124. In this example, 
user 120 may be any suitable human actor. For example, user 
120 may be an employee or agent of an enterprise, a teenager 
or new driver, unskilled driver, or simply a safety-conscious 
operator who, despite being a skilled driver, is aware of the 
inherent and unavoidable risks of simultaneously driving and 
operating a mobile device. 
0038. In another example, user 120 may not be a human 
actor, but may instead be a machine actor. For example, user 
120 may be a mobile device that interfaces with a server or 
other computing device appropriately configured to provide 
the methods of the present Specification. In that context, 
mobile device 110 may be any suitable computing device, 
including a remote server that provides the functions 
described herein. In a more generic sense, user 120 may be 
any person, entity, or thing that operates mobile device 110. 
which may be any suitable computing device. In it is therefore 
intended that the teachings of this Specification be broadly 
construed to include any suitable combination of actors, 
human, machine, or otherwise, that are configured and oper 
able to carry out the methods described herein. 
0039 For purposes of discussion, with reference to FIG. 1, 
user 120 will be described as a human user operating auto 
mobile 130, while passenger 124 rides and may also be 
capable of operating mobile device 110. In this example, 
mobile device 110 has a suitable data connection to automo 
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bile 130, for example a Bluetooth or other wireless connec 
tion, or a USB or other wired connection. For purposes of this 
discussion, a Bluetooth connection will be used as an 
example. 
0040. In this example, automobile 130 includes a display 
140 that is highly visible to user 120. In one example, display 
140 is on a dashboard of automobile 130, and includes a 
large-font, high-contrast text display that user 120 can 
observe and read readily without being distracted. 
0041. Also in this example, automobile 150 includes a 
proximity sensor 150 that is configured to detect a location of 
user 120 and/or mobile device 110. Proximity sensor 150 may 
be configured to provide back to mobile device 110 a signal or 
other data stream indicating whether user 120 is located in a 
driver's seat of automobile 130, or in the passenger seat of 
automobile 130. This may provide additional flexibility for a 
content locking engine 224 (FIG. 2) of mobile device 110. 
According to this method, when passenger 124 is operating 
mobile device 110, content locking engine 224 remains in an 
unlocked state. On the other hand, when user 120 is posi 
tioned so as to be the likely operator of automobile 130, 
content locking engine 224 may remain in its active state. 
0042. A discrete proximity sensor 150 is disclosed by way 
of example, but other types of active and passive sensors may 
be used. For example, many vehicles have existing pressure 
Switches in the passenger side and driverside seats to activate 
or deactivate airbags according to activation criteria. Data 
from such a sensor could be used as proximity sensor 150. For 
example, if a pressure Switch on the driver's side is activated, 
and no pressure Switch is activated on the passenger side, then 
content locking engine 224 can usefully deduce that user 120 
is operating the vehicle, and therefore content locking engine 
224 should be in its active state. 
0043. In another example, mobile device 110 may be 
placed between user 120 and passenger 124. So that content 
locking engine 224 cannot usefully deduce which user is 
operating mobile device 110. In that case, as a safety, content 
locking engine 224 may default to its active state and lock 
mobile device 110 while automobile 130 is in motion. An 
override may be provided on a user interface to allow passen 
ger 124 to unlock mobile device 110 if he or she so desires. 
0044. In another example, user 120 may also have a wear 
able device 160. Wearable device 160 can be communica 
tively coupled to mobile device 110 so that content locking 
engine 224, in conjunction with proximity sensor 150, can 
determine precisely where user 120 is sitting. This provides 
an additional layer of assurance concerning where user 120 is 
located. This may be particularly useful in a case where driver 
120 and passenger 124 both operate similar mobile devices 
110, and wherein it is desirable to determine which of the two 
is operating automobile 130. 
0045. It should be noted, however, that the various appli 
cations and embodiments of proximity sensor 150 may be 
optional. In some cases, a safety or security policy may be 
configured to ensure that mobile device 110 defaults to its 
active state regardless of whether proximity sensor 150 is 
present. 
0046. In another embodiment, the teachings of this Speci 
fication may be adapted to provide enhanced data security for 
mobile device 110. In that context, user 120 may have wear 
able device 160, and mobile device 110 may be equipped with 
contentlocking engine 224. In this example, a combination of 
motion along with separation from wearable device 160 may 
be used to deduce that mobile device 110 has either been lost 
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or stolen. In that case, it may be desirable for content locking 
engine 224 to perform a security action, such as heavily 
encrypting mobile device 110, encrypting certain partitions 
of mobile device 110 so that enterprise data is secured, or in 
Some cases performing a security wipe or other security 
action on mobile device 110. 
0047. In this example, automobile 130 includes display 
140. Display 140 may provide useful context-sensitive data to 
user 120. For example, in FIG. 1, display 140 indicates that 
mobile device 110 is currently in a locked state. In this 
example, the reason mobile device 110 is in a locked state is 
because automobile 130 is currently in motion. Additionally, 
display 140 informs user 120 that a vehicle is currently mov 
ing at 55 miles per hour. This information may further advan 
tageously be used to assist user 120 in ensuring that he is 
operating automobile 130 legally, for example, within a 
posted speed limit. Finally, display 140 may provide events of 
interest. For example, in this case, user 120 can see that he has 
an incoming call from a friend named Jim whose phone 
number is 101-555-1234. 
0048. In certain contexts, despite the fact that a call is 
incoming, it may be desirable to keep mobile device 110 in a 
locked state. Thus, in this case, the notification of an incoming 
call is not so that user 120 can answer the call, but simply so 
that user 120 is aware that Jim called, so that user 120 can call 
Jim back later if he wishes. 
0049. In other cases, content locking engine 224 may be 
configured to interoperate with a hands-free link of mobile 
device 110. In this case, user 120 may be locked out from 
performing actions that would take his eyes off of the road, or 
otherwise distract him from operating vehicle 130. But cer 
tain Voice commands may be enabled, for example to allow 
user 120 to issue a command such as “answer call,” which will 
then enable an in-vehicle hands-free link of automobile 130. 
Thus, in this example, user 120 is given the option to perform 
certain low risk activities while automobile 130 is in motion. 

0050. It should be noted, however, that certain credible 
studies have found that use may not statistically increase 
safety over the use of a mobile handset while operating a 
motor vehicle. Thus, in Some embodiments, it may be more 
desirable to completely lock out phone calls. 
0051 FIG. 2 is a block diagram of mobile device 110 
according to one or more examples of the present Specifica 
tion. Mobile device 110 may be any suitable computing 
device. In various embodiments, a "computing device' may 
be or comprise, by way of non-limiting example, a computer, 
embedded computer, embedded controller, embedded sensor, 
personal digital assistant (PDA), laptop computer, cellular 
telephone, IP telephone, Smartphone, tablet computer, con 
vertible tablet computer, handheld calculator, or any other 
electronic, microelectronic, or microelectromechanical 
device for processing and communicating data. 
0052 Mobile device 110 includes a processor 210 con 
nected to a memory 220, having stored therein executable 
instructions for providing an operating system 222 and con 
tent locking engine 224. Other components of mobile device 
110 include a storage 250, network interface 260, and periph 
eral interface 240. 
0053. In an example, processor 210 is communicatively 
coupled to memory 220 via memory bus 270-3, which may be 
for example a direct memory access (DMA) bus. Processor 
210 may be communicatively coupled to other devices via a 
system bus 270-1. As used throughout this Specification, a 
“bus' includes any wired or wireless interconnection line, 
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network, connection, bundle, single bus, multiple buses, 
crossbar network, single-stage network, multistage network 
or other conduction medium operable to carry data, signals, 
or power between parts of a computing device, or between 
computing devices. It should be noted that these uses are 
disclosed by way of non-limiting example only, and that some 
embodiments may omit one or more of the foregoing buses, 
while others may employ additional or different buses. 
0054. In various examples, a “processor may include any 
combination of hardware, Software, or firmware providing 
programmable logic, including by way of non-limiting 
example a microprocessor, digital signal processor, field 
programmable gate array, programmable logic array, appli 
cation-specific integrated circuit, or virtual machine proces 
SO 

0055 Processor 210 may be connected to memory 220 in 
a DMA configuration via DMA bus 270-3. To simplify this 
disclosure, memory 220 is disclosed as a single logical block, 
but in a physical embodiment may include one or more blocks 
of any Suitable volatile or non-volatile memory technology or 
technologies, including for example DDR RAM, SRAM, 
DRAM, cache, L1 or L2 memory, on-chip memory, registers, 
flash, ROM, optical media, virtual memory regions, magnetic 
or tape memory, or similar. In certain embodiments, memory 
220 may comprise a relatively low-latency volatile main 
memory, while storage 250 may comprise a relatively higher 
latency non-volatile memory. However, memory 220 and 
storage 250 need not be physically separate devices, and in 
Some examples may represent simply a logical separation of 
function. It should also be noted that although DMA is dis 
closed by way of non-limiting example, DMA is not the only 
protocol consistent with this Specification, and that other 
memory architectures are available. 
0056 Storage 250 may be any species of memory 220, or 
may be a separate device. Such as a hard drive, Solid-state 
drive, external storage, redundant array of independent disks 
(RAID), network-attached storage, optical storage, tape 
drive, backup system, cloud storage, or any combination of 
the foregoing. Storage 250 may be, or may include therein, a 
database or databases or data stored in other configurations, 
and may include a stored copy of operational Software such as 
operating system 222 and software portions of content lock 
ing engine 224. Many other configurations are also possible, 
and are intended to be encompassed within the broad scope of 
this Specification. 
0057 Network interface 260 may be provided to commu 
nicatively couple mobile device 110 to a wired or wireless 
network. A "network as used throughout this Specification, 
may include any communicative platform operable to 
exchange data or information within or between computing 
devices, including by way of non-limiting example, an ad-hoc 
local network, an internet architecture providing computing 
devices with the ability to electronically interact, a plain old 
telephone system (POTS), which computing devices could 
use to perform transactions in which they may be assisted by 
human operators or in which they may manually key data into 
a telephone or other suitable electronic equipment, any packet 
data network (PDN) offering a communications interface or 
exchange between any two nodes in a system, or any local 
area network (LAN), metropolitan area network (MAN), 
wide area network (WAN), wireless local area network 
(WLAN), virtual private network (VPN), intranet, or any 
other appropriate architecture or system that facilitates com 
munications in a network or telephonic environment. 
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0.058 Content locking engine 224, in one example, is a 
utility or program that carries out a method. Such as method 
700 of FIG. 7, or other methods according to this Specifica 
tion. Content locking engine 224 may be, in various embodi 
ments, embodied in hardware, Software, firmware, or some 
combination thereof. For example, in some cases, content 
locking engine 224 may include a special integrated circuit 
designed to carry out a method or a part thereof, and may also 
include Software instructions operable to instruct a processor 
to perform the method. In some cases, content locking engine 
224 may run as a “daemon' process. A "daemon may 
include any program or series of executable instructions, 
whether implemented in hardware, software, firmware, or 
any combination thereof, that runs as a background process, a 
terminate-and-stay-resident program, a service, system 
extension, control panel, bootup procedure, BIOS subroutine, 
or any similar program that operates without direct user inter 
action. It should also be noted that content locking engine 224 
is provided by way of non-limiting example only, and that 
other hardware and Software, including interactive or user 
mode software, may also be provided in conjunction with, in 
addition to, or instead of content locking engine 224 to per 
form methods according to this Specification. 
0059. In one example, content locking engine 224 
includes executable instructions stored on a non-transitory 
medium operable to perform method 700 of FIG. 7, or a 
similar method according to this Specification. At an appro 
priate time, such as upon booting mobile device 110 or upon 
a command from operating system 222 or a user 120, proces 
Sor 210 may retrieve a copy of content locking engine 224 (or 
software portions thereof) from storage 250 and load it into 
memory 220. Processor 210 may then iteratively execute the 
instructions of content locking engine 224. 
0060 Peripheral interface 240 may be configured to inter 
face with any auxiliary device that connects to mobile device 
110 but that is not necessarily a part of the core architecture of 
mobile device 110. A peripheral may be operable to provide 
extended functionality to mobile device 110, and may or may 
not be wholly dependent on mobile device 110. In some 
cases, a peripheral may be a computing device in its own 
right. Peripherals may include input and output devices Such 
as displays, terminals, printers, keyboards, mice, modems, 
network controllers, sensors, transducers, actuators, control 
lers, data acquisition buses, cameras, microphones, speakers, 
or external storage by way of non-limiting example. 
0061 Peripheral interface 240 may connect to one or more 
peripherals, including display 242, microphone 244, speaker 
246, and sensors 248. Sensors 248 may include any of the 
sensors disclosed herein. In one example, sensors 248 include 
a proximity sensor 150 or an interface to proximity sensor 
150. In other examples, any appropriate sensor for determin 
ing whether user 120 is operating mobile device 110 may be 
used as or in conjunction with proximity sensor 150. 
0062 Sensors 248 may also include a speed or velocity 
sensor. The speed or velocity sensor may include a GPS, 
which will indicate both speed and direction. In another 
example, an accelerometer and integrator, or other speed 
detector, may be used to detect speed. An interface may also 
be provided in some cases to automobile 130s built-in speed 
ometer. In yet another example, GPS is used for speed detec 
tion, and an accelerometer with integrator is used to refine 
and/or update the GPS signal. A compass may also provide 
direction to supplement any of the foregoing, or any other 
appropriate speed sensor may be used. 
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0063. It should be noted that in certain contexts, mobile 
device 110 need not be in actuality mobile. In this context, it 
should be understood that the term “mobile device' is used by 
way of example only to provide a useful basis for discussion. 
However, as discussed above, other architectures are pos 
sible. For example, user 120 may operate a wearable device 
160, which may communicatively couple to an embedded 
computer with an automobile 130. In that case, wearable 
device 160 may not have the storage or computing capacity to 
provide all the necessary logic and interfaces for carrying out 
methods according to this Specification. In that case, content 
locking engine 224 may be provided on a remote server. It 
will be appreciated that many other configurations and archi 
tectures are possible, and it is intended that such are included 
within the scope of the present Specification. 
0064 FIG. 3 is a front view of an example user interface 
that may be provided according to one or more examples of 
the present Specification. User interface 300 may be config 
ured to display on a mobile phone. Such as a phone operating 
Android, iOS, Windows mobile, or other suitable mobile 
operating system. In certain examples, user interface 300 may 
be configured to operate with a GPS subsystem within mobile 
device 110. In that case, display 140 of automobile 130 may 
not be configured as a simple large-font high-contrast text 
display. Rather, display 140 may provide a full, high-resolu 
tion graphical user interface, which may display GPS map 
data, or other useful data. In some cases, mobile device 110 
may provide a virtual terminal interface, so that display 140 of 
vehicle 130 can mirror display 242 of mobile device 110. 
0065. In one or more embodiments of the present Speci 
fication, user interface 300 may provide an initial configura 
tion screen that user 120 may use to configure options before 
operating automobile 130. In that case, certain controls may 
be provided. Such as a settings menu 310, and a start button 
320. Settings menu.310 may provide access to a configuration 
screen, such as the screen of FIG. 4. 
0066 Start button 320 may manually lock mobile device 
110 into drive mode, or may place mobile device 110 into an 
automatic mode. 

0067 FIG. 4 is a front view of a user interface 400 pro 
vided in one or more examples of the present Specification. 
User interface 400 provides an example settings menu. In this 
example, a first control 410 provides a parental or adminis 
trator mode, in which content locking engine 224 may be 
locked into its active or automatic state unless a password or 
other security token is provided. 
0068. Selection menu 420 may be used in one embodi 
ment only in administrator mode, to select certain limited 
applications that may be enabled while automobile 130 is 
moving. For example, a GPS or map application may be 
enabled, and a music player may be enabled. In some con 
texts, this action may also be used to indicate whether a 
hands-free link should be enabled during motion, or whether 
any other suitable application should similarly be enabled. 
Selection menu 430 provides an option for an automatic 
reply, such as to text messages, or an automated Voicemail 
message that indicates that user 120 is presently operating 
automobile 130 and therefore cannot currently respond to text 
messages or phone calls. 
0069. Selection menu 430 may provide, by way of non 
limiting example, a selection box where one of several pre 
configured messages may be selected, where a Voicemail 
message may be recorded, or a free-form text input string on 
which user 120 can provide his own customized message. 
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0070. In selection menu 440, a parent or administrator 
may select a message that is automatically provided when 
user 120 is operating vehicle 130. The parent or administrator 
may also receive a log of events, such as if user 120 or 
passenger 124 manually disables drive mode while in motion. 
(0071 FIG. 5 is an example user interface 500 that may be 
displayed while content locking engine 224 is in drive mode. 
In this case, the display may be highly simplified, and may 
provide only a few limited functions. For example, in this case 
a large text display provides the user's current speed. Because 
the user is not currently in motion, mobile device 110 is 
unlocked. Other options include a stop button 510, which 
enables user 120 to exit the mobile application, a phone 
button 530 that enables user 120 to make phone call, a music 
button 540 that enables user 120 to launch a music applica 
tion, and a map button 550 that enables user 120 to enter, for 
example, GPS navigation mode. 
0072 FIG. 6 is a front view of a graphical user interface 
500-2, in which automobile 130 is driving at 55 mph. In this 
case, stop button 510 may be disabled or hidden. Touch icons 
530, 540, and 550 may also be disabled in certain embodi 
ments, or may be available only if an administrator has 
enabled them such as by menu 420 of FIG. 4. In one example, 
all touch-based interactions on display 242 are completely 
disabled, and mobile device 110 may receive only voice com 
mands. It should be noted that this mode is provided by way 
of nonlimiting example only, and that other configurations are 
possible according to certain design parameters that a system 
designer may need to determine at design time. 
(0073 FIG. 7 is a flow chartofa method 700 performed, for 
example, by a content locking engine 224 of FIG.2 according 
to one or more examples of the present Specification. 
0074. In block 702, content locking engine 224 receives 
from user 120 a mode input. 
0075. In decision block 714, content locking engine 224 
determines whether the mode input is to place mobile device 
110 into automatic mode. In block 730, if mobile device 110 
is in automatic mode, then content locking engine 224 col 
lects data inputs from the data sources disclosed herein. 
0076. In decision block 760, content locking engine 224 
determines whether automobile 130 is in motion, in this case 
motion being defined as exceeding a speed threshold. In block 
770, if automobile 130 is not in motion, then in block 770, 
mobile device 110 in an unlocked state. It should be noted that 
as used throughout this Specification, the terms “lock” and 
“unlock' should be construed to include either actively 
changing the device to the State, or if the device is already in 
that state, leaving it in that state. 
(0077 Returning to block 760 if automobile 130 is in 
motion, then in block 750, content locking engine 224 locks 
mobile device 110. 
0078. In decision block 782, content locking engine 224 
determines whether it is in an interface mode. This deter 
mines, for example, whether any user interface is provided. 
0079 If content locking engine 224 is not in interface 
mode, then in block 790 the method is done. 
0080. In block 782, if content locking engine 224 is an 
interface mode, then in block 780, content locking engine 224 
manages user interface 242 according to its current configu 
ration, and control returns to block 702. 
I0081 Returning to block 714, if content locking engine 
224 is not in automatic mode, then in decision block 710, 
content locking engine 224 determines whether the user's 
mode input at block 702 was a manual lock. 



US 2016/0088146 A1 

0082 If a manual lock was provided, then in block 750, 
content locking engine 224 locks mobile device 110, and the 
flow continues as described above in connection with block 
710. 
0083) Returning to block 710, if a manual lock was not 
provided, then in decision block 720, content locking engine 
224 determines whether a manual unlock command was pro 
vided. It should be noted that a manual unlock command may 
take one of various forms. In some cases, it may be a simple 
button or selection. In other cases, it may include a hardcoded 
or user selectable action that is too complicated for user 120 
to safely provide while driving. This special mode may be 
enabled only when vehicle 130 is in motion. This helps to 
ensure that user 120 does not provide a manual unlock while 
driving an automobile 130. However, it will enable another 
user, such as passenger 124 to unlock mobile device 110 to 
SC. 

0084. If user 120 or passenger 124 provide a manual 
unlock, then in block 770, mobile device 110 is unlocked, and 
flow proceeds according to the description of block 770 pro 
vided above. 
0085. Returning to block 720, if a manual unlock is not 
provided, then control may return to starting block 700, and 
await additional user input. 
I0086. The foregoing outlines features of several embodi 
ments so that those skilled in the art may better understand the 
aspects of the present disclosure. Those skilled in the art 
should appreciate that they may readily use the present dis 
closure as a basis for designing or modifying other processes 
and structures for carrying out the same purposes and/or 
achieving the same advantages of the embodiments intro 
duced herein. Those skilled in the art should also realize that 
Such equivalent constructions do not depart from the spirit 
and scope of the present disclosure, and that they may make 
various changes, Substitutions, and alterations herein without 
departing from the spirit and scope of the present disclosure. 
0087. In an embodiment of the foregoing method wherein 
mobile device 110 is running an Android operating system, a 
Java reflection mechanism may be used to interface with the 
“hidden' telephony interface, which enables content locking 
engine 224 to hook into phone calls. This can be used to 
prevent mobile device 110 from ringing while in a locked 
mode. 
0088. Example code to add a view to the system window 
manager includes: 

WindowManager wm =(WindowManager)getApplicationContext() 
getSystemService(Context.WINDOW SERVICE): 

try { 
Tracer.d(TAG,"unhiding lock screen'); 
wm.addView(mTopView, mLockParams); 

catch(Exceptione) { 
Tracer.d(TAG, Exception unhiding view....'); 
e.printStackTrace(); 

0089 
includes: 

Example code to get a telephone manager interface 

final Method m = 
mTelephony ManagergetClass( ).getDeclared Method (“getITelephony); 

m.setAccessible(true); 
returnITelephony.class.cast(m.invoke(mTelephonyManager)); 
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0090 The particular embodiments of the present disclo 
sure may readily include a system on chip (SOC) central 
processing unit (CPU) package. An SOC represents an inte 
grated circuit (IC) that integrates components of a computer 
or other electronic system into a single chip. It may contain 
digital, analog, mixed-signal, and radio frequency functions: 
all of which may be provided on a single chip substrate. Other 
embodiments may include a multi-chip-module (MCM). 
with a plurality of chips located within a single electronic 
package and configured to interact closely with each other 
through the electronic package. In various other embodi 
ments, the digital signal processing functionalities may be 
implemented in one or more silicon cores in Application 
Specific Integrated Circuits (ASICs), Field Programmable 
Gate Arrays (FPGAs), and other semiconductor chips. 
0091. In example implementations, at least some portions 
of the processing activities outlined herein may also be imple 
mented in Software. In some embodiments, one or more of 
these features may be implemented in hardware provided 
external to the elements of the disclosed figures, or consoli 
dated in any appropriate manner to achieve the intended func 
tionality. The various components may include Software (or 
reciprocating Software) that can coordinate in order to 
achieve the operations as outlined herein. In still other 
embodiments, these elements may include any Suitable algo 
rithms, hardware, Software, components, modules, inter 
faces, or objects that facilitate the operations thereof. 
0092 Additionally, some of the components associated 
with described microprocessors may be removed, or other 
wise consolidated. In a general sense, the arrangements 
depicted in the figures may be more logical in their represen 
tations, whereas a physical architecture may include various 
permutations, combinations, and/or hybrids of these ele 
ments. It is imperative to note that countless possible design 
configurations can be used to achieve the operational objec 
tives outlined herein. Accordingly, the associated infrastruc 
ture has a myriad of Substitute arrangements, design choices, 
device possibilities, hardware configurations, Software 
implementations, equipment options, etc. 
0093. Any suitably configured processor component can 
execute any type of instructions associated with the data to 
achieve the operations detailed herein. Any processor dis 
closed herein could transform an element or an article (for 
example, data) from one state or thing to another state or 
thing. In another example, some activities outlined herein 
may be implemented with fixed logic or programmable logic 
(for example, software and/or computer instructions executed 
by a processor) and the elements identified herein could be 
Some type of a programmable processor, programmable digi 
tal logic (for example, a field programmable gate array 
(FPGA), an erasable programmable read only memory 
(EPROM), an electrically erasable programmable read only 
memory (EEPROM)), an ASIC that includes digital logic, 
Software, code, electronic instructions, flash memory, optical 
disks, CD-ROMs, DVD ROMs, magnetic or optical cards, 
other types of machine-readable mediums Suitable for storing 
electronic instructions, or any suitable combination thereof. 
In operation, processors may store information in any Suitable 
type of non-transitory storage medium (for example, random 
access memory (RAM), read only memory (ROM), field pro 
grammable gate array (FPGA), erasable programmable read 
only memory (EPROM), electrically erasable programmable 
ROM (EEPROM), etc.), software, hardware, or in any other 
Suitable component, device, element, or object where appro 
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priate and based on particular needs. Further, the information 
being tracked, sent, received, or stored in a processor could be 
provided in any database, register, table, cache, queue, con 
trol list, or storage structure, based on particular needs and 
implementations, all of which could be referenced in any 
Suitable timeframe. Any of the memory items discussed 
herein should be construed as being encompassed within the 
broad term memory. Similarly, any of the potential process 
ing elements, modules, and machines described herein should 
be construed as being encompassed within the broad term 
microprocessor or processor. Furthermore, in various 
embodiments, the processors, memories, network cards, 
buses, storage devices, related peripherals, and other hard 
ware elements described herein may be realized by a proces 
Sor, memory, and other related devices configured by Soft 
ware or firmware to emulate or virtualize the functions of 
those hardware elements. 

0094 Computer program logic implementing all or part of 
the functionality described herein is embodied in various 
forms, including, but in no way limited to, a source code form, 
a computer executable form, and various intermediate forms 
(for example, forms generated by an assembler, compiler, 
linker, or locator). In an example, Source code includes a 
series of computer program instructions implemented in vari 
ous programming languages. Such as an object code, an 
assembly language, or a high-level language Such as 
OpenCL, Fortran, C, C++, JAVA, or HTML for use with 
various operating systems or operating environments. The 
Source code may define and use various data structures and 
communication messages. The source code may be in a com 
puter executable form (e.g., via an interpreter), or the Source 
code may be converted (e.g., via a translator, assembler, or 
compiler) into a computer executable form. 
0.095. In the discussions of the embodiments above, the 
capacitors, buffers, graphics elements, interconnect boards, 
clocks, DDRs, camera sensors, dividers, inductors, resistors, 
amplifiers, Switches, digital core, transistors, and/or other 
components can readily be replaced, Substituted, or otherwise 
modified in order to accommodate particular circuitry needs. 
Moreover, it should be noted that the use of complementary 
electronic devices, hardware, non-transitory Software, etc. 
offers an equally viable option for implementing the teach 
ings of the present disclosure. 
0096. In one example embodiment, any number of elec 

trical circuits of the FIGURES may be implemented on a 
board of an associated electronic device. The board can be a 
general circuit board that can hold various components of the 
internal electronic system of the electronic device and, fur 
ther, provide connectors for other peripherals. More specifi 
cally, the board can provide the electrical connections by 
which the other components of the system can communicate 
electrically. Any suitable processors (inclusive of digital sig 
nal processors, microprocessors, Supporting chipsets, etc.), 
memory elements, etc. can be Suitably coupled to the board 
based on particular configuration needs, processing demands, 
computer designs, etc. Other components such as external 
storage, additional sensors, controllers for audio/video dis 
play, and peripheral devices may be attached to the board as 
plug-in cards, via cables, or integrated into the board itself. In 
another example embodiment, the electrical circuits of the 
FIGURES may be implemented as stand-alone modules (e.g., 
a device with associated components and circuitry configured 
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to perform a specific application or function) or implemented 
as plug-in modules into application specific hardware of elec 
tronic devices. 

0097. Note that with the numerous examples provided 
herein, interaction may be described in terms of two, three, 
four, or more electrical components. However, this has been 
done for purposes of clarity and example only. It should be 
appreciated that the system can be consolidated in any Suit 
able manner. Along similar design alternatives, any of the 
illustrated components, modules, and elements of the FIG 
URES may be combined in various possible configurations, 
all of which are clearly within the broad scope of this Speci 
fication. In certain cases, it may be easier to describe one or 
more of the functionalities of a given set of flows by only 
referencing a limited number of electrical elements. It should 
be appreciated that the electrical circuits of the FIGURES and 
its teachings are readily Scalable and can accommodate a 
large number of components, as well as more complicated/ 
Sophisticated arrangements and configurations. Accordingly, 
the examples provided should not limit the scope or inhibit 
the broad teachings of the electrical circuits as potentially 
applied to a myriad of other architectures. 
0.098 Numerous other changes, substitutions, variations, 
alterations, and modifications may be ascertained to one 
skilled in the art and it is intended that the present disclosure 
encompass all Such changes, Substitutions, variations, alter 
ations, and modifications as falling within the scope of the 
appended claims. In order to assist the United States Patent 
and Trademark Office (USPTO) and, additionally, any read 
ers of any patent issued on this application in interpreting the 
claims appended hereto, Applicant wishes to note that the 
Applicant: (a) does not intend any of the appended claims to 
invoke paragraph six (6) of 35 U.S.C. section 112 as it exists 
on the date of the filing hereof unless the words “means for 
or “steps for are specifically used in the particular claims: 
and (b) does not intend, by any statement in the Specification, 
to limit this disclosure in any way that is not otherwise 
reflected in the appended claims. 

Implementation Examples 

0099. There is disclosed in an example 1, a mobile device 
comprising: a speed detector, and one or more logic elements 
comprising a content locking engine, operable for: detecting 
that the mobile device is in motion above a threshold speed; 
and causing the mobile device to enter a locked State, wherein 
the locked State comprises disabling at least a portion of a user 
interface. 

0100. There is disclosed in an example 2, the mobile 
device of example 1, wherein the speed detector comprises a 
global positioning system (GPS) receiver. 
0101 There is disclosed in an example 3, the mobile 
device of example 1, wherein the speed detector comprises an 
accelerometer and an integrator. 
0102 There is disclosed in an example 4, the mobile 
device of example 1, wherein the content locking engine is 
further operable for provided access to at least one application 
while the mobile device is in the locked state. 

0103) There is disclosed in an example 5, the mobile 
device of example 4, wherein at least one application com 
prises an application selected from the list consisting of a 
music player, a navigation system, and a hands-free link. 



US 2016/0088146 A1 

0104. There is disclosed in an example 6, the mobile 
device of example 1, wherein the content locking engine is 
further operable for providing an automatic response to an 
incoming communication. 
0105. There is disclosed in an example 7, the mobile 
device of example 1, wherein the content locking engine is 
further operable for providing at least limited functionality 
via a hands-free interface while in the locked state. 
0106 There is disclosed in an example 8, the mobile 
device of example 1, wherein the content locking engine is 
further operable for causing the mobile device to exit the 
locked State upon receiving a user command. 
0107 There is disclosed in an example 9, the mobile 
device of example 8, wherein the user command is selected to 
be difficult to perform while operating a motor vehicle. 
0108. There is disclosed in an example 10, the mobile 
device of example 1, further comprising a user location detec 
tor, and wherein the content locking engine is operable for 
causing the mobile device to enter the locked state only if the 
user location detector determines that a user of the mobile 
device is operating a motor vehicle. 
0109 There is disclosed in an example 11, the mobile 
device of example 10, wherein the user location detector 
comprises a proximity Switch sensitive to a user located in a 
driver's seat of a motor vehicle. 
0110. There is disclosed in an example 12, the mobile 
device of example 10, wherein the user location detector 
comprises a wearable computing device. 
0111. There is disclosed in an example 13, the mobile 
device of example 1, wherein the content locking engine 
further comprises an administrative interface having an 
authentication mechanism. 
0112 There is disclosed in an example 14, one or more 
tangible computer-readable mediums having stored thereon 
executable instructions operable for providing a contentlock 
ing engine operable for detecting that a mobile device is in 
motion above a threshold speed; and causing the mobile 
device to enter a locked state, wherein the locked state com 
prises disabling at least a portion of a user interface. 
0113. There is disclosed in an example 15, the one or more 
tangible computer-readable mediums of example 14, wherein 
detecting that the mobile device is in motion comprises 
receiving global positioning system (GPS) data. 
0114. There is disclosed in an example 16, the one or more 
tangible computer-readable mediums of example 14, wherein 
detecting that the mobile device is in motion comprises 
receiving accelerometer data. 
0115 There is disclosed in an example 17, the one or more 
tangible computer-readable mediums of example 14, wherein 
the content locking engine is further operable for provided 
access to at least one application while the mobile device is in 
the locked state. 

0116. There is disclosed in an example 18, the one or more 
tangible computer-readable mediums of example 14, wherein 
the contentlocking engine is further operable for providing an 
automatic response to an incoming communication. 
0117 There is disclosed in an example 19, the one or more 
tangible computer-readable mediums of example 14, wherein 
the content locking engine is further operable to provide at 
least limited functionality via a hands-free interface while the 
mobile computing device is in the locked State. 
0118. There is disclosed in an example 20, the one or more 
tangible computer-readable mediums of example 14, wherein 
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the content locking engine is further operable to cause the 
mobile computing device to exit the locked State upon receiv 
ing a user command. 
0119 There is disclosed in an example 21, the one or more 
tangible computer-readable mediums of example 20, wherein 
the user command is selected to be difficult to perform while 
operating a motor vehicle. 
0.120. There is disclosed in an example 22, the one or more 
tangible computer-readable mediums of example 14, wherein 
the content locking engine is further operable to cause the 
mobile device to enter the locked state only if it is determined 
that a user of the mobile device is operating a motor vehicle. 
I0121 There is disclosed in an example 23, the one or more 
tangible computer-readable mediums of example 22, wherein 
determining that the user is operating the motor Vehicle com 
prises communicating with a wearable computing device. 
0.122 There is disclosed in an example 24, a method for 
locking a mobile device while in motion comprising: detect 
ing that the mobile device is in motion above a threshold 
speed; and causing the mobile device to enter a locked State, 
wherein the locked State comprises disabling at least a portion 
of a user interface. 
I0123. There is disclosed in an example 25, the method of 
example 24, further comprising determining that a user of the 
mobile device is operating a motor vehicle. 
0.124. There is disclosed in an example 26, a method com 
prising the performing the instructions disclosed in any of 
examples 14-23. 
0.125. There is disclosed in example 27, an apparatus com 
prising means for performing the method of example 26. 
0.126 There is disclosed in example 28, the apparatus of 
claim 27, wherein the apparatus comprises a processor and 
memory. 
I0127. There is disclosed in example 29, the apparatus of 
claim 28, wherein the apparatus further comprises a com 
puter-readable medium having stored thereon Software 
instructions for performing the method of example 26. 

1. A mobile device comprising: 
a speed detector, 
a user location detector to determine that a user of the 

mobile device is in a driver's position within a vehicle: 
and 

one or more logic elements comprising a content locking 
engine, operable for: 
detecting that the mobile device is in motion above a 

threshold speed; and 
causing the mobile device to enter a locked State, 

wherein the locked State comprises disabling at least a 
portion of a user interface; 

wherein the content locking engine is operable for causing 
the mobile device to enter the locked state only if the user 
location detector determines that the user is in the driv 
er's position. 

2. The mobile device of claim 1, wherein the speed detector 
comprises a global positioning system (GPS) receiver. 

3. The mobile device of claim 1, wherein the speed detector 
comprises an accelerometer and an integrator. 

4. The mobile device of claim 1, wherein the content lock 
ing engine is further operable for provided access to at least 
one application while the mobile device is in the locked state. 

5. The mobile device of claim 4, wherein at least one 
application comprises an application selected from the list 
consisting of a music player, a navigation system, and a 
hands-free link. 
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6. The mobile device of claim 1, wherein the content lock 
ing engine is further operable for providing an automatic 
response to an incoming communication. 

7. The mobile device of claim 1, wherein the content lock 
ing engine is further operable for providing at least limited 
functionality via a hands-free interface while in the locked 
State. 

8. The mobile device of claim 1, wherein the content lock 
ing engine is further operable for causing the mobile device to 
exit the locked state upon receiving a user command. 

9. The mobile device of claim 8, wherein the user com 
mand is selected to be difficult to perform while operating a 
motor vehicle. 

10. (canceled) 
11. The mobile device of claim 1, wherein the user location 

detector comprises a proximity Switch sensitive to a user 
located in a driver's seat of a motor vehicle. 

12. The mobile device of claim 1, wherein the user location 
detector comprises a wearable computing device. 

13. The mobile device of claim 1, wherein the content 
locking engine further comprises an administrative interface 
having an authentication mechanism. 

14. One or more tangible, non-transitory computer-read 
able mediums having Stored thereon executable instructions 
operable for providing a content locking engine operable for: 

detecting that a mobile device is in motion above a thresh 
old speed; 

detecting that a user of the mobile device occupies a driv 
er's position within a vehicle; and 

causing the mobile device to enter a locked State, wherein 
the locked State comprises disabling at least a portion of 
a user interface. 

15. The one or more tangible, non-transitory computer 
readable mediums of claim 14, wherein detecting that the 
mobile device is in motion comprises receiving global posi 
tioning system (GPS) data. 

16. The one or more tangible, non-transitory computer 
readable mediums of claim 14, wherein detecting that the 
mobile device is in motion comprises receiving accelerom 
eter data. 

17. The one or more tangible, non-transitory computer 
readable mediums of claim 14, wherein the content locking 
engine is further operable for provided access to at least one 
application while the mobile device is in the locked state. 
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18. The one or more tangible, non-transitory computer 
readable mediums of claim 14, wherein the content locking 
engine is further operable for providing an automatic 
response to an incoming communication. 

19. The one or more tangible, non-transitory computer 
readable mediums of claim 14, wherein the content locking 
engine is further operable to provide at least limited function 
ality via a hands-free interface while the mobile computing 
device is in the locked state. 

20. The one or more tangible, non-transitory computer 
readable mediums of claim 14, wherein the content locking 
engine is further operable to cause the mobile computing 
device to exit the locked State upon receiving a user com 
mand. 

21. The one or more tangible, non-transitory computer 
readable mediums of claim 20, wherein the user command is 
selected to be difficult to perform while operating a motor 
vehicle. 

22. (canceled) 
23. The one or more tangible, non-transitory computer 

readable mediums of claim 14, wherein determining that the 
user is operating the motor vehicle comprises communicating 
with a wearable computing device. 

24. A method for locking a mobile device while in motion 
comprising: 

detecting that the mobile device is in motion above a 
threshold speed; 

determining that a user of the mobile device occupies a 
driver's position of a vehicle; and 

causing the mobile device to enter a locked State, wherein 
the locked State comprises disabling at least a portion of 
a user interface. 

25. (canceled) 
26. The method of claim 24, wherein detecting that the 

mobile device is in motion comprises receiving global posi 
tioning system (GPS) data. 

27. The method of claim 24, wherein detecting that the 
mobile device is in motion comprises receiving accelerom 
eter data. 

28. The method of claim 24, further comprising providing 
access to at least one application while the mobile device is in 
the locked state. 


