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(57) Abstract: The invention relates to a method and system for retrieving location data ot an object, the location data being repres -
entative of position, velocity and time. The method comprisesthe step of providing a signals-in-space receiver to the object. The re -
ceiver comprises an antenna for receiving an encrypted navigation signal, an A/D converter for discretizing the encrypted navigation
signal into encrypted navigation data, a memory unit for storing the encrypted navigation data and an interface for connecting a read -
er to the memory unit. The method comprises the steps of receiving the encrypted navigation signal by the antenna and discretizing
the encrypted navigation signal into encrypted navigation data. The method comprises the step of storing the encrypted navigation
data in the memory unit and connecting the reader with the memory unit for transferring the encrypted navigation data from the
memory unit to the reader and the step of decrypting in the reader the encrypted navigation data and retrieving the location data of
the object.
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Method and system for retrieving location data of an object over time using a GNSS receiver

for anti-spoofing, and signals-in-space receiver and reader for such method and system

The invention relates to a method and system for retrieving location data of an object
over time, using a GNSS receiver for anti-spoofing. The invention further relates to a
signals-in-space receiver and reader for such a method and system.

When objects are transported, in particular where the object is a vessel or a
container, it is often desired to know the trajectory of the object, i.e. where the object was
located in a certain time span. The trajectory is therefore the location of such an object over
time, e.g. multiple locations over time. For example, a governmental entity wants to make
sure that a vessel, such as a ship, does not enter a certain region. A fishing ship is, for
example, only allowed to fish in a certain region.

It is known that such fishing ships are provided with GPS receivers that store location
data over time in the GPS receiver. When such a ship enters a harbour, location data stored
in the GPS receiver is checked and compared with the predefined prohibited region.
Location data for example is comprised of several positions for several points in time. The
positions may for example be expressed in longitude and latitude.

A drawback of this known method and system is that such GPS receivers can be
easily spoofed and/or tampered with. That is, the location data stored in the GPS receiver
can be tampered and/or spoofed with and changed, such that it appears that the fishing ship
has been on a location in a certain time span that is different with the actual locations where
the fishing ship has been.

A further drawback is that such GPS receivers need to process received signals and
store the location data in a memory unit which requires power.

Other examples of known methods and systems for retrieving location data of an
object over time, and having the above drawbacks, are e.g. disclosed in WO 2008/068702
A1 and EP 0508405 A1.

WO 2008/068702 A1 discloses a vehicle data recorder comprising a front end RF
receiver and a memory device for storing sampled satellite positioning signal data from the
front end receiver. The memory device stores a block of sampled data corresponding to a
time period leading up to the time of an incident involving the vehicle. The data can be
stored with a low cost system, and can be analysed after the incident by a remote data
processing station.

EP 0508405 A1 discloses a GPS position measuring system including at least one

mobile station and a base station associated with the mobile station. The mobile station is
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provided with an antenna for receiving one or more GPS signals from the corresponding
GPS satellites, an amplifying and frequency converting circuit for amplifying the received
signal and converting the amplified GPS signal into a signal on an IF band, an analog-to-
digital converter for converting the signal on the IF band into a digital signal, and a writing
unit for writing the digital signal into a memory card in order to transfer the digital signal to
the base station.

It is an object of the invention to provide a method and system which at least partly
eliminate the above mentioned drawbacks or in any case to provide an alternative.

In particular, the objective of the invention is to provide a method and system for
retrieving location data of an object over time in which the risk of unwanted spoofing is
reduced.

This object is achieved by the invention by means of a method according to claim 1.

In a first aspect of the present invention, a method for retrieving location data of an
object over time is provided. Location data is representative for at least a position of the
object over time, but may also be representative for velocity and time of the object. In
particular, the location data is representative for so-called Position, Velocity, Time (PVT).

The method comprises the step of providing a signals-in-space receiver to the object.

The signals-in-space receiver comprises an antenna for receiving an encrypted
navigation signal and an A/D converter for discretizing the encrypted navigation signal.

The antenna receives encrypted navigation signals originated from one or more
Global Navigation Satellite System (GNSS) satellites and/or space-based navigation
satellites. Examples of such satellites that originate signals-in-space are the Global
Positioning System (GPS), Galileo, Globalnaya Navigatsionnaya Sputnikovaya Sistema
(GLONASS) and/or BeiDou Navigation Satellite System (BDS).

The navigation signal originated from the space-based navigation satellite is
encrypted. That is, without knowing a decryption key or algorithm, the navigation signal
cannot be used for retrieving location data.

For example, the Galileo positioning system provides two encrypted services, being
the Commercial Navigation Service (CNS) and the Public Regulated Navigation Service
(PRS). Both services correspond with an encrypted navigation signal originating from a
Galileo satellite. These are respectively a CNS navigation signal and a PRS navigation
signal. Upon paying a fee the CNS navigation signal can be decrypted. The PRS service
shall be mainly used by governmental entities. For example, the decryption keys are only
available with consent of the governmental entities.

The receiver is therefore adapted for receiving encrypted navigation signals from
space and discretizing these into encrypted navigation data. In particular the receiver is

adapted for receiving, by the antenna, all encrypted navigation signals that are in view of the
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antenna. The discretizing, i.e. converting the analogue encrypted navigation signal to digital
encrypted navigation data is provided by the A/D converter.

The antenna is designed to receive a particular signal-in-space, e.g. one or more
encrypted navigation signals at the same time. In other words, the antenna is designed to
receive all particular signals-in-space, e.g. all particular encrypted navigation signals, that
are in view of the antenna. For example, in case of the Galileo satellite system, four or more
Galileo satellites are in view of the antenna and each of the Galileo satellites is transmitting
a PRS navigation signal. All those PRS navigation signals, corresponding with and
originating from these Galileo satellites in view, are received by the antenna at the same
time and discretized, e.g. converted, by the A/D converter into encrypted navigation data.

The A/D converter is therefore adapted to discretize the one or more received
encrypted navigation signals into encrypted navigation data.

Preferably, the A/D converter converts the analogue encrypted navigation signal with
a predefined sample rate into digital encrypted navigation data. The sample rate depends on
an expected and/or desired duration of time during which the location data of the object
must be logged, i.e. the expected and/or desired logging time. In case the expected and/or
desired logging time is relatively large, in contrast, the sampling rate is relative low. In case
the expected and/or desired logging time is relatively low, in contrast, the sampling rate is
relatively high.

For example, when the object has a logging time of one month, the sampling rate
may for example be one sample, or series of samples, per day.

For example, when the object has a logging time of one week, the sampling rate may
for example be one sample, or series of samples, each hour.

In particular, the sampling rate also depends on the size, i.e. available storage, of the
memory unit.

The receiver further comprises a memory unit for storing the encrypted navigation
data. The encrypted navigation data comprises data that is representative for one or more,
preferably four encrypted navigation signals.

The memory unit is a data logger that stores and/or logs the encrypted navigation
data over time. When the memory unit is relatively large a high sampling rate may be
chosen. When the memory unit is relatively small a low sampling rate may be chosen.
Moreover, when the memory unit is relatively large, a relatively large logging time can be
implemented. When the memory unit is relatively small, a relatively low logging time can be
implemented. A relatively small memory unit is a memory unit with relatively little storage
capacity. A relatively large memory unit is a memory unit with relatively large storage

capacity.
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Preferably, the memory unit stores and/or logs the encrypted navigation signal for a
predefined duration, wherein the predefined duration is representative for a duration of
which the location data of the object is desired to be known. This may for example be in the
order magnitude of days, weeks, months and or years.

The receiver comprises an interface for connecting a reader to the memory unit. The
reader is releasable connectable with the receiver by means of the interface.

The method further comprises the step of receiving the encrypted navigation signal
over time by the antenna and discretizing the encrypted navigation signal over time by the
A/D converter into encrypted navigation data.

The method comprises the step of storing the encrypted navigation signal over time
in the memory unit.

The method comprises the step of connecting the reader with the memory unit for
transferring the encrypted navigation signal over time from the memory unit to the reader.

The reader may for example be connected to the memory unit by a user of the
reader being a representative of a governmental entity. The representative for example
wants to check where the object has been and when.

The method comprises the step of decrypting in the reader the encrypted navigation
signal over time and retrieving the location data of the object over time.

The advantage of decrypting the encrypted navigation signal over time in the reader
is that it is not mandatory for the receiver to decrypt the encrypted navigation signal. The
decryption is performed in the reader and not in the receiver. Therefore, the receiver is free
from a processing unit that, by means of a decryption key, is configured to decrypt the
encrypted signal-in-space. This greatly reduces a risk of tampering and/or spoofing with
location data as the receiver does not contain any location data.

In an embodiment, the power provided to the receiver is provided by an external
power source and/or an internal power source. The method then comprises the step of
providing power to the receiver by means of the power source.

For example, the power source is located externally with respect to the receiver,
wherein the power source is located in or near the object.

In another example, the power source is located internally with respect to the
receiver.

In a preferred embodiment of the method according to the invention, the antenna is
suitable for receiving more than one, preferably more than three encrypted navigation
signals at the same time, wherein the A/D converter is suitable for discretizing the received
encrypted navigation signals at the same time into encrypted navigation data.

The more than one encrypted navigation signals originate from more than one

satellite, i.e. different and several satellites. In particular, these are the GNSS satellites that
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are in view of the antenna. However, the more than one encrypted navigation signals are
received and discretized at the same time into encrypted navigation data. The encrypted
navigation data therefore comprises data that is representative for the more than one
encrypted navigation signals.

The method further comprises the steps of receiving the encrypted navigation signals
over time by the antenna and discretizing the encrypted navigation signals over time by the
A/D converter.

This has the advantage that it is more difficult to tamper and/or to spoof with the
received more than one encrypted navigation signals. In order to tamper and/or spoof with
retrieving location data from the more than one encrypted navigation signals a decryption
key is required which is not provided in the receiver. Tampering and/or spoofing of the more
than one encrypted navigation signals is much more difficult. The more encrypted navigation
signals are discretized and stored as encrypted navigation data in the memory unit the
greater may be the reduction of risk for tampering and/or spoofing. It is more difficult to
tamper or spoof multiple encrypted navigation signal compared to one encrypted navigation
signals.

Therefore, the step of retrieving location data from the encrypted navigation data is
performed separately from storing the encrypted navigation data. Not only the steps are
performed separately in time, but preferably, the steps are performed in physical separate
units. Preferably, the step of receiving, discretizing and storing is performed in the receiver
and the step of decrypting and retrieving is performed in the reader. The receiver and the
reader are releasable connectable with each other.

In an embodiment the interface of the receiver is configured to transfer encrypted
navigation data to the reader wirelessly and/or by means of a wire.

For example, the encrypted navigation data is transferred wirelessly, by means of
internet, to the reader. In this case, the reader may for example be also a server.

In another example, the encrypted navigation data is transferred by means of wire to the
reader. Also in this case, the reader may for example be a server. Alternatively, the reader is
a dedicated unit to decrypt the encrypted navigation data and retrieve the location data of
the object over time.

In an embodiment of the method according to the invention, the method further
comprises the step of providing the reader with a decryption key for decrypting the
encrypted navigation data over time.

This is advantageous as the decryption key is provided in the reader and not in the
receiver which reduces the risk of tampering and/or spoofing in the receiver. The decryption
key is for example provided by a governmental entity when a Public Regulated Service

(PRS) signal is stored as encrypted navigation data.
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In an embodiment of the method according to the invention, the method further
comprises the step of comparing the location data of the object over time with a predefined
region.

The reader retrieves the location data over time from the encrypted navigation data
stored in the memory unit of the receiver. The location data over time is compared with a
predefined region. This is advantageous as it allows a user of the reader, for example a
representative of a governmental entity, to retrieve whether an object has been in the
predefined region or not.

In a further embodiment of the method according to the invention, the method further
comprises the step of comparing the retrieved location data with non-encrypted navigation
data.

This non-encrypted navigation data is acquired by receiving non-encrypted
navigations signals by the antenna and discretizing these non-encrypted navigation signals
by the A/D converter into non-encrypted navigation data.

In an embodiment of the method according to the invention the encrypted navigation
signal is an encrypted Global Navigation Satellite System (GNSS) signal.

In an embodiment of the method according to the invention the object is a vessel,
preferably a fishing ship. This allows knowing when and where a vessel has been by a user
of the reader.

In an embodiment of the method according to the invention the object is a container,
preferably on a vessel. This allows knowing when and where a container has been by a user
of the reader.

In an embodiment of the method according to the invention the object is a human
body. This allows knowing when and where a human body has been by a user of the reader.
For example, the user of the reader is a representative of a law enforcement entity and/or
administration of justice. The human body for example is a convict who is under house
arrest. In this example, this representative can check where the convict has been and where
when the representative connects the reader with the receiver and the reader retrieves the
location data from the receiver.

In an embodiment of the method according to the invention the object is container on
a road truck.

In an embodiment of the method according to the invention the object is any rental
vehicle, such as but not limited to a rental car, rental boat, rental bike and/or rental airplane.

This is advantageous as it can be easily checked by an owner of the rental vehicle
whether the rental vehicle has been within a certain predefined area at a certain time.

In an embodiment of the method according to the invention the object is any vehicle,

such as but not limited to terrestrial vehicles, sea vehicles, air vehicles and/or space



10

15

20

25

30

35

WO 2014/193221 PCT/NL2014/050179
7

vehicles. Further examples are airplanes, helicopters, rockets, ships, vessels, cars, boats,
trucks and/or bikes.

In an embodiment of the method according to the invention the encrypted navigation
signal is a Public Regulated Service (PRS) signal.

In an embodiment of the method according to the invention the encrypted navigation
signal is a Commercial Navigation Service (CNS) signal.

In a second aspect, the present invention provides a method for retrieving location
data of an object over time from a signals-in-space receiver provided to the object.

In the state of art GPS receivers are provided to an object and log location data
which is afterwards used by e.g. a governmental entity to check where the object has been
and when. Normally, this GPS receiver is attached and/or provided to an object of interest,
such as a vessel, fishing ship or human body. The governmental entity reads out the GPS
receiver by extracting the logged location data from the GPS receiver.

Drawback of this method is that such GPS receivers can be easily tampered and/or
spoofed with, i.e. the location data is changed such that it does not correspond with
actual/correct location data.

It is an objective of the invention to provide a method which at least partly eliminates
the above mentioned drawback or in any case to provide an alternative.

In particular, the objective of the invention is to provide a method for retrieving
location data of an object over time in which the risk of unwanted spoofing and/or tampering
is reduced.

This objective is achieved by the invention by means of a method according to claim

This method relates to retrieving location data of an object over time from a signals-
in-space receiver, comprising the step of connecting a reader with the signals-in-space
receiver.

The signals-in-space receiver comprises an antenna for receiving an encrypted
navigation signal, an A/D converter for discretizing the encrypted navigation signal to
encrypted navigation data, a memory unit for storing the encrypted navigation data and an
interface for connecting the reader to the memory unit.

The method comprises the step of transferring the encrypted navigation data over
time from the memory unit to the reader.

The method also comprises the step of decrypting in the reader the encrypted
navigation data over time and retrieving the location data of the object over time.

This is advantageous as it provides a user of the reader to retrieve location data of
the object from the receiver with reduced risk of tampering and/or spoofing. The reader does

not receive location data from the receiver, but instead raw encrypted navigation data stored
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in the memory unit is transferred to the reader. The decryption, that is decrypting the
encrypted navigation data is performed in the reader. The decrypted navigation data is
subsequently used to retrieve the location data of the object.

In an embodiment of the method according to the invention, the method further
comprises steps of providing the signals-in-space receiver to the object, receiving the
encrypted navigation signal over time by the antenna, discretizing the encrypted navigation
signal over time by the A/D converter into encrypted navigation data and storing the
encrypted navigation data over time in the memory unit.

This is advantageous as the storing and acquiring of the encrypted navigation data in
the receiver is separately performed from the decrypting of the encrypted navigation data
and retrieving of the location data of the object in the reader. This reduces the risk for
tampering and/or spoofing. In other words, it makes tampering and spoofing of the location
data more difficult.

In a third aspect, the present invention provides a method for storing location data of
an object over time in a signals-in-space receiver.

In the state of art GPS receivers are attached to the object to be tracked and log
location data which is afterwards used by e.g. a governmental entity to check where the
object has been and when. Normally, this GPS receiver is attached and/or provided to an
object of interest, such as a vessel, fishing ship or human body.

Drawback of this method is that such GPS receivers can be easily tampered and/or
spoofed with, i.e. the location data is changed such that it does not correspond with
actual/correct location data.

It is an objective of the invention to provide a method which at least partly eliminates
the above mentioned drawback or in any case to provide an alternative.

In particular, the objective of the invention is to provide a method for retrieving
location data of an object over time in which the risk of unwanted spoofing and/or tampering
is reduced.

This objective is achieved by the invention by means of a method according to claim
11.

This method relates to storing location data of an object over time in a signals-in-
space receiver and comprises the steps of providing the signals-in-space receiver to the
object. For example, the receiver is attached to an object of interest, being e.g. a vessel,
container, truck, vehicle and/or human body.

The receiver comprises an antenna for receiving an encrypted navigation signal, an
A/D converter for discretizing the encrypted navigation signal to encrypted navigation data, a
memory unit for storing the encrypted navigation data over time and an interface for

connecting a reader to the memory unit.
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The method comprises the steps of receiving the encrypted navigation signal over
time by the antenna and discretizing the encrypted navigation signal over time by the A/D
converter into encrypted navigation data.

The method comprises the step of storing the encrypted navigation data over time in
the memory unit, wherein the encrypted navigation data over time is representative for the
location data of the object over time.

This is advantageous as the receiver logs received encrypted navigation signals over
time as encrypted navigation data in the memory unit, without decrypting the navigation
signal. Location data is not retrieved or logged in the receiver. Instead, raw encrypted
navigation data is stored. This allows the receiver not to decrypt encrypted navigation data
and retrieve location data. Therefore, tampering and/or spoofing location data in the receiver
is not possible, as no location data is required in the receiver. Tampering and/or spoofing of
the encrypted navigation data is much more difficult, such that the risk of tampering and/or
spoofing is reduced.

In an embodiment of the method, the method comprises the steps of connecting the
reader with the memory unit for transferring the encrypted navigation data over time from the
memory unit to the reader and decrypting in the reader the encrypted navigation data over
time and retrieving the location data of the object over time.

This is advantageous as the retrieving of the location data is not performed in the
receiver but in the reader. The reader is releasable connectable with the receiver, therefore
tampering and/or spoofing of the location data is much more difficult when the reader and
the receiver are separated.

In a fourth aspect, the present invention provides a signals-in-space receiver.
Signals-in-space receivers, such as GPS receivers are well known and are used for
attaching or providing to object of interests. These receivers log the location data of the
object over time and afterwards the location data of the object over time can be extracted
from the GPS receivers.

Drawback of such GPS receivers is that they are prone to being tampered or
spoofed, where the location data is altered such that it does not correspond anymore with
actual/correct location data.

It is an objective of the invention to provide a signals-in-space receiver which at least
partly eliminates the above mentioned drawback or in any case to provide an alternative.

In particular, the objective of the invention is to provide a signals-in-space receiver
which has a reduced risk of tampering and/or spoofing.

This objective is achieved by the invention by means of a signals-in-space receiver

according to claim 13.
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This signals-in-space receiver comprises an antenna for receiving an encrypted
navigation signal over time, an A/D converter for discretizing the encrypted navigation signal
over time in encrypted navigation data over time, a memory unit for storing the encrypted
navigation data over time and an interface for connecting with a reader and transferring the
encrypted navigation data over time to the reader.

This is advantageous as in the signals-in-space receiver no decryption of the
encrypted navigation data is performed. No location data is retrieved in the reader. Instead
of logging location data in the receiver, raw encrypted navigation data is stored in the
memory unit. Hence, no tampering or spoofing of location data is possible as no location
data is stored or logged in the receiver.

In a preferred embodiment, the signals-in-space receiver is designed to perform the
steps of a method of the invention according to one or more of the above embodiments, and
is configured to be used in a system according to the invention.

In a fifth aspect, the present invention provides a reader for retrieving location data of
an object. Readers are used to extract location data from signals-in-space receivers, such
as GPS receivers. These GPS receivers are for example attached or provided to the object
of interests. These receivers log the location data of the object over time and afterwards the
location data of the object over time is extracted by readers from the GPS receivers.

Drawback of such receivers is that the extracted location data may be tampered or
spoofed with, i.e. the location data received into the reader may represent location data that
is altered such that it does not correspond anymore with actual/correct location data.

It is an objective of the invention to provide a reader which at least partly eliminates
the above mentioned drawback or in any case to provide an alternative.

In particular, the objective of the invention is to provide a reader which has a reduced
risk of extracting tampered and/or spoofed location data.

This objective is achieved by the invention by means of a reader according to claim
15.

This reader relates to retrieving location data of an object over time and comprises
an interface for connection with a signals-in-space receiver and transferring encrypted
navigation data over time stored in the receiver from the receiver to the reader and a
decryption unit configured for decrypting the encrypted navigation data over time and
retrieving the location data of the object over time.

In a preferred embodiment, the reader is designed to perform the steps of a method
of the invention according to one or more of the above embodiments, and is configured to

be used in a system according to the invention.
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In a sixth aspect, the present invention provides a system for retrieving location data
of an object over time. Preferably, the invention relates to the system according to claim 16.

The system comprises a signals-in-space receiver, in particular a signals-in-space
receiver according to one of the above embodiments.

The receiver comprises an antenna for receiving an encrypted navigation signal over
time and an A/D converter for discretizing the encrypted navigation signal over time in
encrypted navigation data over time. The receiver comprises a memory unit for storing the
encrypted navigation data over time and a reader interface for connecting with a reader and
transferring the encrypted navigation data over time to the reader.

The system further comprises the reader, in particular a reader according to one of
the above embodiments, for retrieving the location data of the object over time.

The reader comprises a receiver interface for connection with the signals-in-space
receiver and transferring the encrypted navigation data over time stored in the receiver from
the receiver to the reader. The reader further comprises a decryption unit configured for
decrypting the encrypted navigation data over time and retrieving the location data of the
object over time.

Advantage of this system is that the reader and the receiver are releasable
connectable, such that it allows for performing retrieving location data from encrypted
navigation data separately from storing the encrypted navigation data.

This has the advantage that it is more difficult to tamper and/or to spoof with the
received more than one encrypted navigation signals. In order to tamper and/or spoof with
retrieving location data from the more than one encrypted navigation signals a decryption
key is required which is not provided in the receiver. Tampering and/or spoofing of the more
than one encrypted navigation signals is much more difficult. The more encrypted navigation
signals are discretized and stored as encrypted navigation data in the memory unit the
greater may be the reduction of risk for tampering and/or spoofing. It is more difficult to
tamper or spoof multiple encrypted navigation signal compared to one encrypted navigation
signals.

In a preferred embodiment, the system is designed to perform at least some of the
steps of a method of the invention according to one or more of the above embodiments.

These and other aspects of the invention will be more readily appreciated as the
same becomes better understood by reference to the following detailed description and
considered in connection with the accompanying drawings in which like reference symbols
designate like parts.

Figure 1 shows a signals-in-space receiver attached to ship and a reader according
to the invention.

Figure 2 shows a detailed overview of the signals-in-space receiver and the reader.
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Figure 3 shows a detailed overview of a system according to the invention.

Figure 1 shows a signals-in-space receiver 2 attached to an object 4. The object 4
here is a ship, for example a fishing ship. The receiver 2 is provided to the object 4 such that
location data 5 of the receiver 2 corresponds to location data 5 of the object 4. In other
words, the object 4 corresponds with certain location data 5, e.g. the ship has a certain
position and velocity at a certain time (PVT). As the receiver 2 is attached and/or provided to
the object 4, their location data correspond.

Further shown is a reader 6. The reader 6 is suitable to be connected with the
receiver 2. For this purpose the receiver is comprised with an interface 7. When the reader 6
is connected, data can be transferred between the receiver 2 and the reader 6. In particular,
data is transferred from the receiver 2 to the reader 6. The reader 6 is suitable to retrieve
location data 5 that corresponds to the reader 6 and therefore the object 4.

To illustrate the invention, a method for retrieving location data 5 from the object 4 is
described in more detail.

A first step is that the signals-in-space receiver 2 is provided or attached to the object
4. For example, this is done by means of magnets or other fastening means. After providing
the receiver 2 to the object 4, the location data 5 of the receiver 2 correspond to location
data 5 of the object 4 and vice versa.

The receiver 2 comprises an antenna 8 for receiving encrypted navigation signals
10a, 10b, 10c, 10d. This can be seen in Figure 2.

The encrypted navigation signals 10a, 10b, 10c, 10d originate from Global
Navigation Satellite System (GNSS) satellites. Here, in total four GNSS satellites 11a, 11b,
11c, 11d are in view and each transmit respectively an encrypted navigation signal 10a, 10b,
10c, 10d.

The encrypted navigation signals 10a, 10b, 10c, 10d are received by the antenna 2
at the same time and converted into encrypted navigation data 12 by an A/D converter 15.
With converting from analogue navigation signals to digital navigation data is meant
discretizing the encrypted navigation signals 10a, 10b, 10c, 10d into encrypted navigation
data 12. After discretizing, the encrypted navigation data 12 is suitable for digital processing,
such as storing it on a memory unit 16.

The second step of the method is therefore receiving the encrypted navigation
signals 10a, 10b, 10c, 10d by the antenna 8. Thereafter, the method comprises the step of
discretizing the encrypted navigation signals 10a, 10b, 10c, 10d into encrypted navigation
data 12 by the A/D converter 15.

A subsequent step is that the encrypted navigation data 12 is stored in the memory

unit 16. The memory unit 16 is comprised in the receiver 2.
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For example, the memory unit 16 is a Solid State Drive (SSD) also known as a Solid
State Storage and/or Solid State Disk and/or Electronic Disk. These SSD actually do not
comprise a disk however are comprised of integrated circuits as memory storage.

In another example, the memory unit 16 is a non-volatile memory card such as a
Secure Digital (SD) card.

The receiver 2 now logs all encrypted navigation signals 10a, 10b, 10c, 10d over time
and stores it as encrypted navigation data 12 in the memory unit 2.

The storing, i.e. logging, may be performed at a predefined sample rate and for a
predefined duration.

For example, after the receiver 2 has been attached to the object 4, e.g. a ship, the
object 4 will be at sea for 2 weeks. The receiver 2 discretizes, e.g. samples/records, the
encrypted navigation signals 10a, 10b, 10c, 10d for 2 weeks at a sampling rate of two
samples per day. In total 14 respectively 28 samples of encrypted navigation data 12 are
stored in the memory unit 16.

In general, the sampling rate and duration of sampling depend on the total duration
that location data is required and the type of object.

During receiving of the encrypted navigation signals 10a, 10b, 10c¢, 10d no
processing of the encrypted navigation data 12 into actual location data 5 is performed. As
the receiver 2 does not comprise a decryption key 20 it is much more difficult to spoof and/or
tamper with the receiver in order to generate false location data 5. This reduces the risk for
tampering and/or spoofing the receiver 2.

When the object 4, in this case the ship, is back in port, a governmental entity is able
to retrieve location data 5 based on the encrypted navigation data 12 stored in the receiver
2.

Therefore, in a further embodiment, the method comprises the step of connecting the
reader 6 with the memory unit 16 for transferring the encrypted navigation data 12 over time
from the memory unit 16 to the reader 6.

Now, the encrypted navigation data 12 is available to the reader 6.

The subsequent step is decrypting, in the reader 6, the encrypted navigation data 12
over time.

For this purpose, the reader 6 comprises a decryption unit 21 that decrypts the
encrypted navigation data 12 into decrypted navigation data 22. The decryption key 20 may
inputted into the reader 6 or may already be programmed into the decryption unit 21. For
example, the decryption unit 21 is a so-called security module that already comprises the

decryption key 20.
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The subsequent step is retrieving the location data 5 over time from the decrypted
navigation data 22 by the reader 6. Shown in Figure 2 is that the reader 6 comprises a
retrieving unit 23 for retrieving the location data 5 from the decrypted navigation data 22.

Separating the step of decrypting encrypted navigation data 12 and retrieving
location data 5 from logging/storing the encrypted navigation data 12 has as advantage that
spoofing and/or tampering of the location data 5 is much more difficult.

The invention also relates to the signals-in-space receiver 2 as described and shown
in Figures 1 and 2.

Here, the signals-in-space receiver 2 comprises the antenna 8 for receiving the
encrypted navigation signal 10a, 10b, 10c, 10d over time. It comprises the A/D converter 15
for discretizing the encrypted navigation signal 10a, 10b, 10c¢, 10d over time in encrypted
navigation data 12 over time. It comprises the memory unit 16 for storing the encrypted
navigation data 12 over time. And the receiver 2 comprises the interface 7 for connecting
with the reader 6 and transferring the encrypted navigation data 12 over time to the reader
6.

The invention also relates to the reader as described in Figures 1 and 2. The reader
comprises an interface, being an receiver interface 27, for connection with the signals-in-
space receiver 2 and for transferring encrypted navigation data 12 over time stored in the
receiver 2 from the receiver 2 to the reader 6. The receiver 2 comprises an interface 7, being
a reader interface, for connecting with the reader 6. Preferably, the receiver interface 27 is
releasable connectable with the reader interface 7 for communication between the reader 6
and the receiver 2 respectively.

The reader 6 comprises further the decryption unit 21 configured for decrypting the
encrypted navigation data 12 over time. The reader 6 comprises the retrieving unit 23 for
retrieving the location data 5 of the object 4 over time.

The invention also relates to a method for retrieving location data 5 of the object 4
from the signals-in-space receiver 2, as described in Figures 1 and 2. This method
comprises the steps of connecting the reader 6 with the signals-in-space receiver 2,
transferring the encrypted navigation data 12 over time from the memory unit 16 to the
reader 6 and decrypting in the reader 6 the encrypted navigation data 12 over time and
retrieving the location data 5 of the object 4 over time.

The invention also relates to a method for storing location data 5 of the object 4 in
the receiver 2, as described in Figures 1 and 2. This method comprises the steps of
providing the signals-in-space receiver 2 to the object 4, receiving the encrypted navigation
signal 10a, 10b, 10c, 10d over time by the antenna 8, discretizing the encrypted navigation
signal 10a, 10b, 10c, 10d over time by the A/D converter 15 into encrypted navigation data

12 and storing the encrypted navigation data 12 over time in the memory unit 16. The
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encrypted navigation data 12 over time is hereby representative for the location data 5 of the
object 4 over time.

The invention also relates to a system 1 for retrieving location data 5 of an object 4.
This system is shown in Figure 3. This system 1 is comprised of the receiver 2 and the
reader 6 according to one of the above embodiments.

The method for retrieving location data 5 of an object 4 over time, the method for
retrieving location data 5 of an object 4 over time from a signals-in-space receiver 2, the
signals-in-space receiver 2, the reader 6 for retrieving location data 5 of an object 4 over
time, the method for storing location data 5 of an object 4 over time in a signals-in-space
receiver 2, the system 1 for retrieving location data 5 of an object 4 over time are not limited
to the described embodiments. Any combination of the described embodiments is possible
and foreseen.

In particular a receiver 2 and/or reader 6 described in one embodiments can be
applied in another embodiment with corresponding advantages.

As required, detailed embodiments of the present invention are disclosed herein;
however, it is to be understood that the disclosed embodiments are merely exemplary of the
invention, which can be embodied in various forms. Therefore, specific structural and
functional details disclosed herein are not to be interpreted as limiting, but merely as a basis
for the claims and as a representative basis for teaching one skilled in the art to variously
employ the present invention in virtually any appropriate detailed structure. Further, the
terms and phrases used herein are not intended to be limiting, but rather, to provide an
understandable description of the invention.

The terms “a” or “an”, as used herein, are defined as one or more than one. The term
“‘multiple”, as used herein, is defined as two or more than two. The term “another”, as used
herein, is defined as at least a second or more. The terms “including” and/or “having”, as
used herein, are defined as comprising (i.e. open language, not excluding other elements or
steps). Any reference signs in the claims should not be construed as limiting the scope of
the claims of the invention.

The mere fact that certain measures are recited in mutually different dependent
claims does not indicate that a combination of these measures cannot be used to
advantage.

Summarized, methods according to the invention and readers, receivers and systems
according to the invention are acquired that result in less tampering and/or spoofing of
location data. By separating the storing of encrypted navigation data and decrypting the
encrypted navigation data to retrieve the location data in terms of steps and where these
steps are performed, result in a great reduction of tamper/spoof risks.

The invention is not limited to the described embodiments.
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Location data comprises position, velocity and time.

The receiver is free from a security module, i.e. a decryption unit for decrypting the
encrypted navigation signal.

In an embodiment, the memory unit is an internal memory, e.g. a SSD or SD card.

The reader is configured for decrypting the encrypted navigation data and retrieve
location data, such as position, velocity and time, per time stamp.

The reader may further be configured for streaming the location data, preferably per
time stamp, directly onto a digital map or into a data file.

In a further embodiment, the method further comprises the step of comparing the
retrieved location data with non-encrypted navigation data. This non-encrypted navigation
data is acquired by receiving non-encrypted navigations signals by the antenna and
discretizing these non-encrypted navigation signals by the A/D converter into non-encrypted
navigation data. For example, the non-encrypted navigation data is civil GPS or Galileo OS.

The method further may comprise the step of attaching the receiver to an object by
means of magnets.

The method may further comprise the step of providing power to the receiver

attached to the object from a power source within the object.
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CLAIMS

Method for retrieving location data (5) of an object (4) over time, comprising the steps

providing a signals-in-space receiver (2) to the object (4), the receiver (2)
comprising an antenna (8) for receiving a navigation signal, an A/D converter
(15) for discretizing the navigation signal into navigation data, a memory unit
(16) for storing the navigation data and an interface (7) for connecting a
reader (6) to the memory unit (16);

receiving the navigation signal over time by the signals-in-space receiver (2)
through its antenna (8);

discretizing the navigation signal over time by the A/D converter (15) into
navigation data;

storing the navigation data over time in the memory unit (16);

connecting the reader (6) with the memory unit (16);

transferring the navigation data over time from the memory unit (16) to the
reader (6); and

retrieving in the reader (6) the location data (5) of the object (4) over time,

characterized in that

the signals-in-space receiver (2) receives an encrypted navigation signal (10a,
10b, 10c, 10d) over time;

the A/D converter (15) discretizes the encrypted navigation signal (10a, 10b,
10c, 10d) over time into encrypted navigation data (12) over time;

the memory unit (16) stores the encrypted navigation data (12) over time;

the encrypted navigation data (12) over time are transferred from the memory
unit (16) to the reader (6); and

the reader (6) decrypts the encrypted navigation data (12) over time to

retrieve the location data (5) of the object (4) over time.

2. Method according to the preceding claim, wherein the antenna (8) is suitable for

receiving more than one, preferably more than three encrypted navigation signals (10a,

10b, 10c, 10d) at the same time, wherein the A/D converter (15) is suitable for

discretizing the received encrypted navigation signals (10a, 10b, 10c, 10d) at the same

time into encrypted navigation data (12) and the method comprises the steps of:
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— receiving the encrypted navigation signals (10a, 10b, 10c, 10d) over time by

the antenna (8);
— discretizing the encrypted navigation signals (10a, 10b, 10c, 10d) over time by
the A/D converter (15).

3. Method according to one of the preceding claims, wherein the method further
comprises the step of providing the reader (6) with a decryption key for decrypting the

encrypted navigation data (12) over time.

4. Method according to one of the preceding claims, wherein the method further
comprises the step of comparing the location data (5) of the object (4) over time with a

predefined region.

5. Method according to one of the preceding claims, wherein the method further
comprises the step of comparing the retrieved location data with non-encrypted

navigation data.

6. Method according to one of the preceding claims, wherein the encrypted navigation
signal (10a, 10b, 10c, 10d) is an encrypted Global Navigation Satellite System (GNSS)

signal.

7. Method according to one of the preceding claims, wherein the object (4) is:
- a vessel, in particular the object (4) is a fishing ship, or
- a container, in particular on a vessel or on a road truck, or
- a vehicle, or

- a human body.

8. Method according to one of the preceding claims, wherein the encrypted navigation
signal (10a, 10b, 10c, 10d) is a Public Regulated Service (PRS) signal and/or a

Commercial Navigation Service (CNS) signal.

9. Method for retrieving location data (5) of an object (4) over time from a signals-in-
space receiver (2) provided to the object (4), comprising the steps of:
— providing the signals-in-space receiver (2) comprising an antenna (8) for
receiving a navigation signal , an A/D converter (15) for discretizing the

navigation signal (10a, 10b, 10c, 10d) to navigation data, a memory unit (16)
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storing the navigation data and an interface (7) for connecting the reader (6)

to the memory unit (16);
transferring the navigation data over time from the memory unit (16) to the
reader (6); and

retrieving the location data (5) of the object (4) over time,

characterized by

the memory unit (16) storing encrypted navigation data (12), the encrypted
navigation data (12) being obtained by the A/D converter (15) discretizing an
encrypted navigation signal (10a, 10b, 10c, 10d), the encrypted navigation
signal (10a, 10b, 10c, 10d) being received by the signals-in-space receiver (2)
through its antenna (8);

connecting the reader (6) with the signals-in-space receiver (2);

transferring the encrypted navigation data (12) over time from the memory
unit (16) to the reader (6); and

decrypting in the reader (6) the encrypted navigation data (12) over time and

retrieving the location data (5) of the object (4) over time.

10. Method according to the previous claim, further comprising the steps of:

providing the signals-in-space receiver (2) to the object (4);

receiving the encrypted navigation signal (10a, 10b, 10c, 10d) over time by
the antenna (8);

discretizing the encrypted navigation signal (10a, 10b, 10c, 10d) over time by
the A/D converter (15) into encrypted navigation data (12);

storing the encrypted navigation data (12) over time in the memory unit (16).

11. Method for storing location data (5) of an object (4) over time in a signals-in-space

receiver (2), comprising the steps of:

providing the signals-in-space receiver (2) to the object (4), the receiver (2)
comprising an antenna (8) for receiving a navigation signal, an A/D converter
(15) for discretizing the navigation signal to navigation data, a memory unit
(16) for storing the navigation data over time and an interface (7) for
connecting a reader (6) to the memory unit (16);

receiving the navigation signal over time by the signals-in-space receiver (2)

through its antenna (8);
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discretizing the navigation signal over time by the A/D converter (15) into

navigation data;

storing the navigation data over time in the memory unit (16),

characterized in that

the signals-in-space receiver (2) receives an encrypted navigation signal (10a,
10b, 10c, 10d) over time;

the A/D converter (15) discretizes the encrypted navigation signal (10a, 10b,
10c, 10d) over time into encrypted navigation data (12) over time; and

the memory unit (16) stores the encrypted navigation data (12) over time,
wherein the encrypted navigation data (12) over time is representative for the

location data (5) of the object (4) over time.

12. Method according to any of the previous claims, wherein the receiver (2) further

comprises a power supply interface for connecting with an external power supply, the

method further comprising the step of providing power from the external power supply to

the receiver (2), the external power supply being external to the receiver (2).

13. Signals-in-space receiver (2), comprising:

an antenna (8) for receiving a navigation signal over time;

an A/D converter (15) for discretizing the navigation signal over time in
navigation data over time;

a memory unit (16) for storing the navigation data over time; and

an interface (7) for connecting with a reader (6) and transferring the

navigation data over time to the reader (6),

characterized in that

the antenna (8) is adapted to receive an encrypted navigation signal (10a,
10b, 10c, 10d) over time;

the A/D converter (15) is adapted to discretize the encrypted navigation signal
(10a, 10b, 10c, 10d) over time in encrypted navigation data (12) over time;
the memory unit is adapted to store the encrypted navigation data (12) over
time; and

the interface (7) is adapted to transfer the encrypted navigation data (12) over

time to the reader (6).
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14. Signals-in-space receiver (2) according to claim 16, further comprising a power

supply

interface for connecting with an external power supply.

15. Reader (6) for retrieving location data (5) of an object (4) over time, comprising:

— an interface for connection with a signals-in-space receiver (2) and

transferring navigation data over time stored in the receiver (2) from the

receiver (2) to the reader (6); and

— aretrieving unit (23) for retrieving the location data (5) of the object (4) over

time from the navigation data,

characterized in that

— the interface is adapted to transfer encrypted navigation data (12) over time;

— the retrieving unit (23) is adapted to retrieve the location data (5) of the object

(4) over time from decrypted navigation data (22),

— wherein the reader further comprises a decryption unit configured for

decrypting the encrypted navigation data (12) over time into the decrypted

navigation data (22).

16. System (1) for retrieving location data (5) of an object (4) over time, comprising:

— a signals-in-space receiver (2), comprising:

O

O

an antenna (8) for receiving a navigation signal over time;

an A/D converter (15) for discretizing the navigation signal over time in
navigation data over time;

a memory unit (16) for storing the navigation data over time;

an interface (7) for connecting with a reader (6) and transferring the
navigation data over time from the memory unit (16) to the reader (6),

the system further comprising:

— the reader (6) for retrieving the location data (5) of the object (4) over time,

comprising:

O

O

a receiver interface (27) for connection with the signals-in-space
receiver (2) and transferring the navigation data over time stored in the
receiver (2) from the receiver (2) to the reader (6);

a retrieving unit (23) for retrieving the location data (5) of the object (4)

over time from the navigation data,
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characterized in that

the signals-in-space receiver (2) is adapted to receive an encrypted
navigation signal (10a, 10b, 10c, 10d) over time;

the A/D converter (15) is adapted to discretize the encrypted navigation signal
(10a, 10b, 10c, 10d) over time into encrypted navigation data (12) over time;
the memory unit (16) is adapted to store the encrypted navigation data (12)
over time;

the interface (7) is adapted to transfer the encrypted navigation data (12) over
time from the memory unit (16) to the reader (6);

the receiver interface (27) is adapted to transfer the encrypted navigation data
(12) over time from the receiver (2) to the reader (6); and

the retrieving unit (23) is adapted to retrieve the location data (5) of the object
(4) over time from decrypted navigation data (22),

the reader (6) further comprises a decryption unit configured for decrypting
the encrypted navigation data (12) over time into the decrypted navigation
data (22).
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