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DECENTRALIZED POLICY PUBLISH AND network , wherein the request is associated with a given 
QUERY SYSTEM FOR MULTI - CLOUD policy file that defines a policy that applies to at least a 

COMPUTING ENVIRONMENT subset of nodes in the decentralized system of nodes . Policy 
file retrieval metadata is received at the given node from the 

FIELD 5 blockchain network in response to the request , wherein the 
policy file retrieval metadata comprises address information 

The field relates generally to multi - cloud computing envi associated with storage of the given policy file in a decen 
ronments and , more particularly , to data protection and tralized storage network . The address information is sent 
management techniques in such multi - cloud computing from the given node to the decentralized storage network . 
environments . The given policy file is received at the given node from the 

decentralized storage network . BACKGROUND In a further embodiment , a system comprises a plurality 
Enterprises such as corporations typically utilize a cloud of nodes , wherein at least a portion of the nodes are cloud 

computing environment to manage their data . One or more 15 nodes in a multi - cloud computing environment . The system 
cloud platforms that are part of this environment may be further comprises a decentralized storage network accessible 
within the exclusive control and management of the enter by at least a subset of nodes of the decentralized system of 
prise , and therefore are considered “ private clouds . ” On the nodes and configured to store one or more policy files that 
other hand , the cloud computing environment can include define one or more policies associated with data protection 
one or more cloud platforms that can be used by multiple 20 and management of data processed by the plurality of nodes . 
enterprises , and not necessarily controlled or managed by The system further comprises a blockchain network acces 
any of the multiple enterprises but rather are controlled and sible by at least a subset of nodes of the decentralized system 
managed by one or more third - party cloud providers . Such of nodes and configured to store policy file retrieval meta 
cloud platforms are typically considered “ public clouds . ” data for obtaining the one or more policy files from the 
More typically , enterprises may choose to host their data ( as 25 decentralized storage network . Still further , the system com 
well as applications , workloads , services , etc. ) on a combi prises an identity management system for providing authen 
nation of private and public clouds that form a multi - cloud ticating credentials to nodes communicating with the block 
computing environment . One or more clouds may also be chain network and the decentralized storage network . 
referred to as a “ data center . ” Alternatively , a data center Advantageously , illustrative embodiments provide decen may be comprised of one or more clouds . tralized policy publish and query features of a decentralized The emergence of multi - cloud computing environments data protection and management system in a multi - cloud increases the need for data protection and management computing environment that enable reduced network bottle across multiple clouds . However , attempts to provide data necks , a unified view of a given policy , traceable logs of protection and management across multiple clouds using actions associated with the policy , limited data storage existing solutions presents significant challenges for an 35 associated with the policy , policy integrity checks , as well as enterprise . other advantages . 

SUMMARY These and other features and advantages of the invention 
will become more readily apparent from the accompanying 

Illustrative embodiments of the invention provide decen- 40 drawings and the following detailed description . 
tralized data protection and management techniques in a 
multi - cloud computing environment . More particularly , one BRIEF DESCRIPTION OF THE DRAWINGS 
or more illustrative embodiments provide decentralized 
policy publish and query features of a decentralized data FIG . 1 illustrates an exemplary decentralized data protec 
protection and management system . 45 tion and management system within which illustrative 

For example , in one embodiment , a policy publishing embodiments are implemented . 
method comprises the following steps . A given policy file is FIGS . 2A and 2B illustrate two exemplary states associ 
obtained at a given node of a decentralized system of nodes , ated with nodes of the decentralized data protection and 
wherein the given policy file defines a policy that applies to management system of FIG . 1 . 
at least a subset of nodes in the decentralized system of 50 FIG . 3 illustrates decentralized policy publish and query 
nodes . The given policy file is sent from the given node to features of a decentralized data protection and management 
a decentralized storage network for storage therein , wherein system , according to an illustrative embodiment . 
the decentralized storage network is accessible by at least a FIG . 4 illustrates a policy publish methodology of a subset of nodes of the decentralized system of nodes . decentralized data protection and management system , Storage metadata is received at the given node from the 55 according to an illustrative embodiment . decentralized storage network , wherein the storage metadata 
represents address information associated with storage of the FIG . 5 illustrates a policy query methodology of a decen 
given policy file in the decentralized storage network . The tralized data protection and management system , according 

to an illustrative embodiment . given node generates policy file retrieval metadata based on 
the storage metadata received from the decentralized storage 60 FIG . 6 illustrates an identity management methodology of 
system . The policy file retrieval metadata is sent from the a decentralized data protection and management system , 
given node to a blockchain network for storage therein , according to an illustrative embodiment . 
wherein the blockchain network is accessible by at least a FIGS . 7A and 7B illustrate a decentralized data protection 
subset of nodes of the decentralized system of nodes . and management methodology , according to an illustrative 

In another embodiment , a policy querying method com- 65 embodiment . 
prises the following steps . A request is sent from a given FIGS . 8 and 9 illustrate examples of processing platforms 
node in a decentralized system of nodes to a blockchain that may be utilized to implement at least a portion of a 
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decentralized data protection and management system , accessible by any other node using a unified namespace 
according to illustrative embodiments . approach . This way , access to data is not limited to a single 

cloud as in traditional solutions . The DMD framework itself 
DETAILED DESCRIPTION maintains multiple replicas of each metadata record in the 

5 DMD components at each of the different nodes . The data 
Illustrative embodiments will be described herein with protection engine maintains and / or comprises a node state , reference to exemplary information processing systems and one or more data protection policy files , and a distributed associated host devices , storage devices and other process state monitor . Thus , the data protection engine monitors the ing devices . It is to be appreciated , however , that embodi 

ments are not restricted to use with the particular illustrative 10 actions based on the state and policy information . Ideally , state of the protected data and makes decisions and takes 
system and device configurations shown . Accordingly , the every node in the system should have a unified view of the term “ information processing system ” as used herein is 
intended to be broadly construed , so as to encompass , for data protection policy that is in place . However , the system 
example , processing systems comprising cloud computing would be improved with a practical way to publish and 
and storage systems , as well as other types of processing 15 query the policy files . 
systems comprising various combinations of physical and Illustrative embodiments provide decentralized policy 
virtual computing resources . An information processing publishing and querying methodologies for a multi - cloud 
system may therefore comprise , for example , a cloud infra computing environment . While such decentralized policy 
structure hosting multiple tenants that share cloud comput publishing and querying methodologies are particularly well 
ing resources . Such systems are considered examples of 20 suited for implementation in a DMD framework as 
what are more generally referred to herein as cloud com described above , it is to be appreciated that such techniques 
puting environments . Environments that implement multiple are more generally applicable in any decentralized data 
cloud platforms are referred to as multi - cloud computing tection and management system . As will be explained , 
environments . As mentioned above , a multi - cloud comput the decentralized policy publishing and querying method 
ing environment employed by an enterprise may comprise 25 ologies , according to illustrative embodiments , solve the 
two or more clouds ( e.g. , two or more private clouds , two or above - mentioned data silo and vendor lock - in issues as well 
more public clouds , or a combination of one or more private as provide other features such as identity management 
clouds and one or more public clouds ) . The term " enter within a multi - cloud computing environment . The multi prise ” as used herein is intended to be broadly construed , cloud computing environment may include a wide variety of and may comprise , for example , one or more businesses , one 30 computing resources that form an information processing or more corporations or any other one or more entities , system . The term " computing resource , " as illustratively groups , or organizations . An “ entity ” as illustratively used used herein , can refer to any device , endpoint , component , herein may be a person or system . element , platform , cloud , data center , storage array , client , One type of scalable service that cloud infrastructure typically provides to users is cloud storage . However , it is 35 server , gateway , or other resource , that is part of a multi 
realized that once users migrate their data to a given cloud cloud computing environment . 
platform for storage , so - called “ data gravity ” prevents them Before describing illustrative embodiments of decentral 
from migrating the data beyond the given cloud platform . ized policy publishing and querying methodologies , some 
Data gravity is the concept that as a data set grows larger , it exemplary data protection and management systems will be 
attracts more software ( applications ) that utilizes the data 40 described in the context of FIGS . 1 , 2A , and 2B . 
toward the physical location of the data . Thus , as more FIG . 1 illustrates a decentralized data protection and 
software is located where the data resides , it becomes management system 100. More particularly , system 100 
difficult to migrate the data to another location . This situa comprises a multi - cloud computing environment 102 com 
tion inevitably creates data silos and results in so - called prised of multiple cloud platforms ( public clouds , private 
“ vendor lock - in ” ( a user is unable or unwilling based on cost 45 clouds , or some combination thereof ) . Cloud nodes 1 
to migrate the data from the cloud platform of one cloud through 12 within multi - cloud computing environment 102 
provider to another ) . can each be part of a separate cloud platform in some 

Solutions have been proposed for multi - cloud data pro embodiments , while in other embodiments , two or more of 
tection system in an attempt to overcome the data silo and cloud nodes 1 through 12 may be part of the same cloud 
vendor lock - in issues . By way of example only , the U.S. 50 platform . 
patent application identified as U.S. Ser . No. 15 / 959,386 , In the scenario depicted in FIG . 1 , it is assumed that 
entitled “ Decentralized Data Protection System for Multi computing resources such as Internet - of - Things ( IoT ) 
Cloud Computing Environment , ” and filed on Apr. 23 , 2018 , devices 104-1 , 104-2 , and 104-3 ( e.g. , sensors , computers , 
the disclosure of which is incorporated by reference in its or any other data sources or intermediaries ) generate data 
entirety herein , discloses a multi - cloud data protection sys- 55 constantly , e.g. , data objects 106-1 , 106-2 , and 106-3 respec 
tem that addresses data silo , vendor lock - in , as well as other tively generated by IoT devices 104-1 , 104-2 , and 104-3 . A 
issues . More particularly , in a multi - cloud computing envi gateway device 108 collects data objects 106-1 , 106-2 , and 
ronment with a plurality of cloud platforms wherein each 106-3 from the IoT devices . It is further assumed that all data 
platform has one or more nodes , the cloud platforms are objects collected by gateway device 108 are automatically 
operatively coupled via a unified message bus so that data 60 backed up to multiple cloud platforms ( e.g. , multiple cloud 
stored in one cloud is accessible from any other cloud , and nodes 1 through 12 ) based on a given data protection policy . 
thus not limited by APIs dedicated to each of the cloud The number of replicas ( backup copies of data objects ) is 
vendors . Each node in the multi - cloud computing environ defined by a " duplication factor " defined by the given data 
ment comprises a data protection engine , data block storage , protection policy . For example , replica data objects 110-1 , 
and a decentralized metadata database ( DMD ) component . 65 110-2 , 110-3 , 110-4 , 110-5 , and 110-6 are shown stored on 
The DMD framework maintains the metadata of all pro cloud nodes 1 , 3 , 6 , 7 , 9 , and 11 wherein , given a duplication 
tected data blocks , so that data in any given node is factor of two , data objects 110-1 and 110-5 are replicas of 
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data object 106-1 , data objects 110-2 and 110-4 are replicas herein is intended to generally refer to any node ( e.g. , cloud 
of data object 106-2 , and data objects 110-3 and 110-6 are nodes , gateway nodes , analytic server nodes , IoT nodes , 
replicas of data object 106-3 . administrator node , and any other nodes ) in a decentralized 
With cloud nodes constantly joining and leaving the data protection and management system . 

system 100 , the number of replicas is fixed to equal the 5 There are a variety of ways to manage the policy file in 
duplication factor . The system 100 creates new replicas or such a decentralized data protection and management sys 
removes redundant replicas in a fully decentralized manner . tem . One approach is to broadcast the policy file to the entire The above - referenced U.S. Ser . No. 15 / 959,386 is one network , while another is to introduce a centralized server to example of a decentralized protection system that can be store the policy file such that every node retrieves the policy implemented as part of system 100 . file from the server . However , it is realized herein that there is no efficient way 
to publish a policy file in which the duplication factor is The problems with these approaches are described below . 
defined . Every node in the system 100 , including the cloud Note that many of these problems are common to a large 

data nodes running on different public clouds ( e.g. , cloud nodes decentralized system , and not necessarily limited to 
1 through 12 ) , gateway nodes ( e.g. , gateway device 108 ) , 15 protection and management system . 
analytic server nodes ( not expressly shown ) and IoT nodes Lack of Identity Management . 
( e.g. , IoT devices 104-1 , 104-2 , and 104-3 ) in the system Identity management may not be a problem if a central 
cannot query the latest policy file efficiently nor verify that ized server is introduced to store the policy file , however , it 
the policy file is actually the latest version . is very difficult to implement a practical identity manage 

Note also that the policy may not be a system - wide policy . 20 ment method if the goal is to publish the policy file via 
That is , different nodes in the system may have different broadcasting . It is difficult for the system to prevent an 
policies . For example , for cloud nodes , the policy file may unauthorized identity to publish a false policy file , while it 
define the manner in which they maintain the number of is also very difficult to publish the policy only to the group 
replicas of the data objects as needed . However , other nodes of nodes who have read access to the policy file . 
( e.g. , gateway device , IoT devices , etc. ) in the system can 25 Single Point of Failure . 
have policies with different rules . Once the centralized server is introduced to the system , 
By way of example only , FIGS . 2A and 2B illustrate a the problem of a single point of failure is also introduced . 

policy scenario in the context of cloud nodes 202-1 , 202-2 , Though the data protection system could be decentralized , 
202-3 , and 202-4 . More particularly , FIG . 2A shows an the policy server is centralized . The failure of the policy 
initial state 200 of cloud nodes 202-1 , 202-2 , 202-3 , and 30 server would heavily affect the entire system . For example , 
202-4 . As shown in this example , for a given data object in the case off a policy server failure , a new policy file would 
with a duplication factor of three defined in a given policy not be published , and nodes would not be able to retrieve a 
file , cloud node 202-1 maintains replica data object new policy file from the server . 
cloud node 202-2 maintains replica data object 204-2 , and High Latency to Query the Policy . 
cloud node 202-3 maintains replica data object 204-3 . In the case of a centralized solution , all the clients should 
FIG . 2B shows a subsequent state 210 following a failure send the query request to the centralized server , whose 

of cloud node 202-3 . Failure could be for any reason ( s ) such performance is clearly limited by computation power and 
as , but not limited to , failure of one or more processing network bandwidth . Note that a given system could typically 
devices associated with cloud node 202-3 , failure of one or have hundreds of thousands of clients , including IoT 
more communication links associated with cloud node 202- 40 devices , gateways , cloud nodes , etc. In the case of broad 
3 , etc. Following the failure of cloud node 202-3 , there are casting , clients cannot actively submit a query request , since 
only two available replicas in the system . In compliance the clients would likely be unaware of which node to send 
with the policy defining a duplication factor of three ( of the query request . 
which the system is assumed to be automatically aware ) , one Lack of Unified View of the Policy . 
more replica of the data object is created on another cloud 45 In the case of broadcasting , it is very difficult , if not 
node , i.e. , as shown in FIG . 2B , cloud node 202-4 now impossible , to make sure that all the clients have a unified 
maintains replica data object 204-4 . view of the policy . It is difficult to make sure that every client 
On the other hand , the IoT devices ( e.g. , 104-1 , 104-2 , and actually receives the policy , and it is also very difficult to 

104-3 in FIG . 1 ) do not need to be aware of the number of make sure that every client receives the policy files in a 
replicas saved , however , they do need to be aware of when 50 desired order . It is possible that different clients get different 
they should download a useful copy of a data object from the versions of the policy file at the same time . 
cloud and when they should upload their unique copy of a Lack of Traceability of the Policy File . 
data object to the cloud . As a result , a different policy file In the case of broadcasting , there is no log for the history 
should be created for the IoT devices . It should also be noted of the policy file , making it difficult for the clients to trace 
that while FIG . 1 shows a small number of devices / nodes , in 55 the history of the policy file and possibly take action if 
a given data protection and management system , there may needed . Broadcasting the policy file also introduces com 
typically be hundreds of different devices , and they may also plexity for the network administrator to monitor the net 
require hundreds of different policies . work . 

Furthermore , it is realized herein that in a decentralized Unable to Query Policy File . 
data protection and management system , identity manage- 60 In the case of broadcasting , clients cannot actively 
ment and authentication is also important , since one node retrieve the policy file , they can only wait for the new policy 
should only see the policy file published to its own node file to be published . However , this is problematic . For 
type , while only an authorized identity can publish the example , new clients joining the network cannot proactively 
policy file . Still further , the integrity of the policy file is also obtain the policy file . In the case of clients missing a 
of critical importance . The system should provide that the 65 broadcasting message either due to failure of the network or 
client can easily validate the integrity of the policy file a reboot , there is also no way for the client to become aware 
independently and efficiently . The term “ client ” as used of the missed policy file and actively retrieve it . 

35 



10 

US 10,824,740 B2 
7 8 

Integrity Check of the Policy File . of a location addressing protocol . That is , the hash value is 
It is realized herein that it is critical for the client to make independent of the origin of the data set and can be hosted 

sure that the policy file has not been tampered with , either anywhere in the system . 
due to system failure or deliberately . However , it is difficult In one example , the IPFS system is further described in J. 
to implement this feature in a broadcasting - based system . 5 Benet , “ IPFS Content Addressed , Versioned , P2P File Sys 

Given the complexities and challenges described above , tem , " 2014 , the disclosure of which is incorporated by 
illustrative embodiments provide for the use of a combina reference herein in its entirety . However , illustrative 
tion of a blockchain network and content - addressed decen embodiments are not limited to this particular data storage 
tralized file system as will be further explained below in the network and alternative systems may be employed . 
context of FIGS . 3-6 . As used in the illustrative descriptions In one or more illustrative embodiment , the blockchain 
herein , a client can refer to any device or node in a network 320 can be implemented via a distributed ledger 
decentralized data protection and management system such system . As used herein , the terms “ blockchain , ” “ ledger ” 

and “ blockchain ledger ” may be used interchangeably . As is as , but not limited to , cloud nodes 1 through 12 in multi known , the blockchain or distributed ledger protocol is cloud computing environment 102 , IoT devices 104-1 , 104 15 implemented via a distributed , decentralized computer net 2 , and 104-3 , and gateway device 108 in system 100 of FIG . work of compute nodes . A given one of the blockchain 
1. Also , a client refers to a node of an administrator seeking compute nodes resides on client 302 ( or client 302 otherwise to publish a policy file as will be further explained below . has access to a blockchain compute node ) . The compute 
FIG . 3 illustrates decentralized policy publish and query nodes are operatively coupled in a peer - to - peer communi 

features of a decentralized data protection and management 20 cations protocol . In the computer network , each compute 
system 300 , according to an illustrative embodiment . More node is configured to maintain a blockchain which is a 
particularly , FIG . 3 depicts two networks for implementing cryptographically secured record or ledger of data blocks 
policy publishing and query system according to illustra that represent respective transactions within a given com 

tive embodiments . As shown , a client 302 is operatively putational environment . The blockchain is secured through 
coupled to a decentralized storage network ( DSN ) 310 and 25 use of a cryptographic hash function . A cryptographic hash 
a blockchain network 320 which utilizes policy chaincode function is a cryptographic function which takes an input ( or 
322 to manage blockchain ledger 324. Chaincode is a term " message " ) and returns a fixed - size alphanumeric string , 
that describes one or more software programs that run on top which is called the hash value ( also a message digest , a 
of the blockchain ledger 324 to implement business logic digital fingerprint , a digest , or a checksum ) . Each blockchain 
associated with the ledger . 30 is thus a growing list of data records hardened against 

In one or more illustrative embodiments , blockchain tampering and revision , and typically includes a timestamp , 
current transaction data , and information linking it to a network 320 is used as a decentralized message bus and logs previous block . More particularly , each subsequent block in all policy publishing activities ( e.g. , history of policy files ) . the blockchain is a data block that includes a given trans DSN 310 is used to store the policy file , making the policy 35 action ( s ) and a hash value of the previous block in the chain , file retrievable by each client ( node ) in the system . The i.e. , the previous transaction . That is , each block is typically address of the policy file in DSN 310 is published and a group of transactions . Thus , advantageously , each data queried via the blockchain network 320 . block in the blockchain represents a given set of transaction 

In one or more illustrative embodiment , DSN 310 can be data plus a set of all previous transaction data . In digital 
implemented via an Interplanetary File System ( IPFS ) pro- 40 ledger technologies such as blockchain , an underlying con 
tocol . More particularly , IPFS is an open - source protocol sensus algorithm is typically used to validate new transac 
that provides a decentralized method of storing and sharing tions before they are added to the distributed ledger . Typi 
files relying on a content - addressable , peer - to - peer hyper cally , for example , the new transaction is broadcast to all 
media distribution . The compute nodes in an IPFS network nodes within the network , inspected , a consensus is reached , 
form a distributed file system . A given one of the IPFS 45 and the entry is formally committed to the blockchain based 
compute nodes resides on client 302 ( or client 302 otherwise on whether consensus is reached that the entry is validated . 
has access to an IPFS compute node ) . The IPFS protocol was In the case of a “ bitcoin ” type implementation of a 
developed to replace the HyperText Transfer Protocol blockchain distributed ledger , the blockchain contains a 
( HTTP ) of the Internet which relies on location addressing record of all previous transactions that have occurred in the 
( i.e. , using Internet Protocol ( IP ) addresses to identify the 50 bitcoin network . The bitcoin system was first described in S. 
specific computing resource that is hosting a desired data Nakamoto , “ Bitcoin : A Peer to Peer Electronic Cash Sys 
set ) . As such , with HTTP , the subject data set must be tem , ” 2008 , the disclosure of which is incorporated by 
retrieved from the computing resource where it originated or reference herein in its entirety . 
some computing resource within the content delivery net A key principle of the blockchain is that it is trusted . That 
work ( CDN ) each time the data set is requested . 55 is , it is critical to know that data in the blockchain has not 

IPFS operates by operatively coupling devices / nodes with been tampered with by any of the compute nodes in the 
the same system of files . More particularly , IPFS uses a computer network ( or any other node or party ) . For this 
distributed hash table ( DHT ) with a block exchange reason , a cryptographic hash function is used . While such a 
( BitSwap ) and namespace methodology that operates across hash function is relatively easy to compute for a large data 
disparate devices and unreliable networks . IPFS operates 60 set , each resulting hash value is unique such that if one item 
similarly to a torrent system , except that rather than of data in the blockchain is altered , the hash value changes . 
exchanging media , IPFS exchanges objects based on a However , it is realized that given the constant generation of 
key - value data store . Any type of content can be inserted new transactions and the need for large scale computation of 
into the data sharing system , and the system returns a key hash values to add the new transactions to the blockchain , 
( i.e. , in the form of a hash value ) that can be used to retrieve 65 the blockchain protocol rewards compute nodes that provide 
the content from a node that has it stored thereon at any time . the computational service of calculating a new hash value . 
Accordingly , IPFS is a content addressing protocol instead In the case of a bitcoin network , a predetermined number of 
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bitcoins are awarded for a predetermined amount of com In step 1 , client 502 submits a query request to blockchain 
putation . The compute nodes thus compete for bitcoins by network 420 providing the policy type ( e.g. , the cloud type ) . 
performing computations to generate a hash value that If the identity check passed ( which will be explained further 
satisfies the blockchain protocol . Such compute nodes are below ) , client 502 gets the key / value pair , where the value 
referred to as “ miners . ” Performance of the computation of 5 is the IPFS address of the required policy file . 
a hash value that satisfies the blockchain protocol is called In step 2 , client 502 uses the IPFS address to retrieve the 
“ proof of work . ” While bitcoins are one type of reward , policy file 401 from IPFS network 410 . 
blockchain protocols can award other measures of value In step 3 , client 502 has the new policy file 401. Client 502 
( monetary or otherwise ) to successful miners . can optionally run some grammar check and integrity check 

It is to be appreciated that the above description repre of the policy file 401 before actually executing it . 
sents an illustrative implementation of the blockchain pro Advantageously , in some embodiments , during the new 
tocol and that embodiments are not limited to the above or policy publishing stage ( FIG . 4 ) , the peers on blockchain 
any particular blockchain protocol implementation . As such , network 420 run chaincode ( part of 422 ) to verify indepen 
other appropriate processes may be used to securely main dently whether or not the new policy file 401 meets basic 
tain and add to a set of data in accordance with embodiments requirements . On the other hand , during the policy querying 
of the invention . For example , distributed ledgers such as , stage ( FIG . 5 ) , client 402 can use the content - based hash to 
but not limited to , R3 Corda , Ethereum , and Hyperledger check the integrity of the policy file 401 , making sure that 
may be employed in alternative embodiments . the file has not been tampered with . 

To facilitate the explanation , in accordance with one 20 FIG . 6 illustrates an identity management methodology of 
illustrative embodiment , IPFS is assumed to be the under a decentralized data protection and management system , 
lying DSN 310 , and Hyperledger Fabric is assumed to be the according to an illustrative embodiment . More particularly , 
underlying blockchain network 320 . a central authority ( CA ) 602 is introduced into the system 
A decentralized policy publishing methodology according ( part of system 300 in FIG . 3 implementing methodologies 

to an illustrative embodiment is depicted in FIG . 4. Similar 25 400 and 500 of FIGS . 4 and 5 , respectively ) to provide an 
to FIG . 3 , a client 402 is operatively coupled to a DSN , i.e. , identity management feature based on Public Key Infra 
IPFS 410 , and operatively coupled to a blockchain network , structure ( PKI ) in one or more illustrative embodiments . 
i.e. , Hyperledger Fabric 420 with policy chaincode 422 and One or more administrators 604 oversee the CA operations . 
ledger 424 via an application programming interface ( API ) A client 606 associated with a given user 608 registers with 
426 . 30 CA 602. Note that client 606 can be any client in the system 
More particularly , as shown in methodology 400 in FIG . ( e.g. , publishing client 402 , querying client 502 ) . Once 

4 , an administrator prepares a new policy file 401 of a given registered in the identity management system , client 606 can 
policy type ( e.g. , cloud ) , and then publishes the policy file submit a request to one or more peers 610 ( e.g. , blockchain 
401 with policy type to the IPFS network 410 . network 420 of FIG . 4 ) which process the request using 
As shown , an administrator client ( node ) 402 gets the 35 chaincode 612 and orderer ( s ) 614 in conjunction with ledger 

policy file 401 and type from the administrator in step 1. In 616 . 
addition , a policy check can be performed in step 1. For It is to be appreciated that the public key ( of a public 
example , client 402 can optionally run some grammar check key / private key pair ) of CA 602 is shared by all peers 610 , 
and integrity check of the policy file 401 before sending it so that every peer on the chain can verify a certificate 
to the IPFS network 410 . 40 provided by client 606 ( in its request ) independently . More 

In step 2 , client 402 sends the policy file 401 and type to particularly , user 608 requests access to ledger 616 from CA 
IPFS network 410 and obtains the IPFS address of the policy 602. CA 602 issues a certificate accordingly , where the 
file 401 from IPFS network 410. The client 402 then certificate is digitally signed using the private key of CA 
prepares a key / value pair of data , where the key is the policy 602. User 608 tries to access ( read / write ) ledger 616 by 
type ( for example , if the policy is used for the cloud nodes , 45 providing the certificate issued by CA 602. All peers 610 can 
the policy type is ' cloud ' ) , and the value is the IPFS address verify the certificate independently and act accordingly . 
of the new policy file . Note that orderer 614 ( e.g. , one orderer 614 per peer 610 in 

In step 3 , the client 402 then submits the key / value pair to an illustrative embodiment ) is configured to keep track of 
the blockchain network 420 ( i.e. , commit to blockchain ) . policy file versions and how each peer receives them as 
The peers of the blockchain network 420 ( e.g. , each node in 50 needed . Recall above that in some cases different clients 
the system that participates in the blockchain network ) should get different versions of the policy file at the same 
independently verify the identity of the policy publisher time . 
( identity of client 402 ) and the policy file 401 itself . If the Many advantages are realized from the above - described 
identity of the policy publisher and the policy file 401 itself policy publishing and query system . Some of these advan 
are verified , the peers accept the request and record the 55 tages include the following . 
information in a new block ( through API 426 into ledger 424 No Network Bottleneck . 
via policy chaincode 422 ) . Since no centralized server is introduced into the system , 
FIG . 5 illustrates a policy query methodology of a decen the policy publish and query requests are distributed to 

tralized data protection and management system , according peers . Besides , as IPFS is a decentralized , peer to peer 
to an illustrative embodiment . More particularly , as shown 60 network , the policy file is transferred among peers . 
in methodology 500 in FIG . 5 , the query operation is the Unified View of the Policy . 
reverse of the publishing operation of FIG . 4. It is assumed Blockchain technology provides consistency of the sys 
here that a client ( node ) other than the policy publisher tem - wide state of the data stored on the ledger , as long as the 
( client 402 in FIG . 4 ) is performing the query operation and , underlying consensus algorithm is not compromised . All 
thus , the query client is denoted as client 502 in FIG . 5. 65 clients ( with access granted ) can actively query the block 
However , it is possible in some scenario that the query client chain and get the latest policy file from the blockchain and 
is the same client that published the policy . IPFS . Therefore , in accordance with illustrative embodi 
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ments , there is no need to wait for a broadcast message or Illustrative embodiments of processing platforms utilized 
to make a request to a centralized policy server . to implement host devices and storage systems with decen 

Traceable Logs . tralized policy publishing and querying functionality will 
All modifications of the policy files are logged on the now be described in greater detail with reference to FIGS . 8 

blockchain , which is immutable . Thus , activities by the 5 and 9. Although described in the context of system 100 , 
administrator to publish policy files are globally noticed . these platforms may also be used to implement at least 
Peers will also be aware of any misbehavior of the admin portions of other information processing systems in other 
istrator , so that actions or human intervention can be taken . embodiments . 
On the other hand , the logs provide valuable information to FIG . 8 shows an example processing platform comprising 
the administrator to trace what happens if problems surface . 10 cloud infrastructure 800. The cloud infrastructure 800 com 

Integrity Check and Small Data on Chain . prises a combination of physical and virtual processing 
In one or more illustrative embodiments , the information resources that may be utilized to implement at least a portion 

saved on the blockchain is only the content - based address of of the information processing system 100. The cloud infra 
the policy file , so that only a small piece of data is saved on structure 800 comprises multiple virtual machines ( VMs ) 
the ledger , preventing the size of the chain from growing too 15 and / or container sets 802-1 , 802-2 , ... 802 - L implemented 
quickly . At the same time , the integrity check of the policy using virtualization infrastructure 804. The virtualization 
file can be done independently and easily by all clients . infrastructure 804 runs on physical infrastructure 805 , and 
Every client can check the integrity of the policy file by illustratively comprises one or more hypervisors and / or 
verifying whether or not the hash digest of the policy file is operating system level virtualization infrastructure . The 
exactly the same with the content - based address . 20 operating system level virtualization infrastructure illustra 

Given the illustrative description of policy publishing and tively comprises kernel control groups of a Linux operating 
querying techniques herein , FIGS . 7A and 7B depict a system or other type of operating system . 
methodology for decentralized data protection and manage The cloud infrastructure 800 further comprises sets of 
ment in a multi - cloud computing environment , according to applications 810-1 , 810-2 , ... 810 - L running on respective 
an illustrative embodiment . 25 ones of the VMs / container sets 802-1 , 802-2 , 802 - L 
FIG . 7A illustrates a policy publishing method 700. In under the control of the virtualization infrastructure 804. The 

step 702 , a given policy file is obtained at a given node of VMs / container sets 802 may comprise respective VMs , 
a decentralized system of nodes , wherein the given policy respective sets of one or more containers , or respective sets 
file defines a policy that applies to at least a subset of nodes of one or more containers running in VMs . 
in the decentralized system of nodes . In step 704 , the given 30 In some implementations of the FIG . 8 embodiment , the 
policy file is sent from the given node to a decentralized VMs / container sets 802 comprise respective VMs imple 
storage network for storage therein , wherein the decentral mented using virtualization infrastructure 804 that com 
ized storage network is accessible by at least a subset of prises at least one hypervisor . Such implementations can 
nodes of the decentralized system of nodes . In step 706 , provide metadata loading control functionality of the type 
storage metadata is received at the given node from the 35 described above for one or more processes running on a 
decentralized storage network , wherein the storage metadata given one of the VMs . For example , each of the VMs can 
represents address information associated with storage of the implement metadata loading control functionality for one or 
given policy file in the decentralized storage network . In step more processes running on that particular VM . 
708 , the given node generates policy file retrieval metadata An example of a hypervisor platform that may be used to 
based on the storage metadata received from the decentral- 40 implement a hypervisor within the virtualization infrastruc 
ized storage system . In step 710 , the policy file retrieval ture 804 is the VMware vSphere® which may have an 
metadata is sent from the given node to a blockchain associated virtual infrastructure management system such as 
network for storage therein , wherein the blockchain network the VMware CenterTM . The underlying physical 
is accessible by at least a subset of nodes of the decentralized machines may comprise one or more distributed processing 
system of nodes . 45 platforms that include one or more storage systems . 
FIG . 7B illustrates a policy querying method 720. In step In other implementations of the FIG . 8 embodiment , the 

722 , a request is sent from a given node in a decentralized VMs / container sets 802 comprise respective containers 
system of nodes to a blockchain network , wherein the implemented using virtualization infrastructure 804 that 
request is associated with a given policy file that defines a provides operating system level virtualization functionality , 
policy that applies to at least a subset of nodes in the 50 such as support for Docker containers running on bare metal 
decentralized system of nodes . In step 724 , policy file hosts , or Docker containers running on VMs . The containers 
retrieval metadata is received at the given node from the are illustratively implemented using respective kernel con 
blockchain network in response to the request , wherein the trol groups of the operating system . Such implementations 
policy file retrieval metadata comprises address information can provide decentralized policy publishing and querying 
associated with storage of the given policy file in a decen- 55 functionality of the type described above for one or more 
tralized storage network . In step 726 , the address informa processes running on different ones of the containers . For 
tion is sent from the given node to the decentralized storage example , a container host device supporting multiple con 
network . In step 728 , the given policy file is received at the tainers of one or more container sets can implement one or 
given node from the decentralized storage network . more instances of decentralized policy publishing and que 

It is to be appreciated that the particular advantages 60 rying logic for use in implementing the functionalities 
described above and elsewhere herein are associated with described herein . 
particular illustrative embodiments and need not be present As is apparent from the above , one or more of the 
in other embodiments . Also , the particular types of infor processing modules or other components of system 100 may 
mation processing system features and functionality as illus each run on a computer , server , storage device or other 
trated in the drawings and described above are exemplary 65 processing platform element . A given such element may be 
only , and numerous other arrangements may be used in other viewed as an example of what is more generally referred to 
embodiments . herein as a “ processing device . ” The cloud infrastructure 
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800 shown in FIG . 8 may represent at least a portion of one As indicated previously , components of an information 
processing platform . Another example of such a processing processing system as disclosed herein can be implemented at 
platform is processing platform 900 shown in FIG . 9 least in part in the form of one or more software programs 

The processing platform 900 in this embodiment com stored in memory and executed by a processor of a process 
prises a portion of system 100 and includes a plurality of 5 ing device . For example , at least portions of the decentral 
processing devices , denoted 902-1 , 902-2 , 902-3 , ... 902 - K , ized policy publishing and querying functionality of one or 
which communicate with one another over a network 904 . more components of a host device or storage system as 

The network 904 may comprise any type of network , disclosed herein are illustratively implemented in the form 
including by way of example a global computer network of software running on one or more processing devices . 
such as the Internet , a WAN , a LAN , a satellite network , a It should again be emphasized that the above - described 
telephone or cable network , a cellular network , a wireless embodiments are presented for purposes of illustration only . 

Many variations and other alternative embodiments may be network such as a WiFi or WiMAX network , or various used . For example , the disclosed techniques are applicable portions or combinations of these and other types of net to a wide variety of other types of information processing 
works . 15 systems , host devices , storage systems , storage nodes , stor The processing device 902-1 in the processing platform age devices , storage controllers , decentralized policy pub 
900 comprises a processor 910 coupled to a memory 912 . lishing and querying processes and associated control logic . 

The processor 910 may comprise a microprocessor , a Also , the particular configurations of system and device 
microcontroller , an application - specific integrated circuit elements and associated processing operations illustratively 
( ASIC ) , field - programmable gate array ( FPGA ) or other 20 shown in the drawings can be varied in other embodiments . 
type of processing circuitry , as well as portions or combi Moreover , the various assumptions made above in the 
nations of such circuitry elements . course of describing the illustrative embodiments should 

The memory 912 may comprise random access memory also be viewed as exemplary rather than as requirements or 
( RAM ) , read - only memory ( ROM ) , flash memory or other limitations of the disclosure . Numerous other alternative 
types of memory , in any combination . The memory 912 and 25 embodiments within the scope of the appended claims will 
other memories disclosed herein should be viewed as illus be readily apparent to those skilled in the art . 
trative examples of what are more generally referred to as 
" processor - readable storage media " storing executable pro What is claimed is : 
gram code of one or more software programs . 1. A method comprising : 

Articles of manufacture comprising such processor - read- 30 obtaining a given policy file at a given node of a decen 
able storage media are considered illustrative embodiments . tralized system of nodes , wherein the given policy file 
A given such article of manufacture may comprise , for defines a policy that applies to at least a subset of nodes 
example , a storage array , a storage disk or an integrated in the decentralized system of node 
circuit containing RAM , ROM , flash memory or other sending the given policy file from the given node to a 
electronic memory , or any of a wide variety of other types 35 decentralized storage network for storage therein , 
of computer program products . The term “ article of manu wherein the decentralized storage network is accessible 
facture ” as used herein should be understood to exclude by at least a subset of nodes of the decentralized system 
transitory , propagating signals . Numerous other types of of nodes ; 
computer program products comprising processor - readable receiving storage metadata at the given node from the 
storage media can be used . decentralized storage network , wherein the storage 

Also included in the processing device 902-1 is network metadata represents address information associated 
interface circuitry 914 , which is used to interface the pro with storage of the given policy file in the decentralized 
cessing device with the network 904 and other system storage network ; 
components , and may comprise conventional transceivers . generating at the given node policy file retrieval metadata 

The other processing devices 902 of the processing plat- 45 based on the storage metadata received from the decen 
form 900 are assumed to be configured in a manner similar tralized storage system ; and 
to that shown for processing device 902-1 in the figure . sending the policy file retrieval metadata from the given 

Again , the particular processing platform 900 shown in node to a blockchain network for storage therein , 
the figure is presented by way of example only , and system wherein the blockchain network is accessible by at least 
100 may include additional or alternative processing plat- 50 a subset of nodes of the decentralized system of nodes ; 
forms , as well as numerous distinct processing platforms in wherein the policy file retrieval metadata comprises a 
any combination , with each such platform comprising one or key - value pair ; 
more computers , servers , storage devices or other processing wherein the key of the key - value pair comprises a policy 
devices . type associated with the policy file ; 

For example , other processing platforms used to imple- 55 wherein the policy type corresponds to a type of node of 
ment illustrative embodiments can comprise converged the decentralized system of nodes to which the policy 
infrastructure such as VxRailTM , VxRackTM , VxRackTM file applies ; and 
FLEX , VxBlockTM or Vblock® converged infrastructure wherein the given node is implemented via at least one 
from VCE , the Virtual Computing Environment Company , processing device comprising a processor coupled to a 
now the Converged Platform and Solutions Division of Dell 60 memory . 
EMC . 2. The method of claim 1 , wherein the address informa 

It should therefore be understood that in other embodi tion of the storage metadata received from the decentralized 
ments different arrangements of additional or alternative storage network comprises a content - based address gener 
elements may be used . At least a subset of these elements ated for the given policy file . 
may be collectively implemented on a common processing 65 3. The method of claim 2 , wherein the value of the 
platform , or each such element may be implemented on a key - value pair comprises the content - based address gener 
separate processing platform . ated for the given policy file . 

40 
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4. The method of claim 1 , wherein the policy file defines performing one or more checks on the given policy file 
one or more data protection and management rules associ before sending the policy file to the decentralized 
ated with data stored by one or more nodes of the decen storage network . 
tralized system of nodes . 13. The article of manufacture of claim 8 , wherein the 

5. The method of claim 1 , further comprising the given 5 program code when executed by the at least one processing 
node performing one or more checks on the given policy file device causes the given node to further perform the steps of : 
before sending the policy file to the decentralized storage obtaining at least one authenticating credential from an 
network . identity management system ; and 

6. The method of claim 1 , further comprising the given providing the authenticating credential with one or more 
of the given policy file sent to the decentralized storage node : network and the policy file retrieval metadata sent to obtaining at least one authenticating credential from an the blockchain network . identity management system ; and 14. The article of manufacture of claim 13 , wherein the providing the authenticating credential with one or more authenticating credential comprises a certificate digitally of the given policy file sent to the decentralized storage 15 signed by a certificate authority . 

network and the policy file retrieval metadata sent to 15. An apparatus comprising at least one processing 
the blockchain network . device , wherein the at least one processing device comprises 

7. The method of claim 6 , wherein the authenticating a processor coupled to a memory configured to enable the 
credential comprises a certificate digitally signed by a cer given node to perform the steps of : 
tificate authority . obtaining a given policy file at a given node of a decen 

8. An article of manufacture comprising a non - transitory tralized system of nodes , wherein the given policy file 
processor - readable storage medium having stored therein defines a policy that applies to at least a subset of nodes 
program code of one or more software programs , wherein in the decentralized system of nodes ; 
the program code when executed by at least one processing sending the given policy file from the given node to a 
device causes the given node to perform the steps of : decentralized storage network for storage therein , 

obtaining a given policy file at a given node of a decen wherein the decentralized storage network is accessible 
tralized system of nodes , wherein the given policy file by at least a subset of nodes of the decentralized system 
defines a policy that applies to at least a subset of nodes of nodes ; 
in the decentralized system of nodes ; receiving storage metadata at the given node from the 

sending the given policy file from the given node to a 30 decentralized storage network , wherein the storage 
decentralized storage network for storage therein , metadata represents address information associated 
wherein the decentralized storage network is accessible with storage of the given policy file in the decentralized 
by at least a subset of nodes of the decentralized system storage network ; 
of nodes ; generating at the given node policy file retrieval metadata 

receiving storage metadata at the given node from the 35 based on the storage metadata received from the decen 
decentralized storage network , wherein the storage tralized storage system ; and 
metadata represents address information associated sending the policy file retrieval metadata from the given 
with storage of the given policy file in the decentralized node to a blockchain network for storage therein , 
storage network ; wherein the blockchain network is accessible by at least 

generating at the given node policy file retrieval metadata 40 a subset of nodes of the decentralized system of nodes ; 
based on the storage metadata received from the decen wherein the policy file retrieval metadata comprises a 
tralized storage system ; and key - value pair ; 

sending the policy file retrieval metadata from the given wherein the key of the key - value pair comprises a policy 
node to a blockchain network for storage therein , type associated with the policy file ; and 
wherein the blockchain network is accessible by at least 45 wherein the policy type corresponds to a type of node of 
a subset of nodes of the decentralized system of nodes ; the decentralized system of nodes to which the policy 

wherein the policy file retrieval metadata comprises a file applies . 
key - value pair ; 16. The apparatus of claim 15 , wherein the address 

wherein the key of the key - value pair comprises a policy information of the storage metadata received from the 
type associated with the policy file ; and 50 decentralized storage network comprises a content - based 

wherein the policy type corresponds to a type of node of address generated for the given policy file . 
the decentralized system of nodes to which the policy 17. The apparatus of claim 16 , wherein the value of the 
file applies . key - value pair comprises the content - based address gener 

9. The article of manufacture of claim 8 , wherein the ated for the given policy file . 
address information of the storage metadata received from 55 18. The apparatus of claim 15 , wherein the policy file 
the decentralized storage network comprises a content - based defines one or more data protection and management rules 
address generated for the given policy file . associated with data stored by one or more nodes of the 

10. The article of manufacture of claim 9 , wherein the decentralized system of nodes . 
value of the key - value pair comprises the content - based 19. The apparatus of claim 15 , wherein the at least one 
address generated for the given policy file . 60 processing device is configured to enable the given node to 

11. The article of manufacture of claim 8 , wherein the further perform the step of : 
policy file defines one or more data protection and manage performing one or more checks on the given policy file 
ment rules associated with data stored by one or more nodes before sending the policy file to the decentralized 
of the decentralized system of nodes . storage network . 

12. The article of manufacture of claim 8 , wherein the 65 20. The apparatus of claim 15 , wherein the at least one 
program code when executed by the at least one processing processing device is configured to enable the given node to 
device causes the given node to further perform the step of : further perform the steps of : 
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obtaining at least one authenticating credential from an 

identity management system ; and 
providing the authenticating credential with one or more 

of the given policy file sent to the decentralized storage 
network and the policy file retrieval metadata sent to 
the blockchain network . 
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