wo 2016/067571 A1 [N I NPF V0 0O 0 OO0 O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

6 May 2016 (06.05.2016)

WIPOIPCT

(10) International Publication Number

WO 2016/067571 Al

(51

eay)

(22)

(25)
(26)
(30)

1

(72)
1

74

International Patent Classification:
GO6F 21/12 (2013.01) GO6F 21/33 (2013.01)
GO6F 17/28 (2006.01) HO04N 1/00 (2006.01)

International Application Number:
PCT/JP2015/005319

International Filing Date:
22 October 2015 (22.10.2015)

Filing Language: English
Publication Language: English
Priority Data:

2014-220828 29 October 2014 (29.10.2014) JP

Applicant (for all designated States except US): RICOH
COMPANY, LIMITED [JP/JP]; 3-6, Nakamagome 1-
chome, Ohta-ku, Tokyo, 1438555 (JP).

Inventor; and

Applicant (for US only): HAN, Xiaofeng [CN/JP]; c/o
RICOH COMPANY, LIMITED, 3-6, Nakamagome 1-
chome, Ohta-ku, Tokyo, 1438555 (JP).

Agent: SAKAI, Hiroaki; Sakai International Patent Of-
fice, Toranomon Mitsui Building, 8-1, Kasumigaseki 3-
chome, Chiyoda-ku, Tokyo, 1000013 (JP).

(81) Designated States (uniess otherwise indicated, for every

(84)

kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
Bz, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: INFORMATION PROCESSING SYSTEM, INFORMATION PROCESSING APPARATUS, AND INFORMATION
PROCESSING METHOD

[Fig. 16]

10 300 200

OPERATION UNIT

07

BODY TRANSLA-

MODULE
MANAGEMENT I

SERVER SERVER
108 213

X

(cuuSEEr\'fT) TRANSLATION

APPLICATION

BrowserApp JavaScript

FUNCTION
CALLING
UNIT

SECOND
PROCESSING]
UNIT

OCR
DICTIONARY
FOR TRIAL

FIRST
PROCESS-
ING UNIT

TOKEN IN-
FORMATION
ISSUANCE

7

UNIT

S22 H
123

524

526

527

5

5

(57) Abstract: An information processing system according to the present invention includes an information processing apparatus, a
server, first and second obtaining units, an addition unit, and a second processing unit. The first obtaining unit obtains second in -
formation indicating first information held by the server when the information processing apparatus has not previously included the
first information to perform second processing necessary for first processing. When receiving a first request for requesting to per-
form the first processing, the second obtaining unit obtains token information indicating the presence of the authority to use the
second information. When the second obtaining unit has obtained the token information, the addition unit adds the token informa -
tion to a second request for requesting to perform the second processing. Only when the token information has been added to the
second request, the second processing unit performs the second processing by using the second information.
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Description
Title of Invention: INFORMATION PROCESSING SYSTEM, IN-
FORMATION PROCESSING APPARATUS, AND IN-

FORMATION PROCESSING METHOD
Technical Field

[0001]  The present invention relates to an information processing system, an information

processing apparatus, and an information processing method.

Background Art

[0002]  Inrecent years, according to an expansion of the range of a cloud service, a vendor
has put effort into development of an application associated with the cloud service.
Therefore, for example, a number of new functions which can be associated with the
cloud service have been developed by using a basic function (scan, print, fax, and the
like) of a multifunction peripheral. To verify the effect of the new function to be
added, a business model (may be referred to as “free trial” below) has appeared which
allows a client to use the function for free for a certain period.

[0003]  With the addition of the functions, it is necessary for a device to be used by the client
(may be referred to as “client device” below) to have information necessary for
performing the new functions (including module, data, and the like). For example,
Patent Literature 1 discloses a technique for automatically downloading an application
from an external server when an MFP (a client device) does not have the application

necessary for performing a specific service.
Summary of Invention

Technical Problem

[0004]  However, for example, information which has been previously prepared for the free
trial (may be referred to as “information for free trial” below) is supplied from the
server to the client device (when installed to the client device) since the client device
does not include the information necessary for performing the function, there is a pos-
sibility that the information for the free trial is used for a function other than the added
functions.
Solution to Problem

[0005]  According to an embodiment of the present invention, there is provided an in-
formation processing system comprising: an information processing apparatus; and a
server, wherein the information processing apparatus includes a first obtaining unit
which obtains second information indicating first information held by the server when

the information processing apparatus has not been previously included the first in-
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[0006]

[0007]

formation to perform second processing necessary for first processing, a second
obtaining unit which obtains token information indicating the presence of the authority
to use the second information when receiving a first request for requesting to perform
the first processing, an addition unit which adds the token information to a second
request for requesting to perform the second processing when the second obtaining unit
has obtained the token information, and a second processing unit which performs the
second processing by using the second information only when the token information
has been added to the second request.
Advantageous Effect of Invention

According to the embodiment of the present invention, the information supplied from
the server to the information processing apparatus as adding the functions can be
prevented from being used for a function other than the added functions.
Brief Description of Drawings
[fig. 1]FIG. 1 is a diagram of an exemplary outline structure of an information
processing system according to an embodiment of the present invention.
[fig.2]FIG. 2 is a diagram of an exemplary trial home page in the embodiment.
[fig.3]FIG. 3 is a diagram of an exemplary account creation screen in the embodiment.
[fig.4]FIG. 4 is a diagram of an exemplary hardware configuration of an MFP (an in-
formation processing apparatus) included in the information processing system of the
embodiment.
[fig.5]FIG. 5 is a diagram of an exemplary software configuration of the MFP.
[fig.6]FIG. 6 is a diagram of an exemplary function configuration of the MFP.
[fig.7]FIG. 7 is a diagram of an exemplary login screen in the embodiment.
[fig.8]FIG. 8 is a diagram of another example of the login screen in the embodiment.
[fig.9]FIG. 9 is a diagram of still another example of the login screen in the em-
bodiment.
[fig. 10]FIG. 10 is a diagram of an exemplary function configuration of a translation
server included in the information processing system.
[fig. 11]FIG. 11 is a diagram of exemplary scanner capability information in the em-
bodiment.
[fig.12]FIG. 12 is a diagram of an exemplary function configuration of a module
management server included in the information processing system.
[fig.13]FIG. 13 is a diagram of an exemplary translation request screen in the em-
bodiment.
[fig.14]FIG. 14 is a diagram of exemplary token information in the embodiment.
[fig. 15]FIG. 15 is a sequence diagram of an exemplary procedure for obtaining an

OCR dictionary for a trial in the embodiment.
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[0008]

[0009]

[0010]

[0011]

[0012]

[0013]

[fig.16]FIG. 16 is a sequence diagram of an exemplary procedure for performing
translation processing regarding a translation trial in the embodiment.
Description of Embodiments

An embodiment of an information processing system, an information processing
apparatus, and an information processing method according to the present invention
will be described in detail below with reference to the drawings. In the following de-
scription, a multifunction peripheral (MFP) will be described as an example of the in-
formation processing apparatus according to the present invention. However, the in-
formation processing apparatus is not limited to this and may be a projector and the
like. The multifunction peripheral is an apparatus having a plurality of different
functions such as a copy function, a scanner function, a print function, and a FAX
function.

FIG. 1 is a diagram of an exemplary outline structure of an information processing
system 1 according to the present embodiment. As illustrated in FIG. 1, the in-
formation processing system 1 includes an MFP 100, a translation server 200, and a
module management server 300 which are connected to each other via a network 400.

Although a specific content will be described below, the MFP 100 includes a body
10 and an operation unit 20 which receives an operation by a user. The body 10 can
realize various functions such as a copy function, a scanner function, a FAX function,
and a printer function. In this example, a browser application (application to provide a
function of a Web browser) to be installed to the operation unit 20 downloads and
displays a translation application from the translation server 200.

The translation application is an application to provide a translation service for
translating text data obtained by OCR processing to recognize letters included in image
data read from a document and informing the user of the translation result. In the
present embodiment, a function of the translation application in a case where a service
to allow the user to use the translation service for free for a certain period (may be
referred to as “translation trial” below) is provided will be mainly described.

The translation application according to the present embodiment is a software (that
is, Web application) which can use an application arranged in the translation server
200 by using the browser application to be installed to the operation unit 20. However,
the translation application is not limited to this and may be a normal application in
which the translation application is installed to the operation unit 20. However, as the
present embodiment, according to a form in which the translation application is the
Web application, there is an advantage that it is not necessary to install the translation
application to the operation unit 20.

In this example, when the user inputs an URL of a Web page (may be referred to as
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[0014]

[0015]

[0016]

[0017]

“trial home page” below) of the translation trial managed by the translation server 200
relative to the operation unit 20, the browser application requests (http request) data of
the trial home page relative to the translation server 200. The translation server 200
which has received this request responses (http response) the requested data to the
browser application. The browser application analyzes the data received from the
translation server 200 and displays the trial home page as illustrated in FIG. 2 on the
operation unit 20.

In the trial home page illustrated in FIG. 2, a button to apply to the translation trial
(button such as “trial version application” in the example in FIG. 2) is displayed. When
the user presses this button, a screen displayed on the operation unit 20 is switched to
an account creation screen as illustrated in FIG. 3. When the user inputs a mail address
relative to the account creation screen and presses a button (button such as “apply” in
the example in FIG. 3) to instruct to apply to the translation trial, the translation server
200 transmits a notification mail to the input mail address as an address. In the noti-
fication mail, an URL (application URL) of the Web page (application page) to apply
is written as a link destination. The user accesses the application URL written in the
received notification mail and inputs a user name and a login password to the ap-
plication page. Then, the user makes an application after agreeing on terms and the
like. The translation server 200 registers second user information (to be described) to
identify the user for each user who has made an application. A detail of the function of
the translation application in a case where the translation trial is provided will be
described below.

The description returns to FIG. 1 and will be continued. The module management
server 300 holds an OCR dictionary to perform OCR processing and has a function to
issue token information to be described. A more specific content will be described
below.

Next, a hardware configuration of the MFP 100 will be described with reference to
FIG. 4. As illustrated in FIG. 4, the MFP 100 includes the body 10 and the operation
unit 20 which receives the operation by the user. The body 10 can realize various
functions such as the copy function, the scanner function, the FAX function, and the
printer function. The reception of the operation by the user is a concept including the
reception of information input according to the operation by the user (including a
signal and the like indicating a coordinate value of the screen). The body 10 and the
operation unit 20 are connected to each other via an exclusive communication path 30
so as to communicate with each other. For example, the communication path 30 of a
universal serial bus (USB) standard can be used. However, the communication path 30
may be a communication path of any standards regardless wired or wireless.

The body 10 can perform behavior according to the operation received by the
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[0018]

[0019]

[0020]

[0021]

[0022]

[0023]

[0024]

[0025]

operation unit 20. Also, the body 10 can communicate with an external device such as
a client PC (personal computer) and can behave according to an instruction received
from the external device.

First, a hardware configuration of the body 10 will be described. As illustrated in
FIG. 4, the body 10 includes a CPU 11, a ROM 12, a RAM 13, a hard disk drive
(HDD) 14, a communication interface (I/F) 15, a connection I/F 16, and an engine 17.
These are connected to each other via a system bus 18.

The CPU 11 totally controls the behavior of the body 10. The CPU 11 controls the
behavior of the whole body 10 by executing a program stored in the ROM 12, the
HDD 14, or the like while having the RAM 13 as a work area (work region). Then, the
CPU 11 realizes various functions such as the copy function, the scanner function, the
FAX function, and the printer function described above.

The communication I/F 15 is an interface to connect to the network 400. The
connection I/F 16 is an interface to communicate with the operation unit 20 via the
communication path 30.

The engine 17 is a hardware which performs processing other than general in-
formation processing and communication to realize the copy function, the scanner
function, the FAX function, and the printer function. For example, the engine 17
includes a scanner (image reader) for reading an image of the document by scanning it,
a plotter (image forming unit) for printing the image on a sheet material such as paper,
and a facsimile for performing fax communication. In addition, the engine 17 can
include a specific option such as a finisher for sorting the printed sheet materials and
an automatic document feeding device (ADF) for automatically feeding the document.

Next, a hardware configuration of the operation unit 20 will be described. As il-
lustrated in FIG. 4, the operation unit 20 includes a CPU 21, a ROM 22, a RAM 23, a
flash memory 24, a communication I/F 25, a connection I/F 26, and an operation panel
27. These are connected to each other via a system bus 28.

The CPU 21 totally controls the behavior of the operation unit 20. The CPU 21
controls the behavior of the whole operation unit 20 by executing a program stored in
the ROM 22, the flash memory 24, or the like while having the RAM 23 as a work area
(work region). Then, the CPU 21 realizes various functions to be described below such
as a display of information (image) according to the input received from the user.

The communication I/F 25 is an interface to connect to the network 400. The
connection I/F 26 is an interface to communicate to the body 10 via the communication
path 30.

The operation panel 27 receives various inputs according to the operation by the user
and displays various information (for example, information according to the received

operation, information indicating behavior condition of the MFP 100, and information
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[0027]

[0028]

[0029]

[0030]

[0031]

indicating a setting state). In this example, the operation panel 27 is configured of a
liquid crystal display device (LCD) having a touch panel function mounted therein.
However, the operation panel 27 is not limited to this. For example, the operation
panel 27 may be configured of an organic EL display device having the touch panel
function mounted therein. In addition to this or instead of this, an operation unit such
as a hardware key and a display unit such as a lamp can be provided.

Next, a software configuration of the MFP 100 will be described. FIG. 5 is a
schematic diagram of an exemplary software configuration of the MFP 100. As il-
lustrated in FIG. 5, the body 10 includes an application layer 101, a service layer 102,
and an OS layer 103. Entities of the application layer 101, the service layer 102, and
the OS layer 103 are various software stored in the ROM 12, the HDD 14, and the like.
The CPU 11 executes these software so as to provide various functions.

The software of the application layer 101 is an application software (may be simply
referred to as “application” below) to operate hardware resources and provide a prede-
termined function. For example, as the application, a copy application to provide the
copy function, a scanner application to provide the scanner function, a FAX ap-
plication to provide the FAX function, and a printer application to provide the printer
function are exemplified.

The software of the service layer 102 is provided between the application layer 101
and the OS layer 103 and provides an interface to use the hardware resources included
in the body 10 relative to the application. More specifically, the software of the service
layer 102 is a software to provide a function to receive a behavior request to the
hardware resources and arbitrate the behavior request. A request to read by the scanner
and print by the plotter can be considered as the behavior request received by the
service layer 102.

The function of the interface by the service layer 102 is provided not only to the ap-
plication layer 101 of the body 10 but also an application layer 201 of the operation
unit 20. That is, also, the application layer 201 (application) of the operation unit 20
can realize the function by using the hardware resources of the body 10 (for example,
engine 17) via the interface function of the service layer 102.

The software of the OS layer 103 is a basic software (operating system) to provide a
basic function for controlling the hardware included in the body 10. The software of
the service layer 102 converts a request to use the hardware resources from various ap-
plications into a command, which can be interpreted by the OS layer 103, and
transmits it to the OS layer 103. The software of the OS layer 103 executes the
command so that the hardware resources perform the behavior according to the request
from the application.

Similarly, the operation unit 20 includes the application layer 201, the service layer
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[0032]

[0033]

[0034]

[0035]

202, and the OS layer 203. The application layer 201, the service layer 202, and the OS
layer 203 included in the operation unit 20 have a layered structure similar to that of
the body 10. However, a function provided by the application of the application layer
201 and a kind of the behavior request which can be received by the service layer 202
are different from those of the body 10. The application of the application layer 201
may be a software to operate the hardware resources included in the operation unit 20
and provide a predetermined function. However, the application of the application
layer 201 is a software which mainly provides a function of a user interface (Ul) to
perform operation and display regarding the function (copy function, scanner function,
FAX function, and printer function) included in the body 10.

In the present embodiment, in order to maintain independence of the function, the
software of the OS layer 103 of the body 10 is different from that of the OS layer 203
of the operation unit 20. That is, the body 10 and the operation unit 20 independently
behave by using different operating systems. For example, it is possible to use the
Linux (registered trademark) as the software of the OS layer 103 of the body 10 and
use the Android (registered trademark) as the software of the OS layer 203 of the
operation unit 20.

As described above, in the MFP 100 according to the present embodiment, the body
10 and the operation unit 20 behave by using different operating systems. Therefore,
communication between the body 10 and the operation unit 20 is performed not as
inter-process communication in a common device but as communication between
different devices. This includes a behavior to transmit the information received by the
operation unit 20 (instruction content from user) to the body 10 (command commu-
nication), a behavior to inform the operation unit 20 of an event by the body 10, and
the like. Here, the operation unit 20 performs the command communication with the
body 10, and accordingly, the function of the body 10 can be used. Also, as the event
informed from the body 10 to the operation unit 20, an execution state of the behavior
of the body 10, a content set to the body 10, and the like can be exemplified.

Also, in the present embodiment, since the power is supplied from the body 10 to the
operation unit 20 via the communication path 30, power supply control of the
operation unit 20 can be separately (independently) performed from that of the body
10.

Next, a function configuration of the MFP 100 will be described. FIG. 6 is a block
diagram of an exemplary function configuration of the MFP 100. As illustrated in FIG.
6, the MFP 100 includes a login screen display unit 111, an authentication control unit
112, a first obtaining unit 113, a translation request screen display unit 104, a second
obtaining unit 105, an addition unit 106, a function calling unit 107, a second

processing unit 108, and a translation request unit 109. For convenience of description,
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[0038]

[0039]

[0040]

[0041]

the function provided by the translation application is mainly illustrated in FIG. 6.
However, the function included in the MFP 100 is not limited to this.

The login screen display unit 111 displays a login screen on the operation panel 27
and receives the input of the first user information. The login screen prompts the input
of the first user information which is used for authentication processing for de-
termining whether the user has the authority to receive the provision of the translation
trial. FIG. 7 is a diagram of an exemplary login screen according to the present em-
bodiment. In this example, the first user information includes a combination of a mail
address and a password. However, the first user information is not limited to this.

In the present embodiment, first, the user who tries to use the translation trial inputs
the URL of the trial home page relative to the operation unit 20. According to this, the
trial home page illustrated in FIG. 2 is displayed on the operation panel 27. In the trial
home page illustrated in FIG. 2, a button (“to login screen” button in the example in
FIG. 2) to request a display of the login screen is displayed. When the user presses this
button, the translation application (login screen display unit 111) displays the login
screen illustrated in FIG. 7 on the operation panel 27 and receives the input of the first
user information (combination of mail address and password in this example).

The form of the trial home page is not limited to this and may be as follows. For
example, when the user presses the button to request the display of the login screen on
the trial home page, as illustrated in FIG. 8, the translation application (login screen
display unit 111) displays a screen to prompt to select a user name of a user (user to be
authenticated) who logs in from among a plurality of user names. When receiving an
input to select a specific user, the translation application displays a screen to prompt
the input of the password as illustrated in FIG. 9 and receives the input of the
password.

The description returns to FIG. 6 and is continued. When the login screen display
unit 111 has received the input of the first user information, the authentication control
unit 112 requests the translation server 200 to perform the authentication processing by
using the received first user information.

Here, a function configuration of the translation server 200 will be described with
reference to FIG. 10. As illustrated in FIG. 10, the translation server 200 includes a
storage unit 211, an authentication processing unit 212, and a first processing unit 213.
For convenience of description, the functions according to the present invention are
mainly illustrated in FIG. 10. However, the functions included in the translation server
200 are not limited to these.

The storage unit 211 stores the second user information to identify the user for each
user who has made an application of the translation trial. In this example, the second

user information includes the combination of the mail address and the password.
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However, the second user information is not limited to this. Here, it can be considered
that the second user information is information to identify the user who has been
previously registered as a person having the authority to receive the provision of the
translation trial. From a different point of view, it can be also considered that the
second user information is information to identify the user who has the authority to
request to perform translation processing for translating the text data obtained by the
OCR processing in which the letters included in the image data read from the
document are recognized (in this example, translation processing which can be
performed in a certain period, that is, translation processing regarding translation trial).

When receiving the first user information used for the authentication processing for
determining whether the user has the authority to request to perform the first
processing, the authentication processing unit 212 performs the authentication
processing by comparing the first user information and the second user information. In
this example, it can be considered that the first processing is processing for translating
the text data obtained by the OCR processing in which the letters included in the image
data read from the document are recognized and is processing which can be performed
for free (without charging to user) for a certain period (translation processing regarding
translation trial).

Also, in the authentication processing, when the first user information coincides with
the second user information, it is determined that the user who has input the first user
information has the authority to request to perform the first processing. When the first
user information does not coincide with the second user information, it is determined
that the user who has input the first user information does not have the authority to
request to perform the first processing. In this example, in the authentication
processing, when the first user information coincides with the second user information,
it is determined that the user who has input the first user information has the authority
to request to perform the translation processing regarding the translation trial (has the
authority to receive the provision of the translation trial). When the first user in-
formation does not coincide with the second user information, it is determined that the
user who has input the first user information does not have the authority to request to
perform the translation processing regarding the translation trial.

In the present embodiment, when receiving the request, from the authentication
control unit 112 of the MFP 100, to perform the authentication processing by using the
first user information input by the user, the authentication processing unit 212
performs the authentication processing by comparing the received first user in-
formation with the second user information which has been previously stored in the
storage unit 211. The authentication processing unit 212 informs the authentication

control unit 112 of the result of the authentication processing.
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The first processing unit 213 performs the first processing by using the result of
second processing. As described above, in this example, the first processing is the
translation processing regarding the translation trial. Also, in this example, the second
processing is the OCR processing. A specific content of the first processing unit 213
and a specific example of the behavior of the translation server 200 will be described
below.

The translation server 200 according to the present embodiment has a hardware con-
figuration of a normal computer which includes a CPU, a ROM, a RAM, and the like.
The above-mentioned storage unit 211 is realized by the ROM, the RAM, and the like.
The respective functions of the authentication processing unit 212 and the first
processing unit 213 are realized by executing the program stored in the ROM and the
like by the CPU. However, the above functions are not limited to this. For example, at
least a part of the respective functions of the authentication processing unit 212 and the
first processing unit 213 may be realized by an exclusive hardware circuit (for
example, semiconductor integrated circuit).

The description returns to FIG. 6 and is continued. When the authentication
processing unit 212 has informed the authentication control unit 112 that the user who
has input the first user information has been authenticated, the authentication control
unit 112 informs the first obtaining unit 113 and the translation request screen display
unit 104 of that effect.

When the MFP 100 (in this example, corresponding to “information processing
apparatus” in CLAIMS) does not previously have first information to perform the
second processing necessary for the first processing, the first obtaining unit 113
obtains second information indicating the first information held by the module
management server 300 (in this example, corresponding to “server” in CLAIMS).
More specifically, the first obtaining unit 113 determines whether the MFP 100 has the
first information by referring to function detailed information which indicates a
detailed content of the functions included in the MFP 100.

In this example, when receiving the notification that the user has been authenticated
from the authentication control unit 112, the first obtaining unit 113 requests scanner
capability information (example of function detailed information) which indicates
detailed specs (performance) of the scanner function relative to the function calling
unit 107 to be described and receives the scanner capability information from the
function calling unit 107. The first obtaining unit 113 determines whether the MFP 100
previously has dictionary information to perform the OCR processing (may be referred
to as “OCR dictionary” below) by referring to the received scanner capability in-
formation. The OCR dictionary is dictionary information indicating correspondence

relation between a characteristic pattern and a letter, and various known configurations
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can be employed.

In this example, the OCR dictionary corresponds to “first information” in CLAIMS.
However, the OCR dictionary is not limited to this. For example, the OCR dictionary
may have a form having a module for providing a specific function to perform the
OCR processing as the first information. In a word, it is preferable that the first in-
formation be information (may be data and module) to perform the second processing
(in this example, OCR processing) necessary for the first processing (in this example,
translation processing regarding translation trial). Also, for example, the first in-
formation may include a plurality of pieces of information (data or module), and the
first obtaining unit 113 may concurrently obtain the plurality of pieces of information
included in the first information.

FIG. 11 is a diagram of exemplary scanner capability information according to the
present embodiment. In the example in FIG. 11, the scanner capability information is
written in a JSON format. However, the scanner capability information is not limited
to this. In the example in FIG. 11, the first obtaining unit 113 can determine whether
the MFP 100 has the OCR dictionary by determining whether there are settings
regarding the OCR processing written in the scanner capability information (in
example in FIG. 11, “ocrList”, “ocrLLanguageList”, and “omitBlankPageList”).

When the first obtaining unit 113 has determined that the MFP 100 does not have the
OCR dictionary, the first obtaining unit 113 requests the OCR dictionary (may be
referred to as “OCR dictionary for trial” in the following description) held by the
module management server 300 relative to the module management server 300. In this
example, it can be considered that the OCR dictionary (OCR dictionary for trial) held
by the module management server 300 corresponds to “second information” in
CLAIMS. In the present embodiment, the first obtaining unit 113 includes data in
which the device information for uniquely identifying the MFP 100 (for example,
machine number) is encrypted with an encryption key which has been previously
prepared (may be referred to as “encrypted device information” below) and transmits
an OCR dictionary request signal for requesting the OCR dictionary to the module
management server 300. The first obtaining unit 113 receives the OCR dictionary for
the trial from the module management server 300 as a response to the OCR dictionary
request signal. In this example, the first obtaining unit 113 performs the control to
preserve the obtained OCR dictionary for the trial to the HDD 14 of the body 10. A
more specific content will be described below.

Here, a function configuration of the module management server 300 will be
described with reference to FIG. 12. As illustrated in FIG. 12, the module management
server 300 includes a storage unit 301, an OCR dictionary for the trial transmitting unit

302, and a token information issuance unit 303. For convenience of description, the
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functions according to the present invention are mainly illustrated in FIG. 12.
However, the functions included in the module management server 300 are not limited
to this.

The storage unit 301 stores the OCR dictionary for the trial. The OCR dictionary for
the trial is an OCR dictionary held by the module management server 300 and an OCR
dictionary to be installed to the MFP 100 and used when the MFP 100 does not have
the OCR dictionary.

The OCR dictionary for the trial transmitting unit 302 transmits the OCR dictionary
for the trial stored in the storage unit 301 to the MFP 100. In this example, when
receiving the OCR dictionary request signal from the MFP 100, the OCR dictionary for
the trial transmitting unit 302 decrypts encrypted device information included in the
OCR dictionary request signal with a decryption key (decryption key corresponding to
encryption key used by MFP 100) which has been previously prepared. Then, the OCR
dictionary for the trial transmitting unit 302 identifies the MFP 100 which has
requested the OCR dictionary from the device information obtained by the decryption.
The OCR dictionary for the trial transmitting unit 302 transmits the OCR dictionary for
the trial stored in the storage unit 301 to the MFP 100 which is a request source.

The token information issuance unit 303 issues token information to be described. A
specific content of the token information and a specific example of the behavior of the
module management server 300 will be described below.

The module management server 300 according to the present embodiment has a
hardware configuration of a normal computer which includes a CPU, a ROM, a RAM,
and the like. The above-mentioned storage unit 301 is realized by the ROM, the RAM,
and the like. The respective functions of the OCR dictionary for the trial transmitting
unit 302 and the token information issuance unit 303 are realized by executing the
program stored in the ROM and the like by the CPU. However, the above functions are
not limited to this. For example, at least a part of the respective functions of the OCR
dictionary for the trial transmitting unit 302 and the token information issuance unit
303 may be realized by an exclusive hardware circuit (for example, semiconductor in-
tegrated circuit).

In the present embodiment, the above-mentioned translation server 200 is separately
provided from the above-mentioned module management server 300. However, the ar-
rangement is not limited to this. For example, the above-mentioned translation server
200 and the above-mentioned module management server 300 may be configured of a
single server.

The description returns to FIG. 6 and is continued. The translation request screen
display unit 104 displays a translation request screen to request to perform the

translation processing regarding the translation trial on the operation panel 27. More
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specifically, when receiving the notification indicating that the authentication control
unit 112 has authenticated the user, the translation request screen display unit 104
displays the translation request screen as illustrated in FIG. 13 on the operation panel
27. In the example in FIG. 13, the authenticated user sets the document (document in
which text (original text ) to be translated has been written) to the scanner and makes
inputs to designate a source language (language used to write original text) and a target
language (language used to write translation result) from the translation request screen.
After that, the user presses “translation start” button illustrated in FIG. 13. Ac-
cordingly, a translation request can be input which is to request to perform the
translation processing (in this example, translation processing regarding translation
trial) in which the text written in the document is translated from the designated source
language to the target language.

When receiving a first request to request to perform the first processing, the second
obtaining unit 105 obtains the token information indicating the presence of the
authority to use the second information. In the present embodiment, when receiving the
above-mentioned translation request (corresponding to first request), the second
obtaining unit 105 transmits a token request signal to request to obtain the token in-
formation indicating that the user has the authority to use the OCR dictionary for the
trial to the module management server 300. As a response to the signal, the second
obtaining unit 105 receives the token information from the module management server
300. In this example, the token request signal includes date information indicating a
current date and time (corresponding to date and time when MFP 100 has requested to
obtain token information).

When receiving the token request signal from the MFP 100, the token information
issuance unit 303 of the module management server 300 illustrated in FIG. 12
generates the token information by using the date information included in the received
token request signal. In this example, the token information issuance unit 303 encrypts
the token information with the previously prepared encryption key and transmits the
encrypted token information (may be referred to as “encrypted token information” in
the following description) to the MFP 100. In this example, the token information
includes at least valid period information indicating a period in which the token in-
formation is valid. The valid period information indicates a period from a starting point
that is a date and time when the MFP 100 (second obtaining unit 105) has requested to
obtain the token information to an ending point when a certain period has elapsed from
the starting point.

FIG. 14 is a diagram of exemplary token information. In the example in FIG. 14, the
token information includes a pair of a key indicating “ID” and a value corresponding to

it, a pair of a key indicating “Requested Time” and a value corresponding to it, a pair
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of a key indicating “Expiry Time” and a value corresponding to it, a pair of a key in-
dicating “Service Class” and a value corresponding to it, and a pair of a key indicating
“Charge Kind” and a value corresponding to it. The “ID” is an item which expresses an
identifier allocated for each token information, and the corresponding value can be
expressed, for example, in a uuid format. The “Requested Time” is an item which
expresses the date and time (corresponding to date and time indicated by date in-
formation included in token request signal) when the MFP 100 (second obtaining unit
105) has requested to obtain the token information, and the corresponding value can be
expressed, for example, in a RFC3339 format. The “Expiry Time” is an item which
expresses the period from the starting point that is the date and time when the MFP 100
has requested to obtain the token information (date and time indicated by the value cor-
responding to “Requested Time” in this example) to the ending point when a certain
period has elapsed from the starting point. The corresponding value can be expressed,
for example, in the RFC3339 format. The “Service Class” is an item which expresses a
service name. In this example, the corresponding value can be expressed by a fixed
character string such as “translate” which means the translation service. The “Charge
Kind” is an item which expresses a license (use authority) for the OCR dictionary for
the trial. In this example, the corresponding value can be expressed by a fixed
character string such as “trial” which means the license for the translation trial.

The description returns to FIG. 6 and is continued. When the second obtaining unit
105 has obtained the token information, the addition unit 106 adds the token in-
formation to a second request for requesting to perform the second processing. As
described above, the second processing is the OCR processing in this example. When
the second obtaining unit 105 has obtained the encrypted token information, the
addition unit 106 adds (sets) the obtained encrypted token information to an OCR
request for requesting to perform the OCR processing. The addition unit 106 transmits
the OCR request to which the encrypted token information has been added to the
function calling unit 107 to be described.

Regarding the function calling unit 107, the application on the side of the operation
unit 20 is an interface for calling the function of the body 10, for example, a Web ap-
plication programming interface (API). In the present embodiment, when receiving the
scanner capability information request from the first obtaining unit 113, the function
calling unit 107 requests the scanner capability information relative to the scanner ap-
plication (in this example, second processing unit 108 to be described) and obtains the
scanner capability information from the scanner application. The function calling unit
107 transmits the obtained scanner capability information to the second obtaining unit
105.

Also, when receiving the OCR request to which the encrypted token information has
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been added, the function calling unit 107 confirms validity of the token information.
More specifically, the function calling unit 107 tries to decrypt the encrypted token in-
formation by using the decryption key (decryption key corresponding to encryption
key used by module management server 300) which has been previously prepared.
When the encrypted token information can be decrypted by the decryption key which
has been previously prepared, the function calling unit 107 determines that the token
information is valid (token information has been issued by module management server
300) and transmits the OCR request to which the decrypted token information has been
added to the second processing unit 108 to be described. In the present embodiment,
the function calling unit 107 confirms the validity of the token information. However,
the configuration is not limited to this, and for example, the second processing unit 108
to be described may confirm the validity of the token information.

Only when the token information has been added to the second request, the second
processing unit 108 performs the second processing by using the second information.
More specifically, only when the time when the second request to which the token in-
formation has been added has been received is within a period indicated by the valid
period information included in the token information, the second processing unit 108
performs the second processing by using the second information.

In the present embodiment, only when the token information has been added to the
OCR request received from the function calling unit 107, the second processing unit
108 performs processing according to the OCR request by using the OCR dictionary
for the trial. More specifically, the second processing unit 108 performs scan
processing for reading image data from the document and performs the OCR
processing to the image data read from the document by using the OCR dictionary for
the trial. According to this, a PDF with a transparent text is generated. The PDF with
the transparent text generated by the second processing unit 108 is transmitted to the
translation request unit 109 to be described via the function calling unit 107.

In this example, when the token information has not been added to the OCR request
received from the function calling unit 107 and the OCR dictionary preserved in the
body 10 is the OCR dictionary for the trial, the second processing unit 108 abandons
the OCR request. Also, in this example, the second processing unit 108 is a function
provided by the scanner application. However, the second processing unit 108 is not
limited to this.

The translation request unit 109 requests the translation server 200 to translate the
text data of the PDF with the transparent text generated by the second processing unit
108 from the source language designated by the translation request to the target
language.

The translation server 200 (first processing unit 213), which has received the request
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from the translation request unit 109, performs the translation processing for
translating the text data of the PDF with the transparent text generated by the second
processing unit 108 from the source language designated by the translation request to
the target language. In this example, the first processing unit 213 performs the control
to transmit a mail in which a link destination of a file of the result of the translation
processing (may be referred to as “translation result file” below) has been written (may
be referred to as “result notification mail”’ below) to a mail address included in the
second user information to identify the user (authenticated user) who has input the
translation request as an address. The user who has input the translation request
accesses the link destination written in the result notification mail and downloads and
obtains the translation result file. The procedure is not limited to this, and, for example,
may be a form for displaying the result of the translation processing on the operation
panel 27 of the operation unit 20.

In the present embodiment, the respective functions of the login screen display unit
111, the authentication control unit 112, the translation request screen display unit 104,
the first obtaining unit 113, the second obtaining unit 105, the addition unit 106, and
the translation request unit 109 described above are provided by the translation ap-
plication, and the respective functions of the function calling unit 107 and the second
processing unit 108 described above are provided by the software mounted in the body
10. However, these are not limited to this.

Next, an exemplary procedure for obtaining the OCR dictionary for the trial by the
MFP 100 will be described with reference to FIG. 15. The description will be made on
the assumption that a program written in JavaScript (registered trademark) (may be
referred to as “JavaScript (registered trademark)” below) is installed to the operation
unit 20 and the body 10 includes a SCS 110 for managing (hold) encrypted device in-
formation described above in the example in FIG. 15.

In the example in FIG. 15, it is assumed that the user be authenticated and the
translation application be started in steps S1 and S2. The translation application (first
obtaining unit 113) requests the scanner capability information relative to the function
calling unit 107 on the side of the body 10 by using the JavaScript (registered
trademark) (step S3). The function calling unit 107, which has received this request,
requests the scanner capability information relative to the second processing unit 108
(step S4) and obtains the scanner capability information as a response to it (step S5).
Next, the function calling unit 107 transmits the scanner capability information
obtained in step S5 to the translation application by using the JavaScript (registered
trademark) (step $6). According to this, the translation application can obtain the
scanner capability information. In the following description, it is assumed that the

transmission/reception of information between the translation application and the body
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10 and that between the translation application and the module management server 300
be performed by using the JavaScript (registered trademark).

Next, the translation application (first obtaining unit 113) determines whether the
MFP 100 previously includes the OCR dictionary by referring to the scanner capability
information (step S7). In the following description, a case will be described where it
has been determined that the MFP 100 has not previously included the OCR
dictionary. The first obtaining unit 113 requests the encrypted device information
relative to the SCS 110 (step S8) and obtains the encrypted device information as a
response to it (step S9).

Next, the translation application (first obtaining unit 113) transmits the above-
mentioned OCR dictionary request signal, which includes the encrypted device in-
formation and requests the OCR dictionary, to the module management server 300
(step S10). The module management server 300 (OCR dictionary for the trial
transmitting unit 302) which has received the OCR dictionary request signal decrypts
the encrypted device information included in the received OCR dictionary request
signal with the decryption key which has been previously prepared (step S11). Then,
the module management server 300 identifies the MFP 100 which has requested the
OCR dictionary according to the device information obtained by the decryption. The
module management server 300 (OCR dictionary for the trial transmitting unit 302)
transmits the OCR dictionary for the trial stored in the storage unit 301 to the MFP 100
of the request source (step S12). According to this, the translation application (first
obtaining unit 113) can obtain the OCR dictionary for the trial from the module
management server 300.

When the acquisition of the OCR dictionary for the trial is completed, the translation
application (first obtaining unit 113) requests the function calling unit 107 on the side
of the body 10 to preserve the OCR dictionary for the trial (step S13). The function
calling unit 107 which has received the request from the translation application
requests the second processing unit 108 to preserve the OCR dictionary for the trial
(step S14). The second processing unit 108 which has received the request from the
function calling unit 107 prepares a region to preserve the OCR dictionary for the trial,
for example, in the HDD 14 of the body 10 and preserves the OCR dictionary for the
trial in the prepared region (step S15). For example, a form may be used in which in-
formation indicating a kind of the OCR dictionary (information to identify whether the
OCR dictionary is the one which has been previously included in the MFP 100 or the
OCR dictionary for the trial) is preserved in association with the OCR dictionary for
the trial. When the preservation of the OCR dictionary for the trial has been completed,
the second processing unit 108 informs the function calling unit 107 that the

preservation of the OCR dictionary for the trial has been completed (step S16). Then,
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the function calling unit 107 informs the translation application of that effect (step
S17).

Next, an exemplary procedure to perform the translation processing regarding the
translation trial will be described with reference to FIG. 16. The description will be
made below on the assumption that the MFP 100 has obtained the OCR dictionary for
the trial in accordance with the procedure illustrated in FIG. 15.

First, when receiving the above-mentioned translation request via the above-
mentioned translation request screen (steps S20 and S21), the translation application
(second obtaining unit 105) transmits the above-mentioned token request signal for re-
questing to issue the token information to the module management server 300 by using
the JavaScript (registered trademark) (step S22). The module management server 300
(token information issuance unit 303) which has received the token request signal
generates the token information by using the date information included in the received
token request signal (step S23). The specific content is as described above. In this
example, as described above, the module management server 300 (token information
issuance unit 303) generates the encrypted token information by encrypting the token
information with the encryption key which has been previously prepared. After that,
the module management server 300 transmits the generated encrypted token in-
formation to the translation application by using the JavaScript (registered trademark)
(step S24).

Next, the translation application (addition unit 106) adds the encrypted token in-
formation received from the module management server 300 to the OCR request for
requesting to perform the OCR processing. The translation application transmits the
OCR request to which the encrypted token information has been added to the function
calling unit 107 on the side of the body 10 by using the JavaScript (registered
trademark) (step S25). When receiving the OCR request to which the encrypted token
information has been added, the function calling unit 107 confirms the validity of the
token information (step S26). The specific content is as described above. A case will
be described below where it has been determined that the token information is valid.

After step S26, the function calling unit 107 transmits the OCR request to which the
decrypted token information has been added to the second processing unit 108 (step
S27). The second processing unit 108 confirms that the token information has been
added to the OCR request received from the function calling unit 107 (step $28) and
performs the processing according to the OCR request. More specifically, first, the
second processing unit 108 performs the scan processing for reading the image data
from the document. The second processing unit 108 performs the OCR processing
relative to the image data read from the document by using the OCR dictionary for the

trial (steps S29 and S30). Accordingly, the PDF with the transparent text is generated.
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The second processing unit 108 transmits the generated PDF with the transparent text
to the function calling unit 107 (step S31). The function calling unit 107 transmits the
PDF with the transparent text received from the second processing unit 108 to the
translation application by using the JavaScript (registered trademark) (step S32).

The translation application (translation request unit 109), which has received the PDF
with the transparent text as a response to the OCR request, requests the translation
server 200 to translate the text data of the PDF with the transparent text from the
source language designated by the above-mentioned translation request to the target
language (step S33). The translation server 200 (first processing unit 213) which has
received this request performs the translation processing for translating the text data of
the PDF with the transparent text from the source language designated by the
translation request to the target language (step S34). When the translation processing
has been completed, as described above, the translation server 200 (first processing
unit 213) transmits the result notification mail in which the link destination of the
translation result file has been written to the mail address, which is included in the
second user information to identify the user who has input the translation request, as an
address (step S35). The translation server 200 (first processing unit 213) can also
inform the translation application that the translation processing has been completed.

As described above, in the present embodiment, only when the token information
which indicates the presence of the authority to use the OCR dictionary for the trial is
added to the OCR request for requesting to perform the OCR processing necessary for
the translation processing regarding the translation trial, the OCR processing is
performed by using the OCR dictionary for the trial. Since the token information is
issued when the translation request for requesting to perform the translation processing
regarding the translation trial is received, the OCR processing cannot be performed by
using the OCR dictionary for the trial without inputting the translation request. That is,
there is an advantageous effects to prevent the OCR dictionary for the trial from being
used for a function other than the above-mentioned translation trial.

Although the embodiment according to the present invention has been described
above, the present invention is not limited to the above-mentioned embodiment. In an
implementing stage, the embodiment can be materialized by modifying the
components without departing from the scope of the invention. Also, various in-
ventions can be formed by an appropriate combination of a plurality of components
disclosed in the above-mentioned embodiment. For example, some components may
be deleted from all the components illustrated in the embodiment.

The respective functions of the MFP 100 described above (login screen display unit
111, authentication control unit 112, first obtaining unit 113, translation request screen

display unit 104, second obtaining unit 105, addition unit 106, function calling unit
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107, second processing unit 108, and translation request unit 109) can be realized by
executing the program stored in the above-mentioned translation application (Web ap-
plication in this example) and the storage device (for example, ROM 12, HDD 14,
ROM 22, and flash memory 24) by the CPU (11 or 21). However, the structure is not
limited to this. For example, at least a part of the respective functions of the MFP 100
may be realized by an exclusive hardware circuit (for example, semiconductor in-

tegrated circuit).
Also, in the above-mentioned embodiment, the body 10 and the operation unit 20 in-

dependently behave by using different operating systems. However, they are not
limited to this, and for example, the body 10 and the operation unit 20 may behave by
using the same operating system.

Also, the program performed by the MFP 100 in the embodiment described above
may be provided by recording it to recording medium such as a CD-ROM, a flexible
disk (FD), a CD-R, a digital versatile disk (DVD), and a universal serial bus (USB)
which can be read by the computer by using a file in a format which can be installed or
performed. Also, the program may be provided or distributed via a network such as the
Internet. Also, various programs may be provided by being previously integrated into
the ROM and the like.

Although the invention has been described with respect to specific embodiments for
a complete and clear disclosure, the appended claims are not to be thus limited but are
to be construed as embodying all modifications and alternative constructions that may
occur to one skilled in the art that fairly fall within the basic teaching herein set forth.
Reference Signs List

1 information processing system

10 body

20 operation unit

100 MFP

104 translation request screen display unit

105 second obtaining unit

106 addition unit

107 function calling unit

108 second processing unit

109 translation request unit

111 login screen display unit

112 authentication control unit

113 first obtaining unit

200 translation server
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211 storage unit

212 authentication processing unit

213 first processing unit

300 module management server

301 storage unit

302 OCR dictionary for the trial transmitting unit
303 token information issuance unit

400 network
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Claims

An information processing system comprising:

an information processing apparatus; and

a server, wherein

the information processing apparatus includes

a first obtaining unit that obtains second information indicating first in-
formation held by the server when the information processing apparatus
has not been previously included the first information to perform
second processing necessary for first processing,

a second obtaining unit that obtains token information indicating the
presence of the authority to use the second information when receiving
a first request for requesting to perform the first processing,

an addition unit that adds the token information to a second request for
requesting to perform the second processing when the second obtaining
unit has obtained the token information, and

a second processing unit that performs the second processing by using
the second information only when the token information has been
added to the second request.

The information processing system according to claim 1, wherein

the first obtaining unit determines whether the information processing
apparatus has previously included the first information by referring to
function detailed information indicating a detailed content of a function
of the information processing apparatus.

The information processing system according to claim 1 or 2, wherein
the token information includes valid period information indicating a
period in which the token information is valid, and

the second processing unit performs the second processing by using the
second information only in a case where a time when the second
request to which the token information has been added has been
received is within a period indicated by the valid period information
included in the token information.

The information processing system according to claim 3, wherein

the valid period information is information indicating a period from a
starting point that is a date and time when the second obtaining unit has
requested to obtain the token information to an ending point when a
certain period has elapsed.

The information processing system according to any one of claims 1 to
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4, further comprising:

an authentication processing unit that performs authentication
processing by comparing first user information with second user in-
formation to identify a user who has an authority to request to perform
the first processing when receiving the first user information used for
the authentication processing for determining whether the user has the
authority to request to perform the first processing.

The information processing system according to claim 5, wherein

the authentication processing is processing in which it is determined
that the user who has input the first user information has the authority
to request to perform the first processing when the first user in-
formation coincides with the second user information and it is de-
termined that the user who has input the first user information does not
have the authority to request to perform the first processing when the
first user information does not coincide with the second user in-
formation.

The information processing system according to any one of claims 1 to
6, further comprising:

a first processing unit that performs the first processing by using a
result of the second processing.

The information processing system according to any one of claims 1 to
7, wherein

the first processing is processing for translating text data obtained by
OCR processing for recognizing letters included in image data read
from a document and processing which is performed for free for a
certain period,

the second processing is the OCR processing,

the first information is dictionary information indicating a corre-
spondence relation between a characteristic pattern and letters, and

the second information is the dictionary information held by the server.
An information processing apparatus comprising:

a first obtaining unit that obtains second information indicating first in-
formation held by a server when the first information to perform second
processing necessary for first processing has not been previously
included;

a second obtaining unit that obtains token information indicating the
presence of the authority to use the second information when receiving

a first request for requesting to perform the first processing;
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an addition unit that adds the token information to a second request for
requesting to perform the second processing when the first obtaining
unit has obtained the token information; and

a second processing unit that performs the second processing by using
the second information only when the token information has been
added to the second request.

An information processing method comprising:

a first obtaining step for obtaining second information indicating first
information held by a server when the first information to perform
second processing necessary for first processing has not been
previously included;

a second obtaining step for obtaining token information indicating the
presence of the authority to use the second information when a first
request for requesting to perform the first processing has been received;
an addition step for adding the token information to a second request
for requesting to perform the second processing when the token in-
formation has been obtained by the second obtaining step; and

a second processing step for performing the second processing by using
the second information only when the token information has been

added to the second request.
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