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the situation where the sender does not possess the credentials and public key of the recipients. The encryption and decryption is
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verifying such messages by recipients who do not possess or who are not enrolled in a PKI and do not have private keys. A method
for authenticating the sender/user of the browser, and a method for accessing or generating public and private keys for encrypting
and decrypting messages for recipients who are not enrolled in a public key infrastructure.



WOJ4 2005/109743 Al 1111111 IIU110 1111101 1111111111111111 11111 DV 1111111 I1I111111 II11111111111

Declarations under Rule 4.17:
__as to applicants entitlement to apply for and be granted

a patent (Rule 4.1 7(ii))for the following designations AE,
AG, AL, AM, AT; AU, AZ, BA, BB, BC, BR, BW BY; BZ,
CA, C, CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE,
EG, ES, Fl, GB, GD, GE, GH, GM, HR. HL, ID, IL, IN, IS,
JP K, KG, KM1, KP KR, K7, LC, LI( LR, LS, 1,T LU, LlK
MA, MD, MG, MK, MN, MWV MX, MZ, NA, NC, NI, NC,
NZ, OM, PC, PH, PL, P7i; RO, RU, SC, SD, SE, SC, S, SL,
SM, SY~ TJ, TV!f, TN, TR, TT 1IA, (IC, (17, VC, VN, YU,
ZA, ZM, ZW ARJPO patent (BW CU, GM, KE, LS, MW

MZ, NA, SD, SL, SZ, TZ, L[C, ZM, 7W), Eurasian patent

(AM, AZ, BY§ KG, KZ7, MD, RU, TJ, TM), European patent

(AT BE, BC, C, Cl; C, DE, DK, EE, ES, FL, FR. GB,
GR, flU, JE, IS, IT LT LU, MC, NL, PL, PT RO, SE, SI,
SK, TR), OAPI patent (BF BJ, CF, CC, C, CM, GA, GN,
GQ, CW ML, MR, NE, SN, TD, TG)
as to the applicant's entitlement to claim the priority of the

earlier application (Rule 4.1 7(iii))for all designations

Published:
with international search report

For two-letter codes and other abbreviations, refer to the "Guid-

ance Notes on Codes and Abbreviations appearing at the begin-

ning of each regular issue of the PCT Gazette.



WO 2005/109743 PCT/CA2005/000726

SYSTEM, METHOD AND COMPUTER PRODUCT FOR SENDING
ENCRYPTED MESSAGES TO RECIPIENTS WHERE THE SENDER DOES

NOT POSSESS THE CREDENTIALS OF THE RECIPIENT

Field of Invention

This invention relates generally to the secure delivery and receipt of data using

public key cryptography (PKC); more particularly, to the secure delivery and receipt

of encrypted messages and Secure Multipurpose Internet Mail Extension (S/MIME)

encrypted messages where the sender does not possess the credentials of the recipient

either because the recipient is not enrolled in a Public Key Infrastructure (PKI) or the

recipient has not provided their public key to the sender.

Background of the Invention

Several discoveries have been made to address the need for securing messages

between a sender and receiver. One such discovery being the Diffie-Hellman

algorithm and the Rivest Shanir Adleman public key crypto system discovered in the

mid 1970s. The significance of these discoveries is that they have become standards

on which present encryption systems are built.

The Diffie-Hellman algorithm is especially suited to secure real time

communications. The Diffie-Hellman algorithm requires the participation of both the

sender and receiver. To execute, the two participants choose two numbers which in

turn are used in conjunction with secret numbers which are correspondingly secret to

each of the two participants to derive a third number which is exchanged between the

two participants. The exchanged numbers are then used in a process to encrypt the

messages between the two participants and then to decrypt the messages. This method

therefore requires the active participation of the recipient in order to send a secure

message. As a consequence, the system is best suited for only two participants in the

message, and is not suited for multiple participants. Furthermore, although the system

secures the confidentiality of the message satisfactorily it does not ensure the

authenticity of the message or the sender in terms of what is known as a "digital

signature". As such, the Diffie-Hellman algorithm is predominantly used to secure the

real time communication sessions between a sender and a receiver over a network.
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The Rivest Shamir Adleman (RSA) public key crypto system, while inspired

by the Diffie-Helman algorithm, developed a method that does not require the

active participation of the recipient, allows for more than two participants in a

message, and established a framework to provide authenticity of both the sender

and of the message itself in addition to securing the message between the sender and

the recipient(s).

Securing messages between senders and recipients can be accomplished in an

infinite number of ways. To secure email, arguably the most widely deployed

application on the Internet, the S/MIME standard was developed in the late 1990s.

While there are proprietary methods for securing email messages such as those

developed by organizations such as PGP, Hushmail, Zixit, Ziplip etc., S/MIME has

become the dominant world standard to secure email communications.

The S/MIME protocol was established by RSA Data Security and other

software vendors in 1995. The goal of S/MIME was to provide message integrity,

authentication, non-repudiation and privacy of email messages through the use of

Public Key Infrastructure encryption and digital signature technologies.

Email applications that support S/MIME assure that third parties, such as network

administrators and ISPs, cannot intercept, read or alter messages. S/MIME functions

primarily by building security on top of the common MIME (Multipurpose Internet

Mail Extension) protocol, which defines the manner in which an electronic message is

organized, as well as the manner in which the electronic message is supported by

most email applications.

Currently, the most popular version of S/MIME is V3 (version three), which

was introduced in July, 1999. Further information on S/MIME standardization and

related documents can be found on the Internet Mail Consortium web site

(www.imc.org) and the IETF S/MIME working group

www.ietf.org/html.charters/smime-charter.html).

The S/MIME V3 Standard consists generally of the following protocols:

Cryptographic Message Syntax (RFC 2630);
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O S/MIME Version 3 Message Specification (RFC 2633); and

S/MIME Version 3 Certificate Handling (RFC 2632).

S/MIME and similar secure message systems rely on PKC to invoke security.

With S/MIME security, a MIME message is secured by digitally signing the message

which is conducted by encrypting a message digest hash with the private key of the

Isender. This is what is known as a digital signature. Optionally, the message content

with the digital signature is encrypted using the public key of the recipient. The

t encrypted message and digital signature comprise the S/MIME email message that is

then sent to the recipient. Upon receiving the message, the recipient's private key is

used to decrypt the message. The recipient re-computes the message digest hash from

the decrypted message and uses the public key of the sender to decrypt the original

message digest hash (the digital signature) and compares the two hashes. If the two

hashes are the same, the recipient has validation of the authenticity of the sender and of

the integrity of the message. Consequently, S/MIME and similar secure message

systems generally require that both the sender and the recipient enrolled in a PKC

system and that the public keys of each be accessible in order for the message to be

secured and for the sender and message to be authenticated. As such, if the recipient is

not enrolled in a PKI, or the sender does not have access to the recipient's(s') key(s), the

sender will not be able to send a secure message to the recipient(s).

It would be advantageous if the present invention provided is a system, computer

program and method for delivering encrypted messages to recipient the sender does

not possess the credentials of the recipient some subset thereof. It would

advantageous if the aforesaid system, computer program and method could access or

generate message encryption keys, which can be used by the sender to ensure the privacy

of the message for the recipient. It would also be advantageous if the aforesaid system,

computer program and method was easily deployed in either a browser or on a client

application provided at the network-connected devices themselves. Still further, it would

be advantageous if a web-based or client based system, computer program and method

was provided whereby the encryption persists throughout the communication and storage

of data and whereby the message decryption key is stored securely and accessed securely

by the recipient in order to decrypt the message.
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O Summary of the Invention

SIn accordance with a first aspect of the present invention there is provided a

method of exchanging PKI compliant messages between a sender and one or more

recipients, whereby the sender is associated with a sender computer and each of the one

or more recipients is associated with a recipient computer, whereby the sender does not

tt have access to the PKI credentials of at least one of the one or more recipients, said at

tt least one of the one or more recipients corresponding to a non-credentialed recipient,

the method comprising the steps of:

activating a Public Key Cryptography utility linked to a browser or a

N 10 client communication program, or forming part of the browser or the

client communication program, the Public Key Cryptography utility

being operable to perform one or more cryptographic operations

including encrypting/decrypting data, authenticating data, and/or

authenticating a sender, decrypting and/or verifying data, the Public Key

Cryptography utility thereby performing one or more of such

cryptographic operations so as to create an encrypted message;

sender sending the encrypted message to the non-credentialed recipient;

the Public Key Cryptography utility being operable on a computer of the

sender and configured to:

identifying that the sender does not have access to the PKI

credentials of the non-credentialed recipient; and

(ii) thereby initiating the creation of a secret shared between the

sender and the non-credentialed recipient; and

the non-credentialed recipient using the shared secret to either:

obtain the encrypted message in a decrypted form in a secure

session with a trusted intermediary; or

(ii) activate a further Public Key Cryptography utility on the

recipient computer of the non-credentialed recipient or on a
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S(iii) server computer, so as to access a private key linked to the

encrypted message thereby enabling the Public Key

Cryptography utility to decrypt the encrypted message.

In accordance with a second aspect of the present invention there is provided a

method of exchanging PKI compliment messages between sender and one or more

recipients, whereby the sender is associated with a sender computer and each of the one

or more recipients is associated with a recipient computer, whereby the sender does not

N have access to the PKI credentials of at least one of the one or more recipients, said at

least one of the one or more recipients corresponding to a non-credentialed recipient,

the method comprising the steps of:

activating a Public Key Cryptography utility linked to a browser or a

client communication program, or forming part of the browser or the

client comnunication program, the Public Key Cryptography utility

being operable to perform one or more cryptographic operations

including encrypting/decrypting data, authenticating data, and/or

authenticating a sender, decrypting and/or verifying data, the Public Key

Cryptography utility thereby performing one or more of such

cryptographic operations so as to create an encrypted message;

sender sending the encrypted message to the non-credentialed

recipient;

the Public Key Cryptography utility being operable on a computer of the

sender and configured to:

identifying that the sender does not have access to the PKI

credentials of the non-credentialed recipient; and

(ii) thereby initiating the creation of a secret shared between the

sender and the non-credentialed recipient; and
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S(d) the non-credentialed recipient using the secret to activate a further Public

SKey Cryptography utility on the recipient computer of the non-

credentialed recipient so as to access a private key linked to the

Sencrypted message thereby enabling the Public Key Cryptography utility

to decrypt the encrypted message.

In In accordance with a third aspect of the present invention there is provided a

method of exchanging PKI compliant messages between a sender and one or more

N, recipients, whereby the sender is associated with a sender computer and each of the one

or more recipients is associated with a recipient computer, whereby the sender does not

have access to the PKI credentials of at least one of the one or more recipients, said at

least one of the one or more recipients corresponding to a non-credentialed recipient,

the method comprising the steps of:

activating a Public Key Cryptography utility linked to a browser or a

client cormnunication program, or forming part of the browser or the

client communication program, the Public Key Cryptography utility

being operable to perform one or more cryptographic operations

including encrypting/decrypting data, authenticating data, and/or

authenticating a sender, decrypting and/or verifying data, the Public Key

Cryptography utility thereby performing one or more of such

cryptographic operations so as to create an encrypted message;

sender sending the encrypted message to a server computer for

delivery to the non-credentialed recipient;

the Public Key Cryptography utility being operable on a computer of the

sender and configured to:

identifying that the sender does not have access to the PKI

credentials of the non-credentialed recipient; and
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O (ii) thereby initiating the creation of a secret shared between the

Ssender and the non-credentialed recipient; and

the non-credentialed recipient using the secret to obtain the encrypted

message in a decrypted form in a secure session with the server

computer.

_In accordance with a fourth aspect of the present invention there is provided a

N system for exchanging PKI compliant messages between a sender and one or more

recipients, whereby the sender does not have access to the PKI credentials of at least

Sone of the one or more recipients, said at least one of the one or more recipients

corresponding to a non-credentialed recipient, the system comprising:

a first network-connected device associated with the sender, and a

second network-connected device associated with the recipient, the first

and second network-connected devices being operable to communicate

with remote devices via a communication network; and

the first network-connected device including a Public Key Cryptographic

utility linked to a browser or a client communication program, or

forming part of the browser or the client communication program, the

Public Key Cryptography utility being operable to perform one or more

cryptographic operations including encrypting/decrypting data,

authenticating data, and/or authenticating a sender, decrypting and/or

verifying data, the Public Key Cryptography utility being operable to:

Perform one or more of such cryptographic operations so as to

create an encrypted message for communication to the recipient;

and

(ii) Identify that the sender does not have access to the PKI

credentials of the non-credential recipient, and thereby initiating

the creation of a secret shared between the sender and the non-
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O (iii) credentialed recipient; and

2 wherein the Public Key Cryptographic utility cooperates with a server to invite

the recipient to provide the shared secret so as to: obtain the encrypted
C€3

message in a decrypted form in a secure session with the server; or (ii) activate a

Public Key Cryptography utility linked to the second network-connected device

or to the server so as to access a private key linked to the encrypted message

thereby enabling the Public Key Cryptography utility to decrypt the encrypted

n message.

In accordance with a fifth aspect of the present invention there is provided a

computer program product operable on a network-connected device for exchanging PKI

compliant messages between a sender and one or more recipients, whereby the sender

does not have access to the PKI credentials of at least one of the one or more recipients,

said at least one of the one or more recipients corresponding to a non-credentialed

recipient, the system comprising:

a Public Key Cryptographic utility linked to a browser or a client

communication program, or forming part of the browser or the client

communication program, the Public Key Cryptography utility being

operable to perform one or more cryptographic operations including

encrypting/decrypting data, authenticating data, and/or authenticating a

sender, decrypting and/or verifying data, the Public Key Cryptography

utility being operable on a computer of the sender to:

perform one or more of such cryptographic operations so as to

create an encrypted message for communication to the recipient;

and
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O (ii) identify that the sender does not have access to the PKI

credentials of the non-credentialed recipient, and thereby initiate

the creation of a secret shared between the sender and the non-

Cc credentialed recipient; and

wherein the Public Key Cryptographic utility cooperates with a server to invite

Sthe recipient to provide the shared secret so as to: obtain the encrypted

message in a decrypted form in a secure session with the server; or (ii) activate a

t Public Key Cryptography utility linked to a second network-connected device

associated with the recipient or to the server so as to access a private key linked

to the encrypted message thereby enabling the Public Key Cryptography utility

to decrypt the encrypted message.

The system, method and computer program of the present invention may enable

users to create and send encrypted email or other encrypted messages either through a

browser or through client software without the need to have the certificate public key (s)

of the recipient a sender usability perspective this eliminates the sender's inability to

send secure messages when a recipient is not enrolled in a PKIand therefore does not

possess a PKI certificate or when the recipient's certificate is not in the possession of the

sender.

In another aspect of the present invention permits recipients to access private PKC

based encrypted messages without the need to be enrolled in a PKI.

In another aspect of the present invention permits recipients to access PKC keys

over the Internet from any network-connected device. This eliminates the need for

location specific private key and digital certificate storage.
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C'q Brief Description of the Drawings

2i A detailed description of the preferred embodiment provided herein below

by way of example only and with reference to the following drawings, in which:

Figure la is a schematic System Architectural Component Diagram of the

t 5 secure message system of the present invention.

Figure Ib is a program resource chart illustrating the resources of the application

C of the present invention, in one embodiment thereof.

Figure Ic is a program resource chart illustrating the resources of the application

of the present invention, in another embedment thereof.
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Figure 2a is a flow chart that depicts the steps in creating, signing, and

encrypting a secure message and the generation of security keys for non-enrolled

recipients using browser based messaging, in accordance with one aspect of the

method of the present invention;

Figure 2b is a flow chart that depicts the steps in creating, signing, and

encrypting a message and the generation of security keys for non-enrolled recipients

using client based messaging, in accordance with another aspect of the method of the

present invention.

Figure 3a is a flow chart that depicts the steps for receiving, verifying and

decrypting an encrypted message by user who is not enrolled in a PKI using a

browser.

Figure 3b is a flow chart that depicts the steps for receiving, verifying and

decrypting an encrypted message by users who are not enrolled in a PKI using a

client.

Figure 4 depicts a possible user interface for creating a shared secret to secure

a message.

Figure 5 depicts a possible user interface for responding to a challenge

question to provide a shared secret

Figure 6 is a flow chart that depicts the steps in signing and encrypting

messages in connection with the various components of a PKI infrastructure.

Figure 7a is a flow chart that depicts the steps in creating, signing, and

encrypting a message for non-enrolled recipients using client based messaging and a

trusted intermediary.

Figure 7b is a flow chart that depicts the steps for retrieving and verifying an

encrypted message by user who is not enrolled in a PKI using a browser or client and

a trusted intermediary.
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In the drawings, preferred embodiments of the invention are illustrated by way

of example. It is to be expressly understood that the description and drawings are

only for the purpose of illustration and as an aid to understanding, and are not

intended as a definition of the limits of the invention.

Detailed Description of the Preferred Embodiment

As illustrated in Fig. 1, at least one known network-connected device 10 is

provided. Network-connected devices 10 may consist of a number of digital devices

that provide connectivity to a network of computers. For example, the network-

connected device 10 may consist of a known personal computer or a known WAP

device, cell phone, PDA or the like.

The network-connected device 10 is connected to the Internet 12 in a manner

that is known. Specifically in relation to Fig. 1, the connection of a network-

connected device 10 that is a known WAP device to the Internet is illustrated,

whereby a known WAP to WEB gateway 107 is provided, in a manner that is also

known.

Also as shown in Fig. la, each of the network-connected devices 10 may

include a known computerized device, which includes a browser 20 and/or client

application 40. The browser can be a standard Internet based browser, such as

Netscape's NAVIGATORTM or Microsoft's INTERNET EXPLORERTM or a known

mini browser for wireless devices such as cell phones or PDAs. Client application 

can be a known email program such as Microsoft's OUTLOOKTM OUTLOOK

EXPRESSTM LOTUS NOTEST Novell's GROUPWISETM EUDORA or another

known email program for wireless devices such as cell phones or PDAs, including

those commonly bundled in such devices as part of the devices' operating system or is

distributed as a separate component. The client application 40 can also be a custom

client used to create secure messages.

Each of the network-connected devices 10 also includes the application 22 of

the present invention, which consists of the computer program of the present

invention. Certain attributes of this application 22, in particular the manner in which
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it permits Public Key Cryptography (PKC) enabled communications over wired and

wireless networks is disclosed in United States Patent No. 6,678,821 issued to

Echoworx Corporation and the Co-Pending Patent Application Nos. 10/178,224 and

10/379,528, which are both incorporated herein by reference (the "Patent" or the

"Co-Pending Patent Applications", as applicable).

As particularized below, the application 22 includes a PKC utility (not

shown). In one particular embodiment of the application 22, illustrated in Fig. Ib, the

application 22 consists of a specialized browser extension 309 or plug-in.

Specifically in this particular embodiment of the invention, the application 22 and the

browser 20 inter-operate by means of, for example, customized HTML tags. As

opposed to using an intermediate host server, or a relatively large computer program

(as is the case with prior art technologies), application 22 preferably provides the

necessary resources to enable the network-connected device 10, as particularized

below, to function with any third party PKI system, including for example,

ENTRUSTTM, MICROSOFT TM BALTIMORETM, RSATM and so forth. It should also

be understood that the functions of the application 22 described herein can also be

provided as an "ACTIVE X OBJECT" in a manner that is known, or integrated

directly into a browser.

In another embodiment of application 22, illustrated in Fig. Ic, the application

22 consists of a client extension 409 or plug-in is provided in a manner that is known.

Specifically, the application 22 and the client application 40 inter-operate by means

of, for example, customized programming specific to the client application 40. As

opposed to using an intermediate host server, or a relatively large computer program

(as is the case with prior art technologies), application 22 (in this particular

embodiment of the invention also) preferably provides the necessary resources on the

network-connected device 10, as particularized below, to function with any third party

PKI system, including for example, ENTRUSTTM, MICROSOFTTM,

BALTIMORETM, RSATM and so forth. It should also be understood that the functions

of application 22 described herein can also be integrated directly into the client

application 

Application 22 functions as a cryptographic utility, provided in the manner

described in the Patent and Co-Pending Patent Applications, such that the application
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22 is adapted to perform at the network-connected device 10 one or more of a series

of cryptographic operations, including but not limited to:

Digital signature of data in S/MIME format;

Encryption of data in S/MIME format;

Digital signature of data in form fields;

Encryption of data in form fields;

Decryption of data in form fields;

Verification of signature of data in form fields;

Digital signature and encryption of data in form fields;

Verification of Digital signature and decryption of data in form fields;

Digital signature of full pages;

Verification of digital signature of full pages;

Encryption of full pages;

Decryption of full pages; and

File attachment encryption and signing.

Specifically, application 22 includes a Crypto Library 300, provided in a

manner that is known. In one particular embodiment of the present invention, the

application 22 also includes a User Certificate and Private Key 302 which contains

the cryptographic data required to encrypt and/or digitally sign data included in data

communications (including email) contemplated by the present invention. For

example, in one particular implementation of the present invention, namely one

whereby Microsoft software provides the Security Services 312, the .PFX or DER

(Distinguished encoding rules ASN.l) encoded X509 certificate files required to

authenticate the sender, or encrypt data for the recipient, are downloaded to the

network-connected device 10 or are generated by the network-connected device 

The .PFX file is an encrypted file that is used to access the user credentials and

private key required to process cryptographic operations. The PFX file is formatted

based on the PKCS12 standard. The DER encoded X509 certificate file provides the

public key and certificates of the recipient.
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Security Services 312 should be understood as a general term describing a

known PKI infrastructure. PKI infrastructures can vary as to the particulars of their

architecture, or their hardware or software components. Typically, however, a PKI

infrastructure consists of the components illustrated in Fig. la: a Certificate Authority

for issuing and certifying certificates for enrolled users; a Lightweight Directory

Access Protocol (or "LDAP") for storing the public key and certificates of enrolled

users; and a Certificate Revocation List (or "CRL") for revoking certificates. In

another aspect of Security Services 12 also illustrated in Fig. la, a Roaming Key

Server (or "RKS") is used for storing private keys of enrolled users.

As stated earlier, application 22 of the present invention includes a PKC

extension, and specifically a browser extension 309 or the email client extension 409

described below. The PKC extension permits the encryption and decryption of data

communications (including email) in a browser or email client, as particularized

herein. This has the advantage of broad-based deployment as browser technology and

email software is commonplace. This also has the advantage of deployment across

wireless and wired networks as the application 22 of the present invention, including

the browser or client extension, can be associated with a web browser or a WAP

browser, as shown in Fig. Ia. In addition, the invention disclosed herein requires only

a browser or email client and the associated application 22 at each network-connected

device 10 rather than a relatively thick client at each network-connected device 

which reduces the resources required at each such device to provide PKI

functionality. Also, as further explained below, in accordance with the present

invention, secure encrypted communications are possible without the need to possess

the certificates and public key of the recipients, resources usually required to send

fully encrypted messages such as S/MIME messages on the network-connected device

Each of the browser extension 309 and the email client extension 409 is

generally reduced to code in a manner known by a skilled programmer. However, it

is desirable for the browser extension 309 or client extension 409 of the present

invention to have a number of attributes. First, as a result of the method of the present

invention detailed below, it is desirable that the browser extension 304 and client

extension 409 be able to generate a public key pair and to secure the private key based
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on a secret that is shared between the sender and the recipient such that the password

is used to encrypt the private key. Second, the key generation, security, and the

encryption and decryption of data described herein involve a potential security risk if

the browser extension 309 or client extension 409 is not designed properly.

Specifically, it is necessary to ensure that browser memory is (in the case of the

browser extension 309) utilized in the course of the cryptographic operations such that

security is not compromised. In one particular embodiment of the present invention,

this is achieved by using the "TEMP" memory space of the browser 20 or client

application 40, in a manner known by a skilled programmer. Third, the browser

extension 309 or client extension 409 further includes a CLEANUP ROUTINE or

equivalent provided in a manner that is known that eliminates any renmants from the

memory associated with the browser, email client, or otherwise with the network-

connected device 10, of either the message, the user credential or private key that is

part of the User Certificate and Private Key Store 302, in order to maintain

confidentiality. Specifically, for example in relation to the browser extension 309, the

browser extension 309 is configured such that it will not store a copy of the email in

the browser cache. In addition, the browser extension 309 or client extension 409 will

delete any copies of any attachments associated with a secure message.

As stated earlier, the present invention also contemplates that the browser

extension 309 or client extension 409 provides means to establish a shared secret that

will be used by the browser extension 309 or the client extension 409 to encrypt the

private key corresponding to the public key that is used to encrypt the message or to

authenticate a non-enrolled recipient to a trusted intermediary. This particular aspect

of the present invention is illustrated in Figs. 4 and 

In addition, the present invention contemplates that the browser extension 309

and the client extension 409 facilitate the notification and delivery of secure messages

to a recipient not enrolled in a PKI. More particularly, the browser extension 309 or

the client extension 409 is adapted to permit the non-enrolled recipient to respond to a

request for a shared secret which upon successful provision thereof releases the

private key or authenticate the non-enrolled recipient (illustrated in Fig. la) to a

trusted intermediary in order to decrypt and view the secure message.
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Also connected to the Internet 12, is a web server 106 that is provided using

known hardware and software utilities so as to enable provisioning of the network-

connected device 10, in a manner that is known. The web server 106 includes a web

application 16. The web application 16 is adapted to execute the operations,

including PKI operations, referenced below.

The system, computer program and method of the present invention are

directed to:

1. Creating, encrypting and delivering secured messages including S/MIME

compliant email messages to an email s -er or a message storage/

database server;

2. Retrieving and deciphering secured messages, including S/MIME

compliant email messages, from an email server or a message storage 

database server; and

3. Creating, securing and delivering recipient data and private key(s) to a

secure storage server.

In order to achieve the foregoing, the system, computer program and method

of the present invention rely on aspects of the Patent and the/Co-Pending Patent

Applications for engaging in PKI enabled transactiolns. Specifically, email messages

are created and delivered in accordance with the present invention in a manner that is

analogous with the "POSTING DATA ON A SECURE BASIS" and "SECURE

DELIVERY OF S/MIME ENCRYPTED DA\TA" described in the Co-Pending Patent

Applications. An email message is retrieved and deciphered in the manner described

under the heading "RETRIEVING OF DATA ON A SECURE BASIS" and the

"SECURE RECEIPT OF S/MIME ENCRYPTED DATA" also described in the Co-

Pending Patent Applications.

As illustrated in Fig. la, one aspect of the system of the present invention also

includes a known email server or message server 306. The email server or message

server 306 sends and receives emails in a manner that is well known. The email

server or message server 306 is provided by known hardware and software utilities.

Also as illustrated in Fig. 1a, one aspect of the system of the present invention

includes an email protocol translator 308. The email protocol translator 308 is a
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known utility which permits the web server 106 and the email server or message

server 306 to communicate by translating messages sent by the web server 106 to the

particular email protocol understood by the email server or message server 306 such

as for example POP3 or IMAP4.

Also as illustrated in Fig. la, another aspect of the system of the present

invention includes a known message storage/database server 315. The message

storage/database server 315 stores and delivers user credentials and secure messages

in a manner that is well known. The message storage/database server 315 is also

provided by known hardware and software utilities.

The web server 106, the web application 16, and the email protocol translator

308 are used to support browser-based encryption and/or decryption of S/MIME

messages in the browser as described in the Co-Pending Patent Applications.

The roaming key server 310 is used to store and provision private keys to

enrolled users (supporting user mobility) and private message keys for non-enrolled

users for the encryption and/or decryption of non-enrolled users for the encryption

and/or decryption of S/MIME messages in the browser as described in the Co-

Pending Patent Applications. Normally, private keys are stored on users' desktop

computers for use with email client software. However, browser based email allows

the user to send or retrieve email from any device with a standard browser. The

roaming key server 310 stores and provisions private message keys for use by non-

enrolled recipients for decrypting secure messages (as particularized below).

In one particular embodiment of the invention, the email server 306 or the

message storage/database server 315 is used to store encrypted messages for non-

enrolled recipients, In either case, the message storage/database server 315 can be

used to store the shared secret for authenticating non-enrolled recipients.

The trusted intermediary 316 cooperates with the web server 106 and the web

application 16 to authenticate non-enrolled recipients, and in one embodiment of the

present invention, upon provision by the recipient of the correct shared secret, decrypt

the message and securely deliver the message to the non-enrolled recipient's browser.
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The Certificate Authority that is part of the Security Services 312, in one

particular embodiment of the present invention, is used to generate "message keys"

for non-enrolled recipients.

The Directory 314 illustrated in Fig. la, which is part of the Certificate

Authority, is used to store public keys of enrolled recipients and to search for the

recipient's public keys for encrypting messages.

Browser based creating, signing, encrypting and sending messages with private key

generation for non enrolled recipients

Fig. 2a illustrates browser based creation and delivery of secure messages for

recipients who are not enrolled in a PKI in accordance with the present invention.

A user associated with a network-connected device 10 who desires to create

and send an email on a secure basis (the "Sender") requests a page on the web server

106 using the browser 20 loaded on the network-connected device 

The web server 106, and specifically in co-operation with the web application

16 loaded on the web server 106, responds to the network-connected device 10 by

presenting a web page that is a web form requesting that the user associated with the

network-device 10 provide authentication in order to gain access to the web

application 16, and specifically a secure message application (not shown) that is

included in the web application 16.

The Sender supplies information in the authentication form fields (such as

username and password) on the web page and concludes with submitting the form,

typically by pressing a 'SUBMIT' button or equivalent.

The authentication credentials are passed to the web server 106. The web

server 106 in turn delivers the authentication credentials to the email server or

message server 306 via the email protocol translator 308 in one embodiment of the
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application or authenticates the user credentials from the message storage/database

server 315 in alternate embodiment of the application.

Specifically in accordance with the aspect of the present invention whereby

the roaming key server 310 is used to access the User Certificate and Private Key by

means of the User Certificate and Private Key Store 302, the web server 106 also

transfers the user credentials to the roaming key server 310.

The email server 306 or message storage database server 315 authenticates

the Sender and then passes back, through the email protocol translator 308, message

waiting lists and other pertinent information about the Sender's email account to the

web server 106 for display in the Sender's browser 20 and establishes an email

session typically using a cookie, in a manner that is known.

The web server 106 authenticates the Sender for the message storage/database

server 315 and then passes back message waiting lists and other pertinent information

about the Sender's account to the web server 106 for display in the Sender's browser

and establishes a session typicaJJy using a cookie, in a manner that is known.

Again, in accordance with the aspect of the present invention utilizing the

roaming key server 310, the roaming key server 310 authenticates the Sender and

transmits the Sender's private key and certificate through the web server 106 to the

browser extension 309. In accordance with the aspect of the present invention

whereby the User Certificate and Private Key Store 302 resides on the network-

connected device 10, the private key and certificate is accessed by the browser

extension 309.

The Sender prepares a message by completing the appropriate fields of a web

form referred to, including for example the message subject, body and intended

recipient's fields. In one particular embodiment of the present invention, the

application 22 also provides the recipients' shared secret(s).

The Security Services 312 is contacted whereby the recipient's(s') public keys

and certificates are verified and retrieved from the associated directory 314 or from
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the sender address book stored on the message storage/database server 315. In the

event that the recipient(s) public key(s) and certificate(s) cannot be retrieved from

either "publicly accessible" location, application 22 of the present invention is

invoked to create a shared secret and generate a PKC key pair by application 22 to

secure the message for non-enrolled recipients.

It should be understood that the present invention refers in various places to

"non-enrolled recipients". What is meant is that the sender does not possess, or have

access to, the PKI credentials of the recipient, whether the recipient has been enrolled

in a PKI or not. In other words, "non-enrolled recipients" also means "un-

credentialed recipients".

The private key(s) of the key pair is encrypted in a manner that is well known

using the shared secret(s) as the pass phrase which is secured in a manner which is as

known. The encrypted private key(s) for non enrolled recipients is(are) stored on the

message storage/database server 315 along with recipient information including the

shared secret question which the recipient must answer Fig. 5. Private key(s) storage

is not limited to the message storage/database server 315 and could use the roaming

key server 310 or email server or message server 306 as alternate locations for

private key storage.

The message form data is passed to the application 22, including the browser

extension 309, for signing and encrypting the message and any attachments using the

private key of the Sender and the public key(s) of the recipient(s), and in one

embodiment of the invention to form an S/MIME compliant email message.

The message is returned to the browser 20 and sent from the browser 20 to the

web server 106, and using the email protocol translator 308 to the email server or

message server 306 for forwarding to the identified recipients in one embodiment. In

another embodiment of the present invention the secured message for non-enrolled

recipients is stored to the message storage/database server 315 and an email advisory

is generated by the web application 16 and sent to the non-enrolled recipients advising

of the secure message waiting and providing instructions on how to retrieve the secure

message.
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Client based creating, signing, encrypting and sending messages with private key

generation for non enrolled recipients

Fig. 2a illustrates client based creation and delivery of secure messages for

recipients who are not enrolled in a PKI in accordance with the present invention.

A user associated with a network-connected device 10 who desires to create

and send a message on a secure basis (the "Sender") invokes the client application 

(as stated earlier, consisting of a known communication utility such as an email

program) loaded on the network-connected device 

The Sender supplies authentication information (such as a username and

password) and concludes with submitting the form, typically by pressing a 'SUBMIT'

button or equivalent. Often email client programs are set up such that user

authentication is configured in the email client program to automate the authentication

process such that it does not require user intervention. The authentication credentials

are passed to the email server or message server 306.

The email server or message server 306 authenticates the Sender and then

passes back message waiting lists and other pertinent information about the Sender's

email account for display in the Sender's client application 40 in a manner that is

known.

The Sender prepares a message by completing the appropriate fields of the

email message form referred to, including for example the message subject, body and

intended recipient(s) fields.

Security Services 312 is contacted whereby the recipient's(s') public keys and

certificates are verified and retrieved from the associated directory 314 or from the

sender's address book stored on the communication utility consisting of the email

client program 40. In the event that the recipient(s) public key(s) and certificate(s)

cannot be retrieved from either location, application 22 of the present invention is
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invoked to create a shared secret as illustrated in Figs. 4 and 5 to generate a PKC key

pair to secure the message for non-enrolled recipients.

The private key(s) of the key pair are encrypted in a manner that is well

known using the shared secret(s) as the pass phrase. The encrypted private key(s) for

non enrolled recipients is (are) stored on the message storage/database server 315

along with recipient information including the shared secret question which the

recipient must answer as illustrated in Fig. 5. Private key(s) storage is not limited to

the message storage/database server 315 and could use the Roaming Key Server 310

or the email server or message server 306 as alternate locations for private key

storage.

The message form data is passed to the application 22, including the email

client extension 409, for signing and encrypting the message and any attachments

using the private key of the Sender and the public key(s) of the Recipient(s), and in

one embodiment of the invention to form an S/MIME compliant email message.

The message is sent from the client to the email server or message server 306

for forwarding to the identified recipients in one embodiment. In another embodiment

of the present invention the secured message for non-enrolled recipients is stored to

the message storage/database server 315 and an email advisory is generated by the

web application 16 and sent to the non-enrolled recipients advising of the secure

message waiting and providing instructions on how to retrieve same.

Browser based retrieving and decrypting an encrypted message from an email or

message by non-enrolled recipients

Fig. 3a illustrates browser based receipt, verification, decryption and display

of an encrypted message from an email server or message server 306 or message

storage database server 315 in accordance with the present invention.

A non-enrolled user associated with a network-connected device 10 who

desires to display an encrypted message or S/MIME email that they have received on
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a secure basis (the "Recipient") requests a page from the web application 16 using the

browser 20 loaded on the network-connected device 

The web application 16 detects if the browser extension 309 is available on the

network-connected device 10. If the browser extension 309 is not available, the web

application 16 automatically downloads and installs the browser extension 309.

When the browser extension 309 is available on the network-connected device

the recipient's authentication credentials are passed to the browser extension 309

in accordance with the aspect of the present invention whereby message

storage/database server 315 or in another embodiment, the roaming key server 310 is

used to store the non-enrolled User's Private Key Store 302 which then downloads a

copy of the encrypted private key to the browser extension 309, and for non-enrolled

users the question associated with the shared secret pass phrase.

The browser extension 309 requests the non-enrolled Recipient to provide

authentication and for an answer to the shared secret question, in order to decrypt and

display the encrypted message or S/MIME email message.

The Recipient supplies password or shared secret information in response to

the authentication request (Fig. 5) to the browser extension 309 and concludes with

submitting the form, typically by pressing a 'SUBMIT' button or equivalent.

The authentication credentials are passed to the browser extension 309 in

accordance with this aspect of the present invention.

The application 22 authenticates against its User Certificate and Private Key

Store 302 and if the provided pass phrase is correct, the private key is released to the

browser extension 309 component thereof where upon the message signature can be

verified and the message decrypted for display in the Recipient's browser 

Client based creating, signing, encrypting and sending messages for non enrolled

recipients using a trusted intermediary
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Fig. 7a illustrates client based creation and delivery of secure messages for

recipients who are not enrolled in a PKI using a trusted intermediary 316 in

accordance with the present invention.

A user associated with a network-connected device 10 who desires to create

and send a message on a secure basis (the "Sender") invokes a client program loaded

on the network-connected device 10. In a preferred embodiment of the present

invention the client program would be an email client program such as Microsoft

OUTLOOK EXPRESSTM.

The Sender supplies authentication information (such as username and

password) and concludes with submitting the form, typically by pressing a 'SUBMIT'

button or equivalent. Often email client programs are set up such that user

authentication is configured in the email client to automate the authentication process

such that it does not require user intervention. The authentication credentials are

passed to the email server or message server 306.

The email server or message server 306 authenticates the Sender and then

passes back, message waiting lists and other pertinent information about the Sender's

email account for display in the Sender's email client 40 in a manner that is known.

The Sender prepares a message by completing the appropriate fields of the

email client email form referred to, including for example the message subject, body

and intended recipients fields.

The Security Services 312 is contacted whereby the recipient's(s') public keys

and certificates are verified and retrieved from the associated directory 314 or from

the sender's address book stored on the email client 40. In the event that the

recipient(s) public key(s) and certificate(s) cannot be retrieved from either location,

application 22 of the present invention is invoked to create a shared secret (Figs. 4 and

and retrieves the key pair of the trusted intermediary 316 to secure the message for

non-enrolled recipients.
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The recipient information for non-enrolled recipients including the shared

secret question which the recipient must answer (Fig. 5) is(are) stored on the message

storage/database server 315.

The message form data is passed to the application 22, including the email

client extension 409, for signing and encrypting the message and any attachments

using the private key of the Sender and the public key(s) of the Recipient(s) and the

trusted intermediary 316 for non enrolled recipients, in one embodiment of the

invention to form an S/MIME compliant email message.

The message is sent from the client to the email server or message server 306

for forwarding to the identified recipients in one embodiment. In another embodiment

of the present invention the secured message for non-enrolled recipients is stored to

the message storage/database server 315 and an email advisory is generated by the

web application 16 and sent to the non-enrolled recipients advising of the secure

message waiting and providing instructions on how to retrieve the secure message. In

another embodiment, and for reasons of scaleability and efficiency of the encryption

algorithm, the secured message for non-enrolled recipients is decrypted by the trusted

intermediary 315, the digital signature is verified, and the message is re-encrypted

using a symmetric key unique to the trusted intermediary 316 and stored to the

message storage/database server 315 with a copy of the original message stored to a

message archive.

Client based retrieving and decrypting an encrypted message from an email or

message by non enrolled recipients

Fig. 3b illustrates client based receipt, verification, decryption and display of

an encrypted message from an email server or message server 306 or message storage

database server 315 in accordance with the present invention.

There are three components required to view and encrypted message: the

encrypted message, the client extension 409 and the non-enrolled recipient's private

key. The method by which the non-enrolled recipient accesses these components can
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range from providing a link in an standard email message for the non-enrolled user to

access the components as described in the previous section concerning browser based

access, to providing all three components as attachments to a standard message as

depicted in Fig. 3b or any combination of the two approaches.

As depicted in Figure 3b, a non-enrolled user associated with a network-

connected device 10 who desires to display an encrypted message that they have

received on a secure basis (the "Recipient") first installs the client extension 409.

When the client extension 409 is available on the network-connected device

the Recipient invokes the decryption process and the encrypted private key for the

secure message is passed to the client extension 409 in accordance with this aspect of

the present invention.

The client extension 409 requests the non-enrolled Recipient to provide the

pass phrase in order to decrypt and display the encrypted message.

The non-enrolled Recipient supplies the client extension 409 shared secret

information in response to the shared secret request (Fig. 5) to the client extension

409 and concludes with submitting the form, typically by pressing a 'SUBMIT'

button or equivalent.

The private key is then passed to the client extension 409 in accordance with

this aspect of the present invention where upon the message signature can be verified

and the message decrypted for display in the client application 

In another aspect of the present invention, the persistent field level encryption

disclosed in the Patent and Co-Pending Patent Applications is used for the purposes of

the present invention to maintain the confidentiality of the identities of users (and for

example their clients with whom they communicate on a secure basis) in accordance

with the present invention and other personal information, by encrypting related data

and storing the data in an encrypted form at a database (not shown) associated with

the web server 106.
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The system of the present invention is best understood as the overall system

including the network connected device 10 and the resources thereof, including the

application 22, and also the web server 106 and the email server or message server

306, the message/database storage server 315 as well as the resources of these as well.

The computer program of the present invention is the application 22 on the one hand,

but also the web application 16, on the other. Another aspect of the present invention

includes the remote key server 310.

Fig. 6 illustrates the interactions involved in signing and encrypting messages

in relation to the various components of the PKI infrastructure.

A user associated with a network-connected device 10 who desires to create

and send an email on a secure basis (the "Sender") signs on to the web server 106

using the browser 20 loaded on the network-connected device 

The web server 106, and specifically in co-operation with the web application

16 loaded on the web server 106, responds to the network-connected device 10 by

presenting a web page that is a web form requesting that the user associated with the

network-device 10 provide authentication in order to gain access to the web

application 16, and specifically a secure message application (not shown) that is

included in the web application 16.

The Sender supplies information in the authentication form fields (such as

usemame and password) on the web page and concludes with submitting the form,

typically by pressing a 'SUBMIT' button or equivalent.

The authentication credentials are passed to the web server 106. The web

server 106 in turn delivers the authentication credentials to the email server or

message server 306 via the email protocol translator 308 in one embodiment of the

application or authenticates user credential for the message storage/database server

315 in an alternate embodiment of the application.
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Specifically in accordance with the aspect of the present invention whereby

the roaming key server 310 is used to access the User Certificate and Private Key

from the User Certificate and Private Key Store 302, the web server 106 also transfers

the user credentials to the roaming key server 310.

The email server or message server 306 authenticates the Sender and then

passes back, through the email protocol translator 308, message waiting lists and other

pertinent information about the Sender's email account to the web server 106 for

display in the Sender's browser 20 and establishes an email session typically using a

cookie, in a manner that is known.

The web server 106 authenticates the Sender for the message storage/database

server 315 and then passes back message waiting lists and other pertinent information

about the Sender's account to the web server 106 for display in the Sender's browser

and establishes a session typically using a cookie, in a manner that is known.

Again, in accordance with the aspect of the present invention utilizing the

roaming key server 310, the roaming key server 310 authenticates the Sender and

transmits the Sender's private key and certificate through the web server 106 to the

browser extension 309. In accordance with the aspect of the present invention

whereby the User Certificate and Private Key Store 302 resides on the network-

connected device 10, the private key and certificate is accessed by the browser

extension 304.

The Sender prepares a message by completing the appropriate fields of the

web form referred to, including for example the message subject, body and intended

recipient(s) fields. In one particular embodiment of the present invention, the

application 22 also provides the recipient(s) the shared secret(s).

Security Services 312 is contacted whereby the recipient's(s') public keys and

certificates are retrieved and optionally verified from the associated directory 314 or

from the sender address book stored on the message storage/database server 315. In

the event that the recipient(s)' public key(s) and certificate(s) cannot be retrieved from



WO 2005/109743 PCT/CA2005/000726

either location, application 22 of the present invention is invoked to create a shared

secret (Fig. 4) and retrieves the PKC key pair of the trusted intermediary 316 by

application 22 to secure the message for non-enrolled recipients.

The recipient information for non-enrolled recipients including the shared

secret question which the recipient must answer (Fig. 5) is (are) sent by the sender and

stored on the message storage/database server 315.

The message form data is passed to the application 22, including the browser

extension 309, for signing and encrypting the message and any attachments using the

private key of the Sender and the public key(s) of the recipient(s) and trusted

intermediary 316 for non- enrolled recipients, in one embodiment of the invention to

form an S/MIME compliant email message.

The message is returned to the browser 20 and sent from the browser 20 to the

web server 106, and using the email protocol translator 308 to the email server or

message server 306 for forwarding to the identified recipients in one embodiment of

the invention. In another embodiment of the present invention the secured message

for non-enrolled recipients is stored to the message storage/database server 315 and an

email advisory is generated by the web application 16 and sent to the non-enrolled

recipients advising of the secure message waiting and providing instructions on how

to retrieve the secure message. In another embodiment, and for reasons ofscaleability

and efficiency of the encryption algorithm, the secured message for non-enrolled

recipients is decrypted by the trusted intermediary 316, the digital signature is

verified, and the message is re-encrypted using a symmetric key unique to the trusted

intermediary 316 and stored to the message storage/database server 315 (with an

optional copy of the original message stored to a message archive).

The method of the present invention is best understood as a process for

exchanging PKI encrypted messages and S/MIME messages through a browser,

whether a web browser or WAP browser or message client whether personal

computer based or wireless device based, for recipients who are not enrolled in a PKI

or where the sender does not have access to the PKI credentials of the recipient.
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The method of the present invention should also be understood as a method for

Sintegrating wireless devices with Internet secure messaging using S/MIME or PKI based

message encryption for non-enrolled recipients. Another aspect of the method of the

Cc present invention is a method for delivering private keys to non-enrolled recipients, through

the Intemrnet or a wireless network. Yet another aspect of the method of the present

invention, is a method for eliminating the "man in the middle" security hole of proxy based

gateways between the Internet and wireless networks by providing persistent secure data

N communication using S/MIME or PKI for encrypting messages. A still other aspect of the

present invention is a method for allocating data resources as between the web server and a

10 wireless device such that PKI is provided on the wireless device so as to provide

encryption on a persistent basis.

The present invention also provides for persistent field level encryption on a

selective basis throughout an Internet-based data process. This promotes efficient

utilization of resources by invoking PKI operations in relation to specific elements of an

Internet-based data process where security/authentication is most needed.

The present invention also provides a set of tools whereby PKI encryption and

S/MIME capability is added to a browser in an efficient manner for non enrolled recipients.

The present invention should also be understood as a set of tools for complying

with legal digital signature requirements, including in association with a wireless device

using a web email or client based email system incorporating S/MIME for non-enrolled

recipients.

It is to be understood that, if any prior art publication is referred to herein, such

reference does not constitute an admission that the publication forms a part of the

common general knowledge in the art, in Australia or any other country.

In the claims which follow and in the preceding description of the invention, except

where the context requires otherwise due to express language or necessary implication,

the word "comprise" or variations such as "comprises" or "comprising" is used in an

inclusive sense, i.e. to specify the presence of the stated features but not to preclude the

presence or addition of further features in various embodiments of the invention.
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WE CLAIM:

1. A method of exchanging PKI compliant messages between a sender and one or

more recipients, whereby the sender is associated with a sender computer and each of

the one or more recipients is associated with a recipient computer, whereby the sender

n-does not have access to the PKI credentials of at least one of the one or more recipients,

said at least one of the one or more recipients corresponding to a non-credentialed

recipient, the method comprising the steps of:

S(a) activating a Public Key Cryptography utility linked to a browser or a

client communication program, or forming part of the browser or the

client communication program, the Public Key Cryptography utility

being operable to perform one or more cryptographic operations

including encrypting/decrypting data, authenticating data, and/or

authenticating a sender, decrypting and/or verifying data, the Public Key

Cryptography utility thereby performing one or more of such

cryptographic operations so as to create an encrypted message;

sender sending the encrypted message to the non-credentialed recipient;

the Public Key Cryptography utility being operable on a computer of the

sender and configured to:

identify that the sender does not have access to the PKI

credentials of the non-credentialed recipient; and

(ii) thereby initiate the creation of a secret shared between the sender

and the non-credentialed recipient; and

the non-credentialed recipient using the shared secret to either:

obtain the encrypted message in a decrypted form in a secure

session with a trusted intermediary; or
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O (ii) activate a further Public Key Cryptography utility on the

Srecipient computer of the non-credentialed recipient or on a

server computer, so as to access a private key linked to the

Sencrypted message thereby enabling the Public Key

Cryptography utility to decrypt the encrypted message.

In'

S2. The method claimed in claim 1, whereby the non-credentialed recipient accesses

a private message key linked to the encrypted message so as to obtain the

encrypted message in a decrypted form in a secure session with the server

computer.

3. The method claimed in claim 1, comprising the further steps of(i) generating a

public key/private key pair for encrypting the message, and (ii) using the

shared secret to encrypt the private key.

4. The method claimed in claim 3, comprising the further step of storing the

encrypted private key to the server computer.

The method claimed in claim 4, whereby recipient information and the shared

secret is also stored to the server computer.

6. The method claimed in claim 1, whereby:

the message is encrypted using a trusted intermediary using the

encryption key(s) of the trusted intermediary;
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O the trusted intermediary captures the shared secret and sends a

Snotification to the recipient with instructions for retrieving the encrypted

message; and

the recipient is authenticated to the trusted intermediary by providing the

shared secret, whereby the trusted intermediary decrypts the encrypted

message and transmits into the recipient in a secure session.

7. The method claimed in claim 1, whereby the encrypted message is decrypted

and displayed to the recipient by:

obtaining a shared secret question;

providing the shared secret; and

in response to either authenticating the recipient to the server

computer and thereby obtaining the encrypted message in a decrypted

form in a secure session or (ii) authenticating the recipient to the Public

Key Cryptography utility on the recipient computer or the server

computer and thereby releasing the private key for decryption of the

encrypted message.

8. A method of exchanging PKI compliment messages between sender and one or

more recipients, whereby the sender is associated with a sender computer and

each of the one or more recipients is associated with a recipient computer,

whereby the sender does not have access to the PKI credentials of at least one of

the one or more recipients, said at least one of the one or more recipients

corresponding to a non-credentialed recipient, the method comprising the steps

of:

activating a Public Key Cryptography utility linked to a browser or a

client communication program, or forming part of the browser or the
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client communication program, the Public Key Cryptography utility

Sbeing operable to perform one or more cryptographic operations

<1 including encrypting/decrypting data, authenticating data, and/or

authenticating a sender, decrypting and/or verifying data, the Public Key

Cryptography utility thereby performing one or more of such

t cryptographic operations so as to create an encrypted message;

sender sending the encrypted message to the non-credentialed

N recipient;

,I the Public Key Cryptography utility being operable on a computer of the

sender and configured to:

identify that the sender does not have access to the PKI

credentials of the non-credentialed recipient; and

(ii) thereby initiate the creation of a secret shared between the sender

and the non-credentialed recipient; and

the non-credentialed recipient using the secret to activate a further Public

Key Cryptography utility on the recipient computer of the non-

credentialed recipient so as to access a private key linked to the

encrypted message thereby enabling the Public Key Cryptography utility

to decrypt the encrypted message.

9. The method claimed in claim 8, further comprising the steps of:

creating a public key and private key for the encrypted message;

encrypting the private key with the shared secret;

delivering the encrypted private key to the Public Key Cryptography

utility; and



00 

O providing the shared secret to the Public Key Cryptography utility,

Sthereby releasing the private key.

The method of claim 8, comprising the further step of saving the encrypted

private key to a server computer or saving the shared secret to the server

icomputer.

,I 11. The method claimed in claim 10, comprising the further step of the Public Key

Cryptography utility encrypting the message with the public key.

12. The method claimed in claim 10, whereby the public key consists of a public

key created for the message by the Public Key Cryptography utility for the

message.

13. A method of exchanging PKI compliant messages between a sender and one or

more recipients, whereby the sender is associated with a sender computer and

each of the one or more recipients is associated with a recipient computer,

whereby the sender does not have access to the PKI credentials of at least one of

the one or more recipients, said at least one of the one or more recipients

corresponding to a non-credentialed recipient, the method comprising the steps

of:

activating a Public Key Cryptography utility linked to a browser or a

client communication program, or forming part of the browser or the

client communication program, the Public Key Cryptography utility

being operable to perform one or more cryptographic operations

including encrypting/decrypting data, authenticating data, and/or

authenticating a sender, decrypting and/or verifying data, the Public Key
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O Cryptography utility thereby performing one or more of such

Scryptographic operations so as to create an encrypted message;

sender sending the encrypted message to a server computer for

delivery to the non-credentialed recipient;

the Public Key Cryptography utility being operable on a computer of the

sender and configured to:

t identify that the sender does not have access to the PKI

Scredentials of the non-credentialed recipient; and

(ii) thereby initiate the creation of a secret shared between the sender

and the non-credentialed recipient; and

the non-credentialed recipient using the secret to obtain the encrypted

message in a decrypted form in a secure session with the server

computer.

14. The method claimed in claim 13, comprising the further steps of:

the sender sending the encrypted message to an email server or to a

message server for delivery to the non-credentialed recipient;

the message server creating a message notification notifying the non-

credentialed recipient that the email server or the message server has

received the encrypted message; and

in response to the non-credentialed recipient authenticating to a

server or a trusted intermediary thereby obtaining access to the encrypted

message in decrypted form in a secure session.
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O 15. A system for exchanging PKI compliant messages between a sender and one or

Smore recipients, whereby the sender does not have access to the PKI credentials

of at least one of the one or more recipients, said at least one of the one or more

Srecipients corresponding to a non-credentialed recipient, the system comprising:

a first network-connected device associated with the sender, and a

Ssecond network-connected device associated with the recipient, the first

and second network-connected devices being operable to communicate

n with remote devices via a communication network; and

S(b) the first network-connected device including a Public Key Cryptographic

utility linked to a browser or a client communication program, or

forming part of the browser or the client communication program, the

Public Key Cryptography utility being operable to perform one or more

cryptographic operations including encrypting/decrypting data,

authenticating data, and/or authenticating a sender, decrypting and/or

verifying data, the Public Key Cryptography utility being operable to:

Perform one or more of such cryptographic operations so as to

create an encrypted message for communication to the recipient;

and

(ii) Identify that the sender does not have access to the PKI

credentials of the non-credential recipient, and thereby initiating

the creation of a secret shared between the sender and the non-

credentialed recipient; and

wherein the Public Key Cryptographic utility cooperates with a server to invite

the recipient to provide the shared secret so as to: obtain the encrypted

message in a decrypted form in a secure session with the server; or (ii) activate a

Public Key Cryptography utility linked to the second network-connected device

or to the server so as to access a private key linked to the encrypted message

thereby enabling the Public Key Cryptography utility to decrypt the encrypted

message.
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16. The system as claimed in claim 15, wherein the Public Key Cryptography utility

Sis operable on the first network-connected device to:

create a public key and private key for the encrypted message; and

encrypt the private key with the shared secret.

17. The system as claimed in claim 15, wherein:

the Public Key Cryptography utility linked to the first network-

connected device is operable to send the encrypted message to the

server;

the server is linked to a server application that is operable to create a

message notification notifying the non-credentialed recipient that the

server computer has received the encrypted message, and including

instructions for the non-credential recipient retrieving the encrypted

message; and

the second network-connected device includes instructions for

authenticating to the server, thereby instructing the server to decrypt the

encrypted message and transmit same to the second network-connected

device in a secure session.

18. A computer program product operable on a network-connected device for

exchanging PKI compliant messages between a sender and one or more

recipients, whereby the sender does not have access to the PKI credentials of at

least one of the one or more recipients, said at least one of the one or more

recipients corresponding to a non-credentialed recipient, the system comprising:

a Public Key Cryptographic utility linked to a browser or a client

communication program, or forming part of the browser or the client
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O communication program, the Public Key Cryptography utility being

operable to perform one or more cryptographic operations including

encrypting/decrypting data, authenticating data, and/or authenticating a

Ssender, decrypting and/or verifying data, the Public Key Cryptography

utility being operable on a computer of the sender to:

n perform one or more of such cryptographic operations so as to

create an encrypted message for communication to the recipient;

N, and

N (ii) identify that the sender does not have access to the PKI

credentials of the non-credentialed recipient, and thereby initiate

the creation of a secret shared between the sender and the non-

credentialed recipient; and

wherein the Public Key Cryptographic utility cooperates with a server to invite

the recipient to provide the shared secret so as to: obtain the encrypted

message in a decrypted form in a secure session with the server; or (ii) activate a

Public Key Cryptography utility linked to a second network-connected device

associated with the recipient or to the server so as to access a private key linked

to the encrypted message thereby enabling the Public Key Cryptography utility

to decrypt the encrypted message.

19. The computer program product claimed in claim 18, wherein the Public Key

Cryptography utility is operable to:

create a public key and private key for the encrypted message;

encrypt the private key with the shared secret.

The computer program product claimed in claim 18, wherein the Public Key

Cryptography utility is operable on a computer associated with the recipient to:
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O obtain a question associated with the shared secret;

2i deliver the shared secret as an answer to the question, thereby authenticating the non-

credentialed recipient to a server computer thereby obtaining access to the encrypted

message in decrypted form in a secure session, or activating a Public Key Cryptography

utility on a server computer or on the recipient computer to release the private key and

thereby decrypt the message.1f\
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Fig. 2a'
Browser based creation,signing,encryption and sending of message

with private key generation for non enrolled recipients.

Start

User connects to web server e mail application through
the internet

E mail Web page downloaded to user in Web Browser
through the internet

User authenticates
against their private email mailbox with

username and password

Username and password are passed to web server
which passes username data and password through the

e mail protocol translator to the email server

Email server authenticates user and passes back
information concerning current messages waiting etc. to the
user through the email protocol translator to the web server

for download to the user's browser

User actions browser to create email message which
upon completion causes the browser to pass message

data to the PKI Browser extension for encryption and signature
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Fig. 2b'
Email based creation,signing,encryption and sending of message

with private key generation
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User connects to email server using client
email application through the internet

User authenticates
against their private email mailbox with

username and password

Username and password are passed to email server

Email server passes back
information concerning current messages waiting etc. to the

user's email client

User creates email message which
upon completion causes client to pass message

data to the PKI email client extension for encryption and signature
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Fig.3a
Browser Based receiptverif ication, decryption and display of message

User receives email advising of secure email
for pickup with link for URL for secure message
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Fig.3b

Client based receipt,verification,decryption and display of message from email client

In email client user receives email with the secure message,
secure private key and email client plugin as attachments

with instructions for installing the plugin

User replies to or
forwards message

User is invited to enroll
in secure email service

User has limited number
of attempts, upon which,

session is terminated

Digital signature is verified
and reported to user
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Fig.4

Creating a Shared Secret and Generating a Key Pair
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You do not have the security key for some of your intended recipients.
You need to create and assign a security question for the recipient(s)
listed below to allow them to collect this message.

STEP 1: Create a security question 
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OR

Create your own

V
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STEP 2: Assign the question
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A check mark will appear next to your recipient(s) once the question
has been assigned.
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testuser@hotmail.com
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Responding to Challenge Question for Shared Secret

Q Secure Email
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Fig.7a'
E mail client based creation,signing,encryption and sending of message

for non enrolled recipients using a trusted intermediary
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User connects to email server using client email application
through the internet

User authenticates against their private email
mailbox with username and password

Username and password are passed to email server

Email server passes back information concerning current
messages waiting etc. to the user's email client

User creates email message which upon completion causes
client to pass message data to the PKI email client extension

for encryption and signature.
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