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A system for performing multi-level video processing within
a vehicle includes a pre-processing module for determining
an encoding mode and enabling one or more levels of encod-
ing based on the encoding mode. The pre-processing module
further receives a video stream from a camera attached to the
vehicle via a vehicular communication network and encodes
the video stream based on the encoding mode to produce a
packet stream output. The system further includes a video
decoder for receiving the packet stream output and decoding
the packet stream output in accordance with the encoding
mode to produce a decoded video output.
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MULTI-LEVEL VIDEO PROCESSING
WITHIN A VEHICULAR COMMUNICATION
NETWORK

CROSS REFERENCE TO RELATED PATENTS

[0001] The present U.S. Utility Application claims priority
under 35 USC §119(e) to a provisionally filed patent appli-
cation entitled “Vehicle Communication Network,” having a
provisional filing date of Nov. 3, 2010, and a provisional Ser.
No. 61/409,904 (Attorney Docket # BP22410), which is
incorporated by reference herein in its entirety for all pur-
poses.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0002] NOT APPLICABLE

INCORPORATION-BY-REFERENCE OF
MATERIAL SUBMITTED ON A COMPACT DISC

[0003] NOT APPLICABLE
BACKGROUND OF THE INVENTION
[0004] 1. Technical Field of the Invention
[0005] This invention relates generally to communication

and more particularly to data and multimedia communication
within a vehicle.

[0006] 2. Description of Related Art

[0007] Asis known, a vehicle (e.g., automobile, truck, bus,
an agricultural vehicle, ship, and/or aircraft) includes a
vehicle communication network. The complexity of the
vehicle communication network varies depending on the
amount of electronic devices within the vehicle. For example,
many more advanced vehicles include electronic modules for
engine control, transmission control, antilock braking, body
control, emissions control, etc. To support the various elec-
tronic devices within the vehicle, the automotive industry has
generated numerous communication protocols.

[0008] FIG. 1 is a schematic block diagram of a prior art
vehicular communication network that illustrates the various
bus protocols and the electronic devices that utilize such
protocols. The bus protocols include: (1) J1850 and/or
OBDII, which are typically used for vehicle diagnostic elec-
tronic components; (2) Intellibus, which is typically used for
electronic engine control, transmission control other vehicle
systems such as climate control, and it may also be used for
drive-by-wire electronic control units (ECU); (3) high-speed
controller area network (CAN), which is typically used for
braking systems and engine management systems; (4) distrib-
uted system interface (DSI) and/or Bosch-Siemens-Temic
(BST), which is typically used for safety related electronic
devices; (5) byteflight, which is typically used for safety
critical electronic device applications; (6) local interconnect
network (LIN), which is typically used for intelligent actua-
tors and/or intelligent sensors; (7) low-speed controller area
network (CAN) and/or Motorola® interconnect (MI), which
are typically used for low-speed electronic devices such as
Windows, mirrors, seats and/or climate control; (8) mobile
media link (MML), domestic digital data (D2B), smartwireX,
inter-equipment bus (IEBus), and/or media oriented systems
transport (MOST), which are typically used to support mul-
timedia electronic devices within a vehicle such as a audio
head unit and amplifiers, CD player, a DVD player, a cellular
connection, a Bluetooth connection, peripheral computer
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connections, rear seat entertainment (RSE) units, a radio,
digital storage, and/or a GPS navigation system; (9) Low-
Voltage Differential Signaling (LVDS), which are typically
used to support, heads up display, instrument panel displays,
other digital displays, driver assist digital video cameras, and
(10) FlexRay, which may be used for safety critical features
and/or by-wire applications.

[0009] To enableelectronic components using different bus
protocols to communicate with each other, one or more bus
gateways may be included in the vehicle network. For
example, in a safety related issue, a safety ECU may need to
communicate with a braking ECU, and engine control ECU,
and/or a transmission control ECU. In this example, the bus
gateway performs some degree of protocol conversion to
facilitate the communication between the ECUs of differing
communication protocols.

[0010] In addition to providing multiple vehicle network
protocols to support a variety of electronic devices within a
vehicle, most vehicle manufacturers are striving for improved
fuel efficiency. In this regard, a reduction in weight of 400
pounds is approximately equivalent to reducing continuous
power consumption by 100 Watts. As such, by removing
weight from a vehicle, fuel efficiency may be improved. Asis
known, a typical vehicle includes 400 to 600 pounds of wir-
ing, which is the second heaviest component in a vehicle; the
engine is the heaviest.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING(S)

[0011] FIG. 1 is a schematic block diagram of a prior art
vehicular communication network;

[0012] FIG. 2 is a schematic block diagram of an embodi-
ment of a communication infrastructure in accordance with
the present invention;

[0013] FIG. 3 is a schematic block diagram of an embodi-
ment of a vehicular communication network in accordance
with the present invention;

[0014] FIG. 4 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0015] FIG. 5 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0016] FIG. 6 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0017] FIG. 7 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0018] FIG. 8 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0019] FIG. 9 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0020] FIG. 10 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0021] FIG. 11 is a schematic block diagram of another
embodiment of a vehicular communication network in accor-
dance with the present invention;

[0022] FIG. 12 is a logical diagram of network managing
processes for a vehicular communication network in accor-
dance with the present invention;
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[0023] FIG.13 is a schematic block diagram of an embodi-
ment of a network fabric in accordance with the present
invention;

[0024] FIG. 14 is a schematic block diagram of an embodi-
ment of a bridge-routing module in accordance with the
present invention;

[0025] FIG. 15 s a schematic block diagram of an embodi-
ment of a packet egress unit and a packet ingress unit in
accordance with the present invention;

[0026] FIG. 16 is a schematic block diagram of another
embodiment of a packet egress unit and a packet ingress unit
in accordance with the present invention;

[0027] FIG.17 is a schematic block diagram of an embodi-
ment of a redundancy/backup module in accordance with the
present invention;

[0028] FIG. 18 is a schematic block diagram of an example
of a cable failure within a network fabric in accordance with
the present invention;

[0029] FIG. 19 is a logic diagram of an embodiment of a
method for processing a cable failure within a network fabric
in accordance with the present invention;

[0030] FIG. 20 is a schematic block diagram of another
example of a cable failure within a network fabric in accor-
dance with the present invention;

[0031] FIG.211isalogicdiagram of another embodiment of
a method for processing a cable failure within a network
fabric in accordance with the present invention;

[0032] FIG. 22 is an example diagram of a network topol-
ogy database in accordance with the present invention;
[0033] FIGS. 23-26 are examples of network fabric span-
ning tree configurations in accordance with the present inven-
tion;

[0034] FIG. 27 is a diagram of an embodiment of a modi-
fied network frame/packet in accordance with the present
invention;

[0035] FIG. 28 is a logic diagram of an embodiment of a
method for processing a packet in the vehicular communica-
tion network in accordance with the present invention;
[0036] FIG. 29 is an example diagram of processing a mis-
sion critical packet within a vehicle communication network
in accordance with the present invention;

[0037] FIG. 30 is a logic diagram of an embodiment of a
method for processing a mission critical packet in the vehicu-
lar communication network in accordance with the present
invention;

[0038] FIG.311isalogicdiagram of another embodiment of
a method for processing a mission critical packet in the
vehicular communication network in accordance with the
present invention;

[0039] FIG.32isalogicdiagram of another embodiment of
a method for processing a packet in the vehicular communi-
cation network in accordance with the present invention;
[0040] FIG. 33 is a schematic block diagram of an embodi-
ment of a switch module in accordance with the present
invention;

[0041] FIG. 34 is a schematic block diagram of another
embodiment of a switch module in accordance with the
present invention;

[0042] FIG. 35 is a logic diagram of an embodiment of a
method for processing a packet in the vehicular communica-
tion network in accordance with the present invention;
[0043] FIG. 36 is an example diagram of packet queues
within a vehicle communication network in accordance with
the present invention;
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[0044] FIGS. 37-40 are example diagrams of packet queue
processing within a vehicle communication network in accor-
dance with the present invention;

[0045] FIG. 41 is a schematic block diagram of an embodi-
ment of a network node module in accordance with the
present invention;

[0046] FIG. 42 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0047] FIG. 43 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0048] FIG. 44 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0049] FIG. 45 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0050] FIG. 46 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0051] FIG. 47 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0052] FIG. 48 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0053] FIG. 49 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0054] FIG. 50 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0055] FIG. 51 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0056] FIG. 52 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0057] FIG. 53 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0058] FIG. 54 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0059] FIG. 55 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0060] FIG. 56 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0061] FIG. 57 is a schematic block diagram of another
embodiment of a network node module in accordance with
the present invention;

[0062] FIG. 58is a schematic block diagram of an example
of an occupant environment in accordance with the present
invention;

[0063] FIG. 59 is a logic diagram of an embodiment of a
method for processing occupant sensed data in accordance
with the present invention;

[0064] FIG. 60 is a diagram of an example of a moving
recording time window in accordance with the present inven-
tion;
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[0065] FIG. 61 is aschematic diagram of an embodiment of
avehicle black box in accordance with the present invention;
[0066] FIG. 62 is a schematic diagram of another embodi-
ment of a vehicle black box in accordance with the present
invention;

[0067] FIG. 63 is aschematic diagram of an embodiment of
power distribution within a vehicular communication net-
work in accordance with the present invention;

[0068] FIG. 64 is a schematic diagram of another embodi-
ment of power distribution within a vehicular communication
network in accordance with the present invention;

[0069] FIG. 65 is a logic diagram of an embodiment of a
method for controlling power distribution within a vehicular
communication network in accordance with the present
invention;

[0070] FIG. 661is alogic diagram of another embodiment of
amethod for controlling power distribution within a vehicular
communication network in accordance with the present
invention;

[0071] FIG. 67 is a schematic diagram of an embodiment of
a network interface within a vehicular communication net-
work in accordance with the present invention;

[0072] FIG. 68A is a logic diagram of an embodiment of a
method for managing devices coupled to a vehicular commu-
nication network in accordance with the present invention;
[0073] FIG. 68B is a schematic diagram of a network node
module for managing devices coupled to a vehicular commu-
nication network in accordance with the present invention;
[0074] FIG. 69 is a logic diagram of an embodiment of a
method for adding a device to a vehicular communication
network in accordance with the present invention;

[0075] FIG.70A is a schematic diagram of an embodiment
of'a new device coupled to a switch module within a vehicular
communication network in accordance with the present
invention;

[0076] FIG. 70B is a schematic diagram of an embodiment
of a new device added to a network node module in accor-
dance with the present invention;

[0077] FIG. 71 is a logic diagram of an embodiment of a
method for processing a damaged device of a vehicular com-
munication network in accordance with the present invention;
[0078] FIG. 72 is an example diagram of an embodiment of
network and/or resource planning within a vehicular commu-
nication network in accordance with the present invention;
[0079] FIG. 73 is an example diagram of an embodiment of
a packet queue for concurrent packet transmissions within a
vehicular communication network in accordance with the
present invention;

[0080] FIG. 74 is an example diagram of concurrent packet
transmissions within a vehicular communication network in
accordance with the present invention;

[0081] FIG. 75 is a logic diagram of an embodiment of a
method for concurrent packet transmissions within a vehicu-
lar communication network in accordance with the present
invention;

[0082] FIG.761is aschematic diagram of an embodiment of
a data bridge within a vehicular communication network in
accordance with the present invention;

[0083] FIG. 77 is a schematic diagram of another embodi-
ment of a data bridge within a vehicular communication
network in accordance with the present invention;

[0084] FIG.781is aschematic diagram of an embodiment of
a packet egress unit and a packet ingress unit of a data bridge
in accordance with the present invention;
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[0085] FIG. 79 is a logic diagram of an embodiment of a
method for transferring packets between network fabrics
within a vehicular communication network in accordance
with the present invention;

[0086] FIG. 80 is alogic diagram of another embodiment of
a method for transferring packets between network fabrics
within a vehicular communication network in accordance
with the present invention;

[0087] FIG. 81 is a schematic diagram of another embodi-
ment of a data bridge within a vehicular communication
network in accordance with the present invention;

[0088] FIG. 82is alogic diagram of another embodiment of
a method for transferring packets between network fabrics
within a vehicular communication network in accordance
with the present invention;

[0089] FIG. 83 is alogic diagram of another embodiment of
a method for transferring packets between network fabrics
within a vehicular communication network in accordance
with the present invention;

[0090] FIG. 84 is a logic diagram of an embodiment of a
method for storing data by a data bridge within a vehicular
communication network in accordance with the present
invention;

[0091] FIG. 85 is a schematic diagram of another embodi-
ment of a data bridge within a vehicular communication
network in accordance with the present invention;

[0092] FIG. 86 is a schematic diagram of another embodi-
ment of a data bridge within a vehicular communication
network in accordance with the present invention;

[0093] FIG. 871is aschematic diagram of an embodiment of
a wired and wireless network fabric of a vehicular communi-
cation network in accordance with the present invention;
[0094] FIG. 87A is a schematic diagram of an embodiment
of a wireless network fabric of a vehicular communication
network in accordance with the present invention;

[0095] FIG. 88 is a schematic diagram of another embodi-
ment of a bridge/routing module within a vehicular commu-
nication network in accordance with the present invention;
[0096] FIG. 89is aschematic diagram of an embodiment of
egress units, an egress sync module, and a packet egress unit
of a bridge/routing module in accordance with the present
invention;

[0097] FIG.901is aschematic diagram of an embodiment of
ingress units, an ingress sync module, and a packet ingress
unit of a bridge/routing module in accordance with the
present invention;

[0098] FIG. 91 is a diagram of an example of frequency
bands and channels of a vehicular communication network in
accordance with the present invention;

[0099] FIG. 92 is a logic diagram of an embodiment of a
method for wired and wireless packet processing within a
vehicular communication network in accordance with the
present invention;

[0100] FIG. 93 is a schematic diagram of another embodi-
ment of a switch module within a vehicular communication
network in accordance with the present invention;

[0101] FIG. 94 is a schematic diagram of another embodi-
ment of a switch module within a vehicular communication
network in accordance with the present invention;

[0102] FIG. 95 is a schematic diagram of another embodi-
ment of a network node module within a vehicular commu-
nication network in accordance with the present invention;
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[0103] FIG. 96 is a schematic diagram of another embodi-
ment of a network node module within a vehicular commu-
nication network in accordance with the present invention;
[0104] FIG. 97 is a schematic diagram of another embodi-
ment of a network node module within a vehicular commu-
nication network in accordance with the present invention;
[0105] FIG.98is aschematic diagram of an embodiment of
a wireless waveguide network fabric of a vehicular commu-
nication network in accordance with the present invention;
[0106] FIG.99is aschematic diagram of an embodiment of
a vehicle component having an integrated waveguide of a
wireless network fabric of a vehicular communication net-
work in accordance with the present invention;

[0107] FIG. 100 is a schematic diagram of an embodiment
of infotainment modules coupled to a network fabric of a
vehicular communication network in accordance with the
present invention;

[0108] FIG. 101 is a schematic diagram of another embodi-
ment of an infotainment modules coupled to a network fabric
of'a vehicular communication network in accordance with the
present invention;

[0109] FIG. 102 is a logic diagram of an embodiment of a
method for processing high resolution video content of a
vehicular communication network in accordance with the
present invention;

[0110] FIGS.103-105 are example diagrams of an embodi-
ment of processing 3D video within a vehicular communica-
tion network in accordance with the present invention;
[0111] FIG. 106 is a schematic diagram of an embodiment
of commercial insertion within a vehicular communication
network in accordance with the present invention;

[0112] FIG. 107 is a logic diagram of an embodiment of a
method for commercial insertion within a vehicular commu-
nication network in accordance with the present invention;
[0113] FIG. 108 is a logic diagram of an embodiment of a
method for expanding memory of a vehicular communication
network in accordance with the present invention;

[0114] FIG. 109 is a logic diagram of an embodiment of a
method for vehicular charging in accordance with the present
invention;

[0115] FIG. 110 is a logic diagram of an embodiment of a
method for fuel consumption optimization in accordance
with the present invention;

[0116] FIG. 111 is a logic diagram of an embodiment of a
method for fuel consumption optimization in accordance
with the present invention;

[0117] FIG. 112 is a schematic diagram of an embodiment
of a multi-level pre-processing module of a vehicular com-
munication network in accordance with the present invention;
[0118] FIG. 113 is a schematic diagram of an embodiment
of'a multi-level video decoding module of a vehicular com-
munication network in accordance with the present invention;
[0119] FIG. 114 is a diagram of an example of a pre-pro-
cessing video in accordance with the present invention;
[0120] FIG.115isadiagram of an example of alow latency
video packet organization in accordance with the present
invention;

[0121] FIG. 116 is a logic diagram of an embodiment of a
method for multi-level video processing in accordance with
the present invention;

[0122] FIG. 117 is a diagram of an example of a using
multi-level video in accordance with the present invention;
[0123] FIG.118is a diagram of another example of a using
multi-level video in accordance with the present invention;
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[0124] FIG. 119 is a diagram of an example of video con-
tent authorization in accordance with the present invention;
[0125] FIG. 120 is a logic diagram of an embodiment of a
method for video content authorization in accordance with
the present invention;

[0126] FIG. 121 is a diagram of an example of resource
sharing in accordance with the present invention;

[0127] FIG. 122 is a logic diagram of an embodiment of a
method for resource sharing in accordance with the present
invention;

[0128] FIG. 123 is a logic diagram of another embodiment
of a method for resource sharing in accordance with the
present invention;

[0129] FIG. 124 is a schematic diagram of an embodiment
of a power management module in accordance with the
present invention; and

[0130] FIG. 125 is a logic diagram of an embodiment of
method for power management in accordance with the
present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0131] FIG. 2 is a schematic block diagram of an embodi-
ment of'a communication system that includes vehicles 10, a
home network 12, a satellite transceiver 14, a cellular network
16, a highway wireless network 18, the Internet 20, an auto-
mobile service provider 22, a server 24, an automobile manu-
facturer 26, government 28, and/or automobile marketing 30.
In this system, each vehicle 10 includes a packet/frame-based
communication network that enables it to communicate with
other vehicles, with its home network 12, with the satellite
transceiver 14 (GPS, satellite radio, satellite TV, satellite
communication, etc.), with the cellular network 16, and/or
with the highway wireless network 18. Note that the highway
wireless network 18 may include a plurality of wireless trans-
ceivers located proximal to highways, roads, rest areas, etc.
[0132] In an example of operation, a vehicle 10 may com-
municate with an automobile service provider 22 (e.g., engine
tune-up, brake system, a transmission system, etc.) via the
cellular network 16, the highway wireless network 18, and/or
its home network 12. Such a communication includes the
vehicle 10 transmitting data regarding its operational status
(e.g., number of hours since last engine tune-up, wear & tear
on the break system, brake fluid level, oil level, transmission
fluid level, etc.). The automobile service provider 22 inter-
prets the operational status data to determine if the vehicle 10
is in need of service and/or if a component failure is likely to
occur in the near future. Based on this interpretation, the
automobile service provider 22 sends data to the vehicle
indicating whether service is needed and may further include
data to schedule an appointment for such service.

[0133] In another example of operation, a vehicle 10 col-
lects data regarding its performance (e.g., fuel efficiency,
component wear & tear, real-time engine control, real-time
braking system control, real-time transmission control, etc.),
which it transmits to the auto manufacturer 26. The auto
manufacturer 26 utilizes the data for a variety of purposes,
such as improving future designs, determining need for
recalls, etc.

[0134] In yet another example of operation, a vehicle 10
may communicate with a server to upload data and/or down-
load data. As a more specific example, the server may provide
streaming video of television shows, movies, etc. For a sub-
scription fee, the vehicle 10 downloads the streaming video
for display on rear seat entertainment systems and/or other
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displays within the vehicle. As another specific example, the
vehicle 10 may upload data (e.g., video taken by cameras of
the car, user data contained on a laptop computer, video game
inputs and/or controls, etc.) to the server.

[0135] In a further example of operation, the vehicle 10
may communicate with a government agency 28 (e.g., driver
motor vehicle) to update registration information, insurance
information, etc. As another example, the vehicle 10 may
communicate specific performance information (e.g., general
vehicle operation, emissions test, etc.) with the government
agency 28 for compliance with different government pro-
grams (e.g., emissions control, safety check, etc.).

[0136] Inastill further example of operation, the vehicle 10
may receive marketing information from an auto-marketing
provider 30. For instance, the vehicle 10 may receive com-
mercial information based on the vehicle’s location, driver’s
interests, recent communications to and/or from the vehicle,
etc.

[0137] FIG. 3 is a schematic block diagram of an embodi-
ment of a vehicular communication network that includes a
unified network fabric 32 (e.g., Ethernet-based), one or more
communication links 34, a gateway 36, a plurality of vehicle
control modules 38, a network manager 40, a power manager
42, one or more processing modules 44, memory 46, and/or
one or more multimedia processing modules 48. The com-
munication links 34 may include wired and/or wireless inter-
faces to support connectivity with cellular devices, Bluetooth
devices, infrared devices, and/or computer peripheral
devices. For example, a Bluetooth transceiver may be coupled
to the unified network fabric 32 to support Bluetooth com-
munications with a portable audio/video unit, with a headset,
etc.

[0138] The network fabric 32 includes a plurality of bridge-
routing modules and a plurality of switch modules (examples
of which are shown in FIGS. 13 and 87). Within the network
fabric 32, a bridge-routing module is redundantly coupled to
one or more adjacent bridge-routing modules and a switch
module is redundantly coupled to one or more bridge-routing
modules. The network fabric 32 may be divided into sub-
network fabrics that are coupled together via a data bridge. As
an example, the network fabric includes a data bridge, a first
sub-network fabric operably coupled to first sub-set of the
vehicle control modules, and a second sub-network fabric
operably coupled to second sub-set of the vehicle control
modules. The data bridge facilitates (e.g., initiates, issues an
instruction, performs, etc.) communication of a sub-set of the
packets between the first and second sub-network fabrics.
Further examples of the network fabric being partitioned into
sub-network fabrics are shown in FIGS. 4, 5, and one or more
of the remaining subsequent figures.

[0139] The gateway 36 may include one or more wireless
transceivers to support communication with the highway net-
work, with a home network, and/or to support diagnostic
ports for communication with the automobile service provid-
ers, the automobile manufacturers, etc. Such a wireless trans-
ceiver includes a network interface, which enables it to con-
nect to the unified network fabric 32.

[0140] A vehicle control module 38 may be one or more
processing modules, a network node module, an electronic
control unit, and/or a vehicle assembly. As an example, a
vehicle control module 38 (which may also be referred to as
a network node module) includes a network interface and at
least one device. If the device is an analog device, the vehicle
control module 38 further includes an analog to digital con-
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verter and/or a digital to analog converter. Such devices may
include a sensor, an actuator, an intelligent sensor, an intelli-
gent actuator, an electronic control unit (ECU), and/or a con-
trol device. As another example, a vehicle assembly includes
a switching circuit module, a plurality of network interfaces
operably coupled to the switch circuit module, and a plurality
of devices operably coupled to the plurality of network inter-
faces. Various examples of vehicle control modules will be
discussed in greater detail with reference to FIGS. 41-57.
[0141] The network manager 40 performs a variety of func-
tions to coordinate packet communication within the vehicle
communication network and to facilitate network resource
management. For example, the network manager 40 coordi-
nate communication of packets, via the network fabric 32,
among the vehicle control modules 38, the memory 46, and
the multimedia processing module(s) 48 based on individual
content of the packets and in accordance with a global vehicle
network communication protocol. The global vehicle net-
work communication protocol includes information regard-
ing a network fabric formatting of the packets, (e.g., packet
format as shown in FIG. 26), information regarding packet
transmission prioritization schemes (e.g., mission critical
packets having a higher priority, infotainment (information
and/or entertainment) packets having a lower priority, etc.),
information regarding network management processing (e.g.,
network fabric resources and devices coupled to the network
fabric), and information regarding vehicle network operation
parameters (e.g., network configuration management). FIGS.
28-32 illustrate one or more examples of packet communica-
tion in accordance with the global network communication
protocol.

[0142] As another example, the network manager 40 facili-
tates (e.g., initiates, issues an instruction, performs, etc.) net-
work resource management to support the communication of
packets via the network fabric in accordance with the global
vehicle network communication protocol. For instance, the
network manager 40 performs access prioritization manage-
ment, bandwidth allocation management, packet redundancy
management, link redundancy management, data transmis-
sion latency management, link diagnostics, network security,
virtual local area network setup, legacy packet/frame man-
agement, adding and/or deleting devices from access to the
network, etc.

[0143] The power manager 42 functions in concert with the
network manager 40 to optimize power consumption of the
unified network fabric 32 and/or the devices coupled thereto.
For instance, the power manager 42 may manage the devices
individually, may manage and island of devices, and/or may
manage power to network interfaces. Such power manage-
ment includes a sleep-wake mode, an on-off power mode,
in-use power consumption reduction techniques (e.g., reduce
power supply voltage, reduced clock rate, current limit, etc.),
and/or utilizing low power communication links at the physi-
cal layer.

[0144] The processing modules 44 may implement one or
more electronic control units (ECU), one or more control
units, one or more steer by wire controllers, one or more drive
by wire controllers, one or more central processing units, one
or more co-processing units, and/or one or more other con-
trollers. The processing module 44 may be a single process-
ing device or a plurality of processing devices. Such a pro-
cessing device may be a microprocessor, micro-controller,
digital signal processor, microcomputer, central processing
unit, field programmable gate array, programmable logic
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device, state machine, logic circuitry, analog circuitry, digital
circuitry, and/or any device that manipulates signals (analog
and/or digital) based on hard coding of the circuitry and/or
operational instructions. The processing module 44 may have
anassociated memory and/or memory element, which may be
a single memory device, a plurality of memory devices, and/
or embedded circuitry of the processing module. Such a
memory device may be a read-only memory, random access
memory, volatile memory, non-volatile memory, static
memory, dynamic memory, flash memory, cache memory,
and/or any device that stores digital information. Note that if
the processing module 44 includes more than one processing
device, the processing devices may be centrally located (e.g.,
directly coupled together via a wired and/or wireless bus
structure) or may be distributedly located (e.g., cloud com-
puting via indirect coupling via a local area network and/or a
wide area network). Further note that when the processing
module 44 implements one or more of'its functions via a state
machine, analog circuitry, digital circuitry, and/or logic cir-
cuitry, the memory and/or memory element storing the cor-
responding operational instructions may be embedded
within, or external to, the circuitry comprising the state
machine, analog circuitry, digital circuitry, and/or logic cir-
cuitry. Still further note that, the memory element stores, and
the processing module 44 executes, hard coded and/or opera-
tional instructions corresponding to at least some of the steps
and/or functions illustrated in one or more of the Figures.

[0145] Thememory 46 may be a variety of memory devices
such as nonvolatile memory, volatile memory, disk drive,
memory, solid-state memory, and/or any other type of
memory. The memory 46 may be used for storing multi-
media files (e.g., video files, audio files, etc.), electronic con-
trol unit applications, multimedia applications, diagnostic
data, performance data, and/or any other data associated with
the use and/or performance of the vehicle.

[0146] The multimedia processing module 48 provides
audio, video, text, and/or graphics processing for the vehicle.
For instance, the multimedia processing module 48 supports
a GPS navigation system, provides rendered video and/or
graphic images to displays, processes digital images received
by cameras, and/or provides images to other audio/video
equipment within the vehicle. The multimedia processing
module 48 may be a single processing device or a plurality of
processing devices. Such a processing device may be a micro-
processor, micro-controller, digital signal processor, micro-
computer, central processing unit, field programmable gate
array, programmable logic device, state machine, and/or any
device that manipulates signals (analog and/or digital) based
on hard coding of the circuitry and/or operational instruc-
tions. The multimedia processing module 48 may have an
associated memory and/or memory element, which may be a
single memory device, a plurality of memory devices, and/or
embedded circuitry of the processing module. Such a
memory device may be a read-only memory, random access
memory, volatile memory, non-volatile memory, static
memory, dynamic memory, flash memory, cache memory,
and/or any device that stores digital information. Note that if
the multimedia processing module 48 includes more than one
processing device, the processing devices may be centrally
located (e.g., directly coupled together via a wired and/or
wireless bus structure) or may be distributedly located (e.g.,
cloud computing via indirect coupling via a local area net-
work and/or a wide area network). Further note that when the
multimedia processing module 48 implements one or more of
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its functions via a state machine, analog circuitry, digital
circuitry, and/or logic circuitry, the memory and/or memory
element storing the corresponding operational instructions
may be embedded within, or external to, the circuitry com-
prising the state machine, analog circuitry, digital circuitry,
and/or logic circuitry. Still further note that, the memory
element stores, and the multimedia processing module 48
executes, hard coded and/or operational instructions corre-
sponding to at least some of the steps and/or functions illus-
trated in one or more of the Figures.

[0147] In an example of operation, a vehicle control mod-
ule (e.g., a sensor) generates a packet in accordance with the
global vehicle network communication protocol (e.g., for-
mats the packet in accordance with the information regarding
a network fabric formatting of the packets, (e.g., packet for-
mat as shown in FIG. 26)). The vehicle control module then
transmits the packet via the network fabric in accordance with
the global vehicle network communication protocol. For
instance, the network fabric routes the packet based on con-
tent type of the packet (and the destination address) to another
vehicle control module and/or to the multimedia processing
module.

[0148] The multimedia processing module may also gen-
erate a packet in accordance with the global vehicle network
communication protocol and subsequently transmits it via the
network fabric in accordance with the global vehicle network
communication protocol. The network fabric routes the
packet based on content type of the packet (and the destina-
tion address) to the vehicle control module, the other vehicle
control module, and/or to the multimedia processing module.
[0149] In such a vehicle communication network, the uni-
fied network fabric 32 has an Ethernet bus structure (or other
packet/frame structure) that enables packet/frame-based
communication among the plurality of electronic devices
within a vehicle. In addition, the vehicle communication net-
work is a semi-static network thereby allowing preconfigured
spanning trees to be utilized for fast reconfiguration of the
network; has configured dedicated bandwidth allocation for
at least some of the devices to ensure a particular level of data
throughput for mission critical and some non-mission critical
applications; supports virtualized local area networks; sup-
ports a centralized and/or distributed bus monitoring system;
utilizes a new class of packets for car control; supports secu-
rity and authentication of device replacement and or new
device installment; supports lossless Ethernet transmissions
through redundant paths; supports a low latency protocol for
mission-critical packets; and/or supports fast link fail-over.
[0150] FIG. 4 is a schematic block diagram of another
embodiment of a vehicular communication network that is
divided into two sub-networks coupled together via a data
bridge 64. The first sub-network supports mission-critical
devices and mission-critical functions (e.g., safety related
devices and/or functions, engine control devices and/or func-
tions, braking devices and/or functions, video imaging
devices and or functions related to safety and/or critical
operation of the vehicle, etc.). In this example, the mission-
critical network fabric 50 is coupled to a mission-critical
multimedia processing module 52, mission-critical memory
54, one or more mission-critical processing modules 56, one
or more mission-critical vehicle control modules 58, one or
more mission-critical communication links 60, the network
manager 62, the data bridge 64, and the power manager 66.

[0151] The second sub-network supports non-mission
critical devices and/or functions (e.g., video game, GPS navi-
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gation, audio/video playback, window operation, seat opera-
tion, climate control, etc.). In this example, the non-mission
critical network fabric 68 is coupled to a gateway 70, one or
more local ports 72, non-critical process multimedia process-
ing module 74, non-mission-critical memory 76, one or more
non-mission-critical processing modules 78, one or more
non-mission-critical vehicle control modules 80, one or more
non-mission-critical communication links 82, the network
manager 62, the data bridge 64, and the power manager 66.
Note that the local port 72 provides wireless and/or wired
connectivity to one or more smart devices 84 (e.g., a cell
phone, a laptop computer, a tablet computer, etc.).

[0152] The data bridge 64 (which will be described in
greater detail with reference to FIGS. 76-86) provides cou-
pling between the two network fabrics. For instance, if a
mission-critical packet is to be broadcast throughout the net-
work (e.g., both the mission-critical network fabric 50 and the
non-mission-critical fabric 68), the data bridge 64 receives
the packet from the mission-critical network fabric 50, inter-
prets it to determine that is a broadcast packet and is of a
mission-critical nature. Based on this interpretation, the data
bridge 64 forwards the mission-critical packet to the non-
mission critical network fabric 68 for transmission therein.
The data bridge 64 also processes packets from the non-
mission critical network fabric 68 for transmission within the
mission-critical network fabric 50. In this instance, the data
bridge 64 interprets the non-mission critical packet to deter-
mine whether it should be provided to the mission-critical
network fabric 50. If so, the data bridge 64 forwards the
packet to the mission-critical network fabric 50.

[0153] The network manager 62 and power manager 66
generally function as described with reference to FIG. 3 and
as subsequently described in one or more of the following
figures. Note that the data bridge 64, network manager 62,
and power manager 66 may be separate devices, may be
within a common device, or a combination thereof. Further
note that while the vehicle communication network is divided
into two network fabrics, it may be divided into three or more
network fabrics based on functional relationships.

[0154] FIG. 5 is a schematic block diagram of another
embodiment of a vehicular communication network that is
divided into two sub-networks coupled together via a data
bridge 102. The first sub-network supports vehicle operation
devices and functions and the second sub-network supports
info-tainment devices and functions. For instance, the vehicle
operation network fabric 88 is coupled to one or more vehicle
operation multimedia processing modules 90 (e.g., GPS, col-
lision detection/avoidance, etc.), one or more vehicle opera-
tion memory devices 92, one or more vehicle operation pro-
cessing modules 94, one more vehicle operation control
modules 94, one of more vehicle operation communication
links 98, the network manager 100, the data bridge 102, and
the power manager 104.

[0155] The second sub-network fabric is coupled to a gate-
way 108, then information/entertainment multimedia pro-
cessing module 110, and information/entertainment memory
112, and information/entertainment processing module 114,
one or more information/entertainment control modules 116,
one or more information/entertainment communication links
118, the network manager 100, the data bridge 102, and the
power manager 104. The information/entertainment may
include audio and/or video playback of audio/video files,
recording images captured by the vehicle’s cameras, video
games, etc.
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[0156] FIG. 6 is a schematic block diagram of another
embodiment of a vehicular communication network that
includes a unified network fabric 124, one or more commu-
nication links 126, a gateway 128, the network manager 130,
the power manager 132, one of more multimedia processing
modules 134, a plurality of user input and/or output interfaces
136 (e.g., seat adjust, windowed control, radio control, mirror
control, GPS control, cruise control, etc.), and a plurality of
network node modules. Each of the network node modules
includes a network interface for coupling to the unified net-
work fabric and at least one device.

[0157] The devices may include one or more of each of an
engine management electronic control unit 138, an engine
management actuator 140, an engine management sensor
142, an engine control electronic control unit 144, an engine
control actuator 146, an engine control sensor 148, a diagnos-
tic electronic control unit 150, a diagnostic sensor 152, a
diagnostic actuator 154, a window electronic control unit 156,
a window actuator 158, a window sensor 160, a mirror elec-
tronic control unit 162, a mirror actuator 164, a mirror sensor
166, a seat electronic control unit 168, a seat actuator 170, a
seat sensor 172, a climate electronic control unit 174, a cli-
mate actuator 176, a climate sensor 178, a safety sensor
electronic control unit 180, a safety actuator 182, a safety
sensor 184, a safety critical application electronic control unit
186, a safety critical actuator 188, a safety critical sensor 190,
a braking system electronic control unit 192, a breaking
actuator 194, a breaking sensor 196, a by-wire application
electronic control unit 198, a by-wire actuator 200, a by-wire
sensor 202, a transmission control electronic control unit 204,
a transmission sensor 206, a transmission actuator 208, a
vehicle system electronic control unit 210, a vehicle system
actuator 212, a vehicle system Sensor 214, a DVD player 216,
a cellular telephone interface 218, a Bluetooth interface 220,
acomputer peripheral interface 222, a rear seat entertainment
interface and/or unit 224, a radio 226, digital storage 228, a
CD player 230, a camera 232, a display 234, a heads-up
display 236, a GPS navigation system 238, an infrared sensor
240, aradio frequency sensor 242, an intelligent actuator 244,
and/or an intelligent sensor 246.

[0158] FIG. 7 is a schematic block diagram of another
embodiment of a vehicular communication network that
includes a unified network fabric 124, one or more commu-
nication links 126, a gateway 128, the network manager 130,
the power manager 132, one of more multimedia processing
modules 134, a plurality of processing modules 248-254, and
a plurality of network node modules. Each of the processing
modules and each of the network node modules include a
network interface for coupling to the unified network fabric
124 and at least one device. The network node modules may
be similar to the modules of FIG. 6.

[0159] Each of the processing modules performs one or
more functions. For instance, one of the processing modules
may perform the electronic control functions for the engine,
which include, but are not limited to, engine management,
vehicle system operations, engine control, and engine diag-
nostics. Another processing module may perform user envi-
ronment electronic control functions, which include, but are
not limited to, window operation, seat operation, mirror
operation, and climate control. Yet another processing mod-
ule may perform safety related electronic control functions,
which include, but are not limited to, critical safety issues
(e.g., air bags) and general safety issues (e.g., turn signal,
brake lights, etc.). Still another processing module may per-
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form vehicle operation electronic control functions, which
include, but are not limited to, by-wire operations, transmis-
sion control, braking control, etc.

[0160] FIG. 8 is a schematic block diagram of another
embodiment of a vehicular communication network that
includes a mission critical network fabric 256, a non-mission
critical network fabric 258, the data bridge 260, the network
manager 130, and the power manager 132. The mission-
critical network fabric 256 is coupled to a plurality of mis-
sion-critical network node modules, which include one or
more communication links 126, an engine management elec-
tronic control unit 138, one or more engine management
actuators 140, one or more engine management sensors 142,
an engine control electronic control unit 144, one or more
engine control actuators 146, one or more engine control
sensors 148, a safety critical applications electronic control
unit 190, one or more safety critical actuators 186, one or
more safety critical sensors 188, a safety electronic control
unit 180, one or more safety actuators 182, one or more safety
sensors 184, one or more infrared sensors 240, one more RF
sensors 242, a by-wire or electronic control unit 198, one or
more by-wire actuators 200, one or more by-wire sensors
202, a transmission electronic control unit 204, one or more
transmission sensors 206, one or more transition actuators
208, a braking system electronic control unit 192, one or more
breaking actuators 194, one more breaking sensors 196, a
vehicle system electronic control unit 210, one or more
vehicle system actuators 212, one or more vehicle system
sensors 214, a mission-critical multi-media processing mod-
ule 262, and/or one more mission-critical cameras 264.

[0161] The non-mission critical network fabric 258 is
coupled to a plurality of non-mission critical network node
modules, which include one or more communication links
126, one or more multimedia processing modules 134, a
window electronic control unit 156, one or more window
actuators 158, one or more window sensors 160, a mirror
electronic control units 162, one or more minor actuators 164,
one or more minor sensors 166, a seat electronic control unit
168, one or more seat actuators 170, one or more seat sensors
172, aclimate electronic control unit 174, one or more climate
actuators 176, one or more climate sensors 178, a diagnostic
electronic control unit 150, one or more diagnostic sensors
152, one or more diagnostic actuators 154, a gateway 128, a
DVD player 216, a cellular telephone interface 218, a Blue-
tooth interface 220, one or more computer peripheral inter-
faces 222, arear seat entertainment unit and/or interface 224,
aradio 226, digital storage 228, a CD player 230, one or more
cameras 232, one or more displays 234, a heads-up display
236, a GPS navigation system 238, one or more intelligent
actuators 244, one or more intelligent sensors 246, and/or one
or more user input and/or output interfaces 136.

[0162] FIG. 9 is a schematic block diagram of another
embodiment of a vehicular communication network that
includes a vehicle operation network fabric 266, an informa-
tion/entertainment (infotainment) network fabric 268, the
data bridge 260, the network manager 130, and the power
manager 132. The vehicle operation network fabric 266 is
coupled to a plurality of vehicle operation network node
modules, which include one or more communication links
126, an engine management electronic control unit 138, one
or more engine management actuators 140, one or more
engine management sensors 142, an engine control electronic
control unit 144, one or more engine control actuators 146,
one or more engine control sensors 148, a safety critical
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applications electronic control unit 190, one or more safety
critical actuators 186, one or more safety critical sensors 188,
a safety electronic control unit 180, one or more safety actua-
tors 182, one or more safety sensors 184, one or more infrared
sensors 240, one more RF sensors 242, a by-wire or electronic
control unit 198, one or more by-wire actuators 200, one or
more by-wire sensors 202, a transmission electronic control
unit 204, one or more transmission sensors 206, one or more
transition actuators 208, a braking system electronic control
unit 192, one or more breaking actuators 194, one more
breaking sensors 196, a vehicle system electronic control unit
210, one or more vehicle system actuators 212, one or more
vehicle system sensors 214, a vehicle operation multi-media
processing module 270, one more vehicle operation cameras
272, a window electronic control unit 156, one or more win-
dow actuators 158, or more window sensors 160, a mirror
electronic control units 162, one or more mirror actuators
164, one or more minor sensors 166, a seat electronic control
unit 168, one or more seat actuators 170, one or more seat
sensors 172, a climate electronic control unit 174, one or more
climate actuators 176, one or more climate sensors 178, a
diagnostic electronic control unit 150, one or more diagnostic
sensors 152, one or more diagnostic actuators 154.

[0163] The infotainment critical network fabric 268 is
coupled to a plurality of infotainment network node modules,
which include one or more communication links 126, one or
more multimedia processing modules 134, a gateway 128, a
DVD player 216, a cellular telephone interface 218, a Blue-
tooth interface 220, one or more computer peripheral inter-
faces 222, arear seat entertainment unit and/or interface 224,
a radio, digital storage 226, a CD player 230, one or more
cameras 232, one or more displays 234, a heads-up display
236, a GPS navigation system 238, one or more intelligent
actuators 244, one or more intelligent sensors 246, and/or one
or more user input and/or output interfaces 136.

[0164] FIG. 10 is a schematic block diagram of another
embodiment of a vehicular communication network that
includes a unified network fabric 124, a plurality of assem-
blies, one or more communication links 126, a gateway 128,
anetwork manager 130, one or more processing modules 274,
one or more of multimedia processing modules 134, and a
power manager 132. The plurality of assemblies include a left
rear assembly 276, a left rear tire assembly 278, a left right
passenger door assembly 280, a driver door assembly 282, a
left front tire assembly 284, a left front assembly 286, a rear
left passenger seat assembly 288, a driver’s seat assembly
290, a steering wheel assembly 292, a braking assembly 294,
atransmission assembly 296, a center front assembly 298, an
engine assembly 300, a right front assembly 302, a right front
tire assembly 304, a front passenger door assembly 306, a rear
right passenger door assembly 308, a right rear tire assembly
310, a right rear assembly 312, a dashboard assembly 314, a
front passenger seat assembly 316, a right rear passenger seat
assembly 318, and a rear center assembly 320.

[0165] Anassembly includes a switching circuit, a plurality
of'network interfaces, and a plurality of devices. For example,
the left front, right front, left rear and right rear assemblies
each may include a switching circuit, a plurality of network
interfaces, a plurality of digital to analog converters, a plural-
ity of analog to digital converters, one or more headlamp
actuators, one or more taillight actuators, one or more cam-
eras, were more like sensors, were more RF sensors, one or
more IR sensors, and or one or more environmental sensors.
The various assemblies will be described in greater detail
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with reference to FIGS. 48-57. Note that more or less assem-
blies may be coupled to the unified network fabric 124.
[0166] FIG. 11 is a schematic block diagram of another
embodiment of a vehicular communication network that
includes a mission-critical network fabric 322, a non-mission
critical network fabric 324, the network manager 130, the
power manager 132, and the data bridge 260. The mission-
critical network fabric 322 is coupled to one of more com-
munication links 126, one or more processing modules 274,
and a plurality of assemblies. The non-mission critical net-
work fabric 322 is coupled to the gateway 128, one or more
communication links 126, one or more multimedia process-
ing modules 134, one or more processing modules 274, and a
plurality of assemblies.

[0167] Of the plurality of assemblies, some are coupled to
the mission-critical network fabric 322, some are coupled to
the non-mission critical network fabric 324, and some are
coupled to both network fabrics. For instance, the left rear
assembly 276, the left rear tire assembly 278, the left right
passenger door assembly 280, the driver door assembly 282,
the left front tire assembly 284, the left front assembly 286,
the dashboard assembly 314, the steering wheel assembly
392, the center front assembly 298, the right front assembly
302, the right front tire assembly 304, the front passenger
door assembly 306, the right rear passenger door assembly
308, the right rear tire assembly 310, and the right rear assem-
bly 312, and the center rear assembly 320 are each coupled to
both network fabrics. In this embodiment, each of these
assemblies includes one or more mission-critical devices
(e.g., airbag sensor, airbag actuator, collision indication, col-
lision avoidance, etc.) and one or more non-mission critical
devices (e.g., tire pressure sensor, window user interface,
etc.).

[0168] The engine assembly 300, transmission assembly
296, and braking assembly 294 are coupled to the mission-
critical network fabric 322. The rear left passenger seat
assembly 288, the driver seat assembly 290, the front passen-
ger seat assembly 316, and the right rear passenger seat
assembly 318 are coupled to the non-mission critical network
fabric 324.

[0169] FIG.12isa diagram of network managing processes
326 for a vehicular communication network that includes four
high-level management functions: resource management
328, network data type management 330, network configu-
ration management 332, and device management 334.
Resource management 328 includes, but is not limited to, link
failure management 336, link degeneration management 338,
management of communication between bridge/routing
modules 340, management of communication between
bridge/routing modules and switching modules, management
of communication switching modules and network node
modules, frequency allocation 342, bandwidth allocation
344, adding deleting or updating a bridge/routing module
346, adding deleting or updating a network node module,
and/or adding deleting or updating a switch module 348. The
resource management 328 tasks will be discussed in greater
detail with reference to one or more of the subsequent figures.
[0170] The network data type management 330 includes,
but is not limited to, managing classification, routing, for-
warding, and/or filtering of a packets between modules of the
network fabric 350, managing the network topology and
packet transmissions thereof 352, managing transmission of
mission-critical packets 354, managing transmission of infor-
mation/entertainment packets 356, and managing transmis-
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sion of vehicle operation packets 358. The networking data
type management tasks will be discussed in greater detail
with reference to one or more of the subsequent figures.
[0171] The network configuration management 332
includes, but is not limited to, network and resource planning
360, managing semi-static spanning tree configurations 362,
network resource allocation 364, managing traffic routing
366, managing load-balancing 368, managing encryption
370, managing security 372, and fault tolerance management
374. The network configuration management tasks will be
discussed in greater detail with reference to one or more of the
subsequent figures.

[0172] The device management 334 includes, but is not
limited to, updating devices 376, adding devices to the net-
work 378, deleting devices from the network 380, and man-
aging the damage devices coupled to the network 382. The
device management tasks will be discussed in greater detail
with reference to one or more of the subsequent figures.
[0173] FIG. 13 is a schematic block diagram of an embodi-
ment of a network fabric 384 that includes a plurality of
bridge-routing modules 386 and a plurality of switch modules
388. The switch modules 388 are coupled to one or more
network node modules 390 and to at least one bridge-routing
module 386. Each of the bridge-routing modules 386 are
coupled to at least one switching module 388 and at least one
other bridge-routing module 386. The coupling between
bridge-routing modules 386 and between bridge-routing
modules 386 and switch modules 388 includes multiple
cables (e.g., unshielded twisted pair, shielded twisted pair,
coaxial cable, category 5 or 6 cables, fiber optics, etc.).
[0174] The network fabric 384 may be used within the
unified network fabric 384 or the multiple network fabric
communication networks of the preceding figures. Note that
more or less switching modules 388 and bridge-routing mod-
ules 386 may be included in the network fabric 384. Further
note that the multiple connections between switching mod-
ules 388 and bridge-routing modules 386 may include two or
more cables where one of the cables is active and the other is
used for fail over or redundancy. Still further note that a
network node module 390 may be directly connected to a
bridge-routing module 386.

[0175] FIG. 14 is a schematic block diagram of an embodi-
ment of a bridge-routing module 386 that includes a plurality
of interface circuits, e.g. redundancy/backup modules 392, a
packet egress unit 394, a packet ingress unit 396, a processing
module 398, and memory 400. The processing module 398 is
configured to implement a local network management func-
tion 401, a bridging function 403, and or a routing function
405. The memory 400 stores network information in one or
more tables and/or databases. For instance, the memory 400
may store a forwarding database 402, a filtering database 404,
a routing table 406, a network protocol database 408, and
information/entertainment database 410, a vehicle operations
database 412, a mission-critical database 414, and a prede-
termined network topology database 416.

[0176] Inan example of operation, one of the redundancy/
backup modules 392 receives a packet 418. The packet 418 is
routed to the packet ingress unit 396, where the local network
management function 401 interprets the packet 418. Such an
interpretation includes determining the type of packet (e.g.,
mission critical, network data, info-entertainment, vehicle
operation, etc.). Determining the type of packet can include
determining the type of content carried by the packet, i.e. the
packet content type. Having identified the packet 418, and the
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packet content type, the local network management function
401 determines the processing for the packet 418 and then
processes the packet 418 accordingly. Determining the pro-
cessing for the packet 418 includes, in some embodiments,
determining packet routing parameters based on the packet
content type.

[0177] As aspecific example, when the local network man-
agement function 401 determines that the packet 418 is
related to a vehicle operation, it accesses the vehicle operation
database 412 to determine if any specific processing is to be
performed and/or priority of the packet 418, source, and/or
destination. If no specific processing is to be performed, the
processing module 398 evokes the bridging function 403
and/or the routing function 405 to forward or route the packet
418 to another bridge-routing module, to a switch module, or
locally via one of the redundancy/backup modules 392 in
accordance with its priority level. Note that the bridging,
which uses the forwarding database 402, is done at a data link
layer using MAC addresses of physical devices and the rout-
ing, which uses the routing table 406, is done at the network
layer and uses IP addresses, which may not be tied to a
physical device. Further note that the bridging and/or routing
function may use the filtering database 404 to preclude for-
warding of a packet to a particular device or IP address iden-
tified in the filtering database 404.

[0178] If the local network management function 401
determines that the packet 418 does have specific perfor-
mance requirements (e.g., store the data in memory 400,
forward to the gateway for transmission to an external device,
etc.), the local network management function 401 processes
the packet 418 accordingly. Depending on the nature of the
specific performance requirements, the processing module
398 may also evoke the bridging function 403 and/or routing
function 405 to route the packet 418 to another bridge-routing
module 386, to a switch module, and/or locally to another
redundant/backup module 392.

[0179] Prior to forwarding the packet 418 to another
bridge-routing module 386, or switch module, the local net-
work management function 401 may access the network pro-
tocol database 408 to determine if a particular type of com-
munication with the other bridge-routing module 386 or
switching module is used. For example, most communica-
tions within the network fabric will use a default communi-
cation protocol (e.g., 100 Mbps or 1 Gbps Ethernet), however,
some communications within the network fabric may deviate
from the default communication protocol. For instance,
between two bridge-routing modules, 10 Gb Ethernet may be
used or non-standard speeds such as 200 Mbps, or 2.5 Gbps
Ethernet may be used between a particular bridge-routing
module 386 and a particular switch module.

[0180] As another specific example, the packet 418 may
relate to a mission-critical function. In this instance, the pro-
cessing module 398 accesses the mission-critical database
414 to determine its mission-critical priority level and other
routing and/or forwarding aspects and parameters. Based on
this information, the local network management function 401
processes the packet 418.

[0181] If the packet 418 relates to network data, the pro-
cessing module 398 accesses the predetermined network
topology database 416, which may include a listing of pre-
configured spanning tree network topologies. In this instance,
the network packet is sent due to a link failure, which requires
reconfiguration of the network. By accessing the network
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topology database 416, the bridge-routing module 386
quickly reconfigures based on the spanning tree network
topology selected.

[0182] After the processing module 398 has processed the
packet 418, the packet egress unit 394 receives the processed
packet. Based on information received from the processing
module 398, the packet ingress unit 396 places the packet 418
in a queue for subsequent transmission via one of the redun-
dancy-backup modules 392.

[0183] FIG. 15 is a schematic block diagram of an embodi-
ment of a packet egress unit 394 and a packet ingress unit 396,
which are coupled to the processing module 398. The packet
ingress unit 396 includes a plurality of ports, a switching
circuit 420, and an ingress buffer 422. The packet egress unit
394 includes a first logical multiplexer 424, one or more
packet egress queues, a second logical multiplexer 246, a
switching circuit 428, and a plurality of ports.

[0184] In an example of operation, the packet ingress unit
396 receives a packet via one of the ports, which are coupled
to the redundancy/backup modules. The switching circuit
420, which may include a plurality of switches and a control
unit to couple one of the ports to be switching circuit output,
outputs the packet to the ingress buffer 422 and to the pro-
cessing module 398. The processing module 398 interprets
the packet to determine its priority within the ingress buffer
422 and to determine its priority within the packet egress unit
394. For example, if the packet is determined to be a high
priority packet, the processing module 398 will place the
packet at the front of the ingress buffer 422 such that it is the
next packet to be provided to the packet egress unit 394.
[0185] Thefirst logical multiplexer 424 of the packet egress
unit 394 receives a packet from the packet ingress unit 396.
Based on a control signal 430 from the processing module
398, the first logical multiplexer 424 routes the packets to one
of a plurality of packet egress queues. Each of the packet
egress queues may be used for a specific type of packets, or
packets having a specific type of content. For example, a first
packet egress queue may be used for mission-critical packets,
a second packet egress queue may use for vehicle operation
packets, a third packet egress queue may be used for enter-
tainment packets, etc. In the alternative, the packet egress unit
may omit the first logical multiplexer 424 by using a single
packet egress queue.

[0186] The processing module 398 controls the packet’s
prioritization placement in the selected queue based on the
priority level of the packet. For example, if the packet is a
safety related mission-critical packet, it may be placed at the
front of the mission critical packet egress queue such that it is
the next packet to be outputted by the packet egress unit 394.
[0187] With multiple packets in the packet egress queues,
the processing module 398 selects one of the packets to be
outputted via the second logical multiplexer 426 to the
switching circuit 428. For example, the processing module
398 may access one or more of the databases to determine a
prioritization scheme to determine the packet having the cur-
rent highest priority. The packet with the current highest
priority is outputted via the second logical multiplexer 428 to
the switching circuit 428, which outputs the packet to one of
the egress ports.

[0188] FIG. 16 is a schematic block diagram of another
embodiment of a packet egress unit 394 and a packet ingress
unit 396, which are coupled to the processing module 398.
The packet ingress unit 396 includes a plurality of ports, a
switching circuit 420, a top priority processing unit 432, and
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an ingress buffer 422. The packet egress unit 394 includes a
first logical multiplexer 424, one or more packet egress
queues, a second logical multiplexer 426, a switching circuit
428, and a plurality of ports.

[0189] In an example of operation, the packet ingress unit
396 receives a packet via one of the ports, which are coupled
to the redundancy/backup modules. The switching circuit 420
outputs the packet to the top priority processing unit 432. The
top priority processing unit 432 interprets the packet to deter-
mine its priority. If the packet is a top priority packet (e.g., a
packet of the highest priority), the top priority processing unit
432 forwards the packet directly to the switching circuit 428
of the packet egress unit 394 for immediate transmission via
one of the ports. In this instance, if the switching circuit 428
is currently outputting a packet, the top priority packet may
interrupt the packet.

[0190] In addition, the top priority processing units 432
provides its interpretation of the packets to the processing
module 398. For top priority packets, the processing module
398 takes a snapshot of the current ingress buffer 422 and the
packet egress queues such that if the top priority interrupts a
current packet transmission, the packet transmission may be
resumed once the top priority packet has been transmitted. If
the current packet is not a top priority packet, the processing
module 398 processes it as previously discussed with refer-
ence to FI1G. 15.

[0191] FIG.17 is a schematic block diagram of an embodi-
ment of a vehicle network link module within a bridge-rout-
ing module 396 (and/or it could be within a switching mod-
ule). The vehicle network link module includes a plurality of
network fabric ports 444, a module port (e.g., ingress port 436
and/or egress port 434), a switching circuit 442, and a link
manager processing module (e.g., link manager 440 and/or a
processing module 438). Each of the interconnecting network
fabric ports 444 are coupled via a cable with interconnecting
ports 444 of a redundancy/back up module 392 of another
bridge-routing module 386 or of a switch module. The ingress
port 436 is coupled to the packet ingress unit of the bridge-
routing module 386 (or of a switch module) and the egress
port 434 is coupled to the packet egress unit of the bridge-
routing module 386 (or of a switch module).

[0192] Inanexample of operation, one of the interconnect-
ing ports 444 is active to receive or transmit a packet to/from
the other bridge-routing module 386 or to/from a switch
module. For inbound packets, the active port provides the
packet to the switching circuit 442, which provides the
inbound packet to the ingress port 436 for forwarding to the
packet ingress unit. For outbound packets, the egress port 434
provides a packet from the packet egress unit to the switching
circuit 442, which couples the egress port 434 to the active
interconnecting port. The active interconnecting port 444
then outputs the outbound packet.

[0193] The link manager 440, alone or in combination with
the processing module 438, monitors the “health” of the
transmissions and receptions of packets via the active inter-
connecting port 444. For example, if the data rate of trans-
missions via the active interconnecting port 444 is lower than
a desired threshold due to errors, other factors, or the cable is
broken, then the link may be flagged as being in a degenera-
tive state. If the degenerative state compares unfavorably to a
threshold, the link manager 440 may deactivate the current
active interconnecting port and activate another interconnect-
ing port 444.
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[0194] In addition to monitoring the health of a link, the
link manager 440 also determines a use mode such as backup
transmissions and/or backup receptions of packets via a sec-
ond interconnecting port 444. In this instance, the link man-
ager 440 communicates with the switching circuit 442 to
enable multiple interconnecting ports 444 to be coupled to the
egress port 434 or to the ingress port 436 such that parallel
transmissions of a packet or parallel receptions of the packets
may occur. The link manager 440 also indicates which of the
links is the primary link and which is the backup link. Typi-
cally, packets will be processed via the primary link. If, how-
ever, the primary link has a failure (e.g., an unacceptable
degenerative state or is broken), the packet can be processed
from the backup link without loss of data.

[0195] The link manager 440 is further operable to support
various network protocols as established by the processing
module 438. For example, if the processing module 438
issues a control signal to change the coupling to a difference
bridge-routing module 386, the link manager 440 of the cur-
rent redundancy/backup module 382 deactivates the intercon-
necting port 444, or ports, and a link manager 440 of another
redundancy/backup module 382 activates one or more inter-
connecting ports 444 to connect to the new bridge-routing
module 386. Note that the redundancies/backup modules 392
of a bridge-routing module 386 may each have its own link
manager 440, may share a common link manager 440, or a
link manager 440 may support a subset of the redundancy/
backup modules 392.

[0196] In another example of operation, the link manager
processing module determines that the packet conveyance via
a network link has degenerated below the threshold due to
data bandwidth of a communication medium coupling the
active network fabric port to a corresponding active network
fabric port of the other vehicle network fabric link module
being below a desired data bandwidth level. In other words,
the link cannot support the data rate that is currently being
requested to transmit. In this instance, the link manager pro-
cessing module changes the use mode to an aggregation mode
such that the active network fabric port and the new active
network port are coupled to the port via the switching circuit
for aggregate packet transmissions. In this manner, two or
more connections are used in parallel to convey packets
between the bridge routing modules and/or switch modules.
[0197] The link manager processing module may deter-
mine whether vehicle network packet conveyance has degen-
erated below the threshold in a variety of ways. For example,
the manager processing module determines that a communi-
cation medium coupling the active network fabric port to a
corresponding active network fabric port of the other vehicle
network fabric link module is broken (e.g., cable broke, HW
failure, SW failure of port). As another example, the link
manager processing module determines that the communica-
tion medium coupling the active network fabric port to the
corresponding active network fabric port of the other vehicle
network fabric link module has an undesired bit error rate. In
yet another example, the link manager processing module
determines that the communication medium coupling the
active network fabric port to the corresponding active net-
work fabric port of the other vehicle network fabric link
module has a data bandwidth below a desired data bandwidth
level.

[0198] The link manager 440 may also keep a history of the
performance of each link to further aid in network reconfigu-
ration decisions, fast failover decisions, etc. To facilitate
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tracking the performance of each link, the link manager 440
may periodically test a link during idle times. The link man-
ager 440 may employ a variety of testing techniques to test the
performance of'the links and may use the performance history
of each link and/or port to select the active network port.
[0199] While the present illustration of a redundancy/
backup module 392 includes one egress port 434, one ingress
port 436, and three interconnecting ports 444, each redun-
dancy/backup module 392 may include multiple ingress ports
436, multiple egress ports 434, and/or more or less than three
interconnecting ports 444. For example, the redundancy/
backup module 392 may include two egress ports 434 and two
ingress ports 436 to support concurrent transmission of pack-
ets. In this instance, the switching circuit 442 couples two of
the interconnecting ports 444 to the two egress ports 434 or to
the two ingress ports 436 as directed by the link manager 440.
[0200] FIG. 18 is a schematic block diagram of an example
of a cable failure 446 within a network fabric. The cable
failure 446 may result from a physical break ofthe cable, from
significant degeneration of performance of the cable (i.e., an
unacceptable degenerative state), a hardware failure within
one or both of the bridge-routing modules 386 and/or a soft-
ware failure within one or both of the bridge-routing modules
386. When a cable failure 446 occurs, the bridge-routing
modules 386 select one or more of the other cables 448 to
function as the active link.

[0201] FIG. 19 is a logic diagram of an embodiment of a
method for processing a cable failure within a network fabric
by a vehicle network link module. The method begins with
the processing module and/or a link manager determining
whether a cable failure has occurred 450. When a cable failure
is detected, the method continues by determining whether
link aggregation 452 (e.g., a use mode in which multiple ports
to achieve higher data rates) is currently in use. If not, the
method continues by determining whether hot standby 454
(e.g., another use mode in which a backup link is used to
convey the same packets as the active link) is active. If hot
standby is not active, the processing module and/or link man-
ager activates another port and retransmits any packets that
may have been lost due to the link failure 456.

[0202] If hot standby is active, the method continues by
using the replicated transmission 458 (i.e., the backup trans-
mission). The method continues by setting up a new hot
standby link for a newly activated link 460.

[0203] If link aggregation is active, the method continues
by determining whether each link has an active hot standby
462. When the hot-standby port is not enabled, the link man-
ager processing module determines whether conveyance of a
vehicle network packet was corrupted when the vehicle net-
work packet conveyance has degenerated below the thresh-
old. When the conveyance of the vehicle network packet was
corrupted, the link manager processing module determines
content type of the vehicle network packet (e.g., mission
critical, network data, vehicle operation, and/or infotain-
ment). The link manager processing module then determines
network traffic conditions (e.g., how congested the network
is). The link manager processing module then determines
whether to initiate reconveyance the vehicle network packet
based on the content type and network traffic conditions. For
example, retransmit the packet or request retransmission
packet by the other vehicle network fabric link module based
on a sliding scale of content type and traffic conditions (e.g.,
retransmit everything but entertainment under normal traffic
conditions, only mission critical packets when network is
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very busy, etc.). During the retransmission of lost packets of
the failed cable, the other link aggregation cable may be in
active to allow synchronization to be reestablished.

[0204] Ifhot standby is active for the link aggregation, the
method continues by using the replicated transmission for the
failed cable 466 (i.e., the backup transmission on the hot
standby link). The method continues by setting up a new hot
standby for a newly activated link 468.

[0205] FIG. 20 is a schematic block diagram of another
example of a link failure 470 (e.g., all cables between mod-
ules are in failure) within a network fabric. The link failure
470 may result from a physical break of the cables, from
significant degeneration of performance of the cables (i.e., an
unacceptable degenerative state), a hardware failure within
one or both of the bridge-routing modules 386 and/or a soft-
ware failure within one or both of the bridge-routing modules
386. When a link failure 470 occurs, the bridge-routing mod-
ules 386 select an alternate path in accordance with a pre-
determined network topology.

[0206] FIG. 21 is alogic diagram of another embodiment of
a method for processing a link failure within a network fabric
as may be performed by a processing module and/or link
manager of a bridge-routing module. The method begins by
determining whether a link failure has occurred 472. If yes,
the process continues by accessing a network topology data-
base as may be instructed by a network manager 474. In this
network, since the network fabric is a semi-static architecture,
it allows for a variety of pre-determined configurations to be
identified and stored. As such, when a link failure occurs and
to avoid loops, a preconfigured network topology may be
identified and readily implemented in a very short period of
time (e.g., less than a few tens of milliseconds). The network
topology database will be described in greater detail with
reference to FIGS. 22-26.

[0207] The method continues by selecting an alternate path
between the bridge routing modules having the link failure
476. The selection of an alternative path may be based on a
variety of decision points. For instance, the network topology
database may be organized in a first in first out manner where
the configuration in the first entry of the database is used.
Alternatively, the decision may be based on which link failed,
which bridge-routing modules are involved, network traffic,
load balancing, etc. As an example and with reference to FIG.
20, alternative path one may be selected due to one or more of
the decision points.

[0208] Returning to the discussion of FIG. 21, the method
continues by transmitting the alternative path selection to
other modules within the network fabric 478. This may be
done by the network manager, the processing module of one
or more of the bridge-routing modules, or the link manager of
one or more of the bridge-routing modules. The method con-
tinues by enabling the selected alternative path 480. The
method continues by updating the network topology database
482. For example, the selected network topology is now the
active network topology and the previous topology is flagged
as inactive.

[0209] FIG. 22 is an example diagram of a network topol-
ogy database 484 that includes a plurality of spanning tree
configuration entries. A spanning tree configuration entry
includes a mapping of interconnections between network
nodes, switching modules, and bridge-routing modules of the
vehicle communication network. Each configuration is pre-
determined to avoid loops, and it may be further predetermine
to balance loading, reduce packet traffic, and/or allow for
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more concurrent (e.g., link aggregation, plural virtual LAN
with plural spanning tree configurations) packet transmis-
sions.

[0210] FIGS. 23-26 are examples of network fabric span-
ning tree configurations that may be stored in the network
topology database. In each of the figures, the solid triple lines
represent active links between the modules and the light
dashed lines represent inactive links between the modules. In
each of these configurations, loops are avoided. Note that the
network fabric may include more or less switch modules 388,
network node modules 390 and/or bridge-routing modules
386 than illustrated in the figures. Regardless of the number of
modules within the network fabric, the network topologies
can be predetermined to avoid loops and may further be
predetermined for load balancing, reducing packet traffic,
and/or for allowing more concurrent packet transmission.

[0211] FIG. 27 is a diagram of an embodiment of a modi-
fied network frame/packet 486 that includes a preamble field
488, a start of frame field 490, a vehicle network field 492, a
destination address field 494, a source address field 496, a
type/length field 498, a payload field 500, a cyclic redundancy
check (CRC) field 502 (or frame check field), and it may
further include a gap field 504. The preamble 488, start a
frame 490, destination address 494, source address 496, type/
length 498, payload 500, CRC 502, and gap fields 504 may be
similarly formatted to one or more Ethernet protocols.

[0212] The vehicle network field 492 may include a variety
of information to identify the content type of packet, priority
level of the packet, and/or other network related matters. For
instance, the vehicle network 492 field may include coding to
identify a mission-critical type packet 506, a network type
packet 508, a vehicle operation type packet 510, an informa-
tion/entertainment type packet 512, and/or any other type of
packet. The vehicle network field 492 may further include
coding to identify sub-type information. For example, the
mission-critical type packet 506 may include multiple levels
of mission-critical sub-types. For instance, a first level of
mission-critical packets are of the most important, a second
level of mission-critical packets are of a next level of impor-
tance, etc.

[0213] As another example, a network type packet 508 may
include sub types of device level packets 514, resource level
packets 516, network data level packets 518, and/or any other
type of network control and/or information packets. As a
more specific example, the device level packets 514 may
pertain to adding an element (e.g., module, component,
device, etc.) to the network, deleting an element from the
network, processing a damaged element of the network,
updating an element of the network, etc.

[0214] A network node module and/or an associated switch
module typically generate the content of the vehicle network
field 492. For example, when a network node module has a
packet to transmit, it may access one or more databases to
determine its priority level, the type of network packet, etc. to
generate the coding for the vehicle network field 492. Alter-
natively, the network node module may have the vehicle
network field 492 information locally stored for insertion into
the packets it produces. As another alternative, the network
node module may generate a packet with the vehicle network
field 492 blank (e.g., including null information) and the
switching module determines the appropriate coding for the
vehicle network field 492. The network node modules will be
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described in greater detail with reference to FIGS. 41-57 and
the switching module will be described in greater detail with
reference to FIGS. 33-40.

[0215] Inanexample of operation, a network node module
(which includes a processing module and memory) commu-
nicates via the unified vehicle communication network in
accordance with a global vehicle network communication
protocol. For instance, the global vehicle network communi-
cation protocol (or global vehicle network protocol) pre-
scribes the formatting of frames (or packets), prescribes
frame transmission prioritization schemes (e.g., locally man-
aged prioritization schemes, globally managed prioritization
schemes), prescribes network management processing (e.g.,
resource management, network data type management, net-
work configuration management, and/or device manage-
ment); and/or other vehicle network operation parameters.
[0216] To communicate via the unified vehicle communi-
cation network (e.g., as discussed with reference to FIGS.
2-13), the processing module of the network node generates a
header section of a frame to include a preamble, a vehicle
network field, and routing information. The header section
may further include a frame length field and a start of frame
field.

[0217] The routing information includes a source address
field and/or a destination address field. In one instance, the
source and/or destination field include an Internet protocol
(IP) address for the source and/or destination, respectively.
For example, each device (e.g., as shown in or more of FIGS.
2-13) may have one or more IP addresses allocated to it. In
another instance, the source and/or destination field include a
physical device address of the source and/or destination,
respectively. For example, each device of the vehicle system
has a physical address assigned to it.

[0218] The vehicle network field includes information that
identifies a type of the frame. For example, the vehicle net-
work filed may include a content type of the frame (e.g., a
mission-critical data type, a network data type, a vehicle
operation data type, and/or an information/entertainment data
type) and/or a priority level of the frame (e.g., top priority or
subordinate levels of priority). Note that the processing mod-
ule may generate the vehicle network field by retrieving
frame information (e.g., type, priority, etc.) from the memory,
which may store one or more of databases regarding priority
level of the frame, type of the frame, coding of the frame.
[0219] The vehicle network field may further include one or
more levels of sub-type information. For example, there may
be several levels for safety (e.g., critical, general, etc.). Other
examples are discussed above.

[0220] The processing module may alternatively generate
the vehicle network field to include null information. In this
instance, a module of the vehicle network fabric recognizes
the null information and determines, on behalf of the device,
the appropriate information for the vehicle network field and
populates it accordingly.

[0221] The processing module continues generating the
frame by generating a payload section. The payload section
includes data payload and an integrity check field (e.g., CRC).
Once the frame is generated, the processing module transmits
it, via a vehicle network interface, to the unified vehicle
communication network in accordance with a global vehicle
network communication protocol.

[0222] FIG. 28 is a logic diagram of an embodiment of a
method for processing a packet in the vehicular communica-
tion network by a bridge-routing module, a switch module,
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and/or other module of the network fabric in accordance with
a global vehicle network communication protocol. A network
management module of the vehicle communication network,
which includes a network interface, memory, and a process-
ing module, manages the global vehicle network communi-
cation protocol. For example, managing the global vehicle
network communication protocol includes instituting a con-
tent-based network packet processing protocol and managing
the vehicle communication network to support the network
packet processing protocol. The content-based network
packet processing protocol includes determining and classi-
fying content type of a packet (e.g., mission critical content,
network data content, vehicle operation content, and/or info-
tainment content), determining a processing requirement of
the packet, and prioritizing execution of the processing
requirement based on the content type.

[0223] As another example, the network management
module manages packet routing within the vehicle commu-
nication network based on a content-based priority scheme
and a configuration of the network fabric. Further, the net-
work management module selects the configuration of the
network fabric from one of a plurality of predetermined con-
figurations of the network fabric based on vehicle communi-
cation network information and manages the vehicle commu-
nication network information.

[0224] The method begins by receiving a packet 520 and
reading the header information of the packet 522. In particu-
lar, reading the vehicle network field to determine the type of
vehicle network packet 524. The method continues by deter-
mining whether the type of packet is a mission critical packet
526. If yes, the method continues by identifying a mission-
critical task (e.g., braking, engine control, safety actuation
(airbag deployment), transmission control, etc.) 528. The
method continues by determining processing requirements
for the mission-critical task 530, which will be discussed in
greater detail with reference to FIGS. 29-31. The method
continues by executing the processing requirements for the
mission-critical task 532.

[0225] If the vehicle network packet type is not mission-
critical, the method continues by determining whether the
packet type is network related 534. If yes, the method contin-
ues by identifying the particular network task 536 (e.g.,
update one or more databases, change network configuration,
change prioritization, change mutation protocol, etc.). The
method continues by determining processing requirements
for the particular network task 538, which we describe in
greater detail with reference to FIG. 32. The method contin-
ues by executing the processing requirements for the network
task 540.

[0226] If the vehicle network packet type is not network
related, the method continues by determining whether the
packet type is vehicle operation 542. If yes, the method con-
tinues by identifying the particular vehicle operation task 544
(e.g., adjust climates, adjust seat, headlight operation, engine
diagnostics, etc.). The method continues by determining pro-
cessing requirements for the vehicle operation task, which
may include forward in the packet, routing the packet, and/or
updating tables and/or databases regarding the packet 546.
The method continues by executing the processing require-
ments for the vehicle operation task 548.

[0227] If the vehicle network packet type is not vehicle
operation, the method continues by determining whether the
packet is an information/entertainment packet 550. If yes, the
method continues by identifying the particular information/
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entertainment task 552 (e.g., display audio/video data, store
audio/video data, process graphics, etc.). The method contin-
ues by determining processing requirements for the particular
information/entertainment task, which may include forward-
ing the packet, routing the packet, and/or updating tables
and/or databases regarding the packet 554. The method con-
tinues by executing the processing requirements for the infor-
mation/entertainment task 556.

[0228] If the vehicle network packet type is not informa-
tion/entertainment, the method continues by identifying
another task 558. The processing continues by determining
processing requirements for the other task 560. The method
the method continues by executing the processing require-
ments for the other task 562.

[0229] FIG. 29 is an example diagram of processing a mis-
sion critical packet within a vehicle communication network.
In this example, a critical safety sensor 566 (e.g., collision
detection, driver sensor, etc.) is coupled to the network fabric
564 and provides and input packet to the network fabric 564.
A bridge-routing module 386 within the network fabric 564
receives the input packet and performs the methods of FIGS.
28 and 30 to determine that the input packet is a mission-
critical packet. In addition, the bridge-routing module 386
determines the destination of the mission-critical packet and
routes it thereto.

[0230] Inthis example, the destination of the mission-criti-
cal packet is a critical safety processing module 568. Upon
receiving the mission-critical packet, the critical safety pro-
cessing module 568 performs a function to generate one or
more output packets. In this example, the critical safety pro-
cessing module 568 is generating multiple output packets,
which are provided to the network fabric 564.

[0231] The bridge-routing module 386 within the network
fabric 564 receives the output packets and processes them in
accordance with the methods of FIGS. 28 and 31 to determine
their destinations. Based on this processing, the bridge-rout-
ing module 386 routes the packets to the corresponding des-
tinations. The destinations may be a plurality of actuators
such as a brake actuator, an airbag actuator, a transmission
adjust actuator, and/or any other actuator that performs a
safety function.

[0232] FIG. 30 is a logic diagram of an embodiment of a
method for processing a mission critical packet in the vehicu-
lar communication network. The method begins by receiving
a packet 570 and identifying it as an input mission-critical
packet 572. This may be done by interpreting the identity of
the source, the identity of the destination, and/or interpreting
the vehicle network field. For example, if the source is a
collision detection sensor, packets that it generates are, by
default, determined to be mission-critical.

[0233] The method continues by determining whether the
received packet is from the source of the packet or from
another bridge-routing module 574. If the packet is from the
source, the method continues by determining whether the
packet includes the mission critical type identifier in the
vehicle network field of the packet 576. If not, the bridge-
routing module adds the mission-critical type identifier to the
packet, which may be done by a database lookup process 578.
[0234] With the mission-critical type identifier in the
packet, the method continues by determining the mission-
critical packet prioritization 580. This can be done by access-
ing a prioritization database based on the source, destination
the type of mission-critical task, or a combination thereof.
The level of prioritization for the mission-critical packet may
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be an interrupt level (i.e., interrupt the transmission of the
current packet for the mission-critical packet), placing the
mission-critical packet at the front of a first in first out queue,
transmitting the packets via dedicated bandwidth to another
bridge-routing module and/or to a switch module, or broad-
casting the packet over the network, which may be done in an
override manner or when the network is available.

[0235] The method continues by determining the mission-
critical processing module destination, or destinations 582.
The method continues by determining whether one or more of
the mission-critical processing modules are local 584 (i.e.,
couple to the bridge-routing module or to the switch module
executing this function). If yes, the mission-critical packets
are sent to the local mission-critical processing module(s) in
accordance with the determined prioritization 586. If the mis-
sion-critical processing modules are not local, the mission-
critical packets are sent to the next bridge-routing module or
switch module in accordance with the determine prioritiza-
tion and known network mapping 588.

[0236] FIG.311isalogicdiagram of another embodiment of
a method for processing a mission critical packet in the
vehicular communication network. The method begins by
receiving a packet 590 and identifying it as an output mission-
critical packet 592. This may be done by interpreting the
vehicle network field of the packet, accessing a database
based on the source and/or destination of the packet, and/or
other factors.

[0237] The method continues by determining the mission-
critical packet prioritization 594. Such prioritization may
include interrupting transmission of a current packet, placing
the packet at the top of an ingress queue and/or egress queue,
using dedicated bandwidth of the vehicle communication
network, and/or transmitting the packet via network broad-
cast that overrides a current transmission or when the network
becomes available.

[0238] The method continues by determining whether one
or more of the destinations are local 598. For each local
destination, the bridge-routing module sends the mission-
critical packet to the local destination per the prioritization
600. For each non-local destination, the bridge-routing mod-
ule sends the mission-critical packet to the next bridge-rout-
ing module per the prioritization and the network mapping,
which may be a current version of the network or a prioriti-
zation mapping of the network 602. For instance, the network
mapping may have one network topology configuration and
the prioritization mapping may have a different network
topology that optimizes communication between mission-
critical devices.

[0239] FIG.32isalogic diagram of another embodiment of
a method for processing a packet in the vehicular communi-
cation network. The method begins by receiving a packet 604
and interpreting it to determine that it is a network data type
packet 606. For instance, the bridge-routing module (or
switch module) interprets the vehicle network field of the
packet to identify the nature of the packet. The method con-
tinues by determining whether the network task has a local
component 608. In other words, does the packet contain a task
to be performed by the current bridge-routing module (or
switch module). If not, the bridge-routing module forwards
packet to the next bridge-routing module or to a switch mod-
ule 610.

[0240] If the network task has a local component, the
method continues by determining whether the network task
includes a memory access request 612. If yes, the method
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continues by determining whether the network task is a read
request or a write request 614. For a write request, the method
continues by storing network data in a database or table 616.
For example, the network packet may include network data
for updating a network topology database, a forwarding data-
base, a routing table, a filtering table, a mission-critical data-
base, etc. Having stored the data, the method continues by
sending a write acknowledgment 618.

[0241] If the network task is a read network data request,
the method continues by accessing a database or table to
retrieve the requested network data 620. The method contin-
ues by packetizing the retrieved network data 622 and for-
warding the packet per the request 624. The method continues
by determining whether the network task further includes a
network configuration adjustment 626. If not, the method is
finished for this packet 628.

[0242] If the network task does not include a memory
access request, the method continues by determining a net-
work configuration adjustment 630. The network configura-
tion adjustment may be to add a device to the network, delete
a device from the network, process a damaged device, update
adevice, respond to a link failure, respond to degeneration of
a link, to establish or change a communication protocol
between bridge-routing modules, to adjust frequency alloca-
tion, to adjust bandwidth allocation, to change network con-
figuration, change resource allocation, adjust traffic routing,
adjust load-balancing, activate redundant link or path upon
any failures, etc. The method continues by performing the
network configuration adjustment 632 and sending an
acknowledgement of its completion 634.

[0243] FIG. 33 is a schematic block diagram of an embodi-
ment of a switch module that includes a redundancy/backup
module 636, a network buffer 638, a switching circuit 640, a
plurality of port bufters 642, a plurality of ports 644, a pro-
cessing module 646, and memory. The processing module
648 may be configured to implement a local network man-
agement function 650, a layer 2 switching function, a layer 3
switching function, a layer 4 switching function, and/or a
multilayer switching function. The memory 648 stores one or
more of a switching database 653, a network protocol data-
base 654, an information/entertainment database 656, a
vehicle operations database 658, a mission-critical database
660, and a predetermined network topology database 662.

[0244] Each of the ports 644 is coupled to a network node
module and the redundancy/backup module 636 is coupled to
abridge-routing module. The switch module 388 may include
more than one redundancy/backup module 636 for connec-
tivity to more than one bridge-routing modules and/or to
another switch module.

[0245] In an example of operation, one of the ports 644
receives a packet including a particular type of content, from
its corresponding network node module. The packet is buft-
ered via the corresponding port buffer 642 and is interpreted,
e.g. to determine the packet content type, by the local network
manager function 650 as will be discussed in greater detail
with reference to figure is 35. The processing module 646
evokes one of the switching functions (e.g., layer 2, layer 3,
layer 4, or multi-layer) to control the switching and process-
ing of the packet. The selection of the particular switching
function is dependent on the current network topology and/or
the current network protocol. For instance, if packets are
routed using MAC addresses, the processing module 646 may
implement a layer 2 switching function.
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[0246] The network buffer 638 may include one or more
queues to temporarily store the packet. The processing mod-
ule 646 controls the organization and management of the
queues based on data contained in one or more of the data-
bases stored in memory 648. The queues will be described in
greater detail with reference to FIGS. 36-40. In accordance
with the organization and management of the queues, packets
are outputted to be redundancy/backup module 636 for trans-
mission to a bridge-routing module or to another switch mod-
ule. The redundancy/backup module 636 functions similarly
to the redundancy/backup module of a bridge-routing mod-
ule.

[0247] In another example of operation, the redundancy/
backup module 636 receives a packet from a bridge-routing
module or another switch module. Under the control of the
processing module 646, the packet is placed in one of the
network buffer’s queues. When the packet reaches the top of
its queue, it is provided to one of the port buffers 642 via the
switching circuit 388 and subsequently provided to the cor-
responding port for transmission to a network node module.
[0248] FIG. 34 is a schematic block diagram of another
embodiment of a switch module 388 that includes a redun-
dancy/backup module 636, a first top priority packet module
664, a network buffer 638, a switching circuit 640, a plurality
of port buffers 642, a second top priority packet module 666,
a plurality of ports 644, a processing module 646, and
memory 648. The processing module 646 may be configured
to implement a local network management function 650, a
layer 2 switching function, a layer 3 switching function, a
layer 4 switching function, and/or a multilayer switching
function. The memory 648 stores one or more of a switching
database 652, a network protocol database 654, an informa-
tion/entertainment database 656, a vehicle operations data-
base 658, a mission-critical database 660, and a predeter-
mined network topology database 662.

[0249] Each of the ports 644 is coupled to a network node
module and the redundancy/backup module 636 is coupled to
abridge-routing module. The switch module 388 may include
more than one redundancy/backup module 636 for connec-
tivity to more than one bridge-routing module and/or to
another switch module.

[0250] In an example of operation, when the redundancy/
backup module 636 receives a packet, the top priority packet
module 664 interprets the packet content type to determine
whether it is a top priority packet. Such an interpretation may
be based on the content of the vehicle network field of the
packet, the identity of the source, etc. If the packet is a top
priority packet, it is routed to the other top priority packet
module 666, which provides the top priority packet to the
appropriate port for transmission to the corresponding net-
work node module.

[0251] Similarly, when a port 644 provides a packet to the
second top priority packet module 666, it interprets the
packet, including the packet content type, to determine
whether it is a top priority packet. If so, it forwards the packet
to the other top priority packet module 664, which provides it
to the redundancy/backup module 636 for immediate (e.g.,
interrupt) or near-immediate transmission (e.g., next avail-
able transmission slot) into the network fabric. If a packet is
not a top priority packet, the switch module 388 processes it
as previously discussed with reference to FIG. 33.

[0252] FIG. 35 is a logic diagram of an embodiment of a
method for processing a prioritized packet in the vehicular
communication network (i.e., a local network manager func-
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tion) that may be executed by a network node module, a
switching module, and/or a bridge-routing module. The
method begins by determining packet prioritization 668 of a
packet by interpreting the vehicle network field of the packet
670. The method continues by determining whether the
packet is a top priority packet 672 (e.g., to/from a critical
safety device, etc.). If yes, the method continues by using the
top priority by-pass mechanism within the switch module
and/or bridge-routing module to transmit the top priority
packet to a switch module, a bridge-routing module, or a
network node module 674.

[0253] The top priority by-pass mechanism includes deter-
mining whether the switch or bridge-routing module is cur-
rently transmitted another packet or whether the network
fabric is currently transmitted a packet. If not, the top priority
is transmitted. If there is a packet currently being transmitted
676, the method continues by determining whether the cur-
rent packet is of a lower priority 678. If yes (i.e., the top
priority packet is of a higher priority), the transmission of the
current packet is interrupted for transmission of the top pri-
ority packet 680. If not (i.e., the current packet is of equal or
higher priority), the method continues by waiting until the
current packet has been transmitted 682 and then transmitting
the top priority packet 684.

[0254] Ifthe packet is not a top priority packet, the method
continues by time stamping the packet, which may be done by
the network node module, a switch module, and/or a bridge-
module 686. The method continues by determining where in
a queue (e.g., a single ingress or egress queue or one of a
plurality ingress or egress queues) to place the packet 688.
The method continues by adding the packet to the queue
based on its prioritization and time stamp 690.

[0255] The method continues by determining whether the
time-to-live (ITL) (e.g., a time duration from the time stamp)
for the packet has expired 692. If yes, the packet is discarded
694. If not, the method continues by determining whether the
packet is to be retrieved from the queue 696. If the packet is to
be retrieved from the queue (e.g., it is in a first position of a
first-in-first-out queue), it is retrieved and transmitted (e.g.,
within the switch or bridge-routing module or to another
switch or bridge-routing module) 698.

[0256] If the packet is not yet being retrieved, the method
continues by determining whether to update the TTL priority
of'the packet (e.g., the expiration time of the packet is getting
close) 700. If not, the method repeats by determining if the
TTL has expired. If the TTL priority is to be updated, it is
updated 702 (e.g., given a higher priority) and the method
continues as shown.

[0257] FIG. 36 is an example diagram of a packet 704 and
packet queues within a vehicle communication network. The
packet 704 includes the preamble 706, start of frame 708,
timestamp 710, packet type 712, and of the remainder of the
packet 714. Note that the timestamp 710 and packet type 712
are contained within the vehicle network field of the packet
704. The queues may be separate based on the packet type, or
other factor. For example, the queues may include a mission-
critical queue 716, a network data queue 718, and informa-
tion/entertainment queue 720, and a vehicle operation queue
714.

[0258] As a packet 704 is received, its type is determined,
which then determines the queue it will be placed in. Having
identified the queue, the packet’s position within the queue is
determined based on its prioritization. The prioritization of a
packet 704 may be based on the source of the packet, the
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destination of the packet, the timestamp 710, the nature of the
packet, etc. For example, if the packet is a mission-critical
packet, it will be placed within the mission critical queue 716.
Within the mission-critical queue 716, the packet prioritiza-
tion level will be compared with the mission-critical packets
already in the mission-critical queue 716. Based on this com-
parison, the new mission-critical packet will be placed in the
queue above lower priority packets and below higher parity
packets.

[0259] When a packet 704 is to be transmitted to another
location within the module or to the network fabric, the packet
704 may be selected from any one of the queues based on a
prioritization scheme. The prioritization scheme takes into
account the type of packet, the source of the packet, the
destination of the packet, its timestamp 710, etc. For example,
mission-critical packets may take priority over any other type
of packet 704. Thus, other packets will not be transmitted
unless the mission-critical queue 716 is empty. As another
example, the timestamp 710 of the packet 704 may drive the
prioritization scheme (other than for top priority packets)
such that any type of packet may have priority for transmis-
sion. As yet another example, each type of packet 704 may be
allocated a certain amount of bandwidth within the network
fabric such that each type of packet will be transmitted within
the network fabric based on individual priority schemes for
the packet type. In this latter scheme, bandwidth may be
dynamically allocated based on queue size, packet type, etc.
[0260] FIGS. 37-40 are example diagrams of packet queue
processing within a vehicle communication network. FIG. 37
illustrates a single packet queue that may be contained within
a switch module and/or a bridge-routing module. The packet
queue includes a queue address and a packet field identifier
726. The queue address indicates the packets prioritization
within the queue. For example, for a first in first out queue, the
packet at address 001 is of the highest priority (e.g., the next
packet to be transmitted) and the packet at the bottom of the
queue has the lowest priority.

[0261] FIG. 38 illustrates the packet queue of FIG. 37 at
time tx+1. At this time, the first two packets have been trans-
mitted (e.g., MC packets #1 and 2). In the time frame from tx
to tx+1, no new packets were added to the queue.

[0262] FIG. 39 illustrates the packet queue at time tx+2. At
this time, the next first packet (e.g., ND packet #1) has been
transmitted and a new packet (e.g., IT packet #y) has been
added to the bottom of the queue. In addition, the prioritiza-
tion of the packet at queue address x-2 (e.g., ND packet #x) is
reprioritized within the queue to queue address #004.

[0263] FIG. 40 illustrates the packet queue at time tx+3. At
this time, the next first packet (e.g., MC packet #x) has been
transmitted and a new packet (e.g., MC packet #y) has been
added to the middle of the queue based on its prioritization
with respect to the other packets in the queue.

[0264] FIG. 41 is a schematic block diagram of an embodi-
ment of a network node module 390 that includes a plurality
of ports 726, a plurality of device buffers 728, a switching
circuit 730, a network buffer 732, a processing module 734,
and memory 736. The processing module 734 implements a
local management function 738 (which includes a locally
managed prioritization scheme). The memory 736 includes
one or more databases for data input/output 740, network
protocol 742, information-entertainment 744, vehicle opera-
tions 746, and/or mission-critical data 748.

[0265] Each of the ports 726 is coupled to a vehicle device
750 or vehicle module 752 and a corresponding device buffer
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728. A vehicle device 750 may be any one of the modules or
components illustrated in FIGS. 6-11. For example, a vehicle
device 750 may be a sensor, and actuator, electronic control
unit, the user input, a user output, a communication device,
etc. A vehicle module 752 includes one or more vehicle
devices 750.

[0266] Inan example of operation, a vehicle device 750 or
vehicle module 752 generates an outgoing device packet (or
frame) for transmission via the network fabric. In this
instance, the vehicle device 750 provides the packet via a port
726 to its corresponding device buffer 728. The buffer 728
may include an egress queue for temporarily storing the out-
going device packets and an ingress queue for temporarily
storing incoming network packets. The local network man-
agement function 738 manages the inputting and outputting
of packets in the buffer (e.g., a queue) based on a prioritiza-
tion scheme as previously discussed (i.e., performs the local
portion of the global vehicle network communication proto-
col). In particular, the processing module interprets the out-
going device packets and/or the incoming network packets to
determine types of packets and then determines the locally
managed prioritization scheme based on the types of packets
(e.g., mission critical packets, network protocol packets,
vehicle operation packets, and/or information-entertainment
packets).

[0267] Forexample, the processing module may interpret a
packet by interpreting a vehicle network field of the packet to
identify the type of packet. As another example, the process-
ing module may interpret a packet by identifying a source of
the outgoing device packets, and, based on the source, deter-
mine the type of packet. As yet another example, the process-
ing module may interpret a packet by identifying a destination
of the outgoing device packet and, based on the destination,
determine the type of packet. As a further example, the pro-
cessing module may interpret a packet by identifying a source
of the incoming network packet and, based on the source,
determine the type of packet. As a still further example, the
processing module may interpret a packet by identifying a
destination of the incoming network packet and, based on the
destination, determine the type of the packet.

[0268] The processing module may further determine the
locally managed prioritization scheme by accessing one or
more databases based on the types of packets. The databases
include a data input/output database, a network protocol data-
base, an information-entertainment database, a vehicle opera-
tions database, and/or a mission critical database.

[0269] Based on the prioritization scheme, the local net-
work management function 738 enables the switching circuit
730 to transfer an outgoing device packet from one of the
plurality of device buffers 728 to the network buffer 732 by
selectively coupling the device buffer to the network buffer.
The network buffer 732 may also include an ingress queue
and an egress queue. In this example, the outgoing packet
would be placed in the egress queue. The local network man-
agement function 738 manages the queues of the network
buffer 732 based on the prioritization scheme. As such, the
packet generated by the vehicle device 750 in this example
will be outputted to the network fabric in accordance with the
prioritization scheme.

[0270] For an incoming packet, the network buffer 732
temporarily stores it in an ingress queue under the control of
the local network management function. When the incoming
packet reaches the top of the ingress queue of the network
buffer 732, the local network management function 738



US 2012/0105637 Al

enables the switching circuit 730 to provide it to the corre-
sponding device buffer 728 of the destination vehicle device
750. The corresponding bufter 728 stores it in its egress queue
and subsequently provides it to the vehicle device 750 in
accordance with the prioritization scheme.

[0271] In another example of operation, a vehicle device
750 may utilize a particular communication protocol (e.g.,
CAN, Flex Ray, etc.), which the local network manager func-
tion 738 translates into the network protocol. For example,
the local network manager function may convert the packet of
the vehicle device protocol into a network protocol packet.
Alternatively, the local network management function 738
may encapsulate the packet of the vehicle device 750 into a
global vehicle network protocol packet.

[0272] FIG. 42 is a schematic block diagram of another
embodiment of a network node module 390 that includes a
plurality of ports 726, a device (or first) top priority packet
module 754, a plurality of buffers 728, a switching circuit
730, a processing module 734, a network buffer 732, a net-
work (or second) priority packet module 756, and memory
736. The processing module 734 implements a local network
manager function 738 and the memory 736 includes one or
more of a data input output database 740, a network protocol
database 742, and information-entertainment database 744, a
vehicle operations database 746, and or a mission critical
database 748.

[0273] In an example of operation, a vehicle device 750
outputs a packet to its corresponding port 726, which is
received by the first top priority packet module 754. The first
top priority packet module interprets the packet to determine
whether it is a top priority packet (e.g., is of the utmost
importance such as a safety related mission critical function).
If the packet is a top primary packet, the first top priority
packet module 754 provides the packet to the second top
priority packet module 756. The second top priority packet
module 756 outputs the top priority packet to the network
fabric in an immediate fashion (i.e., interrupt a current trans-
mission on the network fabric or by the network node module
390) or in a near-intermediate fashion (i.e., as soon as the
current packet is transmitted, the top priority packet is trans-
mitted onto the network fabric). If the packet is not a top
priority packet, the first top priority packet module 754 pro-
vides the packet to the corresponding buffer 728 and it is
process as previously discussed with reference to FIG. 41.
[0274] For an incoming packet, the second top priority
packet module 756 interprets the packet to determine whether
it is a top priority packet. If so, the second top priority packet
module 756 provide the packet to the first top priority packet
module 754, which may be done in an immediate fashion or
a near immediate faction within the network node module
390. The first is top priority packet module 754 provides the
top priority packet to the appropriate vehicle device 750. If
the incoming packet is not a top priority packet, the second
top priority module 756 provides the packet to the network
buffer 732 and the packet is process as previously discussed
with reference to FIG. 41.

[0275] For both incoming and outgoing top priority pack-
ets, the local network manager function 738 monitors the
activity of the top priority packet modules 754-756 and
adjusts the queues within the buffers accordingly such that
packets are not lost. For example, if a packet is being output-
ted via the network buffer 732 when an incoming top priority
packet is received, the local network manager function 738
records the interruption of the outputting of the packet and
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facilitates retransmission of the packet after the incoming top
priority packet has been received and provided to the appro-
priate vehicle device 750.

[0276] FIG. 43 is a schematic block diagram of another
embodiment of a network node module 390 that includes a
vehicle device (e.g., a sensor 758), an analog to digital con-
verter (ADC) 760, a network interface 762, and a port 764.
The sensor 758 may be any one of the sensors illustrated in
FIGS. 6-11 and/or another type of vehicle application sensor.
Note that if the sensor 758 is a digital device, the analog to
digital converter 760 may be omitted.

[0277] The network interface 762 facilitates communica-
tion regarding a vehicle function of the vehicle device
between the vehicle device and a vehicle network fabric in
accordance with a global vehicle network communication
protocol and includes circuitry for converting digital sensed
data into network protocol packets. For example, if the sensor
758 is a thermometer, it provides an analog temperature read-
ing to the ADC 760. The ADC 760 converts the analog tem-
perature reading into a digital value. The network interface
762 generates a packet in accordance with the network pro-
tocol, placing the digital value of the temperature in the pay-
load field of the packet.

[0278] FIG. 44 is a schematic block diagram of another
embodiment of a network node module 390 that includes a
vehicle device (e.g., an actuator 766), a digital to analog
converter (DAC) 768, a network interface 762, and a port 764.
The actuator 766 may be any one of the actuators illustrated in
FIGS. 6-11 and/or another type of vehicle application actua-
tor. Note that if the actuator 766 is a digital device, the digital
to analog converter 768 may be omitted.

[0279] The network interface 762 provides circuitry for
extracting digital data from a network protocol packet. For
example, if the network interface 762 receives a packet
regarding rolling up a window, it extracts the digital data from
the payload field of the packet. The DAC 768 converts the
digital data into an analog control signal, which it provides to
the actuator 766. In this example the actuator 766 may be a
window motor actuator.

[0280] FIG. 45 is a schematic block diagram of another
embodiment of a network node module 390 that includes a
vehicle device (e.g., an electronic control unit (ECU) 770), a
network interface 762, and a port 764. The ECU 770 maybe
anyone of the ECUs illustrated in FIGS. 6-11 and/or any other
type of vehicle application electronic control unit. The net-
work interface 762 functions to packet size outbound data in
accordance with the network protocol and to be packetized
inbound data in accordance with the network protocol.

[0281] The network node modules 390 of FIGS. 43-45 may
be implemented using one or more integrated circuits. For
example, the network interface 762, the circuitry to support
the physical port, and an analog to digital converter may be on
one integrated circuit and the sensor 758 may be on a separate
integrated circuit or it may be a stand alone component. As
another example, the network interface 762, the circuitry to
support the physical port, and a digital to analog converter
768 may be on one integrated circuit and an actuator 766 may
be on a separate integrated circuit or it may be a standalone
component. As yet another example, the network interface
762 and the circuitry to support the physical port may be on
one integrated circuit and an electronic control unit 770 may
be on a separate integrated circuit. As a further example, the
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network interface 762, the circuitry to support the physical
port, and the electronic control unit 770 maybe on a single
integrated circuit.

[0282] While the network node modules of FIGS. 43-45
illustrate specific vehicle devices, the vehicle device in each
example may be any one of a mission critical vehicle opera-
tion device, a non-mission critical vehicle operation device, a
mission critical safety device, a non-mission critical safety
device, a mission critical electronic driving device, a non-
mission critical electronic driving device, an electronic con-
trol unit, and an entertainment device.

[0283] FIG. 46 is a schematic block diagram of another
embodiment of a network node module 390 that includes a
plurality of sensors 758, a plurality of actuators 766, a plu-
rality of analog to digital converters 760, a plurality of digital
to analog converters 768, an assembly network node module
(which includes a plurality of network interfaces 762 and a
switching circuit module 772), and a port 774. The switching
circuit module 772 includes a switching circuit 776, a pro-
cessing module 778, one or more queues 780, and memory
782. The processing module 778 implements a local manage-
ment function. The memory 782 includes one or more data-
bases for data input/output, network protocol, information-
entertainment, vehicle operations, and/or mission-critical
data. The one or more queues 780 may include an ingress
queue and/or an egress queue for temporarily storing packets
to/from the network interfaces and an ingress queue and/or an
egress queue for storing packets to/from the switch module
772 (network node module or bridge-routing module). As
another example, the switching module 772 includes a queue
780 for each of the vehicle devices of the network node
module 390 and a network queue 780 coupled to the port 774.
As a further example, the switching module 772 may include
a single queue for packets to/from the network interfaces 762
and a single queue 780 coupled to the port 774.

[0284] In an example of operation, a sensor 758 generates
data, which is converted into a packet by the network interface
762 as previously discussed. The network interface 762 pro-
vides the packet to one of the queues 780 of the switching
circuit module 772. The local network management function
manages the inputting of packets in the queue based on a
prioritization scheme as previously discussed. For example, if
the sensor 758 is a mission critical sensor, packets it generates
may be given a higher priority than packets of non-mission
critical sensors.

[0285] Based on the prioritization scheme, the local net-
work management function enables the switching circuit 776
to transfer an outgoing packet from the queue to the network
queue (e.g., the network egress queue). The local network
management function manages the queues of the network
buffer based on the prioritization scheme. As such, the packet
generated by the sensor 758 in this example will be outputted
to the switch module 772, the network node module 390, or
the bridge-routing module in accordance with the prioritiza-
tion scheme.

[0286] For anincoming packet, the network queue (e.g., an
ingress queue) temporarily stores it under the control of the
local network management function. When the incoming
packet reaches the top of the network ingress queue, the local
network manager function enables the switching circuit 776
to provide it to the queue of the destination actuator. The
actuators 766 queue stores the packet until it is in a priority
position for transmission to the DAC 768 and actuator 766.
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[0287] Note that the network node module 390 may include
more or less sensors and/or actuators than shown. Further
note that the network node module 390 may be implemented
as one or more integrated circuits. For example, the circuitry
of the port, the switching circuit module 776, the network
interfaces 762, the ADCs 760, and the DACs 768 may be
implemented on one IC, while the sensors 758 and actuators
766 may be implemented on one or more separate ICs or as
stand alone components. As another example, the circuitry of
the port, the network interfaces 762, the ADCs 760, and the
DACs 768 may be implemented on one IC, the switching
circuit module 772 one a separate IC, and the sensors 758 and
actuators 766 may be implemented on one or more other ICs
or as stand alone components.

[0288] FIG. 47 is a schematic block diagram of another
embodiment of a network node module 390 that includes the
switching circuit module 772, a plurality of network inter-
faces 762 and a plurality of electronic control units (ECU)
770. The switching circuit module functions as previously
discussed. Similarly, the network interfaces 762 and the
ECUs function as previously discussed.

[0289] FIG. 48 is a schematic block diagram of another
embodiment of a network node module 784 that may be used
as an assembly (or portion thereot) for the left front, right
front, left rear, and/or right rear of a vehicle communication
network. The network node module 784 includes the switch-
ing circuit module 786, a plurality of network interfaces
(N/W I/F) 788, a plurality of ADCs 792, a plurality of DACs
790, one or more cameras 794, a plurality of sensors 796-802,
and a plurality of actuators 804-810.

[0290] The plurality of sensors 796-802 may include envi-
ronmental sensors 796, infrared sensors 798, RF sensors 800,
light sensors 802, and/or any other sensor for detecting driv-
ing conditions, road conditions, proximity of other vehicles
and/or obstacles. For example, an environmental sensor 796
may be used to sense weather conditions, road conditions
(e.g., wetness, icy conditions, snow, etc.), or other environ-
mental conditions that may affect driving. As another
example, the infrared 798 and/or radio frequency sensors 800
may be used to detect proximity of other vehicles, obstacles,
barriers, and/or other physical objects that may affect driving
conditions. As such, the infrared 798 and/or radio frequency
sensors 800 may be used as a localized radar system for the
vehicle. As yet a further example, the light sensor 802 may be
used to detect ambient light conditions for automatic enable-
ment of headlamps and/or to detect headlamps of oncoming
vehicles to automatically adjust high beam to low beam set-
tings.

[0291] The plurality of actuators 804-810 may include
headlamp actuators 804-806, fog lamp actuators 808, turn
signal actuators 810, and/or any other actuator that may be
employed in the front left, front right, rear left, or rear right
portions of a vehicle. For example, a first headlights actuator
804 may be used to enable the headlights at low beam and a
second headlights actuator 806 may be used to enable the
headlights at high beam. As another example, the fog lamp
actuator 808 could be used to enable fog lamps. As yet
another example, the turn signal actuator 810 may be used to
actuate a turn signal lamp.

[0292] The camera, or cameras, 794 may be used to obtain
real-time digital images of the surrounding environments of
the vehicle, images of operation within the vehicle, and/or
other images that may assist in the performance of the vehicle
and/or in driving the vehicle. For example, the cameras 794
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may capture images that are displayed on a headset that’s
display to assist in parking, backing up, etc. As yet another
example, the camera 794 may be used to capture images of
objects in a proximity to the vehicle that is subsequently
processed for automatic collision avoidance applications.

[0293] The network node module 784 may be implemented
as one or more integrated circuits, may include more or less
components than shown, and/or may be implemented as one
or more network node modules. For example, the network
node module 784 may be implemented using one integrated
circuit to support the circuitry of the port 812, the switching
circuit module 786, and the network interfaces 788, the digital
to analog converters 790, and the analog digital converters
792. The other components are implemented on a common
integrated circuit, separate integrated circuits, and/or as stan-
dalone components.

[0294] FIG. 49 is a schematic block diagram of another
embodiment of a network node module that may be used as an
assembly (or portion thereof) for the center front and/or cen-
ter rear of a vehicle communication network 814. The net-
work node module 814 includes the switching circuit module
786, a plurality of network interfaces (N/W I/F) 788, a plu-
rality of ADCs 792, a plurality of DACs, one or more cameras
794, a plurality of sensors 796-802, and may further include
one or more actuators (none shown).

[0295] The plurality of sensors 796-802 may include envi-
ronmental sensors 796, infrared sensors 798, RF sensors 800,
light sensors 802, and/or any other sensor for detecting driv-
ing conditions, road conditions, proximity of other vehicles
and/or obstacles. The plurality of actuators may include head-
lamp actuators, fog lamp actuators, turn signal actuators,
and/or any other actuator that may be employed in the front
left, front right, rear left, or rear right portions of a vehicle.
The camera, or cameras 794, may be used to obtain real-time
digital images of the surrounding environments of the
vehicle, images of operation within the vehicle, and/or other
images that may assist in the performance of the vehicle
and/or in driving the vehicle.

[0296] The sensors 796-802 of the center front and or cen-
ter rear assembly 814 may work in concert with the sensors
796-802 and or actuators of the left front, right front, left rear
and right rear assemblies of F1G. 48 to provide a three-dimen-
sional and 360° perspective of the vehicles environment. With
such data, the safety and overall performance of the vehicle
may be enhanced.

[0297] The center front and/or center rear network node
module 814 may be implemented as one or more integrated
circuits, may include more or less components than shown,
and/or may be implemented as one or more network node
modules. For example, the network node module 814 may be
implemented using one integrated circuit to support the cir-
cuitry of the port 812, the switching circuit module 786, and
the network interfaces 788, the digital to analog converters,
and the analog digital converters 792. The other components
are implemented on a common integrated circuit, separate
integrated circuits, and/or as standalone components.

[0298] FIG. 50 is a schematic block diagram of another
embodiment of a network node module 816 that may be used
as an assembly (or portion thereof) for the left front tire, right
front tire, left rear tire, and/or right rear tire of a vehicle
communication network. Each network node module 816
includes the switching circuit module 786, a plurality of
network interfaces (N/W I/F) 788, a plurality of ADCs 792, a
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plurality of DACs 790, one or more cameras (not shown), a
plurality of sensors 818-826, and a plurality of actuators
828-834.

[0299] The plurality of sensors 828-834 may include a road
sensor 818, a plurality of brake sensors 820-824, a tire pres-
sure sensor 826, and/or any sensor related to the tire and the
performance and/or safety of the vehicle. For example, the
brake sensors 820-824 may sense brake pad wear, tempera-
tures, antilock brake performance, etc. As another example,
the road sensor 818 may sense texture of the road, slickness of
the road, and/or any other characteristic of the road that may
affect driving conditions. As yet another example, the tire
pressure sensor 826 senses the air pressure of the tire.

[0300] The plurality of actuators 828-834 may include a
plurality of braking actuators 828-832, and/or any actuator
834 related to the tire and the performance and/or safety of the
vehicle. For example, the brake actuators 828-832 may per-
form antilock braking, application of electronic brake force,
etc.

[0301] Each of the tire network node modules 816 may be
implemented as one or more integrated circuits, may include
more or less components than shown, and/or may be imple-
mented as one or more network node modules. For example,
the network node module may be implemented using one
integrated circuit to support the circuitry of the port 812, the
switching circuit module 786, and the network interfaces 788,
the digital to analog converters 790, and the analog digital
converters 792. The other components are implemented on a
common integrated circuit, separate integrated circuits, and/
or as standalone components.

[0302] FIG. 51 is a schematic block diagram of another
embodiment of a network node module that may be used as an
assembly (or portion thereof) for the steering wheel of a
vehicle communication network. The network node module
836 includes the switching circuit module 786, a plurality of
network interfaces (N/W I/F) 788, a plurality of ADCs 792, a
plurality of DACs 790, a plurality of sensors 842-844, a
plurality of user inputs 846-854, and a plurality of actuators
838-840.

[0303] The user inputs 846-854 used for radio control,
cruise control wiper control turn signal control, and/or other
vehicle system controls. For example, a user input may be a
switch to turn on or off the radio, adjust the station of the
radio, and another user input may be used to increase or
decrease the volume of the radio. As an alternative embodi-
ment, a single user input they be used to turn on or off the
radio, adjusted station, and adjust its volume settings.

[0304] The plurality of sensors 842-844 may include driver
sensors 842, acoustic sensors 844, temperature sensors, and/
or any other sensors that sense in-cabin conditions that may
affect the vehicle’s performance and/or the driver’s ability to
drive the vehicle. For example, one of more sensors may be
used to sense the driver’s attentiveness to driving. As a more
specific example, one of more sensors can be used to monitor
the driver’s eye position to determine whether the driver is
primarily focused on the road or is distracted. As another
example, the driver sensors may be used to sense the driver’s
gestures, which may be processed into a particular command.
As amore specific example, the driver may wave his/her hand
to indicate increase or decrease the value of the radio. As yet
another example, the acoustic sensors may be used to sense
ambient noise, which may be used in a noise canceling
scheme.
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[0305] A plurality of actuators 838-840 may be used for
airbag deployment, driver stimulus, and/or any other actuator
that may be used to enhance performance of the vehicle and or
the driver’s ability to drive the vehicle. For example, if the
data produced by the driver sensors indicate that the driver is
not paying attention, a driver or stimulator within the steering
wheel may be actuated to alert the driver to his/her inatten-
tiveness.

[0306] The steering wheel network node module 836 may
be implemented as one or more integrated circuits, may
include more or less components than shown, and/or may be
implemented as one or more network node modules. For
example, the network node module may be implemented
using one integrated circuit to support the circuitry of the port
812, the switching circuit module 786, and the network inter-
faces 788, the digital to analog converters 790, and the analog
digital converters 792. The other components are imple-
mented on a common integrated circuit, separate integrated
circuits, and/or as standalone components.

[0307] FIG. 52 is a schematic block diagram of another
embodiment of a network node module 856 that may be used
as an assembly (or portion thereof) for the dashboard of a
vehicle communication network. The network node module
856 includes the switching circuit module 786, a plurality of
network interfaces (N/W I/F) 788, a plurality of ADCs 792, a
plurality of DACs 790, a plurality of sensors 858-860, a
plurality of user inputs, a plurality of user outputs, and may
further include one or more actuators (none shown).

[0308] The user inputs are used for radio control, environ-
ment control (e.g., air conditioning, heater, fan speed, etc.),
GPS control, and/or other vehicle system controls. For
example, auser input may used to change the temperature and
or fan speed within the vehicle.

[0309] The user outputs are used to inform the driver of
various vehicle conditions. For example, the user outputs may
include one or more displays, one or more gauges, a GPS
display, aheads-up display, audible alarms, visual alarms, etc.
As a more specific example, one gauge may be used for fuel
level, a second gauge for battery level, a third gauge for
RPMs, etc.

[0310] The plurality of sensors 858-860 may include occu-
pant sensors 858, acoustic sensors 860, temperature sensors,
and/or any other sensors that sense in-cabin conditions that
may affect the vehicle’s performance and/or the occupant’s
comfort and/or safety within the vehicle. For example, the
acoustic sensors 860 may be used to sense ambient noise,
which may be used in a noise canceling scheme. As another
example, the accident sensors may detect the presence of
other occupants in the vehicle, which may be used for air bag
enablement/disablement, audio performance optimization
(e.g., noise cancellation, surround sound, etc.), climate opti-
mization, etc.

[0311] A plurality of actuators may be used for airbag
deployment and/or any other actuator that may be used to
enhance performance of the vehicle and or the occupants’
comfort and/or safety within the vehicle.

[0312] The dashboard network node module 856 may be
implemented as one or more integrated circuits, may include
more or less components than shown, and/or may be imple-
mented as one or more network node modules. For example,
the network node module 856 may be implemented using one
integrated circuit to support the circuitry of the port 812, the
switching circuit module 786, and the network interfaces 788,
the digital to analog converters 790, and the analog digital

May 3, 2012

converters 792. The other components are implemented on a
common integrated circuit, separate integrated circuits, and/
or as standalone components.

[0313] FIG. 53 is a schematic block diagram of another
embodiment of a network node module that may be used as an
assembly (or portion thereof) for a front seat of a vehicle
communication network. The network node module 862
includes the switching circuit module 786, a plurality of
network interfaces (N/W I/F) 788, a plurality of ADCs 792, a
plurality of DACs 790, a plurality of sensors, and a plurality
of actuators.

[0314] The plurality of sensors may be used to sense occu-
pants’ movement, position, posture etc. The plurality of
actuators may be used to adjust the seat position, heating the
seat, cooling the seat, providing a massage function, etc. For
example, the sensors may provide information to a seat elec-
tronic control unit the other network fabric, where the seat
electronic control unit interprets the data to determine an
occupant’s movement posture, position etc. In this instance,
the seat electronic control unit generates control signals that
are transmitted via the network fabric to the seat network note
module 862, which the actuators receive and adjust the seats
position accordingly.

[0315] The seat network node module 862 may be imple-
mented as one or more integrated circuits, may include more
or less components than shown, and/or may be implemented
as one or more network node modules. For example, the
network node module 862 may be implemented using one
integrated circuit to support the circuitry of the port 812, the
switching circuit module 786, and the network interfaces 788,
the digital to analog converters 790, and the analog digital
converters 792. The other components are implemented on a
common integrated circuit, separate integrated circuits, and/
or as standalone components.

[0316] FIG. 54 is a schematic block diagram of another
embodiment of a network node module that may be used as an
assembly (or portion thereof) for a door of a vehicle commu-
nication network. Each of the network node modules 864
includes the switching circuit module 786, a plurality of
network interfaces (N/W I/F) 788, a plurality of ADCs 792, a
plurality of DACs 790, a plurality of sensors 858-860 and
866-868, a plurality of user inputs, one or more cameras 876,
one or more user outputs, and a plurality of actuators 872-874.
[0317] The user inputs may include window control (e.g.,
up, down, lock, etc.), mirror control (for the driver door), seat
control, etc. The user outputs may include one or more audio
outputs (e.g., speaker or speaker driver), alarms, etc.

[0318] The plurality of sensors 858-860 and 866-868 may
include window sensors 866 for sensing motion, interfering
objects (e.g., hand, arm, etc.) and/or other window sensory
functions. The sensors may also include mirror sensors 868,
activate sensors, acoustic sensors 860, and or any other sen-
sors that may be implemented in the door that enhance per-
formance of the vehicle, occupants and/or driver comfort,
and/or safety of the vehicle.

[0319] Theplurality of actuators 872-874 may include win-
dow actuators 872, minor actuators 874, and/or any other
actuator that may enhance the performance of the vehicle,
enhance occupant and/or driver comfort, and/or enhanced
safety of the vehicle. In addition, the actuators may include
airbag actuators for side airbags and/or other safety related
actuators.

[0320] The camera 876 may be used to record in cabin
video of the driver, occupants, etc. For example, the video
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may be used to detect driver distractions, which may be
interpreted by an electronic control unit to generate a corre-
sponding response to minimize the driver’s distraction.

[0321] The door network node module 864 may be imple-
mented as one or more integrated circuits, may include more
or less components than shown, and/or may be implemented
as one or more network node modules. For example, the
network node module 864 may be implemented using one
integrated circuit to support the circuitry of the port 812, the
switching circuit module 786, and the network interfaces 788,
the digital to analog converters 790, and the analog digital
converters 792. The other components are implemented on a
common integrated circuit, separate integrated circuits, and/
or as standalone components.

[0322] FIG. 55 is a schematic block diagram of another
embodiment of a network node module that may be used as an
assembly (or portion thereof) for a rear seat of a vehicle
communication network. The network node module 878
includes the switching circuit module 786, a plurality of
network interfaces (N/W I/F) 788, a plurality of ADCs 792, a
plurality of DACs 790, a plurality of sensors, one or more rear
seat entertainment input 880, one or more rear seat entertain-
ment outputs 882, and a plurality of actuators.

[0323] The plurality of sensors may be used to sense occu-
pants’ movement, position, posture etc. The plurality of
actuators may be used to adjust the seat position, heating the
seat, cooling the seat, providing a massage function, etc. For
example, the sensors may provide information to a seat elec-
tronic control unit the other network fabric, where the seat
electronic control unit interprets the data to determine an
occupant’s movement posture, position etc. In this instance,
the seat electronic control unit generates control signals that
are transmitted via the network fabric to the seat network note
module 878, which the actuators receive and adjust the seats
position accordingly.

[0324] The rear seat entertainment inputs 880 and outputs
882 relate to a rear seat entertainment unit (e.g., DVD player,
CD player, videogame console, etc.). The rear seat entertain-
ment inputs 880 may relate to source selection (e.g., DVD,
CD, video game, etc.), channel selection, volume control,
video game controller, etc. The rear seat entertainment out-
puts 882 may be a display, headphone jack, speakers, a 3-D
display, etc. Note that ifthe rear seat entertainment inputs 880
and/or outputs 882 are digital devices, the corresponding
ADC 792 or DAC 790 may be omitted.

[0325] The rear seat network node module 878 may be
implemented as one or more integrated circuits, may include
more or less components than shown, and/or may be imple-
mented as one or more network node modules. For example,
the network node module 878 may be implemented using one
integrated circuit to support the circuitry of the port 812, the
switching circuit module 786, and the network interfaces 788,
the digital to analog converters 790, and the analog digital
converters 792. The other components are implemented on a
common integrated circuit, separate integrated circuits, and/
or as standalone components.

[0326] FIG. 56 is a schematic block diagram of another
embodiment of a network node module that may be used as an
assembly (or portion thereof) for an engine of a vehicle com-
munication network. The network node module 884 includes
the switching circuit module 786, a plurality of network inter-
faces (N/W 1/F) 788, a plurality of ADCs 792, a plurality of
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DACs 790, a plurality of sensors 886-892, a plurality of
actuators 894-900, and/or a plurality of electronic control
units (ECU) 902-908.

[0327] The plurality of electronic control units 902-908
includes one or more engine control units 902, one or more
by-wire applications 904 (e.g., drive by wire, steer by wire,
brake by wire, etc.), safety related functions 906, and/or diag-
nostic functions 908. For each type of electronic control unit
902-908, the network node module 884 may include one or
more sensors and/or one or more actuators. For example, if
the network node module 884 includes an engine electronic
control unit 902, the network node module 884 may also
include one or more engine actuators 894 and/or one or more
engine sensors 886. As another example, if the network node
module 884 includes a by-wire electronic control unit 904,
the network node module 884 may also include one or more
by-wire actuators 896 and/or one or more by-wire sensors
888. As yet another example, if the network node module 884
includes one or more safety electronic control units 906, the
network node module 884 may also include one or more
safety actuators 989 and/or one or more safety sensors 890.
As a further example, if the network node module 884
includes one or more diagnostic electronic control units 908,
the network node module 884 may also include one or more
diagnostic actuators 900 and/or one or more diagnostic sen-
sors 892.

[0328] The engine network node module 884 may be
implemented as one or more integrated circuits, may include
more or less components than shown, and/or may be imple-
mented as one or more network node modules. For example,
the network node module 884 may be implemented using one
integrated circuit to support the circuitry of the port 812, the
switching circuit module 786, and the network interfaces 788,
the digital to analog converters 790, and the analog digital
converters 792. The other components are implemented on a
common integrated circuit, separate integrated circuits, and/
or as standalone components.

[0329] FIG. 57 is a schematic block diagram of another
embodiment of a network node module that may be used as an
assembly (or portion thereof) for a transmission of a vehicle
communication network. The network node module 910
includes the switching circuit module 786, a plurality of
network interfaces (N/W I/F) 788, a plurality of ADCs 792, a
plurality of DACs 790, a plurality of sensors 888-892 and
912, a plurality of actuators 896-900 and 914, and/or a plu-
rality of electronic control units (ECU) 904-908 and 916.
[0330] The plurality of electronic control units 904-908 and
916 includes one or more transmission control units 916, one
or more by-wire applications 904 (e.g., drive by wire, steer by
wire, brake by wire, etc.), safety related functions 906, and/or
diagnostic functions 908. For each type of electronic control
unit, the network node module 910 may include one or more
sensors and/or one or more actuators. For example, if the
network node module 910 includes a transmission electronic
control unit 916, the network node module 910 may also
include one or more transmission actuators 914 and/or one or
more transmission sensors 912. As another example, if the
network node module 910 includes a by-wire electronic con-
trol unit 904, the network node module 910 may also include
one or more by-wire actuators 896 and/or one or more by-
wire sensors 888. As yet another example, if the network node
by includes one or more safety electronic control units 906,
the network node module 910 may also include one or more
safety actuators 898 and/or one or more safety sensors 890.
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As a further example, if the network node module 910
includes one or more diagnostic electronic control units 908,
the network node module 910 may also include one or more
diagnostic actuators 900 and/or one or more diagnostic sen-
sors 892.

[0331] The transmission network node module 910 may be
implemented as one or more integrated circuits, may include
more or less components than shown, and/or may be imple-
mented as one or more network node modules. For example,
the network node module 910 may be implemented using one
integrated circuit to support the circuitry of the port 812, the
switching circuit module 786, and the network interfaces 788,
the digital to analog converters 790, and the analog digital
converters 792. The other components are implemented on a
common integrated circuit, separate integrated circuits, and/
or as standalone components.

[0332] Note that each of the network node modules of
FIGS. 43-57 may be stand-alone network node module
coupled to a switch module or to a bridge-routing module.
Alternatively, or in addition to, each of the network node
module of FIGS. 43-57 may be a device module coupled to a
network node as shown in FIGS. 41 and 42.

[0333] FIG. 58 is a schematic block diagram of an example
of an occupant environment within a vehicle. The occupant
environment includes a seat, a plurality of sensors 918-930,
and a plurality of actuators 932. The sensors 918-930 may be
audio sensors 920, climate sensors 918, seat sensors 922,
infrared sensors 924, radio frequency sensors 926, and/or
touch sensors 928. The actuators 932 may be seat actuators
932. The sensors 918-930 and actuators 932 may be in a
steering wheel network node module, within a seat network
node module, within a door network node module, and/or
within a dashboard network node module.

[0334] Thetouch sensor 928 may be used to detect whether
the driver has one or more hands on the steering wheel. The
touch sense data is communicated via the network fabric to a
processing module that interprets the data. For example, the
processing module may interpret the touch sensed data to
determine whether the driver has one or more hands on the
steering wheel, the position of the driver’s hands, the force at
which the driver is grabbing the steering wheel, etc. Based on
this data, the processing module may generate one or more
responses. For example, if the data indicates that the driver
has his or her hands off the steering wheel for a predetermined
period of time, the processing module may generate an
audible and/or visual alarm. As another example, if the data
indicates that the driver is grabbing the steering wheel with
excessive force, the processing module may generate control
signals that activate a chair massage to relax the driver.
[0335] The infrared sensors 924 and/or the RF sensors 926
may be used to track the eye movement of the driver, the
driver’s head position, the driver’s hand and/or body move-
ment, hand gestures, etc. The driver sensed data is commu-
nicated via the network fabric to a processing module that
interprets the data. For example processing module may inter-
pret the driver sensed data to determine whether the driver is
focused on the road, is distracted, is falling asleep, is indicat-
ing a visual command, etc. Based on this data, the processing
module may generate one or more responses. For example, if
the driver is determined to be falling asleep, the processing
module may generate an audible alarm, a visual alarm, may
activate one or more seat actuators to shake the driver, etc.
[0336] The audio sensors 920 may be used to detect ambi-
ent noise, receive audible commands from a vehicle occu-
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pant, etc. The audio data is communicated via the fabric
network to one or more processing modules that interpret the
audio data. For example, if the sensor is detecting ambient
noise, the processing module may utilize the ambient noise
audio data for noise cancellation, surround sound balancing,
in-cabin equalization, and/or other audio processing adjust-
ments. As another example, if the audio relates to a voice
command, a corresponding processing module interprets the
voice command and generates a corresponding response. As
a specific example, the voice command may be to adjust the
seat position. In this specific example, the processing module
generates one or more commands that it provides, via the
network fabric, to one or more seat actuators, which process
the commands to adjust the seat.

[0337] Theclimate sensors 918 may be used to detect ambi-
ent temperature, air movement, air quality, etc. The climate
sensed data is provided to one or more processing modules
via the network fabric. The processing modules interpret the
climate sensed data and, based on this interpretation, the
processing module may generate one or more responses. For
example, if the climate sensed data indicates that the tempera-
ture is above a desired setting, the processing module may
generate one or more commands to lower the terminal tem-
perature, increase the fan rate, and/or other climate adjust-
ment. Such commands are provided via the network fabric to
the corresponding actuators. As another example, if the cli-
mate sensed data indicates that the air quality is below a
desired setting, the processing module may generate a com-
mand to enable air filtering, switch to internal circulation of
air to bringing in external air, the reverse, etc.

[0338] FIG. 59 is a logic diagram of an embodiment of a
method for processing occupant sensed data that begins by
determining whether one or more persons are in the vehicle
934. If only the driver is in the vehicle, the method proceeds
by a receiving driver sentenced data 936. If, however, there
are other occupants besides the driver in the vehicle, the
method continues by receiving driver sensed data and other
occupant sensed data 938.

[0339] The method continues by processing the driver
sensed data 940 and, if any, the other occupant sensed data
942. For other occupant sensed data, the method continues by
determining whether the occupant sensed data indicates
whether an environmental adjustment should be made 944.
For example, if the ambient temperature is above a desired
setting, an adjustment may be made to the temperature setting
and/or to the fan rate. As another example, if the occupant
sensed data relates to a change in the occupants seat position,
the processing module generates the corresponding com-
mands, which are provided via the network fabric to the
appropriate actuators. At this point, with respect to the occu-
pant sensed data, the method repeats 946.

[0340] For driver sensitive data, the method continues by
determining whether the driver’s actions relate to a safety
issue 948. If not, the method continues by determining
whether the driver’s actions relate to a control gesture 950. If
not, the process continues by adjusting the environment based
on the driver sensed data 944. Note that the adjustment to the
environment may be based on both the driver sensed data and
the other occupants sensed data.

[0341] If the driver’s actions relate to a safety issue, the
method continues by determining whether there is also an
externally sensed safety issue 952 (e.g., a potential collision
detection, icy road conditions detection, tire blowout detec-
tion, etc.). If not, the processing module generates one or
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more control signals to activate a driver awareness measure
(e.g., an audible alarm, a visual alarm, shake the seat, etc.) in
response to the driver’s inattentiveness to driving 954.
[0342] Ifthere is also an externally sensed safety issue, the
method continues by activating auto safety precaution mea-
sures (e.g., auto braking, auto steering, auto transmission
adjustment, etc.) 956. The method continues by determining
whether the auto safety measures were successful in avoiding
an accident 958. If yes, the method repeats 960. If not, the
method continues by recording the driver sensed data in a
one-time programmable (OTP) memory device 962.

[0343] FIG. 60 is a diagram of an example of a moving
recording time window 964 for recording real-time data, such
as sensor data (e.g., driver sensed data and/or occupant sensed
data) captured by one or more sensors within the vehicle. The
recording time window 964 may have a fixed duration, such
as a few minutes in length to one or more hours in length.
Provided that the vehicle is not in an accident, older driver
sensed data is overwritten with newer driver sensed data as
the recording time window 964 moves forward in time 966.
[0344] When an accident 970 is detected, the recording
time window 964 is frozen such that a sufficient amount of
data preceding the accident 970 and following the accident
970 is stored in a one-time programmable memory device.
For example, if the time window 964 is 45 minutes in dura-
tion, the 30 minutes preceding the accident 970 and the min-
utes following the accident 970 may be frozen and provided
to the one-time programmable memory device.

[0345] In addition to recording sensor data during vehicle
operation, video data of the exterior and/or interior of the
vehicle may be recorded in a one-time programmable
memory device when an accident 970 is detected. The video
data may further include audio data, if the camera is capable
of capturing sound. In this instance, the exterior video data
may be recorded in the same one-time programmable
memory device or its own one-time programmable memory
device. Note that each camera may have its own one-time
programmable memory device, share a one-time program-
mable memory device, and/or a combination thereof.

[0346] In addition to recording data during vehicle opera-
tion, the system may be enabled to record proximity video
data when the vehicle is in a parking lot and/or when the
vehicle is not in operation. In this instance, if an accident 970
happens while the vehicle is not operating (e.g., is parked in a
parking lot), the recording time window 964 will be frozen
around the accident 970. In this manner, video evidence may
be obtained of the vehicle or vehicles causing the accident,
even if the driver of the other vehicle or vehicles leaves the
scene of accident 970.

[0347] FIG. 61 is a schematic diagram of an embodiment of
one or more vehicle black boxes 972. Each video black box
972 may receive video data 974 captured by one or more
peripheral cameras 976 and sensor data 978 captured by one
or more sensors 980. In general, the video black box 972
includes memory that stores the corresponding real-time data
during the recording time window and includes circuitry that
when an accident is sensed, freezes the recording time win-
dow, and downloads the real-time data within the frozen
recording time window in a one-time programmable memory.
[0348] FIG. 62 is a schematic diagram of another embodi-
ment of a vehicle black box 972 that includes a port 982, a
network interface module 984, random access memory 986, a
processing module 988, a local power source 990, a one-time
programmable memory 992, and a radio frequency interface
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module 994. The local power source 990 may be a battery,
power harvesting circuit (e.g., generates a supply voltage
from radio frequency signals, heat, solar energy, etc.), a bat-
tery charger, and/or a combination thereof.

[0349] In an example of operation, the vehicle black box
972 is coupled to a network switch module 996 and receives
video data and/or sensor data therefrom. The network inter-
face module 984 provides the real-time data (video and/or
sensor data) to the RAM 986 and to the processing module
988. The processing module 988 facilitates the storage of the
real-time data in the RAM 986. The amount of storage within
the RAM 986 and the amount of data per second correspond
to the recording time window. For example, if the RAM 986
has a storage capacity of 250 Gb, the data rate is 10 Mb per
second, the RAM 986 can store 25,000 seconds of data (e.g.,
approximately 7 hours). Note that the recording time window
may be shorter than the capacity of the memory and corre-
sponding data rate (e.g., it may be an hour fora 7 hour capable
memory/data rate combination).

[0350] As time passes without an accident, the older data
stored in the RAM 986 is overwritten with newer data. When
an accident is detected, a collision indication is provided to
the processing module 988, which instructs the RAM 986 to
download the real-time data within the RAM 988 to the
one-time programmable memory 992. In one embodiment,
the processing module 988 instructs the RAM 986 to begin
downloading data to the OTP memory 992 with the data
immediately preceding and immediately following the colli-
sion indication such that the most likely relevant data is stored
first. Once this data is stored, the processing module 988 may
instruct the RAM 986 to download additional data. In addi-
tion, the processing module 988 may activate the local power
source 990, which provides power to the video black box 972
to enable the downloading of data to the one-time program-
mable memory 992. In other embodiments, the local power
source 990 may further provide power to one or more external
devices within the vehicle via the vehicular communication
network through port 982.

[0351] The data stored in the one-time programmable
memory 992 may be retrieved through the RF interface 994 in
accordance with a one-time programmable memory 992
communication protocol. For instance, after an accident,
emergency services may utilize a radio to communicate with
the RF interface 994 to access the data in the one-time pro-
grammable memory 992. To protect the data, the communi-
cation protocol is proprietary to the auto manufacturer and the
emergency services such that only emergency services may
access the data.

[0352] In the alternative and depending on the severity of
damage to the vehicle, the one-time programmable memory
992 may be accessed via the network fabric (vehicular com-
munication network) through port 982. In this instance, a
computer device coupled to the network fabric may access the
data stored in the one-time programmable memory 992. In
this manner, an entity that is authorized to access a vehicle
network fabric may retrieve the data.

[0353] FIG. 66 is alogic diagram of another embodiment of
amethod for controlling power distribution within a vehicular
communication network that may be performed by a POE
distribution module within a network node module. The
method begins by monitoring current draw of each device of
the network node module 1074. The method continues by
determining whether the current draw for each device
exceeds a current limit threshold 1076.



US 2012/0105637 Al

[0354] If the current draw of a device exceeds the current
limit, the POE distribution module disables power to the
device 1078 and sends a corresponding message to the POE
management module 1080. The method then continues by
determining whether to resume providing power to the device
1082. Such a determination may be based on receiving a
signal from the POE management module, a retry mecha-
nism, an indication that the device has been replaced, and/or
another indication. If power to the device is to be resumed, the
method continues by enabling power to the device 1084. Note
that the monitoring of the current draw of a device and cor-
responding disabling power to the device is done on a device-
by-device basis.

[0355] If the current draw of the devices does not exceed a
current limit, the method continues by determining whether a
message to reset a device is received 1086. If yes, the method
continues by disabling power to the device 1078 and sending
a corresponding message to the POE management module
1080. The POE distribution module will resume providing
Power to the device upon receipt of a message from the POE
management module to do so.

[0356] If a message to reset a device is not received, the
message continues by determining whether a message to
power down a device is received 1088. If not, the method
repeats as shown. If so, the method continues by disabling
power to the particular device 1078 and sending a message to
the POE management module that the device has been pow-
ered down 1080. The POE distribution module will resume
providing Power to the device upon receipt of a message from
the POE management module to do so.

[0357] FIG. 67is aschematic diagram of an embodiment of
a network interface 1026 within a vehicular communication
network. The network interface 1026 of a network node mod-
ule includes a network transceiver 1090 and protocol process-
ing unit that includes a protocol controller 1092 and/or a
processing module 1094. The network transceiver 1090 pro-
vides the physical layer interface to the network fabric for the
corresponding device. The controller functions to receive and
store bits to/from the processing module 1094, which func-
tions to interpret messages and generate messages corre-
sponding to the data to/from the network fabric.

[0358] Inan example of operation, the network transceiver
1090 receives data from a device. As shown, the device is an
electronic control unit (ECU) 1096 that functions in accor-
dance with an existing vehicle communication protocol (e.g.,
one of the protocols referenced in FIG. 1), but may be any
vehicle device. In this example, the network transceiver 1090
receives a legacy protocol formatted frame 1098 from the
ECU 1096. The processing module 1094 and/or protocol
controller 1092 interpret the frame to determine that it is a
legacy protocol frame 1098, includes raw data, or is formatted
in accordance with the global vehicle network communica-
tion protocol.

[0359] Forthelegacy protocol, the processing module 1094
and/or controller 1092 then determines to re-packetize the
frame or to encapsulate the legacy protocol frame 1098 in the
payload section 1114 of a modified network frame/packet
1100. In addition, the processing module 1094 and/or con-
troller 1092 generates the data for the vehicle network field
1106 of the modified network frames/packet 1100. For
example, if the ECU 1096 relates to a mission-critical func-
tion, the appropriate data will be inserted into the vehicle
network field 1106.
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[0360] To re-packetize a frame, the processing module
1094 and/or protocol controller 1092 interprets the legacy
protocol frame 1098 to extract a destination address, source
address, type/length information, payload, cyclic redundancy
check, and any other relevant information of the legacy pro-
tocol frame 1098. Having extracted this data, the processing
module 1094 and/or protocol controller 1092 reconstructs the
modified network packet 1100 to include a preamble 1102,
start of frame 1104, vehicle network field 1106, the destina-
tion address 1108, the source address 1110, type/length 1112,
the payload 1114, the cyclic redundancy check 1116, and a
gap 1118 in accordance with the protocol of the vehicle
network communication system.

[0361] To encapsulate the legacy protocol frame 1098 into
a modified network frame 1100, the processing module 1094
and/or protocol controller 1092 interprets the legacy frame
1098 to extract the destination address and the source address.
The processing module 1094 and/or protocol controller 1092
generates a preamble 1102, start of frame 1104, the vehicle
network field 1106, the destination address 1108 based on the
extracted destination address, a source address 1110 based on
the extracted source address, a type/length 1112, a payload
1114 that includes at least a portion of the legacy protocol
frame 1098, the CRC 1116, and a gap 1118. Depending on the
length of the legacy protocol frame 1098, it may be com-
pletely encapsulated in the payload 1114 of the modified
network frame 1100 or divided into sections, where each
section is encapsulated in the payload 1114 of a modified
network frame 1100.

[0362] For raw data (i.e., a signal stream not formatted in
accordance with a legacy protocol or with the global vehicle
network communication protocol), the protocol processing
module converts the data into one or more packets (or frames)
in accordance with the global vehicle network communica-
tion protocol. For global vehicle network communication
protocol frames (or packets), the protocol processing module
provides the frames (or packets) to the network transceiver in
accordance with the locally managed prioritization scheme.
[0363] For anincoming packet from the network fabric, the
processing module 1094 and/or protocol controller 1092
interprets the vehicle network field 1106 to determine the type
of frame or packet (and its priority level). Based on this
information, the processing module 1094 and/or protocol
controller 1092 facilitates prioritize processing of the packet/
frame 1100 as previously discussed or as may be subse-
quently discussed. In addition, the processing module 1094
and/or protocol controller 1092 may packetize the incoming
packet 1100 into the legacy pro