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(57) ABSTRACT 

The disclosed invention relates to a re-synchronization sys 
tem that operates in a Switching arrangement receiving a 
plurality of incoming data packets. The Switching arrange 
ment is made of an active Switch card that transmits the 
incoming data packets and a backup Switch card that may be 
re-activated by an operator after replacement. The re-syn 
chronization system is implemented in each Switch card. 
When the backup switch card is re-activated, both switch 
cards receive the incoming data packets and the system of the 
invention allows to re-synchronized both switch cards by 
controlling the transmission of the incoming data packets out 
of each Switch card until the same data packets are transmit 
ted. The re-synchronization system further comprise storage 
for storing the incoming data packets and detector for detect 
ing a re-synchronization information among the incoming 
data packets. 

11 Claims, 14 Drawing Sheets 
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SYSTEMAND METHOD FOR PACKET 
SWITCH CARDS RE-SYNCHRONIZATION 

TECHNICAL FIELD 

The present invention relates to the transmission of data 
packets such as ATM packets between Local Area Networks 
(LAN) interconnected by a Switch engine and relates in par 
ticular to a packet loss less system and method for packet 
Switch cards re-synchronization. 

BACKGROUND ART 

Local Area Networks (LAN) such as Ethernet or token-ring 
networks, are generally interconnected through hubs. The 
hub is a system made of LAN adapters that communicate 
together through a Switch card. The Switch card is mainly 
composed of input ports, output ports and a shared memory. 
The data packets received by the input ports are stored into 

the shared memory at address locations determined by queues 
containing the packet destination addresses. Then the packets 
are de-queued to be transmitted to the destination output 
ports. 
Any hardware failure on the Switch card is damageable on 

the data packet transfer, and one common solution to prevent 
any hardware failure is to duplicate the switch card. 

This solution consists in having two Switch cards, where 
one switch is active while the other is backup. During normal 
operation, both Switches operate in parallel meaning that: 

they both receive the same commands coming from a Con 
trol Point of the switching system; 

they both receive the same data packets coming from the 
LAN adapters: 

they both transmit the same data packets. However, the 
LAN adapters receive the data packets from only the 
active Switch card. 

In case of the active Switch card replacement, the backup 
Switch card is Substituted to the active one and operates in 
place of this latter. The LAN adapters then receive the data 
packets from the newly connected backup switch. When the 
active Switch card is re-activated, a major difficulty is to have 
the two Switches re-synchronized on the same data packets. 
This problem is not solved in the existing Switch systems 
which admit lost data packets. 

Therefore there is a need for a packet loss less system for 
data packet Switch re-synchronization. The present invention 
offers such system. 

SUMMARY OF THE INVENTION 

Accordingly, the main object of the invention is to provide 
a packet loss less re-synchronization system and associated 
method to process data transfer through active and backup 
Switch cards without losing any data packet. 

In a preferred embodiment, the re-synchronization system 
operates in a Switching arrangement that receives a plurality 
of incoming data packets. The Switching arrangement is made 
of an active Switch card that transmits the incoming data 
packets and a backup Switch card that may be re-activated by 
an operator after replacement. The re-synchronization system 
is implemented in each switch card. When the backup switch 
card is re-activated, both Switch cards receive the incoming 
data packets and the system of the invention allows to re 
synchronized both Switch cards by controlling the transmis 
sion of the incoming data packets out of each Switch card until 
the same data packets are transmitted. The re-synchronization 
system further comprise means for storing the incoming data 
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2 
packets and means for detecting a re-synchronization infor 
mation among the incoming data packets. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other objects, features and advantages of the 
invention will be better understood by reading the following 
more particular description of the invention in conjunction 
with the accompanying drawings wherein: 

FIG. 1 is a schematic block diagram of a data transmission 
system including four LANs interconnected by a hub accord 
ing to the principles of the invention; 

FIG.2 represents schematically a redundant Switching sys 
tem where each adapter transfers/receives data packets 
to/from the two switches; 

FIG. 3 is a schematic block diagram of the incoming data 
packet flow structure located on each switch card of FIG. 2; 

FIG. 4 details the Lease Address Selector block of FIG. 3; 
FIG.5 details the Release Address Selector block of FIG.3: 
FIG. 6 details the Remote Switch Logic block of FIG.3: 
FIG. 7 illustrates a data packet synchronisation within 

Fifo's content of the two switch cards; 
FIG. 8A and 8B are flow charts of the de-queue operations 

of the state machine of FIG. 5; 
FIG.9 to FIG. 13 illustrate Fifos content of the two Switch 

cards during the steps of Switch cards re-synchronization. 

DETAILED DESCRIPTION OF THE INVENTION 

The invention is preferably implemented in a data trans 
mission environment as illustrated on FIG. 1. For sake of 
simplicity, the environment is made of four Local Area Net 
works (LAN) 10 1, 10 2, 10 3, and 10 4 but it could be 
extended to a plurality of LANs and as such a LAN is also 
denoted 10 i in the description. LANs 10 i are intercon 
nected together by a hub 12 that may be of the type ATM, 
Ethernet, or token-ring. Each LAN is connected to a switch 
ing system 14 within the hub 12 by means of a respective 
adapter card 16. 1 for LAN 10 1, adapter card 16 2 for LAN 
10 2, adapter card 16 3 for LAN 10 3 and adapter card 16 4 
for LAN 10 4. Each adapter card (also denoted 16 i) sends 
data packets by means of a data bus-in (bus-in 13 1 to bus-in 
13 4) connected to input ports of the Switching system 14. 
Each adapter card receives data packets by means of a data 
bus-out (bus-out 15 1 to bus-out 15 4) connected to output 
ports of the switching system 14. Then, a data bus-in 13 i 
carries data packets from the respective adapter card 16 i to 
Switching system 14 and data bus-out (15 i) carries data 
packets from Switching system 14 to the adapter card 16 i. 

Referring now to FIG. 2, the switching system 14 is 
Zoomed. Switching system is made of two distinct Switch 
cards, an active Switch card 14 1 and a backup Switch card 
14 2. These two Switch cards communicate through a Switch 
bus 24 and are controlled by Control Point card block 21 
through bus 20. The system of the invention is preferably 
implemented within the transmit data path of each switch 
card. Each Switch card contains a control system operating 
with a shared memory in read operations. The two control 
systems communicate together through the Switch bus 24 to 
perform the data packet re-synchronization. 
As it will be further detailed, after a switch card replace 

ment, the operator enters a command through the Control 
Point device to allow each adapter to send a specific data 
packet herein called re-synchronisation data packet for each 
priority level. 

Generally, a data packet is made of a header and a payload. 
The header contains information Such as a destination 
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address, a priority level, and the payload contains the data. To 
operate the re-synchronisation method of the present inven 
tion, a specific bit called the re-synch bit is set within the 
header of the re-synchronisation data packet. The re-synch bit 
is active only for each re-synchronisation data packet while is 
inactive for the normal flow of data packets. 

Referring now to FIG. 3, the system of the invention is 
illustrated as part of one switch card. For the ease of descrip 
tion, the transmission of data packets is exemplified for data 
packets issued from adapter card 16. 1 on data bus-in 13 1. 
switched through active switch 14-1 and send to adapter card 
16 2 on data bus-out 15 2. 

It is to be easily understood that adapter cards 16 1 and 
16 2 along with the number of priorities (up to four levels in 
this description) are only taken as example. In the preferred 
embodiment, each Switch card is mainly composed of: 

a Shared Memory 250: 
a Header Detection and Packet Validation block 1001; 
a Memory Write entity made of: 

an En-queue Register block 380 1, 
a Lease Address Selector block 350, 
a Memory Write Controller block 150; 

a Memory Read entity made of: 
four De-queue Priority FIFO's blocks 512 1, 512 2. 
5123 and 5124, 

a Release Address Selector block 300, 
a Memory Read Controller block 200, 
a Destination Output Buffer block 280 2: 

a Free Buffer Queue block 400; and 
a Remote Switch Logic block 450. 
The structure and operating of the different blocks are now 

described. 

Shared Memory (250): 
The Shared Memory receives data packets from adapter 

card 16. 1 on data bus-in 13 1 and transmits them to adapter 
card 16 2 on data bus-out 15 2 through the Destination Out 
put Buffer block 280 2. Write and Read operations within the 
Shared Memory are respectively controlled by bus 160 and by 
bus 210. 

Header Detection and Packet Validation (100 1): 
The Header Detection and Packet Validation block 100 1 

receives data packets from adapter card 16 1 through data 
bus-in 13 1. When a valid data packet is detected, the desti 
nation address, the priority level and the re-synch bit are 
extracted and generated on bus 140 1. Therefore this bus is 
made of the destination address bus, four priority level signals 
and one re-synch signal. Simultaneously, a write enable sig 
nal 130 1 is activated. 
Memory Write Entity: 
The Memory Write Entity is made of the En-queue Regis 

terblock 3801, the LeaseAddress Selector block 350 and the 
Memory Write Controller block 150. 

To detail each task: 
a. The En-queue Priority Register block 380 1 contains the 
memory address where to store an incoming data packet. 
The address comes from the Free Buffer Queue block 400 
through bus 410. The output bus 370 1 is connected to the 
Lease Address Selector block 350. 

b. The Lease Address Selector block 350 is detailed in FIG. 4. 
Its function is to transfer to the De-queue Priority FIFOs 
the memory address stored into the En-queue Register 
block 380 1 through a Buffer block 351 along with a 
re-synch signal 140 11 derived from bus 140 1. These two 
information are carried onto bus 360. This buffer block 351 
is controlled by a decode logic made of a Decoder block 
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4 
353 and a Gate block 352. The Decoderblock 353 receives 
the destination address and the priority level of the incom 
ing data packet on bus 140 1. In our example, for the 
destination address of port #2, only one chip select signal is 
activated among the four priority signals 360 1, 360 2. 
360 3, 360 4. These chip select signals are carried out to 
the Remote Switch Logic block 450 and to four De-queue 
Priority FIFO's of port #2 blocks512 1,512 2,512. 3 and 
512 4. 

c. The Memory Write Controller block 150 controls the 
Shared Memory block 250 through bus 160. The write 
address is available on bus 360 and the write command is 
available on signal 130 1. 

Memory Read Entity: 
The Memory Read Entity is made of the four De-queue 

Priority FIFO's blocks 512 i, the Release Address Selector 
block 300 and the Memory Read Controller block 200. 
To detail each task: 

a. When an incoming data packet is stored into the shared 
memory block 250, the content of bus 360 i (re-synch 
signal and memory address of the incoming packet) are 
stored into the corresponding De-queue Priority FIFO 
block 512 i. The four input FIFO data busses are dotted 
and connected to bus 360. Each input FIFO write signal is 
connected to a chip select signal 360 i. The four output 
FIFO data busses 332 iand the four input FIFO read signal 
322 i are connected to the Release Address Selector block 
3OO. 

b. The Release Address Selector block 300 for destination 
adapter 16 2 is detailed in FIG. 5. Its function is to de 
queue memory read addresses and corresponding re-synch 
signals. A State Machine 380 controls the de-queueing in a 
round-robin fashion from the highest priority level “1” to 
the lowest priority level “4”. The read address of incoming 
bus 332 i is connected to a Buffer block 342 i and to a 
Comparator block 352 i while the re-synch signal of 
incoming bus 332 i is connected to the State Machine 
block 380 and to the Remote Switch Logic block 450 by 
signal 312 i. The output busses of the buffer blocks 342 i 
are dotted and connected to the Memory Read Controller 
block 200 through bus 220. The Comparator block 352 i 
compares the output address to zero which is default value 
when there is no address stored into the FIFO. The result is 
received by State Machine block 380 on signal 362 i. The 
State Machine 380 also generates the De-queue Priority 
FIFO read signals 322 i and the buffer output enable sig 
nals 382 i. These latter four signals provide through Gate 
block 390 the read signal 221 to the Memory Read Con 
troller block 200 and to the Destination Output Buffer 
block 280 2. The State Machine block 380 is clocked by 
the outgoing data packet clock received on signal 381. 

c. The Memory Read Controller block 200 controls the 
Shared Memory block 250 through bus 210. The read 
address is available on bus 220 and the read command is 
available on signal221. The data packet is transmitted from 
the memory to adapter 16 2 through the Destination Out 
put Buffer block 280 2 on bus 15 2. 

Free Buffer Queue block (400): 
The Free Buffer Queue block 400 contains memory 

addresses ready to be used. Its output bus 410 provides 
addresses to the En-queue Register for memory write opera 
tions. Its input bus 220 receives addresses from the Release 
Address Selector block 300 when a memory read operation 
has been completed. 
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Remote Switch Logic (450): 
The Remote Switch Logic block 450 exchanges the re 

synchronization information with the backup Switch card 
block 14 2 through bus 24. This bus connects the output 
signals of remote switch logic block 450 of switch card 14 1 
to the input signals of remote switch logic block 450 of switch 
card 14 2 and vice-versa. Referring to FIG. 6, the Remote 
Switch Logic block 450 is composed of a Connector block 
455 and four 2-input AND gates (one per priority level) 
blocks 462 i. The connector block 455 is made of an output 
bus 312 i and an input bus 472 i. Each output Re-synch 
signal 312 i is connected to one input of AND gate block 
462 i and the other input of AND gate block 462 i is con 
nected to the input bus 472 i. When the backup switch card 
block 14 2 detects its synchronization data packet, it acti 
Vates its own output Re-synch signal 312 i which then acti 
vates the input signal 472 iofactive switch card through bus 
24. The input signal 472 i is transmitted to the Release 
Address Selector block 300 onto bus 452 ithrough AND gate 
462 i as the Release signal. 
The principle of operation of the system is now described 

as previously explained with adapter 16 1 transmitting data 
packets with different priority levels to adapter 16 2. 
Case #1: 

Data packets are built by adapter 16 1 with the re-synch bit 
de-asserted which is the normal operation. The following 
process applies for each data packet within each Switch card 
blocks 14 1 and 14 2. 

Each data packet is received by the Header Detection and 
Packet Validation block 100 1 on bus 13 1 which performs 
the following tasks: 

extracting the destination address, the priority level and the 
re-synch bit to create bus 140 1 made of the destination 
address bus, four priority level signals and one re-synch 
signal; 

sending these information to the Lease Address Selector 
block 350 through bus 140 1: 

informing the Write Memory Controllerblock 150 through 
signal 130 1 to perform a write operation. 

Next the Lease Address Selector block 350 performs the 
following tasks: 

decoding the destination address and the priority level to 
activate one chip select among the four priority signals 
360 i which enables Buffer block 351 through gate 
block 352: 

transmitting the address stored into the En-queue Register 
block 380 1 to the Write Memory Controller block 150. 
This address was previously taken from the Free Buffer 
Queue block 400; 

storing this address along with the re-synch bit into the 
corresponding De-queue Priority FIFO block 310 i. 

Finally the Write Memory Controller block 150 allows to 
store the data packet into the Shared Memory block 250. At 
this stage the addresses stored into each De-queue Priority 
FIFO are waiting for a transmission to port #2 as illustrated in 
FIG. 7. Both switches are synchronised and have exactly the 
Same queues. 
The de-queue of each FIFO is a background task per 

formed by the Release Address Selector block 300 and more 
precisely by State Machine block 380. As illustrated in FIG. 
8a, the State machine operates per priority from the highest 
priority FIFO (block 802) to the lowest priority FIFO (block 
808). The objective is to have a higher priority FIFO emptied 
before processing a next one. As shown on FIG. 8a, the higher 
priority FIFO is first checked on step 802. If it is empty, then 
the next priority level FIFO is checked on step 804, otherwise 
the FIFO is emptied through a de-queueing process on step 
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6 
803. When the FIFO is empty the next priority level FIFO is 
checked on step 804. These checking and de-queueing opera 
tions are run for all FIFOs. 
The de-queue process is illustrated on FIG. 8b for first 

FIFO, and is made of the following operations: 
in step 8002: checking if the re-synch variable is active. For 

the normal flow of data packets the re-synchronization 
bit is not set (i.e. the re-synch variable is not active) and 
the state machine goes to step 8004 through branch No, 
otherwise the process goes to step 8014 (branch Yes); 

in step 8004: the FIFO is read and the data contained into 
the De-queue Destination FIFO block 512 1 is pushed 
out onto bus 332 1 by activating signal 322. 1: 

in next step 8006: the address bus ofbus 332 1 is compared 
by comparator block 352 1 to zero which is the default 
value when the FIFO is empty: 
if the control signal 362. 1 is not activated (branch No), 

an address is available and the state machine goes to 
step 8008; otherwise 

if the control signal 362. 1 is activated (branch Yes), the 
FIFO is empty and the state machine exits the de 
queue process for this priority and next FIFO is 
checked on step 804. 

in step 8008: checking if the re-synch signal of bus 332 1 
is active. In normal operation this signal is not set and the 
state machine goes to step 8010 (branch No) to complete 
the data packet transfer. The state machine then activates 
signal 382 1 to perform the following tasks: 

1/enabling buffer block 342 1 which outputs the address to 
Memory Controller block 200 through bus 221; 

2/activating the read signal 221 through gate 390; 
3/releasing the address into the Free Buffer Queue block 

400 for further use: 
4/the data packet is read from the shared memory block 250 

but only the active switch card enables the Destination Output 
Buffer block 280 2 to transfer the data packet to adapter 16 2 
onto output bus 15 2: 

5/at the end of the transfer the state machine goes back to 
step 8002. 

otherwise, if the re-synch signal is active on step 8008, the 
state machine goes to step 8012 (branch Yes) to perform 
a re-synchronization operation as described hereafter 
with case #2. 

Case #2: 

Let's assume that the backup switch card block 14 2 has 
been replaced by the operator. As illustrated in FIG. 9, the 
queues of the backup switch cardblock 14 2 are empty while 
the queues of the active switch card block 14 1 are transmit 
ting the normal data traffic. 
Then the operator initialises the backup switch card block 

14-2 and the data packets are then received by both switch 
cards, stored into the shared memory of each card and de 
queued as previously described. 

Next, the operator enters the appropriate commands to 
allow each adapter to send a re-synchronization data packet 
for each priority level. The re-synchronization data packet is 
illustrated on FIG. 10 and following FIGS. 11 to 13 as a 
checkerboard rectangle stored in each FIFO. To recall, the 
re-synchronization data packet does not contain any valid 
data payload but has a re-synch bit activated in its header. 
As illustrated in FIG. 11 when the re-synchronization data 

packet has reached the bottom of a FIFO by the backup switch 
card block 14 2, the following operations illustrated on FIG. 
8b are performed by its State Machine block 380: 

in step 8002: checking if the re-synch variable i is active. 
The previous received packets being data packets the 
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re-synch variable i is not active and the state machine 
goes to step 8004 through branch No: 

in step 8004: the re-synchronization data packet contained 
into the De-queue Destination FIFO block 512 1 is 
pushed out onto bus 332 1 by activating signal 322 1. 
The activated re-synch signal 312 1 enables the AND 
gate block 462. 1 and is transmitted to the active switch 
card block 14 1 through cable 24: 

in step 8006: the control signal 362. 1 is not activated, the 
address of the re-synchronization data packet is avail 
able and the state machine goes to step 8008 through 
branch No: 

in step 8008: the re-synch signal being active, the state 
machine goes to step 8012 through branch Yes; 

in step 8012: setting a re-synch variable i. This variable is 
set to skip the reading of the De-queue Destination FIFO 
of the backup switch card until the re-synchronization 
data packet is detected by the active switch card; 

in step 8014: checking the status of the Release signal 
coming from the active switch card block 14 1: 
until the Release signal 452. 1 is activated the state 

machine exits the de-queue process from branch No. 
At a next re-entry of the de-queue process, the state 
machine 380 of the backup switch card block 14 2 
performs step 8002 where the re-synch variable i' is 
checked active, the process goes to step 8014 where 
the release signal is not active and thus exits the de 
queue process from branch No. The backup switch 
card block 14 2 does not empty its De-queue Desti 
nation FIFO until the active switch card block 141 
detects its re-synchronisation data packet; 

as illustrated in FIG. 12, finally the re-synchronization 
data packet is detected by the active switch cardblock 
14 1 which activates its re-synch signal 312 1. This 
signal is transmitted to the backup Switch card 
through cable 24 to the other input of AND gate block 
462. 1. Its output activates the Release signal 452 1. 
This mechanism occurs simultaneously on both 
switch cards. At their next re-entry both state 
machines are now able to jump from step 8014 to step 
8016 through branch Yes. The re-synch variable is 
reset and the state machine exits the de-queue process 
for this priority. FIG. 13 illustrates the status of each 
FIFO at this stage. It should be noted that the re 
synchronization data packet is not transmitted to the 
adapter. Both FIFOs for priority #1 are now synchro 
nized. This mechanism repeats for each priority. 

The invention claimed is: 
1. In a Switching system (14) for transmitting a plurality of 

incoming data packets, the Switching system being made of 
an active Switch card (14-1) and a backup Switch card (14-2), 
a re-synchronization system for re-synchronizing the Switch 
cards comprising in each Switch card: 

a storage means (150, 250,350, 400, 380,512) for storing 
the incoming data packets to create stored packets; 

a detection means (100) for detecting re-synchronization 
information among the incoming data packets, wherein 
the re-synchronization information comprises data 
within a re-synchronization data packet, and the detec 
tion means comprises header detection and packet vali 
dation logic that extracts a destination address, priority 
level, and resynch-bit for placement as signals on one or 
more destination buses coupled with a write enable sig 
nal; and 

a synchronization means (200, 280, 300, 450), coupled to 
the detection means and to the storage means, for Syn 
chronizing a transmission of stored data packets out of 
the active switch card (14-1) with another transmission 
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8 
of stored data packets out of the back-up Switch card 
(14-2) in response to the detected re-synchronization 
information, wherein the synchronization means con 
trols the transmissions until identical data packets are 
transmitted, and, thereby, permitting the re-synchroniz 
ing of the Switch cards. 

2. The system of claim 1 wherein the synchronization 
means for synchronizing the data packets transmission fur 
ther comprise a communication means (24) for communicat 
ing the re-synchronization information between the active 
switch card (14-1) and the backup switch card (14-2). 

3. The system of claim 1 or 2 wherein the data packets 
comprise a header and a payload and wherein the detection 
means comprise means for checking a bit status in the header 
of each incoming data packet. 

4. The system of claim 3 wherein the header of each data 
packet further comprise a destination address and a priority 
level, and wherein the storage means for storing the incoming 
data packets comprise memory means for storing the payload 
of each incoming data packet and enqueueing means for 
enqueueing per priority level the memory address where the 
payload of each incoming data packet is stored. 

5. The system of claim 4 wherein the synchronizing means 
for synchronizing the data packets transmission further com 
prise de-queueing means for de-queueing per priority level 
the content of the enqueueing means according to the re 
synchronization information exchanged between the active 
and the backup Switch cards. 

6. The system of claim 5 wherein the de-queueing means 
further comprise a State Machine (380) to operate a 
de-queueing process in a round-robin fashion from the high 
est priority level to the lowest priority level. 

7. The system of claim 1 further comprising at least one 
Source network adapter (16-1) to send the incoming data 
packets to said Switching system and at least one destination 
network adapter (16-2) to receive the data packets transmitted 
out of the Switching system based on an address of the desti 
nation adapter among the data packets. 

8. The system of claim 7 further comprising a user access 
device (21) coupled to the at least one source network adapter 
to enter the re-synchronization information. 

9. The system of anyone of claim 1 or 8 wherein the 
incoming data packets are compatible with an asynchronous 
transfer mode format. 

10. The system of claim 8 further including at least one 
local area network (LAN) operatively coupled to the at least 
one source adapter. 

11. A re-synchronization system comprising: 
a Switching card; 
memory on said Switching card to store incoming data 

packets; 
detector on said Switching card to detect re-synchroniza 

tion data within said incoming data packets, wherein the 
detector comprises header detection and packet valida 
tion logic that extracts a destination address, priority 
level, and resynch-bit for placement as signals on one or 
more destination buses coupled with a write enable sig 
nal; and 

a controller having an output port, the controller coupled to 
the memory and to the detector said controller being 
operable to synchronize a data transmission at the output 
port with another data transmission from another Switch 
card in response to detection of the re-synchronization 
data, wherein the controller controls the transmissions 
until identical data packets are transmitted, and, thereby, 
permitting the re-synchronizing of the Switch cards. 
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