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(57) ABSTRACT 

A system to automatically gather attribute data about ele 
ments such as networks, network interface cards, operating 
systems, device types, installed Software, processes in 
execution, financial data, etc. in an organization or a desig 
nated Subset of the organization. Fingerprint files are used, 
each fingerprint file corresponding to an element of a 
specific type and each containing a list of attributes that will 
be found if that element exists in the system. Each finger 
print contains or points to one or more collection instruc 
tions which control a data collector process to attempt to 
gather attribute data. Each fingerprint contains or points to 
rules that are used to analyze the attribute data gathered to 
calculate the probability that the element exists. The rules 
can be fired sequentially, in if-then-else fashion or can be 
incorporated in a script in loops and with mathematical 
manipulations, tests and branching for more sophisticated 
analysis. Fingerprints can be turned on and off by configu 
ration data and can be used in a logical order to do discovery 
without any prior knowledge of the systems being analyzed. 
A refresh schedule and collection calendar control how often 
the fingerprints are used in Some embodiments, and col 
lected data is stored with time stamps to enable analysis of 
changes in the data over time. 

33 Claims, 20 Drawing Sheets 
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1. 

APPARATUS AND METHOD TO 
AUTOMATICALLY COLLECT DATA 
REGARDING ASSETS OF A BUSINESS 

ENTITY 

BACKGROUND OF THE INVENTION 

Business organizations, and large companies and govern 
ments in particular have a need to have up-to-date informa 
tion regarding the equipment that exist in an organization, 
the programs that are installed on these devices, which 
programs are actually in execution at any particular time. In 
addition, other data, such as financial information is needed 
to understand characteristics such as costs being incurred by 
the organization by virtue of the existence and use of various 
assets. Thus, management usually is interested in knowing 
costs to run a particular type of server. Management usually 
wants to know what leases exist and what their terms are. 
Management often also wants to know which software 
licenses exist and the terms of those licenses such as how 
many copies of the program are licensed and costs for use of 
the licensed software versus that actual number of copies of 
the licensed software the organization is actually using and 
how frequently the program is being used. There are a 
myriad of other issues management is interested in knowing 
about an organization and a myriad of different ways in 
which this information must be gathered. 

This information is important to management to enable it 
to make better decisions regarding managing the business 
entity. Prior to the invention, most of the various types of 
information of interest had to be gathered manually which 
made it subject to errors and not always completely up-to 
date. In addition, this manual effort represents overhead 
burden on the labor resource available to the corporation in 
performing work which is not directly related to producing 
products or services for sale. As such, it represents a drain 
on the assets of the organization. 

It is useful to have a management tool which is able to 
automatically gather information about any business orga 
nization. It is also useful for such a tool to be able to gather 
all or most of the needed information without having any 
particular foreknowledge about the types of computers, 
operating systems and installed programs that the organiza 
tion has. 

In order to automatically gather information accurately 
regarding which application programs are installed on a 
computer, it is necessary to know which file names and file 
types and which dynamic linked libraries, etc. will be 
present if a particular application program is fully installed 
on a computer. This information must be known for every 
possible application program (or at least the ones which are 
to be automatically detected by the computer) and version 
thereof. 

In order to determine what type of computing devices 
exist at each network address and other information about 
the machine, the proper queries that may be made to the 
operating system running on the machine to return informa 
tion about the computer on which the operating system is 
running must be known. Frequently, the type of operating 
system running on each machine in all or a designated Subset 
of networks of a large organization is not precisely known. 
A prior art tool exists which allows automatic detection of 

the type of operating system which exists on a computer at 
a particular network address, but this tool cannot detect what 
type of computer the operating system is running on, the 
CPU speed, the chip set in use, or the mounted file system, 
the files thereof which are accessible or the application 
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2 
programs which are installed. The way this prior art tool 
works is to send a specific type of network packet to the 
unknown machine at the network address. This network 
packet has an undefined response packet. Each operating 
system deals with arrival of such a packet differently. By 
examining the response packet, the prior art tool determines 
which type of operating system is operating on the unknown 
machine. 

However, to gather all the information needed by the 
financial officers and managers of a company today requires 
people to report every time a new machine is purchased, a 
new license is signed, a new lease or maintenance agreement 
is signed, new software is installed etc. Given the fact that 
people in the organization are busy trying to do their other 
jobs and make Sure their systems do not fail, this type of 
manual reporting system soon fails and becomes out of date. 
Further, when there is turnover, the new employee does not 
know where the last employee left off in the reporting 
process. 

No current system of which the inventive entity is aware 
has the ability to automatically determine the types of 
machines and operating systems that an organization has 
installed, the software that is installed on these machines, 
extract key terms from licenses, maintenance agreements, 
financial documents, etc. and automatically gather any other 
type of data that leaves a mark on a company. Specifically, 
no prior art system can detect: which operating system is 
installed on each computer in an organization; the type of 
computer and other information about the computer Such as 
the mounted file system, chip set, available files, network 
cards installed; which software programs are installed on 
each computer and which processes are running on the 
computer, and, use predefined data collection procedures to 
collect financial and other types of data, and then encode all 
the gathered information in a data structure which can be 
mined for information by management. 

Other prior art systems exist which monitor and/or control 
the use or performance of Software on machines in a user's 
organization such as the systems offered by Globetrotter. In 
these systems, computers in the network of a user have 
known Software applications installed on them. These agent 
programs are installed on these computers which monitor 
which programs are running and report launches to a licens 
ing server for purposes of obtaining an authorization for the 
launch. The licensing server sends back an authorization or 
denial message, and the agent either lets the launch proceed 
or kills the application. These type systems were formerly 
offered by Wyatt River Software and Rainbow and similar 
systems were offered by Globetrotter. Other systems utilize 
agents which gather information about utilization of a com 
puter's resources and report that information to a central 
server which stores it and uses it for analysis or billing 
purposes. Systems for monitoring the utilization of assets in 
a company are offered by Computer Associates as the 
Unicenter product, BMC Patrol, HP OpenView, Tivoli, etc. 
None of these type prior art systems can automatically 

identify what types of assets the company has or extract key 
provisions of financial documents, leases, licenses, etc. 

Therefore, a need has arisen for a system which can 
automatically determine the resources, i.e., computers, oper 
ating systems, application programs, that are installed on the 
networks of a company and automatically gather financial 
information Such as costs, the existence and terms of leases, 
licenses, etc. A tool is needed to evaluate, encode, and store 
the gathered information in a data structure which can be 
used by management to get an accurate, up-to-date picture 
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of the make-up of a business organization at any point in 
time to enable better management decision making. 

SUMMARY OF THE INVENTION 

A system within the genus of the invention provides 
method and apparatus to collect information of different 
types that characterize a business entity and consolidate all 
these different types of information about the hardware, 
Software and financial aspects of the entity in a single logical 
data store. The data store and the data collection system will 
have three characteristics that allow the overall system to 
scale well among the plethora of disparate data sources. 
The first of these characteristics that all species within the 

genus will share is a common way to describe all informa 
tion as element/attributes structures. Specifically, the generic 
way to describe all information creates a different element/ 
attribute data structure for each different type of information, 
e.g., server, Software application program, Software license. 
Each element in an element/attribute data structure contains 
a definition of the data type and length of a field to be filled 
in with the name of the asset to which the element corre 
sponds. Each element/attribute data structure has one or 
more definitions of attributes peculiar to that type element. 
These definitions include the semantics for what the attribute 
is and the type and length of data that can fill in the attribute 
field. For example, a server element will have attributes such 
as the CPU server type, CPU speed, memory size, files 
present in the mounted file system, file system mounted, etc. 
The definitions of each of these attributes includes a defi 
nition of what the attribute means about the element (the 
Semantics) and rules regarding what type of data (floating 
point, integer, String, etc.) that can fill in the attribute field 
and how long the field is. Thus, all attribute instances of the 
same type of a particular element that require floating point 
numbers for their expression will be stored in a common 
floating point format so programs using that attribute 
instance data can be simpler in not having to deal with 
variations in expression of the data of the same attribute. In 
some embodiments, all attribute data that needs to be 
expressed as a floating point number is expressed in the 
same format. The invention does not force all data sources 
to conform to it. Whatever format the data source provides 
the attribute data in, that data will be post processed to 
conform its expression in the collected data store to the 
definition for that attribute in the element/attribute data 
structure in terms of data type, data field length and units of 
CaSU. 

A license type element will have attributes such as the 
license term in years or months, whether the license is 
worldwide or for a lesser territory, price, etc. 

The second characteristic that all species within the genus 
will share is provision of a generic way to retrieve attribute 
data regardless of the element and the type of attribute to be 
received. This is done by including in each attribute defi 
nition in an element/attribute data structure a pointer to one 
or more “collection instructions'. In some embodiments, the 
collection instruction for each attribute type is included in 
the attribute definition itself. These “collection instructions' 
detail how to collect an instance of that particular attribute 
from a particular data source Such as a particular server type, 
a particular operating system, a particular individual (some 
collection instructions specify sending e-mail messages to 
particular individuals requesting a reply including specified 
information). More specifically, each attribute of each ele 
ment, regardless of whether the element is a server, a lease, 
a maintenance agreement, etc., has a set of collection 
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instructions. These collection instructions control data col 
lectors to carry out whatever steps are necessary to collect an 
attribute of that type from whatever data source needs to be 
contacted to collect the data. The collection instructions also 
may access a collection adapter which is a code library used 
by the collector to access data using a specific access 
protocol. 
The definition of each attribute in the element/attributes 

data structure may include a pointer to a “collection instruc 
tion'. The collection instruction is a detailed list of instruc 
tions that is specific to the data source and access protocol 
from which the attribute data is to be received and defines 
the sequence of steps and protocols that must be taken to 
retrieve the data of this particular attribute. Each time this 
“collection instruction' is executed, an instance of that 
attribute will be retrieved and stored in the collection data 
store. This instance will be post-processed to put the data 
into the predefined format for this attribute and stored in the 
collected data structure in a common data store at a location 
therein which is designated to store instance of this particu 
lar attribute. 
As an example of a collection instruction, Suppose CPU 

speed on a UNIX server element is the desired attribute to 
collect. For UNIX servers, there is a known instruction that 
can be given to a UNIX server to cause it to retrieve the CPU 
speed. Therefore the “collection instruction” to collect the 
CPU speed for a UNIX server type element will be a logical 
description or computer program that controls the collection 
gateway to, across a protocol described by the collection 
instructions, give the UNIX server the predetermined 
instructions or invoke the appropriate function call of an 
application programmatic interface provided by UNIX serv 
ers of this type to request the server to report its CPU speed. 
The reported CPU speed would be received from the col 
lection gateway and stored in the collected data table. 

Another example of a “collection instruction' on how to 
collect data for a particular type of attribute would be as 
follows. Suppose the attribute data needed was the name of 
the database administrator for an Oracle database. The 
“collection instruction' for collection of this attribute would 
be a program that controls the collection gateway to send an 
email message addressed to a particular person asking that 
person to send a reply email giving the name of the Oracle 
database administrator. The program would then scan 
returning emails for a reply from this person and extract the 
name of the database administrator from the email and put 
it in the collected data table. Typically, the email would have 
a fixed format known to the definition program Such that the 
definition program would know exactly where in the email 
reply the Oracle database administrator's name would 
appear. A "collection instruction' to extract the maintenance 
costs attribute of a software license type element typically 
would be a definition or code that controls the data collector 
program to access a particular license file, read file looking 
for a particular field or alphanumeric string with a semantic 
definition indicating it was the maintenance cost and extract 
the maintenance cost and put that data into the data store. 
The third characteristic that all species within the genus of 

the invention share is that information of all different types 
collected by the agent programs using the definitions is 
stored in a single common physical data store after post 
processing to conform the data of each attribute to the data 
type and field length in the attribute definition for that 
attribute of that element/attribute data structure. The ele 
ment/attribute descriptions, containment or system-Sub 
system relationships between different element/attributes 
and collected data all are stored in one or more unique data 
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structures in a common data store. By post processing to 
insure that all attribute data is conformed to the data type and 
field length in the element/attribute definition, correlations 
between data of different types is made possible since the 
format of data of each type is known and can be dealt with 
regardless of the source from which the data was collected. 
In other words, by using a generic element/attribute defined 
structure for every type element and attribute, all the data 
collected can be represented in a uniform way, and programs 
to do cross-correlations or mathematical combinations of 
data of different types or comparisons or side-by-side views 
or graphs between different data types can be more easily 
written without having to deal with the complexity of having 
to be able to handle data of many different types, field 
lengths but with the same semantics from different sources. 
These characteristics of the data structures allow data of 
different types selected by a user to be viewed and/or 
graphed or mathematically combined or manipulated in 
some user defined manner. This allows the relationships 
between the different data types over time to be observed for 
management analysis. In some embodiments, the user speci 
fications as to how to combine or mathematically manipulate 
the data are checked to make Sure they make sense. That is 
a user will not be allowed to divide a server name by a CPU 
speed since that makes no sense, but she would be allowed 
to divide a server utilization attribute expressed as an integer 
by a dollar cost for maintenance expressed as a floating point 
number. 
The descriptions of the type and length of data fields 

defining the element/attribute relationships are stored, in the 
preferred embodiment, in three logical tables. One table 
stores the element descriptions, another table stores the 
descriptions of the type and length of each attribute data 
field, and a third table stores the mapping between each 
element and the attributes which define its identity in a 
"fingerprint. All complex systems have systems and Sub 
systems within the system. These “containment” relation 
ships are defined in another table data structure. Once all the 
attribute data is collected for all the elements using the 
“collection instructions' and data collector, the data for all 
element types is stored in one or more “collected data” tables 
in the common data store after being post processed to make 
any conversions necessary to convert the collected data to 
the data type and length format specified in the attribute 
definition. These “collected data” tables have columns for 
each attribute type, each column accepting only attribute 
data instances of the correct data types and field lengths 
defined in the element/attribute definition data structure and 
having the proper semantics. In other words, column 1 of the 
collected data table may be defined as storage for numbers 
Such as 5 digit integers representing CPU speed in units of 
megahertz for a particular server element reported back by 
the operating system of that server element, and column two 
might be assigned to store only strings such as the server's 
vendor name. Each row of the table will store a single 
attribute instance data value. 
An attribute data instance stored in the collected data table 

is a sample of the attributes value at a particular point in 
time. In the preferred embodiment, each entry in the data 
table for an attribute has a timestamp on it. The timestamp 
indicates either when the attribute data was collected or at 
least the sequence in which the attribute data was collected 
relative to when attribute data for other elements or attribute 
data for this element was previously created. There is 
typically a refresh schedule in the preferred species which 
causes the value of some or all of the attributes to be 
collected at intervals specified in the refresh schedule. Each 
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6 
element can have its own refresh interval so that rapidly 
changing elements can have their attribute data collected 
more frequently than other elements. Thus, changes over 
time of the value of every attribute can be observed at a 
configurable interval. 

In addition to the refresh interval, data collection follows 
collection calendars. One or more collection calendars can 
be used to control at which time, day, and date data collec 
tion is to take place. Data collection may also take place as 
the result of user activity. 

In the preferred embodiment, this data store can be 
searched simultaneously and displayed in a view or graph 
defined by the user to observe relationships between the 
different pieces of data over time. This is done using a 
“correlation index' which is a specification established by 
the user as to which attribute data to retrieve from the 
collected data table and how to display it or graph it. The 
data selected from the collected data tables is typically 
stored in locations in a correlation table data structure at 
locations specified in the “correlation index”. 

This use of a common data store allows easy integration 
of all data into reports and provides easy access for purposes 
of cross referencing certain types of data against other types 
of data. 
A “collection instruction' is a program, Script, or list of 

instructions to be followed by an agent computer called a 
“data collector” to gather attribute data of a specific attribute 
for a specific element (asset) or gather attribute data asso 
ciated with a group of element attributes. For example, if the 
type of an unknown operating system on a particular com 
puter on the network is to be determined, the “collection 
instruction' will, in one embodiment, tell the collection 
gateway to send a particular type or types of network packets 
that has an undefined type of response packet. This will 
cause whatever operating system is installed to respond in its 
own unique way. Fingerprints for all the known or detectable 
operating systems can then be used to examine the response 
packet and determine which type of operating system is 
installed. Another example of a “collection instruction' is as 
follows. Once the operating system has been determined, it 
is known what type of queries to make to that operating 
system over which protocols to determine various things 
Such as: what type of computer it is running on; what file 
system is mounted; how to determine which processes 
(computer programs in execution) are running; what chip set 
the computer uses; which network cards are installed; and 
which files are present in the file system. A “collection 
instruction' to find out, for example, which processes are 
actually in execution at a particular time would instruct the 
agent to send a message through the network to the operating 
system to invoke a particular function call of an application 
programmatic interface which the operating system provides 
to report back information of the type needed. That message 
will make the function call and pass the operating system 
any information it needs in conjunction with that function 
call. The operating system will respond with information 
detailing which processes are currently running as listed on 
its task list etc. 
A “fingerprint’ is a definition of the partial or complete 

identity of an asset by a list of the attributes that the asset can 
have. The list of attributes the asset will have is a “defini 
tion' and each attribute either contains a link to a “collection 
instruction' that controls a data collector to obtain that 
attribute data for that element or directly includes the 
“collection instruction' itself. Hereafter, the "definition' 
will be assumed to contain for each attribute a pointer to the 
“collection instruction' to gather that attribute data. For 
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example, if a particular application program or Suite of 
programs is installed on a computer Such as the Oracle 
Business Intelligence Suite of e-business applications, cer 
tain files will be present in the directory structure. The 
fingerprint for this version of the Oracle Business Intelli 
gence Suite of e-business applications will, in its included 
definition, indicate the names of these files and perhaps other 
information about them. The fingerprint’s definition will be 
used to access the appropriate collection instructions and 
gather all the attribute data. That attribute data will then be 
post processed by a data collector process to format the 
collected data into the element/attribute format for each 
attribute of each element defined in data structure #1. Then 
the properly formatted data is stored in the collected data 
store defined by data structure #4 which is part of the 
common data store. Further processing is performed on the 
collected data to determine if the attributes of an element are 
present. If they are sufficiently present, then the computer 
will be determined to have the Oracle Business Intelligence 
Suite of e-business applications element installed. In reality, 
this suite of applications would probably be broken up into 
multiple elements, each having a definition defining which 
files and/or other system information need to be present for 
that element to be present. 

Fingerprints are used to collect all types of information 
about a company and identify which assets the company has 
from the collected information. In one sense, a fingerprint is 
a filter to look at a collected data set and determine which 
assets the company has from that data. Almost anything that 
leaves a mark on an organization can be "fingerprinted'. 
Thus, a fingerprint may have attribute definitions that link to 
collection instructions that are designed to determine how 
many hours each day each employee in each different group 
within the company is working. These collection instruc 
tions would typically send e-mails to Supervisors in each 
group or to the employees themselves asking them to send 
back reply e-mails reporting their workload. 
A fingerprint must exist for every operating system, 

application program, type of computer, lease, license or 
other type of financial data or any other element that the 
system will be able to automatically recognize as present in 
the business organization. 
One system within the genus of the invention will first 

collect all the information regarding computers, operating 
systems that are installed on all the networks of an entity and 
all the files that exist in the file systems of the operating 
systems and all the financial information. This information 
is gathered automatically using protocols, utilities, or API's 
available on a server executing the instructions of “defini 
tions” on how to collect each type of data to be collected. 
The collected attribute data is stored in a data structure, and 
the attribute data is then compared to “fingerprints' which 
identify each type of asset by its attributes. A determination 
is then made based upon these comparisons as to which 
types of assets exist in the organization. 

Another system within the genus of the invention will 
iteratively go through each fingerprint and determine which 
attributes (such as particular file names) have to be present 
for the asset of each fingerprint to be deemed to be present 
and then collect just that attribute data and compare it to the 
fingerprints to determine which assets are present. Specifi 
cally, the system will decompose each fingerprint to deter 
mine which attributes are defined by the fingerprint as being 
present if the element type corresponding to the fingerprint 
is present. Once the list of attributes that needs to be 
collected for each element type is known, the system will 
use the appropriate definitions for these attributes and go out 
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8 
and collect the data per the instructions in the definitions. 
The attribute data so collected will be stored in the data store 
and compared to the fingerprints. If sufficient attributes of a 
particular element type fingerprint are found to be present, 
then the system determines that the element type defined by 
that fingerprint is present and lists the asset in a catalog 
database. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating the environment in 
which the invention works and some of the key elements of 
a system within the teachings of the invention. 

FIG. 2 is an example of the element/attribute data struc 
ture which defines the elements and defines the attributes of 
each element with semantic data and format data. 

FIG.3 is an example of a containment table which defines 
the system and Subsystem relationships within the system. 

FIG. 4 is an example of a user defined correlation table 
which defines which attribute data combinations a user 
wants views, graphs or other visual widgets of on her 
display. 

FIG. 5 is an example of a collected data table where the 
collector processes store the instances of collected data. 

FIG. 6 is a more detailed block diagram of the preferred 
embodiment of the program and data structure architecture 
for a server within the genus of the invention. 

FIG. 7 is an element tree data structure. 
FIG. 8 is an element table that give element names and Ids 

and pointers to collector programs. 
FIG. 9 is a table of attribute names and Ids. 
FIGS. 10A and 10B are a mapping table between element 

Ids, attribute Ids and collector ids 
FIG. 11 is a table mapping element Ids to child element 

Ids. 
FIG. 12 is a fingerprints table that maps element Ids to 

fingerprint rules. 
FIG. 13 is a collectors table that maps collector IDs to the 

corresponding collection instructions for each attribute 
mapped to the element and fingerprint currently being 
processed. 

FIG. 14 is an example of a data table that stored collected 
attribute data. 

FIG. 15 is a flowchart of a process to use fingerprints to 
automatically collect data and categorize assets. 

FIGS. 16A through 16B are a flowchart of a process to use 
fingerprints to automatically collect data using a sequential 
rule firing algorithm. 

FIGS. 17A through 17B are a process to use fingerprints 
to automatically collect data using an if-then-else rule firing 
algorithm. 

FIGS. 18A through 18B are a flowchart of a process to 
automatically collect data and categorize assets by firing 
rules and processing according to a script. 

FIGS. 19A through 19C are a flowchart of a process to 
discover the assets in a system or designated portion of a 
system starting with no knowledge of the existence of any 
networks, servers or the operating systems thereof. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Referring to FIG. 1, there is shown a block diagram 
illustrating the environment in which the invention works. 
FIG. 1 illustrates schematically the most important elements 
of a system within the teachings of the invention which can 
automatically retrieve attribute data and determine from it 
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the makeup or DNA of the organization. In other words, a 
system like that shown in FIG. 1 can automatically deter 
mine the number and type of computing hardware assets, 
installed software, key elements of information about the 
organization and extracted key information from the orga 
nization’s leases, contracts, licenses, maintenance agree 
ments, financial statements, etc. Essentially, all the impor 
tant information that defines the makeup or “genes of a 
business organization or government can be automatically 
gathered and assets automatically identified from their 
attributes. This information can be periodically re-gathered 
to present an up-to-date picture of the makeup of an orga 
nization to management at Substantially all times. 
The sources of data from which information is to be 

collected in this particular organization are server 10, person 
12 and file system 14. All these sources of data are connected 
together by a data path such a local area network 16 (which 
can be fully or partially wireless) and suitable interface 
circuitry or, in the case of a human, a workstation including 
a network interface card and an e-mail application. None of 
this hardware and software that does not form part of the 
invention is shown in detail in FIG. 1. 

Everything to the right of line 16, representing the data 
path, represents processes, programs or data structures 
within a collection and analysis server 26 which implements 
the methods and apparatus of the invention. Typically this 
server is located at the customer premises, but, in some 
embodiments, it could be located remotely and make con 
nections to the local area network of the customer via the 
internet or a dedicated WAN connection. Connections 
through the internet are more difficult to implement because 
businesses typically have firewalls and other security mea 
sures that must be dealt with before access to the internal 
LAN by a foreign computer will be granted. 
A set of collection instructions, indicated generally at 18, 

are definitions and programs which serve to define what 
types of information can be gathered from each source and 
methods and protocols of doing so. For example, collection 
definition 20 may be for a server running a Solaris operating 
system and may define that one can get files, file systems 
mounted and processes currently in execution from Such 
servers. Collection definition 22 for the file system 14 
contains data indicating Such things as the file system 
partitions, partition size, partition utilization, etc. can be 
gathered from the file system 14. The collection definitions 
then give specific step by step instructions to be followed by 
data collector processes, shown generally at 24. These 
collectors are processes in the collection server which can 
establish connections over existing protocols 16 to the 
various data sources under the guidance of the collection 
instructions 18. These processes actually collect the desired 
information needed by the system to identify which assets 
are present and extract information from people and docu 
ments that management desires to see. The collection 
instructions contain specific program instructions which 
control the collector processes 24 to traverse the network 
and communicate with the data source using the proper 
protocols and invoke predetermined function calls, read 
predetermined file or send predetermined e-mails addressed 
to specific people to extract the information needed. 

The data collectors 24 can be any processes which are 
capable of running the program instructions of the collection 
instructions. The data collector processes must be capable of 
communicating with the data source devices, people or 
processes identified in the collection instructions using the 
necessary protocol(s). Those protocols include the various 
Software layers and network communication hardware inter 
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10 
face or gateway coupled to the collection and analysis server 
26, the network protocols of whatever data path 16 the 
communication must traverse and the protocols to commu 
nicate with the appropriate process at the data source Such as 
the operating system for server 10, the e-mail program of 
person 12 or the appropriate process in file system 14. Any 
collection process that can do this will suffice. In the 
preferred embodiment, the data collectors 24 are generic 
prior art “scrapers' which have been customized to teach 
them to speak the necessary protocols such as TCP/IP. 
SNMP SSH, etc. which may be necessary to talk to the 
various data sources in the system. 

Each data collection process 24 is identical in the pre 
ferred embodiment, and they are assigned to data collection 
tasks on availability basis. In the preferred embodiment, all 
the common processing is put into the data collectors such 
as libraries or adaptors for the different protocols the col 
lector might have to use such as TCP/IP, IP only, UDP, 
Secure Sockets, SNMP, etc. This way, the collection instruc 
tions need not include all these protocols and can concen 
trate on doing the steps which are unique to gathering the 
specific data the collection instruction is designed to collect. 
In alternative embodiments, only the protocol libraries nec 
essary to gather the particular data a collection instruction is 
designed to gather can be included in the collection instruc 
tions themselves. In other embodiments, the protocol librar 
ies or adaptors can be shared by all the data collector 
processes and just accessed as needed. 

Typically, data collection requests are queued and as a 
data collector process, running locally or across the network, 
becomes available, it retrieves the next data collection 
request and the appropriate collection instruction for that 
request if it has Support for the requested collection protocol. 
Then it executes the collection instructions therein to 
retrieve the requested data and store it in the appropriate 
location in a collected data storage structure 28. In alterna 
tive embodiments, a single collection process can be used 
that has a queue of collection requests and processes them 
one by one by retrieving the appropriate collection instruc 
tion for each request and executing the instructions therein. 

Collected data structures 28, an example of which is 
shown in FIG. 5, serve as the initial repository for the 
collected data obtained by the collectors. This is typically a 
table which has a column for storage of instances of each 
different attribute, with the rows in the column storing the 
value of that attribute at each of a plurality of different times. 
The intervals between the instances of the same attribute 
data vary from attribute to attribute, and are established by 
a refresh schedule in refresh table 32 in FIG.1. Typically, all 
attributes are collected repeatedly on a “refresh schedule'. 
Subject to a collection calendar that drives at what time, day, 
and date collection shall take place. This allows analysis of 
how the value of an attribute changes over time. 
An agenda manager process 30 consults the refresh Sched 

ule for each attribute in a refresh table 32 and also consults 
a collection calendar 33 to determine times and dates of 
collection of attributes. If this schedule data indicates it is 
time to collect an attribute, the agenda manager 30 puts a 
collection request in a task queue 34 for collection. A 
collection manager 31 periodically or continually scans the 
task queue 34 for tasks to be accomplished, and if a task is 
found, the collection manager 31 gets the task from the task 
queue 34 and retrieves the appropriate collection instruction 
for the requested attribute and executes its instructions using 
an available one of the collection engines 24. The collector 
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then retrieves the data and stores it in the next available row 
of the column in collected data tables 28 that store instances 
of that attribute. 

Each column in the collected data table is designed to 
receive only attribute data of the type and length and 
semantics defined for the attribute in an element/attribute 
data structure 30. In other words, each attribute has its 
instances stored in only one column of the collected data 
table, and the instance data must be in the format defined in 
the element/attribute data structure of FIG. 2. If the collected 
attribute data is not in the proper format, it is post processed 
to be in the proper format before it is stored in the collected 
data table. This makes it easier to write programs that deal 
with the collected data because the programmer knows that 
all instances of a particular attribute will have the same 
format. In FIG. 5, the semantics of the attribute stored in 
each column and format data which defines the type of data, 
length and units of measure defined in the element/attribute 
table of FIG. 2 are listed above the double line 48, and the 
actual attribute data instances for each attribute are stored in 
each column below the double line. 
An element/attribute data structure 36 stores element 

entries for all the elements the system can identify and 
defines the attributes each element in the system has. The 
data structure 36 also serves as a catalog of all the instances 
found of a particular element type. An example of an 
attributefelement data structure 36 is shown in FIG. 2. In the 
preferred embodiment, this data structure is comprised of 
three tables. The first table, shown at 42 in FIG. 2, has an 
entry for each element definition and an entry for each 
instance of an element that has been found by the system 
with a pointer to the element definition. For example, 
elements 7 and 8 are file instances that have been found with 
pointers to element entries 5 and 6, respectively. This means 
that the file which the system found and gave an element 
identification File ID 1 is an instance of file type 1 defined 
by the attributes mapped to entry 5 in the element column. 
Likewise, the file instance found by the system and entered 
as an element at entry 8 is an instance of file type 2 defined 
by the attributes mapped to and which define the file element 
at entry 6. Likewise, the system found a server and assigned 
it ID 1 and made an entry at 9 in the element table. This entry 
has a pointer to entry 1 indicating the server instance at 9 is 
a UNIX server defined by the attributes mapped to entry 1. 
Only instances of elements have pointers in pointer column, 
and these instances define the elements that have been found 
in the system. The elements with pointer entries are a 
catalogue of everything that makes up the company. 

Typically, the element definition will be semantic data 
naming the element or telling what the element is. Each 
element has one or more attributes which are defined in a 
second table shown at 44. Semantic data and form data in 
each entry of this second table names the attribute defined by 
that entry or defines what it is and what form the attribute 
data is to take, e.g., floating point, integer, etc. For example, 
entry A in this table is an attribute named Unix file system. 
This name is a string of alphanumeric symbols 24 characters 
long or fewer. Entry B is an attribute named UNIX server 
CPU speed which will be an integer of 4 digits or fewer with 
units of mHz. Entry E is an attribute named monthly cost 
which will be a floating point number with 4 digits to the left 
of the decimal and 2 digits to the right. These definitions are 
used to post process gathered data to the format of the 
definition for storage in the collected data table 28. The third 
table, shown at 46, is a mapping table that defines which 
attributes in the second table belong to which elements in the 
first table. For example, attribute A in table 44 is an attribute 
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12 
of element 1 in table 42, and attribute D is an attribute of 
element 3. There are subsystem relationships that are inher 
ent in the data structure of FIG. 2, but not specifically 
identified. For example, element 4 “UNIX file system” is 
actually an attribute of UNIX server element 1 in table 42, 
and is defined at entry A in table 44. 

Every system may have systems and Subsystems. A con 
tainment table 38, an example of which is shown in FIG. 3, 
defines which elements are sub-elements or subsystems of 
other elements. Row 1 shows that the UNIX server, element 
1 in table 42, FIG. 2, has as a first subsystem or child 
element, the UNIX file system listed as attribute A in table 
44 of FIG. 2 and element 4 in table 42. The UNIX file system 
itself is listed as an element in table 42 because it has 
attributes mapped to it by rows 6–9 of the mapping table 46 
of FIG. 2. Specifically, the UNIX file system has as 
attributes the partition size, type of file system, and the 
partition name attributes defined at entries F, G and H in 
table 44. Row 2 of the containment table shows that UNIX 
file server element also has another subsystem which is the 
UNIX maintenance agreement defined at element entry 3 in 
table 42. The UNIX maintenance agreement has defined 
attributes D and E of table 44, i.e., the termination date and 
monthly cost. Row 3 encodes the parent-child relationship 
between the UNIX file system and a file type 1 element. Row 
4 of the containment table encodes the grandparent-grand 
child relationship between the UNIX file server and the file 
type 1 element. 
A correlation table 40 in FIG. 1 stores the attribute data 

that allows a user to see the relationships between different 
user selected attributes over time. An example of this table 
is shown in FIG. 4. The correlation table supports user 
defined visual interface “widgets of different types such as 
graphs or juxtaposition views between different attributes as 
well as other functions. This allows the user to compare 
different attributes over time such as server utilization versus 
maintenance costs. The particular example illustrated by 
FIG. 4 Supports a juxtaposed view widget comparing server 
bandwidth versus available disk space over time as com 
pared to maximum available disk space on the server. The 
correlation table is an optional element and is not part of the 
broadest definition of the genus of the invention since the 
immediate value of the system is believed to be its ability to 
automatically gather attribute data, compare it to finger 
prints, identify assets and automatically extract other impor 
tant information management needs from documents, files 
and by sending messages to people who know the needed 
information. The correlation table and visual widgets are 
nice features in various species that have greater utility 
within the inventive genus. Likewise, the refresh table and 
agenda manager functions in FIG. 1 are attributes of useful 
species within the genus but are not part of the broadest 
definition of the genus. This is because it is useful to be able 
to extract the attribute data and catalog it one time, and the 
ability to do it again periodically and automatically is nice 
to have but not essential to the most basic utility of the 
invention. 

Returning to the consideration of FIG. 1, once all the 
attribute data has been stored in the collected data table 28, 
a comparison process compares the attribute data to a 
plurality of "fingerprints' shown generally as the data struc 
tures 50. These fingerprints combine with the element/ 
attribute definitions stored in data structure 36 illustrated in 
FIG. 2, to completely define the elements, i.e., systems and 
subsystems, the system of FIG. 1 is able to automatically 
detect. The element/attribute definitions in data structure 36 
define what each element is and which attributes that ele 
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ment has. The fingerprints shown at 50 are data structures 
which define rules regarding which attributes may be found 
for that element to be deemed to exist and logical rules to 
follow in case not all the attributes of an element definition 
are found. For example, some installs of software fail, and 
not all the files of a complete installation are installed. Other 
installations of Suites of Software allow custom installations 
where a user can install only some components or tools and 
not others. The fingerprints 50 contain all the rules and logic 
to look at the found attributes and determine if a failed 
installation has occurred or only a partial installation of 
Some programs and/or tools has been selected and properly 
identify that asset to management. For example, if all the 
attributes of an Oracle database are found except for the 
actual executable program oracle.exe, the Oracle database 
fingerprint will contain one or more rules regarding how to 
categorize this situation. Usually the rule is that if you do not 
find a particular main executable file for a program, you do 
not have that program installed even if all its DLLs and other 
Support files and satellite programs are found. 
A rules engine process 52 uses the rules in the fingerprints 

and the definitions in the element/attribute data structure 36 
as a filter to look at the collected attribute data in collected 
data table 28. If all the attributes of a particular element are 
found in the collected data, an entry in the element catalog 
data store is made indicating that the element is present. If 
only some of the attributes are present, the rules compare 
applies the rules in the fingerprint for that element to 
whatever attributes are found to determine if the element is 
a partial installation of only some tools or programs selected 
by the user or an installation failure and makes an appro 
priate entry in the element catalog 54. 

Referring to, there is shown a more detailed block dia 
gram of the preferred embodiment of the program and data 
structure architecture for a server within the genus of the 
invention. Although the actual computer is not shown, all the 
functionality within the square blocks and ovals represents 
programs running on the server, and the data structures 
within the canisters represent data stored on the server's disk 
array. The collected data of table 28 is stored on one or more 
hard disks storing a file system. In this file system, there are 
physical blocks of storage dedicated to each of the data 
structures represented by the canisters on the lowest two 
rows of FIG. 6. The data structures can also be distributed 
or stored remotely. Each canister name refers to the logical 
name of the data structure. Each data structure hereafter will 
just be referred to by its name without reference to where or 
how the data is stored. The correlation data 40 is the data 
selected from the collected data by the user by specification 
of a “correlation index' which supports the user defined 
visual widgets. The log data 60 is data the server logs to keep 
track of its activities. The user/group data 62 defines which 
users are in which groups and what privileges each user has 
to exercise various functionality of the system. 

The collection and analysis server of FIG. 6 also stores a 
plurality of metadata structures which give meaning to the 
raw data stored in data structures 28, 40, 60 and 62. A user 
interface data structure 64 stores data defining the pages that 
can be viewed via the user interface and defining the types 
of “widgets” that can be displayed on the user interface. 
A fingerprint definitions data structure 50 contains the 

rules or logic used on the attribute data in collected data 
structure 28 to determine if all the attributes of the various 
elements have been found and to add the element to a 
catalog of elements. The data regarding which attributes 
each element has is stored in the elements/attributes data 
structure 36. The fingerprint definitions 50 also contain rules 
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to handle situations where not all the attributes of an element 
are found or where an element comprises a Suite of programs 
where the user can define which programs of the suite to 
install. 
A BML data structure 66 stores data which defines 

whether a particular process is or is not running or which 
defines how to use the collected data in a logical, user 
defined sequence to determine whatever the user wants to 
determine. The result of a BML is another element which 
can be displayed as a widget. 
The collection instructions data structure 18 stores sets of 

instructions for each attribute of each element which 
explains how to collect data for that element. 
A search definition data structure 68 stores data that 

defines searches a user wants to do Such as, “show me all the 
servers running Solaris. 
A correlation definition data structure 70 stores the user 

defined correlation indexes which define which views the 
user wants to see and which elements and attributes are to be 
displayed using which widgets defined in data structure 64. 
An access index data structure 72 stores data restricting 

data and views various users can see. 
A policy definitions data structure 74 stores data defining 

policies that restrict which users can exercise certain func 
tionalities of the system such as those that consume large 
amounts of server bandwidth and when they can do those 
things. 
A remote data access function 76 cooperates with a 

distribution manager function 78 to integrate two or more 
servers like those shown in FIG. 6 so that they operate like 
one server to the user. In other words, if one of the servers 
gathers and stores certain attribute data and the other server 
gathers and stores certain other attribute data, then when a 
user exercises some function on one server that needs data 
from the other server, functions 76 and 78 cooperate to go 
across the network to the other server and get the needed 
data so that the function can be performed. 

Data access function 78 provides the functionality to 
retrieve any needed metadata or attribute data or other data 
stored in data structures 28, 40, 60 and 62. 
A name manager function 80 creates and manages map 

pings between names given to data by users and the actual 
data to which the name pertains. 
An access control function 82 uses the users and groups 

privilege data and the policy definition data to block unau 
thorized users from using the system and block authorized 
users from exercising functionality they have no privileges 
to use and implement any bandwidth protection policies. 
A system interface function 84 provides the basic func 

tionality by which client applications operate the system. 
This program provides the necessary functionality to: 
authenticate users at log-on; allow users to create new 
elements and define BML definitions and define new wid 
gets; lookup definitions of attributes and collection instruc 
tions and alter them; query the system to find and show the 
values of specified attribute data; and provide a search 
template that allows the user to define what she is looking 
for by search keys and then decomposes the data in the 
search template into one or more queries. 
A remote services function 86 allows an authorized client 

applications to exercise the functionality of the collection 
and analysis server from remote locations anywhere on the 
network. 
A policy manager function 88 provides the functionality 

to control the server to implement the policies defined by the 
policy definitions data structure. 
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A rules engine 52 provides the functionality to control the 
server to automatically determine which elements are 
present in the business organization. Specifically, the rules 
engine uses the rules defined in the fingerprints and the 
element/attribute data structure definitions to analyze the 
collected attribute data in data structure 28 to determine 
which elements are present in the system and what partial 
installations or failed installations exist in the system and 
catalog them. 
An agenda manager 30 provides the functionality to 

determine when attribute data collection requests to collect 
data from data sources need to be made. This is done by 
consulting a refresh table which (not shown but represented 
by block 32 in FIG. 1) determines the intervals at which each 
attribute is collected, and by consulting a collection calender 
(not shown but represented by block 33 in FIG. 1) which 
contains data defining the dates on which various attributes 
are collected. When such a collection action is needed, the 
agenda manager places collection tasks in the task queue 34 
in FIG. 1. In the preferred embodiment, collection tasks get 
placed in the task queue automatically in accordance with a 
schedule in refresh table 32 and the collection calendar. 
Refresh may also take place as the result of a user action. 
The collection manager 31 continuously or periodically 
scans the task queue 34 in FIG. 1, and when it finds that a 
task is present, locates an available collection engine 24 and 
the correct collection instructure (20–22 in FIG. 1) for the 
attribute to be collected and causes the collection engine to 
execute the collection instruction to gather the attribute data 
and put it into the collected data store 28. 

FIGS. 7 through 14 are examples of the core data struc 
tures which enable the system to run. Although not all data 
types and fingerprints and collectors are defined in FIGS. 
7–14 for a typical system, FIGS. 7–14 are good examples of 
the core concepts. FIGS. 7–14 include: the definitions of 
very important elements or data types in every system; 
fingerprints for these important data types; examples of data 
collection instructions for various attributes; examples of 
actual data collected for these elements; examples of fin 
gerprint rules used to evaluate collected data to determine is 
an element is present or not present; the relationships 
between these data elements and their attributes; and 
examples of parent-child element containment relationships 
for these type elements. These data structures are believed to 
be unique standing alone. 

FIG. 15 is an example of a discovery process within the 
genus of processes to use the fingerprints and collection 
instructions defined in the data structures of FIGS. 7–14 to 
automatically gather data from entities in a business orga 
nization. The process of FIG. 15 also determines which of 
the elements defined in the data structures the organization 
has or does not have and/or the probabilities that the 
organization does or does not have each element. The data 
structures of FIGS. 7–14 define what the system expects to 
See or, more precisely, is capable of seeing using the process 
of FIG. 15 working with the data structures. The data 
structures of FIGS. 7–14 will be discussed jointly in con 
junction with the discussion of the process of FIG. 15 to 
illustrate how the process invention uses the data structure 
invention. 

Referring to FIG. 15, step 100 initializes a fingerprint 
search index which is used to keep track of which fingerprint 
is currently being processed. Referring to the element tree 
data structure of FIG. 7. There is a top section called Types, 
starting at line 101, which defines all the different types of 
elements the system can recognize. The defined types are 
shared in that every instance of collected data for a particular 
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type element will have the same attributes as defined in the 
type section. The numbers in parenthesis next to each 
element type is the element ID. 

There is a fingerprint section starting at line 103 which 
defines the various fingerprints that exist in the system and 
defines the types of elements the system can recognize from 
collected attribute data. There is also a section 105 which 
defines the data format for each item of data representing an 
instance of an attribute and which also stores the instances 
of the attributes. 

Each line below the types line 101 and above the finger 
print line 103, represents a different type element the system 
can gather data about and automatically recognize from the 
data. The element tree defines the structure of the data in the 
system. The indentation relationships in the element tree 
type section reflects the parent-child inheritance relation 
ships between element types. For example, the file type 
element, ID=5, online 121 has name and size attributes. The 
UNIX type on line 123 is a type of file element that inherits 
the attributes name and size of its parent type File element 
on line 121. The UNIX file type therefore has inherited 
attributes name and size and also has its own attribute 
“owner, and has an element ID of 10.5 indicating it has 
inherited attributes from element ID 5. The syntax and 
semantics of each entry in the element tree is shown at line 
125 just below the title. 
The indentations in the fingerprint section define the 

logical relationships in the discovery process of FIG. 15 
which is followed to collect the data when starting from a 
completely unknown network configuration and identify 
which elements are and are not present. For example, the 
first fingerprint that will be used is at line 107 and deter 
mines if a network is present. The network element finger 
print shows four attributes: the network ID, a mask value, a 
bottom IP address and a top IP address. This type of 
discovery process is different than the prior art because it 
starts from a completely unknown configuration and auto 
matically discovers everything it needs using fingerprints to 
define attributes and collection processes to collect the 
values of those attributes and fingerprint rules to examine 
the collected data to determine if the element is there, 
partially there or not there. In the prior art of monitoring 
systems, it was necessary to choose a monitoring system, 
identify a particular server to the monitoring system, tell the 
monitoring system what type of operating system the server 
was running and then install an agent on the server and/or 
every desktop in the LAN. The agent then goes out and 
discovers what type of network cards are installed, what 
processes are running etc. and reports back to the monitoring 
system. Thus, each time the monitoring system or agent 
software is modified, the agents had to be reinstalled on 
every server and desktop which is time consuming and 
expensive. The process of FIG. 15 and the data structures of 
FIGS. 7–14 are the enabling technologies that allow an 
entire business organizations assets to be found and cata 
logued without the huge overhead of installed agents and the 
labor of predefining to the monitoring system all the servers, 
desktops and operating systems on the LAN or LANs of the 
organization. 

If a network is found, then the next step would be to 
determine all the network interface cards that are coupled to 
the network using the NIC fingerprint at line 109. The NICs 
are all coupled to computers, so the next question is what 
types of operating systems are running on those computers. 
The Solaris 2.7 fingerprint on line 111 is one type of 
fingerprint that can be used to determine if any of the 
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computers are running this operating system. Other finger 
prints not shown would usually be present for Windows NT, 
Windows 98,etc. 

Typically, under each operating system fingerprint, there 
would be hundreds of other fingerprints defining many types 
of elements such as application program packages the 
attributes of which can be collected by invoking the proper 
function calls of the operating system. 
Once the type of operating system on a particular com 

puter has been determined, the next thing the system would 
like to know is whether it is a web server. The HTTP 
fingerprint on line 113 is used to determine if the server is 
running a web server process. 
The next question of interest to the system is who is the 

Superuser of the computer just located. That is the purpose 
of the fingerprint at line 115. Typically, the collection 
instruction in this type fingerprint will cause the system to 
send out an e-mail to an administrative person who knows 
the name of the Superuser with a request to send back an 
e-mail, although other means for collecting this data 
attribute may be encoded in the fingerprint. Next, the 
amount of memory needs to be known, and that is the 
purpose of the fingerprint at line 117. The CPU type is of 
interest next, and that is the purpose of the fingerprint at line 
119. 
The indentations in the data section starting at line 105 

just track the indentations of the fingerprint section as the 
order of the fingerprints is the order in which data is 
collected. Multiple relationships are possible between data 
elements. 

Line 127 is the data of an instance of a network found in 
the hypothetical example. This network has a network ID of 
1.1.1.0, a mask value of 255.255.255.0, a bottom IP address 
of 1.1.1.2 and a top IP address of 1.1.1.254. Line 129 
represents the data of an instance of a particular NIC that has 
been found with an IP address of 1.1.1.20 and a response 
attribute of 25 milliseconds. 

Step 100 in FIG. 15 starts the automated data collection 
process by setting the search index pointer at line 107 in 
FIG. 7. Step 102 is the process of reading the fingerprint 
entry in the element tree at the location of the pointer (line 
107 on this first pass through the loop) and determining the 
element ID to which this fingerprint pertains. In this case, the 
element ID is 101. Reference to the elements table of FIG. 
8 shows that there is no type ID or collector ID for this 
element per se. In step 104, this element ID is used as a 
search key to search a mapping table to determine which 
attributes that element has. The mapping table is shown in 
FIG. 10A. The element ID 101 for the network element is 
mapped to attribute IDs 68, 69, 70 and 71. 

Step 106 represents the process of using each of the 
attribute IDs located in step 104 as search keys in the 
attribute table of FIG. 9. In the example, all the attribute IDs 
68, 69, 70 and 71 which are mapped to element ID 101 are 
located in the table of FIG. 9. 

Step 108 represents performing the step of determining 
the collection instruction ID for each attribute mapped to the 
fingerprint and element currently being processed. One or 
more attributes can be collected through a single collection 
instruction. In alternative embodiments, the attributes will 
be obtained one at a time during each pass through the loop 
and the collection instruction ID for only one attribute will 
be found and executed on each pass through the loop and 
there will be a test at the end of the loop to determine if all 
collection instructions for all attributes mapped to the cur 
rent fingerprint have been executed. This can be an inner 
loop within an outer loop with the outer loop processing one 
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fingerprint per pass through the loop and the inner loop 
iterating as many times as there are attributes. When all the 
attributes have had their collection instructions processed in 
this alternative embodiment, the fingerprint rules are applied 
to the collected data and an appropriate entry is made in the 
data table regarding the existence, degree or probability of 
existence, or nonexistence of the element. Then the finger 
print search indeX pointer is moved to the next fingerprint to 
be processed and the processing starts again for the next 
fingerprint. In the embodiment of FIG. 15, all the attributes 
are determined in step 106 and all their collection instruction 
IDs are determined in step 108. The collection instruction 
IDs are determined by using the element ID as a search key 
in the elements table of FIGS. 10A and 10B and looking up 
the collector id in column 3 mapped to each attribute 
mapped to the element ID. In the example, these collector 
IDs are 208, 209, 210 and 211. 

In step 110, the system goes to the collectors table of FIG. 
13 and uses the collector IDs determined in step 108 to 
search for and find the collection instruction for each 
attribute mapped to the element and fingerprint currently 
being processed. Those collection instructions are circled in 
FIG. 13, and the collection instruction itself is in the 
Statement column. The protocol to use is identified in the 
Method column. 

Step 112 is the process of determining the protocol to use 
for each collection instruction for each attribute mapped to 
the fingerprint for the element currently being processed. 
This is done simply by reading the entry in the Method 
column for each of the collector IDs mapped to the element 
ID currently being processed. More than one method or 
protocol may be used in a single fingerprint to perform 
system identification by multiple means. Step 112 also 
represents the process of accessing the protocol library 
identified in the Method column and using the appropriate 
protocol from that library to execute the command or 
operation specified in the Statement column. 

Step 114 is the process of applying the fingerprint logical 
rule or rules to the attribute data collected in step 112 for the 
element currently being processed to draw a conclusion 
regarding the probability of existence or nonexistence of the 
element whose fingerprint is currently being processed. This 
is done by using the element ID as a search key to search the 
fingerprints table of FIG. 12. In the example, element ID 
maps to two different rules defined in the Rule column. The 
Seq column defines the sequence in which these rules are to 
be applied to the collected data. In the example, the first rule 
invokes a function call of an application programmatic 
interface to run a program to examine the collected network 
ID attribute data and determine if that is a valid network ID. 
If the network ID is valid, a true result is returned. The 
Trueweight and Falseweight columns give weighting factors 
to use if the result of application of the rule is true or false, 
respectively. Step 116 represents the process of drawing 
conclusions regarding the existence or nonexistence, or 
probability thereof, of the element to which the fingerprint 
currently being processed pertains. 

In step 118, an entry for the element mapped to the 
fingerprint currently being processed is made in the data 
table of FIG. 14. Referring to FIG. 7, line 127, the attribute 
data for an instance of a network having element ID 101 is 
shown. This data instance has its own ID which is 1001. In 
FIG. 14, the values for each of the attributes of the finger 
print mapped to network element ID 101 are shown on data 
instance ID 1001 in the first column (this column is labeled 
Elementid, but, more precisely, should be labeled data 
instance ID). The second column indicates this attribute data 
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was collected at a time corresponding to timestamp 40. The 
actual values for the four attributes of the network element 
specified in the fingerprint are shown in columns 3 through 
6 with the column Attr1 containing the network ID, column 
Attr2 containing the mask value for this network. 

Step 120 increments the fingerprint search pointer index 
to point at the next fingerprint to be processed. In the 
example, the next fingerprint to be processed would be on 
line 109 of FIG. 7. In alternative embodiments, before each 
fingerprint is used to collect attribute data and analyze it, 
configuration data is checked to make Sure the fingerprint is 
“turned on', i.e., the system administrator wants new 
attribute data gathered about the element that corresponds to 
the fingerprint. In the claims, fingerprints that are “turned 
on” are referred to as “active'. This functionality allows the 
system administrator to block gathering of attribute data 
about some or all elements. This can be done at every level 
of the hierarchical organization of fingerprints shown in 
FIG. 7 so that entire levels are blocked off or just some 
elements on certain levels are blocked off. In still other 
alternative embodiments, configuration data is used to turn 
fingerprints on or off and refresh schedule data is used to 
determine how often to collect the attribute data for each 
element. Each element can have its own refresh schedule. In 
this alternative embodiment, step 120 in FIG. 15 represents 
the process of picking another fingerprint which configura 
tion data indicates is turned on and which the refresh 
schedule data indicates is ripe for another discovery effort. 
Thus, the process of FIG. 15 would be repeated until every 
“active' fingerprint which was ripe for processing had been 
processed. 
The process described above to automatically gather 

attribute data and analyze it using fingerprint rules to deter 
mine the existence of the element is then repeated. In the 
example, the next fingerprint is for a network interface card. 
In gathering the attribute data for this type of element, the 
system would cycle through all the valid IP addresses of the 
network just found and send out a packet to each address to 
determine if a response was received. Each NIC which 
responds represents a device coupled to the network. Then, 
for each NIC that responds, the system wants to know the 
type of operating system the device is running and infor 
mation about whether the device is a web server, has a 
Superuser and who that is, its memory size and CPU type, 
etc. To gather that information, each of the fingerprints on 
lines 111, 113, 115, 117, 119 and 131 of FIG. 7 is processed 
as described in FIG. 15 for each NIC that responds. That is 
the meaning of the indentation of lines 111, 113, 115, 117. 
119 and 131 under the NIC fingerprint on line 109. 

There are three different species or alternative embodi 
ments regarding how fingerprint rules which are represented 
by the generic steps 114 and 116. The first is represented by 
the flowchart of FIGS. 16A and 16B. In this first alternative 
species, the one or more rules of the fingerprint are simply 
applied to the collected data sequentially, one at a time in 
step 122. A conclusion is then drawn as to the probability of 
the existence or nonexistence of the element by computing 
a running average of the weighting factors returned by 
application of each rule in step 124. The final weight 
computed from the averaging process is entered in the data 
table in a column not shown in step 118. All steps in FIGS. 
16A and 16B having the same reference number as steps in 
FIG. 15 represent the same processing as they did in FIG. 15. 
The alternative species using configuration data to turn 
fingerprints on and off and refresh schedule data to control 
the interval between collection attempts of any fingerprints 
that are turned on is indicated by step 120A. 
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A weight of 100 means the element is definitely present. 

A final weight of 0 means the element is definitely not 
present. Any weight between these two extremes means 
there is some uncertainty as to the existence of the element 
or there was, for example, a partial installation in the case of 
a software application. 
A second species represented by generic steps 114 and 

116 in FIG. 15 is represented by the flowchart of FIGS. 17A 
and 17B. In this species, the fingerprint rules are fired in an 
IF-THEN-ELSE logical fashion in step 126. This means that 
if an element has multiple rules, the first rule will be applied 
to the collected attribute data, and then branching to either 
of two other rules will occur depending upon the results of 
application of the first rule to the gathered attribute data 
thereby defining a binary tree structure. The binary tree can 
have multiple levels. This selective branching based upon 
result can occur at every level of the tree. Step 128 repre 
sents the process of drawing a conclusion as to the prob 
ability of the existence or nonexistence of the element by 
computing an average of the weighting factors returned by 
whatever fingerprint rules in the binary tree that were fired. 
All other steps in the process are the same as in FIG. 15. The 
alternative species using configuration data to turn finger 
prints on and off and refresh schedule data to control the 
interval between collection attempts of any fingerprints that 
are turned on is indicated by step 120A. 
A third species represented by the generic steps 114 and 

116 of FIG. 15 is represented by the flowchart of FIGS. 18A 
and 18B. This species uses a Script such as a scripting 
language, initially Perl, to control the application of finger 
print rules to gathered attribute data, as represented by step 
1. In this species, a script controls which rules are fired with 
branching or selection of the rules to be fired based upon the 
results of processing of other rules or mathematical manipu 
lations of attribute data or mathematical manipulation of the 
results returned from the application of other fingerprint 
rules or upon Boolean conditions found in the attribute data 
or returned by the processing of other rules. The script can 
have looping, iteration, Subroutines or any other known 
programming device and can any program structure and use 
any programming techniques required by the situation. Step 
132 represents the process of drawing conclusions as to the 
probability of existence or nonexistence of a particular 
element. This can be done by computing an average of the 
weighting factors returned from the processing of at least 
some of the rules that were fired (or all of them) or by any 
other mathematical or Boolean manipulation of the attribute 
data and/or the results returned by application of one or more 
fingerprint rules. All other steps are the same as in FIG. 15. 
The alternative species using configuration data to turn 
fingerprints on and off and refresh schedule data to control 
the interval between collection attempts of any fingerprints 
that are turned on is indicated by step 120A. 

Referring to FIGS. 19A and 19B, there is shown an 
overview process diagram of an automated discovery pro 
cess which allows the system of the invention to automati 
cally discover and characterize the computer and software 
assets of a company or designated Subset of computer and 
Software assets without any prior knowledge of the networks 
or servers in a company. The process of FIGS. 19A and 19B 
uses fingerprints in a particular logical order selected to 
allow the assets of the company to be discovered without 
any pre knowledge about what or where those assets are. 
This allows automatic discovery of the existence of net 
works, which network addresses have network interface 
cards mapped thereto, the operating systems the computers 
having those network interface cards are executing and 
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many different things that characterize each of the comput 
ers. Those things include, but are not limited to, the installed 
software, which software processes are in execution, CPU 
type, speed, memory, file system, etc. 

FIGS. 19A and 19B represent the details of how to use 
fingerprints in a particular order to determine the assets in an 
organization, but the basic steps that define the genus of this 
automated discovery process are as follows. First, use one or 
more network fingerprints to determine the existence of one 
or more networks and gather data about them to determine 
the type and attributes of any discovered network and make 
an entry in the element and data tables. Second, using the 
valid addresses of each discovered network and one or more 
network interface card fingerprints, the system probes the 
discovered networks to discover all the network interface 
cards that exist on each discovered network and the 
attributes of each. Third, for each network interface card 
found, one or more fingerprints for the operating systems the 
process is capable of detecting are used to determine the 
operating system that is controlling each computer coupled 
to one of the found networks by one of the found network 
interface cards. An entry for each found operating system is 
then made in the element and data tables that record the type 
of operating system and its attributes. Fourth, for each found 
operating system, one or more fingerprints is used which 
define the attributes of one or more elements of interest and 
rules to process gathered attribute data to determine if an 
element exists and what it is. These fingerprints are used to 
gather attribute information about each element of interest 
via said operating system. Typically, this is done by invoking 
function calls of the operating system which, when 
executed, supply information about the existence and 
attributes of said one or more elements of interest. When the 
attribute data is gathered, an entry in a data table is made 
regarding each found element. 

Turning to the exact details of the automated discovery 
process shown in FIGS. 19A through 19C, step 134 repre 
sents the step of starting with a fingerprints for one of the one 
or more different types of networks and executing collection 
instructions. These collection instructions are either in the 
network fingerprint or are found by following a pointer in 
the fingerprint to the collection instruction. The collection 
instruction automatically collects attribute data or at least 
attempts to do so. Sometimes the network will not respond 
to the collection attempts orchestrated by the fingerprint. 
That happens when the network fingerprint selected does not 
match the actual network in existence. This can happen 
when the type of network installed is unknown in the fully 
automatic process and a fingerprint is chosen at random 
from among all the network fingerprints available. In this 
case, the absence of attribute data will be recorded. 

In the preferred embodiment, step 134 is accomplished by 
starting with one fingerprint for a potential network of a 
certain type and following a pointer in the network finger 
print to a collection instruction to gather attribute data for 
that type of network. The fingerprints corresponding to each 
element ID are stored in the table of FIG. 12. The collection 
instruction for each fingerprint is stored in the table of FIG. 
13. The table of FIGS. 10A and 10B maps each element ID 
to the ID of a collector instruction and to the fingerprint for 
the element. Step 134 represents executing that collection 
instruction and gathering attribute data if possible. 

In alternative embodiments, the existence of the networks 
and their attributes may be entered by hand in the collected 
data table since it is easy to do this. 

In step 136, the rules in the network fingerprint used in 
step 134 are applied to the gathered attribute data, if any, to 
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determine whether a network of the type defined by the 
network fingerprint exists. If so, the found network is 
recorded as a network instance in the elements table Such as 
are illustrated in FIG. 5 or FIG. 14. The attributes of the 
found network including its top and bottom IP addresses are 
recorded in the collected data table. This has the effect of 
creating a map in the elements table of the networks that 
exist. 

In step 138, the process of steps 134 and 136 is repeated 
using each of the other available network fingerprints to 
determine if any other networks are present, and, if so, to 
collect attribute data for these other networks. 

For every network found, step 140 represents the process 
of selecting a fingerprint for one of the possible network 
interface cards (NICs) that may be coupled to the found 
network(s) to gather information about any NICs coupled to 
each network. This is done, on each network, by executing 
a collection instruction in the NIC fingerprint or pointed to 
by it for each of the network's valid addresses to attempt to 
contact a NIC at each address and gather attribute data about 
it. In the preferred embodiment, this is done by following a 
pointer in the fingerprint to the collection instruction. This 
phrase “following a pointer in the fingerprint to a collection 
instruction” or words to that effect includes using the ele 
ment ID as a pointer in the fingerprint table to the fingerprint 
and also as a pointer to the collection instruction for that 
fingerprint in the collectors table of FIG. 13. The collection 
instruction is performed once for each valid address of each 
network. This constitutes an attempt to contact a NIC at that 
address in a language it understands. 
As symbolized by step 144, this execution of a collection 

instruction is done at every address on the network being 
processed for which the NIC type is unknown using every 
NIC fingerprint until one of the fingerprints works or one 
runs out of NIC fingerprints and a conclusion can be drawn. 
That conclusion is that either there is no NIC at that address 
or it is not a type of NIC for which a fingerprint has been 
defined. Once a NIC has been found at a particular address, 
no further fingerprints need be used on that address, and 
processing can move to the next address until all addresses 
of the network have been processed. Then, as represented by 
step 144, all the addresses of all the other known networks 
are similarly processed to find the NICs assigned thereto or 
draw the conclusion that no NIC at all or a foreign NIC for 
which there is no fingerprint is assigned to certain addresses. 
Once the NIC fingerprint that works, if any, is found, the 

collection instructions pointed to by that NIC fingerprint are 
used to gather attribute data about the NIC at that address. 
This process is repeated at each address upon which a NIC 
is found. In other words, as symbolized by steps 144, this 
attribute data collecting process is repeated at every valid 
address of every network to find all the NICs. The whole 
process can be done one network at a time or in parallel 
using multiple data collector processes working simulta 
neously. 

Step 142 represents the process wherein the rule or rules 
in the NIC fingerprint currently being processed are applied 
to the gathered attribute data to calculate the probability that 
a NIC instance exists at the address being processed. For 
each found NIC, a NIC element instance with all the 
attributes of the NIC is recorded in the elements and 
collected data tables. As symbolized by step 144, the process 
of applying the appropriate NIC fingerprint rules to attribute 
data collected for each address which responds, is repeated 
for every address of every network until all NICs are found. 

For each NIC that is found, processing represented by step 
146 determines what type of operating system the device 
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having the NIC is executing. This can be done in several 
known ways such as by sending a specific type of network 
packet to the unknown machine at the network address. This 
network packet has a defined or undefined response packet. 
Each operating system deals with arrival of Such a packet 
differently. By examining the response packet, it is possible 
to determine which type of operating system the unknown 
machine is running. 

Alternatively, the fingerprint for each different possible 
type of operating system and version can be used to point to 
a collection instruction list which controls a data collector 
process to attempt to invoke a particular function call of a 
programmatic interface (API), a service, utility, or program 
of the operating system. Each operating system has a dif 
ferent set of APIs, services, utilities and programs. If the 
operating system responds to the attempt to invoke a par 
ticular function call of an API for a known type of operating 
system, then the operating system must be of that type since 
all other operating systems would not respond or would 
respond in a different or unexpected manner. Thus, by trial 
and error elimination, the type of operating system can be 
determined using fingerprints in one of the species repre 
sented by step 146. 
Once the type of operating system is determined, the 

proper fingerprint for that type operating system can be used 
to gather more attribute data that defines the operating 
system itself, and the appropriate operating system finger 
print rules can be applied to the gathered attribute data to 
calculate the probability that the operating system exists and 
is of the type the fingerprint being used defines, as symbol 
ized by step 146. 
Once the operating system type has been determined and 

its attribute data gathered, an operating system instance 
entry is made in the element table to indicate that device X 
is running operating system Y where X is the particular 
device host name and Y is the type of operating system, as 
symbolized by step 146. 

Then, step 146 is repeated for every NIC that responded 
to determine the operating system of every computer on the 
network, as symbolized by step 148. 
Now that the operating system is known for every device 

on all the networks (unless a rogue operating system or 
version of an operating system with no fingerprint is 
present), many different things of interest about each device 
can be determined by invoking the proper function calls of 
various APIs, services, utilities, or programs of the operating 
system. These things include but are not limited to: whether 
it is a web server, who its Superuser is; the Superuser 
password; how much memory it has: what type CPU it has 
and the speed thereof; what type of file system(s) it has and 
which file system is mounted; the files that are in the file 
system; what Software packages are installed on the com 
puter, and, which Software processes are in execution at any 
particular time. Assuming there is a fingerprint for each of 
these things and there is a way to obtain this data about each 
device, each of these things may be determined by using a 
fingerprint for an element of that type. 
The fingerprints for these other elements of interest can be 

used in any order, but sometimes there are dependencies 
built into the fingerprints. This means that attribute data 
about one element cannot be gathered until the attributes of 
another fingerprint have been gathered. For example, some 
times attribute data about a child element cannot be gathered 
until the attribute data for a parent element has been gath 
ered. If an element has a dependency, in the preferred 
embodiment, this fact will cause its attributes to not be 
gathered if the element upon which it is dependent has not 
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had its attributes gathered. However, in the preferred 
embodiment, there is a refresh table which governs the 
frequency at which each fingerprint is used. So if the element 
with the dependency has had its dependency condition 
satisfied the next time the fingerprint for the element is 
scheduled to be used, the attributes will be gathered at that 
time. In alternative embodiments, whenever the parent ele 
ment, or whatever other element is a condition precedent to 
gathering the attributes of the element in question, has its 
attributes gathered, that will automatically trigger gathering 
of attributes of all other elements which are dependent upon 
it. 
The fingerprint that is used to determine each element 

may be, and usually is, unique to the particular type of 
operating system. For example, the fingerprint to determine 
CPU type and CPU speed is usually different as between an 
IBM server running AIX and a Sun server running Solaris 
2.7. This is because at least the collection instructions are 
different. However, collection instructions may be shared 
between different fingerprints for the same element to be 
gathered from different operating systems or different ver 
sions of the same operating system. For example, if the 
function call that needs to be invoked to determine the 
amount of memory is the same on an HP UNIX machine and 
a Sun Solaris 2.7 machine, the memory fingerprint collection 
instruction for these two different type machines can be 
identical. 

Step 150 represents the process of running the various 
fingerprints for the different things about the machine that 
are of interest once the operating system type is known. Step 
150 represents this process generically, and the different 
species mentioned above to handle dependencies are all 
symbolized by step 150. To gather attribute data, the col 
lection instruction associated with each fingerprint is 
executed and attribute data is collected about each element. 
An entry is then made in the collected data table for each 
element that includes the elements attributes data and, in 
some embodiments, the probability or confidence level that 
it exists. In some embodiments, the instance entry in the 
element table is only made for elements where the prob 
ability or confidence level is above a certain level, which can 
be configurable in some embodiments. Step 152 represents 
this processing. 
The instance entry in the element table is entered in such 

a way to show the relationship to any parent elements or 
supersystems of which the element is a subsystem. For 
example, referring to FIG. 7, the NIC entry on line 129 is 
shown as indented to indicated there is some data structure 
to indicate that this NIC is coupled to the network corre 
sponding to the data entry on line 127. Likewise, the data 
entry on line 131 indicates that the computer owning the 
NIC corresponding to the data entry on line 129 is running 
a Solaris 2.7 operating system. Likewise, the data entries on 
lines 133, 135 and 137 all are structured to indicate they are 
elements of the computer running the Solaris 2.7 operating 
system memorialized online 131 and coupled to the network 
memorialized on line 127 by the NIC memorialized on line 
129. 

Step 154 represents the alternative embodiments of the 
process where all the steps 134 to 152 are repeated at a 
frequency defined by a refresh interval which is either fixed 
or configurable and wherein each entry for an element in the 
collected data table is time stamped so the changes in the 
attribute data for each element over time can be observed. 
Step 154 also represents the alternative embodiments where 
each fingerprint has its own configurable or fixed refresh 
schedule. Step 154 also represents the alternative embodi 
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ments wherein prior to using any fingerprint, configuration 
data is checked to make sure the fingerprint is “active' and 
only using the fingerprints that are marked as 'active' to 
collect and analyze data. 

In some embodiments, the discovery process of FIG. 19 
will be performed completely the first time to discover all or 
a designated Subset of networks, NICs, operating systems 
and all the other elements then existing in the system. After 
that is done, the fingerprints marked as active by configu 
ration data may used repeatedly according to refresh sched 
ule data in a refresh table and collection calendar. Finger 
prints may applied as the result of a user action. Collected 
attribute data is then analyzed with the fingerprint rules, and 
entries are made in the collected data table having times 
tamps so that how attribute data changes over time can be 
observed. 

Although the invention has been disclosed in terms of the 
preferred and alternative embodiments disclosed herein, 
those skilled in the art will appreciate that modifications and 
improvements may be made without departing from the 
Scope of the invention. All Such modifications are intended 
to be included within the scope of the claims appended 
hereto. 
What is claimed is: 
1. A method for automatically collecting information 

about assets of an organization, comprising the steps of: 
1) opening a fingerprint file and reading an element ID 
code where a fingerprint file for any particular element 
or asset contains information about the attributes of 
said element or asset; 

2) finding all attributes having element ID codes that map 
to said element ID: 

3) for an attribute of the element identified in step 1. 
determining the collection instruction associated with 
said attribute, and looking up the protocol to use in 
executing said collection instruction; 

4) using the protocol designated for each collection 
instruction, executing the collection instruction and 
collecting attribute data about the element; 

5) repeating steps 3 and 4 for each other attribute of the 
element identified in step 1 to collect all the attribute 
data regarding said element; 

6) executing one or more rules included in said fingerprint 
or pointed to by said fingerprint to calculate the prob 
ability that the element identified in step 1 exists. 

2. The process of claim 1 further comprising the steps of 
picking another fingerprint file designated in configuration 
data and repeating steps 1 through 6 for that fingerprint file, 
and repeating the process of steps 1 through 6 for all 
fingerprint files designated in configuration data to be used 
to collect and analyze data, and making an entry in the 
element and data tables for each element for which a 
fingerprint file was used to collect and analyze data. 

3. The process of claim 1 further comprising the steps of 
picking another fingerprint file designated in configuration 
data and repeating steps 1 through 6 for that fingerprint file 
and repeating the process of steps 1 through 6 for all files 
designated in configuration data to be used to collect and 
analyze data, and making an entry in a data table for each 
element for which attribute data was collected along with a 
timestamp indicating when said attribute data was collected 
or at least the sequence in which the attribute data for each 
element was collected relative to the time when attribute 
data for another element was collected. 

4. The process of claim 1 further comprising the steps of 
picking another fingerprint file designated in configuration 
data and repeating steps 1 through 6 for that fingerprint file, 
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and repeating the process of steps 1 through 6 for all files 
designated in configuration data to be used to collect and 
analyze data, and making an entry in the element and data 
tables for each element for which attribute data was col 
lected along with a timestamp indicating when said attribute 
data was collected or at least the sequence in which the 
attribute data for each element was collected relative to the 
time when attribute data for another element was collected, 
and repeating the steps recited in parent claim 1 and herein 
at a repetition rate specified in a refresh schedule table. 

5. The process of claim 1 wherein step 1 comprises 
picking a fingerprint file for a network and then executing 
steps 1 through 6 and making an entry in a data table for a 
network of the type identified in said fingerprint file includ 
ing the network attributes, and thereafter further comprising 
the steps of picking other files in a predetermined logical 
order set by configuration data and executing steps 1 through 
6 for each said fingerprint file and making an entry in said 
data table for each said element corresponding to a finger 
print file. 

6. The process of claim 1 wherein if said fingerprint file 
has more than one rule, step 6 comprises executing all said 
rules in sequence, and further comprising the steps of, after 
completion of step 6, picking another fingerprint file desig 
nated in configuration data defining which fingerprint files to 
use and which to not use and determining from data in a 
refresh table and a collection calendar if a scheduled col 
lection interval for collection of attribute data about the 
element corresponding to the fingerprint file has elapsed and 
if the calendar indicates the collection should take place at 
the current time, and repeating steps 1 through 6 for that 
fingerprint if the refresh schedule and collection calendar 
data indicates it is time to collect attribute data about that 
element again, and repeating the process of steps 1 through 
6 and as defined in this dependent claim for all fingerprint 
files designated in configuration data to be used to collect 
and analyze data, and making an entry in the element and 
data tables for each element for which attribute data was 
collected along with a timestamp indicating when said 
attribute data for each element was collected or at least the 
sequence in which the attribute data for said element was 
collected relative to the time when attribute data for other 
elements or attribute data for the same element was previ 
ously collected. 

7. The process of claim 1 further comprising the step of: 
writing configuration data that activates or deactivates 

Selected ones of said fingerprint files. 
8. The process of claim 1 further comprising the step of: 
before performing step 1, reading configuration data to 

determine if said fingerprint file to be opened in step 1 
is active. 

9. The process of claim 1 further comprising the steps of: 
before performing step 1, reading configuration data to 

determine if said fingerprint file to be opened in step 1 
is active; and 

if said fingerprint file is active, checking a collection 
calendar and refresh schedule to determine if said 
fingerprint file is scheduled for use. 

10. The process of claim 9 further comprising the steps of 
using said refresh schedule to activate and deactivate said 
fingerprint files on a periodic basis, and recording instance 
data in a data table with a timestamp so that changes over 
time can be observed. 

11. The process of claim 9 wherein said fingerprint file is 
one of a plurality of fingerprint files, and further comprising 
the step of using said refresh schedule and collection cal 
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endar to establish separate, possibly different collection 
schedules for selected ones of said fingerprint files. 

12. The process of claim 1 wherein said fingerprint files 
are arranged in hierarchical levels each level of which can be 
activated or deactivated with configuration data, further 
comprising the steps of 

before performing step 1, reading configuration data to 
determine if the hierarchical level offingerprint files of 
which said fingerprint file to be opened is a part is 
active or has been deactivated by said configuration 
data. 

13. The process of claim 1 wherein step 6 is performed by 
executing said rules in said fingerprint file sequentially on a 
one by one basis. 

14. The process of claim 13 further comprising the steps 
of: 

before performing step 1, reading configuration data to 
determine if said fingerprint file to be opened in step 1 
is active; and 

if said fingerprint file is active, checking a collection 
calendar and refresh schedule to determine if said 
fingerprint file Is scheduled for. 

15. The process of claim 1 wherein step 6 is performed in 
an if-then-else manner by using the rules in said fingerprint 
file in a path determined by branching on tests of the results 
of the application of previous rules. 

16. The process of claim 15 further comprising the steps 
of: 

before performing step 1, reading configuration data to 
determine if said fingerprint file to be opened in step 1 
is active; and 

if said fingerprint file is active, checking a collection 
calendar and refresh schedule to determine if said 
fingerprint file is scheduled for use. 

17. The process of claim 1 wherein step 6 is performed 
using a script which controls the order of firing of rules in 
said fingerprint file. 

18. The process of claim 1 wherein step 6 is performed 
using a script which controls the order of firing of rules in 
said fingerprint file in accordance with a looping or iterative 
program structure with branching through said rules based 
upon testing of results of the application of rules or math 
ematical manipulation or Boolean conditions. 

19. The process of claim 18 further comprising the steps 
of: 

before performing step 1, reading configuration data to 
determine if said fingerprint file to be opened in step 1 
is active; and 

if said fingerprint file is active, checking a collection 
calendar and refresh schedule to determine if said 
fingerprint file is scheduled for use. 

20. The process of claim 1 wherein steps 1-6 are per 
formed a plurality of times using a plurality of different 
fingerprint files and wherein the particular fingerprint files 
opened subsequent to prior determinations of the probability 
of the existence of any particular asset are limited to opening 
of fingerprint files appropriate for the type of asset previ 
ously determined to exist. 

21. A method for using data in fingerprint files containing 
data regarding attributes assets of an entity will have along 
with collection instructions to collect attribute data from 
assets and recognize whether or not an asset exists, com 
prising the steps of 

1) opening a fingerprint file and reading an element ID 
code there from; 

2) finding all attributes having element ID codes that map 
to said element ID: 
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3) for an attribute of the element identified in step 1. 

determining the collection instruction associated with 
said attribute, and looking up the protocol to use in 
executing said collection instruction; 

4) using the protocol designated for each collection 
instruction, executing the collection instruction and 
collecting attribute data about the element; 

5) repeating steps 3 and 4 for each other attribute of the 
element identified in step 1 to collect all the attribute 
data regarding said element; 

6) finding and reading one or more rules included in the 
fingerprint file opened in step 1 or pointed to by said 
fingerprint file, and, if the fingerprint file selected in 
step 1 has more than one rule, executing said rules in 
an if-then-else sequence with the path of execution of 
said rules determined by branching on tests and results 
of application of previous rules to calculate the prob 
ability that the element identified in step 1 exists; and 

7) making an entry in a data table recording the element 
and attribute data of said element. 

22. The process of claim 21 further comprising the steps 
of picking another fingerprint file and repeating steps 1 
through 7 for that fingerprint file, but performing step 7 by 
making an entry in said data table for only elements that are 
found to have a high probability of existence, said entry 
including the attribute data of the found element. 

23. The process of claim 21 wherein step 1 comprises 
picking a fingerprint file for a network and then executing 
steps 1 through 7 to an entry in the element and data tables 
for a network of the type identified in said fingerprint file 
including the network attributes if a network was found, and, 
if no network was found, repeating steps 1 through 7 using 
another network fingerprint file, and repeating steps 1 
through 7 for all network fingerprint files available, and 
thereafter further comprising the steps of, for each found 
network, picking other fingerprint files in a predetermined 
logical order set by configuration data and executing steps 1 
through 7 for each said fingerprint file to find all the 
elements of interest associated with computers on each 
network, and performing step 7 in Such a way in each 
iteration through steps 1 through 7 that said element table is 
structured to shown the relationships between elements such 
that it is known which elements exist on which computers on 
which networks. 

24. A method for using a fingerprint file and collection 
instructions to collect attribute data about assets in an 
organization and recognize the existence of various assets in 
said organization from said attributed data so collected, 
comprising the steps of: 

1) opening a fingerprint file and reading the element ID 
code therefrom; 

2) finding all attribute having element ID codes that map 
to said element ID: 

3) for an attribute of the element identified in step 1. 
determining the collection instruction associated with 
said attribute, and looking up the protocol to use in 
executing said collection instruction; 

4) using the protocol designated for each collection 
instruction, executing the collection instruction and 
collecting attribute data about the element; 

5) repeating steps 3 and 4 for each other attribute of the 
element identified in step 1 to collect all the attribute 
data regarding said element; 

6) finding and reading a script containing one or more 
rules and possibly including looping or other iterative 
program structure, branching and/or mathematical 
manipulations, said Script included in the fingerprint 
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file opened in step 1 or pointed to by said fingerprint, 
and, executing said Script to calculate the probability 
that the element identified in step 1 exists; and 

7) making an entry in an element and data tables recording 
the element and attribute data of said element. 

25. The process of claim 24 further comprising the steps 
of picking another fingerprint file and repeating steps 1 
through 7 for that fingerprint file, but performing step 7 by 
making an entry in said element and data tables for only 
elements that are found to have a high probability of 
existence, said entry including the attribute data of the found 
element. 

26. The process of claim 24 wherein step 1 comprises 
picking a fingerprint file for a network and then executing 
steps 1 through 7 to an entry in an element and data table for 
a network of the type identified in said fingerprint file 
including the network attributes if a network was found, and, 
if no network was found, repeating steps 1 through 7 using 
another network fingerprint file, and repeating steps 1 
through 7 for all network fingerprint files available, and 
thereafter further comprising the steps of, for each found 
network, picking other fingerprint files in a predetermined 
logical order set by configuration data and executing steps 1 
through 7 for each said fingerprint file to find all the 
elements of interest associated with devices on each net 
work, and performing step 7 in Such a way in each iteration 
through steps 1 through 7 that said data table is structured to 
shown the relationships between elements such that it is 
known which elements exist on which devices on which 
networks. 

27. A method for using one or more fingerprint files and 
one or more collection instructions to collect attribute data 
and recognize an asset or element of an organization, 
comprising the steps of 

1) opening a fingerprint file that contains attribute data of 
a network fingerprint and reading an element ID code 
therefrom; 

2) finding all attributes having element ID codes that map 
to said element ID: 

3) for an attribute of the element identified in step 1. 
determining a collection instruction associated with 
said attribute, and looking up a protocol to use in 
executing said collection instruction; 

4) using the protocol designated for each collection 
instruction, executing said collection instruction and 
collecting attribute data about the element; 

5) repeating steps 3 and 4 for each other attribute of the 
element having the element ID read in step 1 to collect 
all the attribute data regarding said element; 

6) executing one or more rules included in said fingerprint 
file or pointed to by said fingerprint file to calculate the 
probability that the element having the element ID read 
in step 1 exists; 

7) making an entry in a data table for a network of the type 
identified in said fingerprint file opened in step 1 if such 
a network was found, said entry including the network 
attributes, but, if no network was found, repeating steps 
1 through 6 using another of said one or more network 
fingerprints, and repeating steps 1 through 7 for all 
network fingerprints available; 

8) for each found network, picking other fingerprint files 
in a predetermined logical order set by configuration 
data, and executing collection instructions for each said 
fingerprint file to find all the attributes of elements 
identified by data in said fingerprint files so as to find 
the elements on each said found network, and making 
an entry in an element and data table for each element 
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found and for which a fingerprint file and associated 
collection instruction was executed including the 
attributes of said found element. 

28. An article of manufacture comprising: 
a computer-readable medium having computer readable 

program code embodied therein for controlling a com 
puter to automatically use one or more fingerprint files 
and collection instructions to carry out automated col 
lection of attribute data about elements or assets of an 
organization and analyze said attribute data using said 
fingerprint files to determine the probability of exist 
ence or nonexistence of various elements or assets, the 
computer readable program code comprising: 

1) a computer readable program code segment for con 
trolling a computer to open a fingerprint file and read 
the element ID code therefrom; 

2) a computer readable program code segment for con 
trolling a computer to find all attributes having ID 
codes that map to said element ID: 

3) a computer readable program code segment for con 
trolling a computer to, for an attribute of the element 
identified by code segment 1, determine a collection 
instruction associated with said attribute, and look up a 
protocol to use in executing said collection instruction; 

4) a computer readable program code segment for con 
trolling a computer to use said protocol designated for 
each collection instruction, and execute the collection 
instruction and collect attribute data about said ele 
ment; 

5) a computer readable program code segment for con 
trolling a computer to repeat the processing of code 
segments 3 and 4 for each other attribute of said 
element identified by the processing controlled by code 
segment 1 to collect all the attribute data regarding said 
element; 

6) a computer readable program code segment for con 
trolling a computer to execute one or more rules 
included in said fingerprint file or pointed to by said 
fingerprint file to calculate the probability that the 
element identified in step 1 exists and to make an 
instance entry in an element and data table for each 
found element. 

29. The article of manufacture of claim 28 further com 
prising a code segment that controls a computer to check 
configuration data to determine if a fingerprint file is active 
before using the fingerprint. 

30. The article of manufacture of claim 29 further com 
prising a code segment that controls a computer to check a 
refresh schedule and collection calendar and use said fin 
gerprint files that said configuration data indicates are active 
to gather and analyze attribute data at the frequency speci 
fied in said refresh schedule and collection calendar for each 
said fingerprint file. 

31. The article of manufacture of claim 28 further com 
prising a code segment that controls a computer to check a 
refresh schedule and collection calendar and use said fin 
gerprint files to gather and analyze attribute data at the 
frequency specified in said refresh schedule and collection 
calendar for each said fingerprint file. 

32. An article of manufacture comprising: 
a computer readable medium having computer readable 

program code embodied therein for automatically using 
fingerprint files to control the automated collection of 
attribute data about elements of an organization and 
analyze said attribute data to determine the probability 
of existence or nonexistence of various elements, the 
computer readable program code comprising: 
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1) a code segment to control a computer to select and open 
a fingerprint file and read the element ID code there 
from; 

2) a code segment to control a computer to find all 
attribute having element ID codes that map to said 
element ID: 

3) a code segment to control a computer to, for an attribute 
of the element identified by code segment 1, determine 
the collection instruction associated with said attribute, 
and look up the protocol to use in executing said 
collection instruction; 

4) a code segment to control a computer to use the 
protocol designated for each collection instruction, and 
execute the collection instruction and collecting 
attribute data about the element; 

5) a code segment to control a computer to repeat the 
processing of code segments 3 and 4 for each other 
attribute of the element identified by code segment 1 to 
collect all the attribute data regarding said element; 

6) a code segment to control a computer to find and read 
a script containing one or more rules and possibly 
including looping or other iterative program structure, 
branching and/or mathematical manipulations, said 
script included in the fingerprint file selected and 
opened by code segment 1 or pointed to by said 
fingerprint file, and, execute said Script to calculate the 
probability that the element identified by code segment 
1 exists; and 

7) a code segment to control a computer to make an entry 
in a data table recording the element and attribute data 
of said element. 

33. An article of manufacture comprising: 
a computer readable medium having computer readable 

program code embodied therein for automatically using 
fingerprint files to control the automated collection of 
attribute data about elements of an organization and 
analyze said attribute data to determine the probability 
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of existence or nonexistence of various elements, the 
computer readable program code comprising: 

1) a computer useable code segment to control a computer 
to open a fingerprint file and read the element ID code 
therefrom; 

2) a computer useable code segment to control a computer 
to find all attributes having element ID codes that map 
to said element ID: 

3) a computer useable code segment to control a computer 
to, for an attribute of the element identified in step 1, 
determine the collection instruction associated with 
said attribute, and look up the protocol to use in 
executing said collection instruction; 

4) a computer useable code segment to control a computer 
to use the protocol designated for each collection 
instruction, execute the collection instruction and col 
lect attribute data about the element; 

5) a computer useable code segment to control a computer 
to repeat the processing of code segments 3 and 4 for 
each other attribute of the element identified by code 
segment 1 to collect all the attribute data regarding said 
element; 

6) a computer useable code segment to control a computer 
to find and read one or more rules included in the 
fingerprint file opened by code segment 1 or pointed to 
by said fingerprint, and, if the fingerprint selected by 
code segment 1 has more than one rule, controlling said 
computer to execute said rules in an if-then-else 
sequence with the path of execution of said rules 
determined by branching on tests and results of appli 
cation of previous rules to calculate the probability that 
the element identified by code segment 1 exists; and 

7) a computer useable code segment to control a computer 
to make an entry in an element and data table recording 
the element and attribute data of said element. 


