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SYSTEM, METHOD AND APPARATUS OF DATA INTERACTION UNDER

LOAD BALANCING

CROSS REFERENCE TO RELATED PATENT APPLICATION
This application claims foreign priority to Chinese Patent Application No.
201210394875.5 filed on October 17, 2012, entitled “System, Method and Apparatus of Data

Interaction under Load Balancing”, which is hereby incorporated by reference in its entirety.

TECHNICAL FIELD
The present disclosure relates to the field of communication technology, and in
particular, relates to systems, methods and apparatuses of data interaction under load

balancing.

BACKGROUND

Due to the current increase in business volume and rapid growth of visitor volume and
data traffic, a single server is no longer able to fulfill demands due to bottlenecking of its
processing performance. As such, a method, which adopts a server cluster made up of
multiple servers and employs a load balancing technology to distribute a large volume of data
traffic onto the multiple servers of the server cluster, has emerged.

FIG. 1 is a structural diagram of a system of data interaction under load balancing in
accordance with existing technologies. As shown in FIG. 1, a first data package that is sent by
a client for visiting a server initially passes through a server load balancer (SLB), which selects a

real server (RS) to serve the client and sends the first data package of the client to the selected
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real server under existing technologies. After receiving the first data package, the real server
returns a second data package to the client through the server load balancer, thus completing
one data interaction with the client.

As can be seen from the above processes, the traffic entering a real server initially
passes through a server load balancer. The server load balancer selects a real server to serve
a client using a specific load balancing strategy. The selected real server performs data
interaction with the client through the server load balancer. It is noted that, although the
selected real server performs data interaction with the client through the server load balancer,
i.e., the traffic flowing from the selected real server to the client also passes through the server
load balancer, the server load balancer does not perform a process of load balancing with
respect to the traffic flowing from the real server.

However, with regard to the real server, the traffic entering a real server is normally far
less than the traffic coming from the real server. Such an enormous amount of traffic coming
from the real server also passes through the server load balancer in order to reach the client,

thus greatly increasing the workload of the server load balancer.

SUMMARY
This Summary is provided to introduce a selection of concepts in a simplified form that
are further described below in the Detailed Description. This Summary is not intended to
identify all key features or essential features of the claimed subject matter, nor is it intended to
be used alone as an aid in determining the scope of the claimed subject matter. The term
“techniques,” for instance, may refer to device(s), system(s), method(s) and/or
computer-readable instructions as permitted by the context above and throughout the present

disclosure.
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Embodiments of the present disclosure provide a system, a method and an apparatus
of data interaction under load balancing in order to solve the problem of heavy workload of a
server load balancer in existing technologies.

In at least one embodiment, the present disclosure provides a system of data
interaction under load balancing, which includes:

a server load balancer (SLB) configured to receive a first data package from a client,
select a real server (RS) according to a predefined load balancing strategy, adjust a destination
address included in the first data package to a real IP (Internet Protocol) address of the selected
real server to obtain a second data package, and send the second data package to the selected
real server, where the destination address included in the first data package that is sent from
the client is a virtual IP address of the server load balancer;

the real server configured to generate a third data package and send the third data
package to the client after receiving the second data package, where a source address included
in the third data package is a real IP address of the real server; and

a conversion apparatus configured to intercept the third data package that is sent from
the real server, adjust the source address included in the third data package to the virtual IP
address of the server load balancer that has been recorded in advance to obtain a fourth data
package, and send the fourth data package to the client.

In some embodiments, the present disclosure provides a method of data interaction
under load balancing, which includes:

intercepting, by a conversion apparatus, a third data package sent from a real server (RS)
to a client based on a second data package that is received, the third data package having a
source address as a real IP (Internet Protocol) address of the real server, where the second data

package is obtained by: receiving, by a server load balancer (SLB), a first data package including

3
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a destination address that is a virtual IP address of the server load balancer from the client,
selecting the real server according to a predefined load balancing strategy, and adjusting the
destination address included in the first data package to a real IP address of the real server;

adjusting, by the conversion apparatus, the source address included in the intercepted
third data package to a virtual IP address of the server load balancer that is pre-recorded to
obtain a fourth data package; and

sending the fourth data package to the client.

In some embodiments, the present disclosure provides an apparatus of data interaction
for load balancing, which includes:

a first interception module, used for intercepting a third data package that is sent from a
real server (RS) to a client based on a second data package that is received, the third data
package including a source address that is a real network Internet Protocol (IP) address of the
real server, where the second data package is obtained by: receiving, by a server load balancer
(SLB), a first data package including a destination address that is a virtual IP address of the
server load balancer from the client, selecting the real server according to a predefined load
balancing strategy, and adjusting the destination address included in the first data package to a
real IP address of the real server;

an adjustment module, used for adjusting the source address included in the
intercepted third data package to the virtual IP address of the server load balancer that is
pre-recorded to obtain a fourth data package; and

a first sending module, used for sending the fourth data package to the client.

The embodiments of the present disclosure provide a system, a method and an
apparatus of data interaction under load balancing. The system includes a server load

balancer, a real server, and a conversion apparatus. A data package, which is sent from a client

4



10

15

20

WO 2014/062940 PCT/US2013/065484

to a real server, is processed and sent by the server load balancer to the real server. A data
package, which is sent from the real server to the client, is processed and sent by the
conversion apparatus to the client. Since the traffic flowing from the real server to the client
does not pass through the server load balancer but is processed and sent by the conversion
apparatus to the client in the above system as provided by the embodiments of the present

disclosure, the workload on the server load balancer is thus effectively reduced.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a structural diagram illustrating a system of data interaction under load
balancing in existing technologies.

FIG. 2 is a structural diagram illustrating a system of data interaction under load
balancing in accordance with the embodiments of the present disclosure.

FIG. 3 is a flow chart illustrating a process of data interaction based on the example
data interaction system of FIG. 2.

FIG. 4 is a structural diagram illustrating details of a system of data interaction under
load balancing in accordance with the embodiments of the present disclosure.

FIG. 5 is a flow chart illustrating details of a process of data interaction based on the
example data interaction system of FIG. 4.

FIG. 6 is a structural diagram illustrating an apparatus of data interaction under load
balancing in accordance with the embodiments of the present disclosure.

FIG. 7 is a structural diagram illustrating the example apparatus as described in FIG. 6.
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DETAILED DESCRIPTION

In an existing system as shown in FIG. 1, a data package that is sent from a client to a
real server enters the real server after being processed by a server load balancer. When the
real server returns another data package to the client based on the data package sent from the
client, the returned data package also passes through the server load balancer in order to
reach the client. However, in real applications, since the traffic flowing into the real server is
normally far less than the traffic flowing from the real server, the existing system increases the
workload of the server load balancer, especially when the scale of a real server cluster is so
large that the workload of the server load balancer is increased further. Furthermore, since a
data package sent from the real server to the client passes through the server load balancer, a
route from the real server to a real server gateway (which is default for the real server) is
needed to be modified into a route from the real server to the server load balancer.
Accordingly, the real server and the server load balancer are needed to be deployed in a same
virtual local area network (VLAN), thus reducing the flexibility in deployment of the real server
and the server load balancer.

The embodiments of the present disclosure provide a system, a method and an
apparatus of data interaction for load balancing. The system includes a server load balancer,
areal server, and a conversion apparatus. A data package, which is sent from a client to a real
server, is processed and sent by the server load balancer to the real server. A data package,
which is sent from the real server to the client, is processed and sent by the conversion
apparatus to the client. Since the traffic flowing from the real server to the client does not
pass through the server load balancer but is processed and sent by the conversion apparatus to
the client in the above example system, the workload on the server load balancer is thus

effectively reduced.
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The embodiments of the present disclosure will be described below in detail in
conjunction with the accompanying figures.

FIG. 2 is a structural diagram illustrating a system of data interaction for load balancing
200 in accordance with the embodiments of the present disclosure, which includes a server
load balancer 202, a plurality of real servers 204(a)-204(c) and a conversion apparatus 206. FIG.
2 also shows a client 208.

Based on the system as shown in FIG. 2, a process of data interaction between a client
208 and a real server 204(a)-204(c) is shown in FIG. 3. FIG. 3 is a flow chart illustrating a
process of data interaction based on the example system of FIG. 2, which includes the
following:

S301: The server load balancer receives a first data package from a client.

A destination address included in the first data package sent from the client is a virtual internet
protocol (IP) address, and a source address included in the first data package is a real IP
address of the client.

Generally, when a real server cluster, which is made up of multiple real servers, is used
for sharing the traffic that visits a website, the website sets a same virtual IP address for the
server load balancer and each real server to facilitate visits of users. Accordingly, when a user
visits the website, a client used by the user sends a first data package that includes a
destination address as the virtual IP address. As such, the server load balancer will receive
the first data package.

S302: The server load balancer selects a real server according to a preconfigured load
balancing strategy and adjusts the destination address included in the first data package to a

real IP address of the selected real server to obtain a second data package.
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In at least one embodiment, after receiving the first data package from the client, the
server load balancer selects a real server from the real server cluster based on a preconfigured
load balancing strategy to perform data interaction with the client.

In response to selecting the real server, the server load balancer determines a real IP
address of the selected real server based on pre-recorded real IP addresses of the real servers
that belong to the real server cluster, and then adjusts the destination address included in the
first data package (i.e., the virtual IP address of the server load balancer) to the real IP address
of the selected real server. At that time, the server load balancer has adjusted the destination
address included in the first data package to the real IP address of the selected real server, and
treats the first data package that includes the adjusted destination address to be a second data
package.

Specifically, a destination address included in the second data package is the real IP
address of the selected real server while a source address included in the second data package
is still the source address included in the first data package, i.e., the real IP address of the
client.

S303: The server load balancer sends the second data package to the selected real
server.

S304: After receiving the second data package, the real server generates a third data
package and sends the third data package to the client.

In some embodiments, after receiving the second data package from the server load
balancer, the real server determines that the destination address included in the second data
package is the real IP address of the real server and hence processes the second data package

to generate a third data package and sends the third data package to the client.
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A source address included in the generated third data package is the real IP address of
the real server, and a destination address included in the third data package is the source
address included in the second data package, i.e., the real IP address of the client.

S305: The conversion apparatus intercepts the third data package that is sent to the
client from the real server.

S306: The conversion apparatus adjusts the source address included in the third data
package to the virtual address of the server load balancer that has been recorded in advance to
obtain a fourth data package.

Since the first data package sent from the client includes the virtual IP address of the
server load balancer as the destination address and the real IP address of the client as the
source address, the client only processes a data package having a destination address that is
the real IP address of the client and a source address that is the virtual IP address of the server
load balancer, and does not process a data package having a source address that is not the
virtual IP address of the server load balancer. Accordingly, if the real server directly sends the
third data package that has the source address as the real IP address of the real server to the
client, the client will not process the third data package, thus leading to an abnormality in data
interaction.

In some embodiments, the conversion apparatus therefore intercepts the third data
package that is sent from the real server to the client, and adjusts the source address included
in the third data package into the virtual address of the server load balancer that is
pre-recorded in advance to obtain the fourth data package.

Specifically, the fourth data package includes the source address as the virtual IP
address of the server load balancer and the destination address as the same destination

address included in the third data package, i.e., the real IP address of the client.
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S307: The conversion apparatus sends the fourth data package to the client.

Upon receiving the fourth data package, the client processes the fourth data package to
complete data interaction between the client and the real server because the source address
(i.e., the virtual IP address of the server load balancer) included in the fourth data package is
the same as the destination address (i.e., the virtual IP address of the server load balancer)
included in the first data package sent from the client, and the destination address (i.e., the
real IP address of the client) included in the fourth data package is the same as the source
address (i.e., the real IP address of the client) included in the first data package sent from the
client.

Through the above method, a data package (i.e., the first package) which is sent from
the client to the real server is processed by the server load balancer, and a data package (i.e.,
the third data package) which is returned to the client from the real server is processed by the
conversion apparatus. In other words, traffic flowing from the real server passes through the
conversion apparatus to the client without passing through the server load balancer, thus
effectively reducing the workload of the server load balancer.

In at least one embodiment, when only one virtual IP address is set up for the server
load balancer and each real server of the real server cluster, this virtual IP address may be
directly preconfigured in the conversion apparatus. As shown at S306 of FIG. 3, the
conversion apparatus may directly adjust the source address of the third data package
according to the preconfigured virtual IP address.

However, taking into account of a situation that two or more websites share a single
real server cluster may exist in real applications, two or more virtual IP addresses may exist for
the server load balancer and each real server in that situation. For example, virtual IP

addresses that are set up for the server load balancer and each real server may include VIP1

10
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and VIP2. According to pre-recorded virtual IP addresses as shown at S306 of FIG. 3, if VIP1
and VIP2 are directly preconfigured in the conversion apparatus, the conversion apparatus may
not be able to determine which one of VIP1 and VIP2 may be used for adjustment when
adjusting the source address included in the third data package. If an incorrect virtual IP
address is used, the accuracy of data interaction between the client and the real server will be
affected.

Therefore, in order to ensure the accuracy of data interaction between the client and
the real server, an example method of adjusting a first data package to obtain a second data
package after the server load balancer receives the first data package includes: the server load
balancer retrieving a virtual IP address of the server load balancer that is used as a destination
address from the first data package, retrieving a public port number of the server load balancer
that is used as a destination port number from the first data package, inserting the retrieved
virtual IP address and the retrieved public port number into a TCP option of the first data
package, adjusting the destination address included in the first data package to a real IP
address of a selected real server and adjusting the destination port number included in the first
data package to a port number of the selected real server to obtain the second data package.

The first data package sent by the client includes not only a source address and a
destination address, but also a source port number, a destination port number and protocol
information. The source port number included in the first data package is a port number of
the client and the destination port number is a public port number of the server load balancer.

Using the above method, the server load balancer obtains the second data package
that includes the destination address as the real IP address of the selected real server, the
destination port number as the port number of the selected real server, the source address still

as the real IP address of the client, the source port number still as the port number of the
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client with the protocol information remaining unchanged. Moreover, the virtual IP address
and the public port number of the server load balancer are inserted in the TCP option of the
second data package. After obtaining the second data package, the server load balancer
sends the second data package to the real server.

Furthermore, the method of pre-recording the virtual IP address of the server load
balancer by the conversion apparatus includes: the conversion apparatus intercepting the
second data package sent from the server load balancer to the selected real server,
determining data flow indicator information associated with data interaction between the
client and the real server based on the second data package, recording the virtual IP address
and the public port number that are inserted in the TCP option of the second data package,
and generating a correspondence relationship between the determined data flow indicator
information and the recorded virtual IP address and public port number.

The determined data flow indicator information includes at least one of the source
address, the destination address, the source port number, the destination port number and the
protocol information included in the second data package.

In at least one embodiment, the source address, the destination address, the source
port number, the destination port number and the protocol information that are included in
the second data package may be used as the data flow indicator information associated with
the data interaction between the client and the real server. Specifically, after a group of five
elements (the source address, the destination address, the source port number, the
destination port number and the protocol information included in the second data package) is
determined, this five-element group is used as the data flow indicator information.

Subsequently, the virtual IP address and the public port number that are inserted in the TCP

12
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option of the second data package may be recorded, and a correspondence relationship among
the five-element group, the virtual IP address and the public port number is set up.

After setting up the correspondence relationship among the data flow indicator
information, the recorded virtual IP address and the recorded public port number, the
conversion apparatus transfers the intercepted second data package to the real server, which
conducts subsequent operations on the second data package.

Correspondingly, when the conversion apparatus records the virtual IP address of the
server load balancer using the above method, a method of obtaining a fourth data package by
adjusting the source address included in the intercepted third data package that is sent from
the real server to the client into the pre-recorded virtual IP address of the server load balancer
includes: the conversion apparatus determining data flow indicator information based on the
intercepted third data package that is sent from the real server, searching for a virtual IP
address and a public port number that correspond to the data flow indicator information
determined from the third data package, adjusting the source address included in the third
data package into a virtual IP address that is found, and adjusting the source port number
included in the third data package into a public port number that is found to obtain a fourth
data package.

FIG. 4 is a structural diagram illustrating details of a system of data interaction under
load balancing 400 in accordance with the embodiments of the present disclosure, which
includes a server load balancer 402, a server load balancer gateway 404, a plurality of real
servers 406(a)-406(c), a conversion apparatus 408, and a real server gateway 410. FIG. 4 also
shows a client 412.

FIG. 5 is a flow chart illustrating details of a process of data interaction based on the

example system of FIG. 4, which includes the following:

13
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S501: The server load balancer receives a first data package sent from a client through
the server load balancer gateway.

For example, if a virtual IP address of the server load balancer is VIP1, a public port
number of the server load balancer is Np, a real IP address of the client is IPc and a port
number of the client is Nc, the first data package received by the server load balancer includes
a source address as IPc, a destination address as VIP1, a source port number as Nc, a
destination port number as Np, and protocol information as protocol information used by the
client.

S502: The server load balancer selects a real server based on a preconfigured load
balancing strategy, retrieves the virtual IP address and the public port number of the server
load balancer that are used as the destination address and the destination port number
respectively from the first data package, inserts the retrieved virtual IP address and the
retrieved public port number into a TCP option of the first data package, and adjusts the
destination address and the destination port number included in the first data package to a
real IP address and a port number of the selected real server respectively to obtain a second
data package.

Using the previous example, after receiving the first data package, the server load
balancer selects a real server based on a preconfigured load balancing strategy, retrieves the
destination address and the destination port number from the first data package, i.e., VIP1 and
Np, and inserts the retrieved VIP1 and Np into a TCP option of the first data package. If areal
IP address of the real server selected by the server load balancer is the IPr and a port number
of the real server is Nr, the server load balancer will adjust the destination address of the first
data package to IPr and adjust the port number of the first data package to Nr to obtain the

second data package.
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The obtained second data package includes a source address as IPC, a destination
address as IPr, a source port number as Nc, a destination port number as Nr with protocol
information remaining unchanged and a TCP option being inserted with VIP1 and Np.

S503: The server load balancer sends the second data package to the selected real
server.

S504: The conversion apparatus intercepts the second data package that is sent from
the server load balancer to the real server.

S505: The conversion apparatus determines data flow indicator information between
the client and the real server based on the second data package, records the virtual IP address
and the public port number that are inserted in the TCP option of the second data package,
and generates a correspondence relationship among the data flow indicator information, the
recorded virtual IP address and the recorded public port number.

Using the previous example, after intercepting the second data package that includes
the source address of IPC, the destination address of IPr, the source port number of Nc, the
destination port number of Nr with the TCP option being inserted with VIP1 and Np, the
conversion apparatus sets a five-element group (i.e., the source address (IPc), the destination
address (IPr), the source port number (Nc), the destination port number (Nr) and protocol
information that are included in the second data package) as the data flow indicator
information associated with the data interaction between the client and the real server. In
other words, this five-element group is used to uniquely identify a data flow between the client
and the real server. The conversion apparatus then records the virtual IP address and the
public port number that are inserted in the TCP option of the second data package, i.e., VIP1
and Np, and generates a correspondence relationship among the five-element group and the

recorded VIP1 and Np.
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S506: The conversion apparatus transfers the second data package to the real server.

S507: The real server generates a third data package and sends the third data package
to the real server gateway based on the received second data package.

Using the previous example, after receiving the second data package, the real server
determines that the second data package includes the destination address as IPr, i.e., the real
IP address of the real server, and the destination port number as Nr, i.e., the port number of
the real server, and then generates the third data package based on the second data package.

The generated third data package includes a source address as the real IP address of the
real server, i.e., IPr, a destination address as the source address of the second data package, i.e.,
the real IP address of the client (IPc), a source port number as the port number of the real
server, i.e., Nr, a destination address as the source port number of the second data package,
i.e., Nc, with protocol information remaining unchanged.

After generating the above third data package, the real server may send the third data
package to the real server gateway according to a default route from the real server to the real
server gateway such that the real server gateway sends the third data package to the client
according to the destination address (IPC) and the destination port number (Nc) included in the
third data package.

S508: The conversion apparatus intercepts the third data package sent from the real
server to the real server gateway.

S509: The conversion apparatus determines the data flow indicator information based
on the intercepted third data package, and searches for the virtual IP address and the public
port number corresponding to the data flow indicator information which is determined from

the third data package.
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Using the previous example, since the data flow indicator information corresponding to
VIP1 and Np are recorded by the conversion apparatus as a group of five elements including IPc,
IPr, Nc, Nr and protocol information at S505 and the data flow indicator information
determined from the third data package is also the above group of five elements, the
conversion apparatus may therefore determine that the third data package belongs to one of
the data packages included in a data flow (i.e., a data flow between the client and the real
server) indicated by the above group of five elements, and hence search for a virtual IP address
and a public port number corresponding to the data flow indicator information (i.e., searching
for a virtual IP address and a public port number corresponding to the above group of five
elements) to find that the virtual IP address and the public port number are VIP1 and Np
respectively.

S510: The conversion apparatus adjusts the source address and the source port number
included in the third data package respectively into the virtual IP address and the public port
number that are found to obtain a fourth data package.

Using the previous example, since the virtual IP address and the public port number
that are found are VIP1 and Np respectively, the conversion apparatus adjusts the source
address included in the third data package from IPr to VIP1 and the source port number from
Nr to Np to obtain a fourth data package.

In other words, the obtained fourth data package includes a source address as VIP1, a
destination address as IPc, a source port number as Np and a destination address as Nc with
protocol information remaining unchanged.

S511: The conversion apparatus sends the fourth data package to the client through the

real server gateway.
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Using the previous example, the conversion apparatus first sends the fourth data
package to the real server gateway, which then sends the fourth data package to the client
based on the destination address and the destination port number included in the fourth data
package. Since the first data package that is initially sent from the client includes the source
address as IPc, the destination address as VIP1, the source port number as Nc, the destination
port number as Np and the protocol information as the protocol information used by the client,
while the fourth data package received by the client includes the source address as VIP1, the
destination address as IPc, the source port number as Np, the destination port number as Nc
and the protocol information that are unchanged, the client will therefore process the fourth
data package, thus completing interaction between the client and the real server.

As can be seen from the process shown in FIG. 5, in the embodiments of the present
disclosure, the conversion apparatus uniquely indicates a data flow associated with data
interaction between a client and a real server using data flow indicator information, generates
a correspondence relationship among the data flow indicator information, a virtual |P address
and a public port number. When a data package sent from the real server to the client is
intercepted, the conversion apparatus may determine data flow indicator information based on
the intercepted data package, and adjust the intercepted data package based on a
corresponding virtual IP address and a corresponding public port number that are found, thus
guaranteeing the accuracy of data interaction between the client and the real server.

Furthermore, in existing technologies, since a data package sent from a real server to a
client is needed to pass through a server load balancer, a route from the real server to a real
server gateway (which is default for the real server) is needed to be modified into a route from

the real server to the server load balancer. Accordingly, the real server and the server load
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balancer are needed to be deployed in a same virtual local area network (VLAN), thus reducing
the flexibility in deployment of the real server and the server load balancer.

On the other hand, as can be seen from the system of FIG. 4 and the process of FIG. 5,
in the embodiments of the present disclosure, the conversion apparatus is deployed between a
real server and a real server gateway, and intercepts a data package that is sent from the real
server to a client through the real server gateway. As such, the default route of the real
server from the real server to the real server gateway is not needed to be modified, and the
conversion apparatus is invisible to the real server. Accordingly, only the real server and the
conversion apparatus are needed to be deployed in a same virtual local area network in the
system shown in FIG. 4, without the need of deploying the real server and the server load
balancer in the same virtual local area network. Specifically, the real server and the
conversion apparatus may be located in a first virtual local area network, and the server load
balancer may be located in a second virtual local area network, thus effectively enhancing the
flexibility in deployment of the real server and the server load balancer.

In addition, in real applications, a process of data interaction between a client and a
real server initially needs to perform a three-way handshake to establish a virtual connection.
After the client establishes the virtual connection through the three-way handshake, the first
to be sent is a synchronize sequence number (SYN) data package.

Therefore, based on the above circumstances, in the data interaction process that is
provided in the embodiments of the present disclosure above, if the server load balancer
determines that a first data package received from the client is a SYN data package, the server
load balancer extracts a virtual IP address (which is included as a destination address) and a
public port humber (which is included as a destination port number) from the first data

package, inserts the retrieved virtual IP address and the retrieved public port number into a
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TCP option of the SYN data package, performs adjustment to a destination address and a
destination port number of the SYN data package, and sends the SYN data package to the real
server. Correspondingly, after intercepting the SYN data package, the conversion apparatus
determines data flow indicator information based on the SYN data package, generates a
correspondence relationship among the data flow indicator information, the virtual IP address
and the public port number which have been inserted into the TCP option of the SYN data
package, and sends the SYN data package to the real server for conducting subsequent
operations.

On the contrary, if the server load balancer determines that the first data package
received from the client is not a SYN data package (which indicates that the SYN data package
in a data flow associated with the first data package has been processed by the server load
balancer and the conversion apparatus and further indicates that data flow indicator
information associated with the first data package has been determined by the conversion
apparatus and a correspondence relationship among the data flow indicator information, the
virtual IP address and the public port number has been generated), the server load balancer
does not need to insert the virtual IP address and the public port number included in the first
data package into the TCP option of the first data package, and only needs to adjust the
destination address and the destination port number in the first data package, and sends the
first data package to the real server. Correspondingly, after intercepting the first data package,
the conversion apparatus does not need to determine the data flow indicator information and
establish the correspondence relationship among the data flow indicator information, the
virtual IP address and the public port number because the virtual IP address and the public

port number are not inserted in the TCP option of the first data package. The conversion
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apparatus may directly send the first data package to a corresponding real server and conduct
subsequent operations.

In some embodiments, a real server in the real server cluster may be a real server in
form of a virtual machine (VM) and may be executed on a hypervisor of a network device that
is located in a same virtual local area network of the conversion apparatus.

FIG. 6 is a structural diagram illustrating an apparatus of data interaction under load
balancing in accordance with the embodiments of the present disclosure, which includes:

a first interception module 601, used for intercepting a third data package that is sent
from a real server (RS) to a client based on a second data package received, the third data
package including a source address that is a real network Internet Protocol (IP) address of the
real server, where the second data package is obtained by: receiving, by a server load balancer
(SLB), a first data package including a destination address that is a virtual IP address of the
server load balancer from the client, selecting the real server according to a predefined load
balancing strategy, and adjusting the destination address included in the first data package to a
real IP address of the real server;

an adjustment module 602, used for adjusting the source address included in the
intercepted third data package to the virtual IP address of the server load balancer that is
pre-recorded to obtain a fourth data package; and

a first sending module 603, used for sending the fourth data package to the client.

The apparatus further includes:

a second interception module 604, used for intercepting the second data package that is
sent from the server load balancer to the real server, where the second data package is
obtained by: retrieving, by the server load balancer, the virtual IP address of the server load

balancer that is used as a destination address from the first data package, retrieving a public
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port number of the server load balancer that is used as a destination port number from the first
data package, inserting the retrieved virtual IP address and the retrieved public port number
into a TCP option of the first data package, adjusting the destination address included in the first
data package to the real IP address of the selected real server, and adjusting the destination
port number included in the first data package to a port number of the selected real server;

a recording module 605, used for determining data flow indicator information associated
with data interaction between the client and the real server based on the second data package,
recording the virtual IP address and the public port number that are inserted in the TCP option
of the second data package, and establishing a correspondence relationship among the data
flow indicator information, the recorded virtual IP address and the recorded public port number,
where the determined data flow indicator information includes at least one of: a source address,
a destination address, a source port number, a destination port number, and protocol
information included in the second data package; and

a second sending module 606, used for sending the second data package to the real
server.

The adjustment module 602 is used for determining the data flow indicator information
based on the intercepted third data package that is sent from the real server, searching for a
virtual IP address and a public port number corresponding to the data flow indicator
information that is determined from the third data package, adjusting the source address
included in the third data package to a virtual IP address that is found, and adjusting the source
port number included in the third data package to a public port number that is found to obtain
the fourth data package.

Specifically, the data interaction apparatus under load balancing may be located in the

conversion apparatus.
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FIG. 7 illustrates an example apparatus 700, such as the apparatus as described above, in
more detail. In one embodiment, the apparatus 700 can include, but is not limited to, one or
more processors 701, a network interface 702, memory 703, and an input/output interface 704.

The memory 703 may include computer-readable media in the form of volatile memory,
such as random-access memory (RAM) and/or non-volatile memory, such as read only memory
(ROM) or flash RAM. The memory 703 is an example of computer-readable media.

Computer-readable media includes volatile and non-volatile, removable and
non-removable media implemented in any method or technology for storage of information
such as computer readable instructions, data structures, program modules, or other data.
Examples of computer storage media includes, but is not limited to, phase change memory
(PRAM), static random-access memory (SRAM), dynamic random-access memory (DRAM),
other types of random-access memory (RAM), read-only memory (ROM), electrically erasable
programmable read-only memory (EEPROM), flash memory or other memory technology,
compact disk read-only memory (CD-ROM), digital versatile disks (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or
any other non-transmission medium that can be used to store information for access by a
computing device. As defined herein, computer-readable media does not include transitory
media such as modulated data signals and carrier waves.

The memory 703 may include program modules 705 and program data 706. In one
embodiment, the program modules 705 may include a first interception module 707, an
adjustment module 708, a first sending module 709, a second interception module 710, a
recording module 711 and a second sending module 712. Details about these program

modules may be found in the foregoing embodiments described above.
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The embodiments of the present disclosure provide a system, a method and an
apparatus of data interaction under load balancing. The system includes a server load
balancer, a real server, and a conversion apparatus. A data package, which is sent from a
client to a real server, is processed and sent by the server load balancer to the real server. A
data package, which is sent from the real server to the client, is processed and sent by the
conversion apparatus to the client. Since the traffic flowing from the real server to the client
does not pass through the server load balancer but is processed and sent by the conversion
apparatus to the client in the above system that is provided by the embodiments of the
present disclosure, the workload on the server load balancer is thus effectively reduced.

A technical person skilled in the art should understand that the embodiments of the
present disclosure may be implemented as methods, systems, or products of computer
software. Therefore, the present disclosure may be implemented in forms of hardware,
software, or a combination of hardware and software. Further, the present disclosure may be
implemented in the form of products of computer software executable on one or more
computer readable storage media (including but not limited to disk storage device, CD-ROM,
optical storage device, etc.) that include computer readable program instructions.

A technical person skilled in the art may make changes and modifications of the present
application without departing from the spirit and scope of the present disclosure. If these
changes and modifications are within the scope of the claims and their equivalents of the

present disclosure, the present disclosure intends to covers such changes and modifications.
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CLAIMS

1. A system of data interaction for load balancing, comprising:

a server load balancer configured to receive a first data package from a client, select a
real server according to a predefined load balancing strategy, adjust a destination address
included in the first data package to a real IP {Internet Protocol) address of the selected real
server to obtain a second data package, and send the second data package to the selected real
server, where the destination address included in the first data package that is sent from the
client is a virtual IP address of the server load balancer;

the real server configured to generate a third data package and send the third data
package to the client after receiving the second data package, where a source address included
in the third data package is a real IP address of the real server; and

a conversion apparatus configured to intercept the third data package that is sent from
the real server, adjust the source address included in the third data package to the virtual IP
address of the server load balancer that has been recorded in advance to obtain a fourth data

package, and send the fourth data package to the client.

2. The system as recited in claim 1, wherein the server load balancer is further
configured to:

retrieve the virtual IP address of the server load balancer that is used as a destination
address in the first data package,

retrieve a public port number of the server load balancer that is used as a destination
port number in the first data package,

insert the retrieved virtual IP address and the retrieved public port number into a TCP

option of the first data package, and
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adjust the destination address included in the first data package to the real IP address of
the selected real server and the destination port number included in the first data package to a

port number of the selected real server to obtain a second data package.

3. The system as recited in claim 1, wherein the conversion apparatus is further
configured to:

intercept the second data package which is sent from the server load balancer to the
selected real server,

determine data flow indicator information associated with data interaction between the
client and the real server based on the second data package,

record a virtual IP address and a public port number that are inserted in a TCP option of
the second data package,

generate a correspondence relationship among the determined data flow indicator
information, the recorded virtual IP address and the recorded public port number, and

send the second data package to the real server.

4. The system as recited in claim 3, wherein the determined data flow indicator
information comprises at least one of: a source address, a destination address, a source port
number, a destination port number, and protocol information included in the second data

package.
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5. The system as recited in claim 3, wherein the conversion apparatus is further
configured to determine the data flow indicator information based on the intercepted third data
package sent from the real server, search for the virtual IP address and the public port number
corresponding to the data flow indicator information that is determined from the third data
package, adjust the source address included in the third data package to the virtual IP address
that is found and the source port number included in the third data package to the public port

number that is found to obtain the fourth data package.

6. The system as recited in claim 1, wherein the real server is further configured to

receive the second data package sent from the conversion apparatus.

7. The data interaction system as recited in claim 1, wherein the conversion apparatus
and the real server are located in a first virtual local area network (VLAN), and the server load

balancer is located in a second virtual local area network.

8. A method of data interaction under load balancing, comprising:

intercepting, by a conversion apparatus, a third data package sent from a real server (RS)
to a client based on a second data package that is received, the third data package having a
source address as a real IP (Internet Protocol) address of the real server, where the second data
package is obtained by: receiving, by a server load balancer (SLB), a first data package including
a destination address that is a virtual IP address of the server load balancer from the client,
selecting the real server according to a predefined load balancing strategy, and adjusting the

destination address included in the first data package to a real IP address of the real server;
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adjusting, by the conversion apparatus, the source address included in the intercepted
third data package to a virtual IP address of the server load balancer that is pre-recorded to
obtain a fourth data package; and

sending the fourth data package to the client.

9. The method as recited in claim 8, wherein adjusting the destination address included
in the first data package to a real IP address of the real server to obtain the second data package
comprises:

retrieving, by the server load balancer, the virtual IP address of the server load balancer
that is used as the destination address from the first data package;

retrieving a public port number of the server load balancer that is used as a destination
port number from the first data package;

inserting the retrieved virtual IP address and the retrieved public port number into a TCP
option of the first data package; and

adjusting the destination address included in the first data package to the real IP address
of the selected real server and the destination port number included in the first data package to

the port number of the selected real server to obtain the second data package.

10. The method as recited in claim 8, further comprising pre-recording, by the
conversion apparatus, the virtual address of the server load balancer, the pre-recording
comprising:

intercepting, by the conversion apparatus, the second data package which is sent from

the server load balancer to the selected real server;
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determining data flow indicator information associated with data interaction between
the client and the real server based on the second data package, wherein the data flow
indicator information comprises at least one of: a source address, a destination address, a
source port number, a destination port number and protocol information;

recording the virtual IP address and a public port number that are inserted in a TCP
option of the second data package; and

generating a correspondence relationship among the data flow indicator information,

the recorded virtual IP address and the recorded public port number.

11. The method as recited in claim 8, further comprising sending, by the conversion

apparatus, the second data package to the real server.

12. The method as recited in claim 8, wherein the conversion apparatus adjusting the
source address included in the intercepted third data package to the virtual IP address of the
server load balancer that is pre-recorded to obtain the fourth data package comprises:

determining, by the conversion apparatus, data flow indicator information based on the
intercepted third data package sent from the real server;

searching for a virtual IP address and a public port number corresponding to the data
flow indicator information that is determined from the third data package; and

adjusting the source address included in the third data package to a virtual IP address
that is found and a source port number included in the third data package to a public port

number that is found to obtain the fourth data package.
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13. An apparatus of data interaction under load balancing, comprising:

a first interception module, used for intercepting a third data package that is sent from a
real server (RS) to a client based on a second data package that is received, the third data
package including a source address that is a real network Internet Protocol (IP) address of the
real server, where the second data package is obtained by: receiving, by a server load balancer
(SLB), a first data package including a destination address that is a virtual IP address of the
server load balancer from the client, selecting the real server according to a predefined load
balancing strategy, and adjusting the destination address included in the first data package to a
real IP address of the real server;

an adjustment module, used for adjusting the source address included in the
intercepted third data package to the virtual IP address of the server load balancer that is
pre-recorded to obtain a fourth data package; and

a first sending module, used for sending the fourth data package to the client.

14. The apparatus as recited in claim 13, further comprising a second interception
module, used for intercepting the second data package that is sent from the server load
balancer to the real server, where the second data package is obtained by: retrieving, by the
server load balancer, the virtual |IP address of the server load balancer that is used as a
destination address from the first data package, retrieving a public port number of the server
load balancer that is used as a destination port number from the first data package, inserting
the retrieved virtual IP address and the retrieved public port number into a TCP option of the
first data package, adjusting the destination address included in the first data package to the
real IP address of the selected real server, and adjusting the destination port number included

in the first data package to a port number of the selected real server.
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15. The apparatus as recited in claim 13, further comprising a recording module, used
for determining data flow indicator information associated with data interaction between the
client and the real server based on the second data package, recording a virtual IP address and a
public port number that are inserted in a TCP option of the second data package, and
establishing a correspondence relationship among the data flow indicator information, the

recorded virtual IP address and the recorded public port number.

16. The apparatus as recited in claim 15, wherein the determined data flow indicator
information includes at least one of: a source address, a destination address, a source port
number, a destination port number, and protocol information included in the second data

package.

17. The apparatus as recited in claim 13, further comprising a second sending module,

used for sending the second data package to the real server.

18. The apparatus as recited in claim 13, wherein the adjustment module is further used
for determining data flow indicator information based on the intercepted third data package

that is sent from the real server.

19. The apparatus as recited in claim 18, wherein the adjustment module is further used
for searching for the virtual IP address and the public port number corresponding to the data

flow indicator information that is determined from the third data package.
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20. The apparatus as recited in claim 19, wherein the adjustment module is further used
for adjusting the source address included in the third data package to a virtual IP address that is
found, and adjusting the source port number included in the third data package to a public port

number that is found to obtain the fourth data package.
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