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INTERFERENCE DETECTOR AND 
METHODS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a divisional of U.S. patent appli 
cation Ser. No. 1 1/872,541 filed on Oct. 15, 2007, which 
claims the benefit of U.S. patent application Ser. No. 10/891, 
817, filed Jul. 15, 2004, which claims the benefit of U.S. 
Provisional Application Ser. No. 60/504,925 filed on Sep. 22, 
2003. 

BACKGROUND OF THE INVENTION 

0002 This invention relates generally to detecting electro 
magnetic interference and more particularly, to electro-mag 
netic interference detection systems and methods for instru 
ments such as breath testers. 

0003) Breath testing instruments often times are operated 
in the presence of devices that may emit electro-magnetic 
signals such as radio frequency (RF) signals. For example, 
police radios and controls for police video recorders, emit 
Such signals. Electro-magnetic signals can interfere with the 
operation of a breath testing instrument, and accordingly, 
such instruments therefore should be substantially, if not 
totally, immune to electro-magnetic interference (EMI). EMI 
refers to an electro-magnetic signal or wave, radiated or con 
ducted, from any source that interferes with normal operation 
of a device. 

0004 EMI detection circuits are sometimes utilized in 
connection with breath testing instruments. Such EMI detec 
tion circuits, however, typically operate only over a certain 
frequency band that includes the frequency range of police 
radios. Since police radios are likely to be present at the site of 
a breath testing device, detecting EMI within such frequency 
band is beneficial. EMI can, however, be generated from 
numerous sources at various frequencies and field strengths 
that may have little to do with a police radio. 
0005. In addition, with some known EMI detectors, an 
antenna and sensor are used to detect interference. Designing 
an antenna and sensor system across abroadband of frequen 
cies and equally sensitive at all frequencies is highly complex. 
Further, the circuit and circuit components at risk for EMI 
may present different responses to different frequencies and 
therefore, the response of the detector circuit should be 
matched to the response of the circuit at risk, which further 
increases complexity. Also, a detector circuit that is separate 
from the circuit at risk is necessarily located in a different 
physical location than the circuit at risk. Therefore, there is 
less than absolute certainty that the detector circuit is “see 
ing the same exposure to EMI as the circuit at risk. The 
complexity and uncertainty associated with Such systems 
may result in possibilities for a false alarm or no alarm when 
interference is present. 
0006. In addition to, or rather than, an EMI detection cir 
cuit, shielding can be employed to shield at least certain 
components of the instrument, or the entire instrument, from 
EMI. While shielding is effective to at least some extent, such 
shielding is generally only effective up to a defined level of 
interference. At interference levels above such predefined 
level, there is a risk of interference impacting the integrity of 
the system. Also, over time, there is a possibility for shielding 
to become compromised through physical decay, corrosion, 
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improper service, and other factors. Ensuring EMI immunity 
over the life of an instrument based on Such shielding gener 
ally is not possible. 

BRIEF SUMMARY OF THE INVENTION 

0007. In one aspect, a method for detecting interference in 
a signal comprises receiving a sample signal. The signal is 
compared to a predetermined expected sensor signal range 
including at least one of a predetermined time rate of change 
range and a predetermined frequency range by comparing the 
signal to a predefined threshold. The method also includes 
determining whether the signal has at least one of a time and 
a frequency characteristic outside a predefined range, and 
determining that an interference event has been detected if the 
signal has at least one of Such characteristics. 
0008. In another aspect, an interference detector for 
detecting electro-magnetic interference in a signal is pro 
vided. The detector includes a processor programmed to pro 
cess a signal representative of breath alcohol content to deter 
mine whether the signal has been corrupted by electro 
magnetic interference, and to determine whether the signal 
has at least one of a time characteristic and a frequency 
characteristic outside respective predefined ranges. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 is a block diagram of an exemplary embodi 
ment of a breath testing instrument. 
(0010 FIG. 2 is a flow chart illustrating an exemplary 
method for detecting EMI in the instrument illustrated in FIG. 
1. 
0011 FIG. 3 is an exemplary graph illustrating a wave 
form generated by a fuel cell in a breath alcohol test instru 
ment. 

0012 FIG. 4 is an exemplary graph illustrating a signal 
generated by differentiating the signal shown in FIG. 3. 
0013 FIG. 5 is an exemplary graph illustrating a wave 
form having a small positive offset on its rising edge. 
0014 FIG. 6 is an exemplary graph illustrating a signal 
generated by differentiating the signal shown in FIG. 5. 
0015 FIG. 7 is an exemplary graph illustrating the signal 
resulting from high-pass filtering the signal shown in FIG. 5. 
0016 FIG. 8 is a flow chart illustrating an alternative 
method for detecting EMI in the instrument illustrated in FIG. 
1. 
0017 FIG. 9 is a block diagram of an alternative embodi 
ment of a breath testing instrument. 
0018 FIG. 10 is a flow chart illustrating an exemplary 
method for detecting EMI in the instrument illustrated in FIG. 
9. 
0019 FIG. 11 is a block diagram of yet another embodi 
ment of a breath testing instrument. 
0020 FIG. 12 is a flow chart illustrating a exemplary 
method for detecting EMI in the instrument illustrated in FIG. 
11. 

DETAILED DESCRIPTION OF THE INVENTION 

0021. The methods and systems described herein gener 
ally are directed to detecting the presence of radio frequency 
signals that may adversely impact desired operation of a 
breath testing instrument. Such methods and systems can be 
used in combination with other interference reduction/elimi 
nation techniques (e.g., shielding), and are not limited to 
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practice in only breath testing devices. For example, Such 
methods and systems can be utilized in connection with any 
device wherein interference is desired to be detected. 

0022 Generally, once interference is detected, many dif 
ferent approaches can be taken with respect to the signal that 
may be corrupted by the interference. For example, the signal 
can be discarded or ignored. 
0023 Referring specifically to the drawings, FIG. 1 is a 
block diagram of an exemplary breath testing instrument 20. 
Breath testing instrument 20 includes a sensor 22. Sensor 22 
can be in one of many forms. In one example, sensor 22 is a 
fuel cell. Fuel cells are commonly employed in breath testing 
instruments. 
0024. An output of fuel cell 22 is coupled to an amplifier 
24. In an example embodiment, amplifier 24 is an operational 
amplifier (op-amp) coupled to the output of sensor 22. 
0025. An output of amplifier 24 is coupled to an analog 

to-digital converter 26. Converter 26 converts an analog out 
put signal from amplifier 24 into a digital signal. An output of 
converter 26 is coupled to a processor 28. Processor 28 
executes an alcohol detection algorithm on the digital signal 
from converter 26, and generates a display signal that is then 
displayed to an operator of instrument 20. 
0026. The term “sensor', as used herein, refers to any 
device that generates a signal representative of a quantity or 
quality to be measured or monitored, quantitatively or quali 
tatively. In the context of breath alcohol, for example, the term 
sensor refers to a device that generates a signal representative 
of breath alcohol content. Examples of such sensors include 
electrochemical fuel cell, semiconductor, infrared, gas chro 
matograph, and mass spectrometer sensors. 
0027. The term “processor, as used herein, is not limited 

to reference a microprocessor. Rather, the term “processor is 
used to refer to any device or group of devices capable of 
processing the signal from the sensor (in analog or digital 
form) for the purpose of determining whether such signal has 
been corrupted by interference. For example, in addition to a 
microprocessor, it is contemplated that digital signal proces 
sors, analog processors, analog devices (e.g., Switched 
capacitors), analog/digital logic circuits, discrete transistors, 
integrated circuits, and many other devices can be used to 
perform Such processing. The term “processor, as used 
herein, includes all Such devices. In addition, it is contem 
plated that a sensor and a processor can be implemented in 
one circuit, for example, in the form of an integrated circuit. 
0028. The term “interference', as used herein, refers to an 
interruption of, or interference with, proper operation of a 
device. For example, in the context of a breath alcohol sensor, 
the sensor may generate a signal that has been interfered with 
due to EMI. Corruption of the signal by EMI is referred to 
herein as interference. In comparison to corruption of the 
signal by EMI, interferents may be present in the sample 
provided to the tester. For example, in the context of a breath 
alcohol sensor, the presence of mouth alcohol will result in 
the sensor generating a signal that may not be fully represen 
tative of breath alcohol from the deep lung. In such a circum 
stance, the device operates properly yet the measurement 
generated by the device may not be accurate with respect to 
the desired deep lung breath alcohol concentration. Such 
inaccuracy is not caused by interference. Rather, the sample 
used by the properly operating device is not a valid sample. 
0029 FIG. 1 is just one example breath testing instrument, 
and many different configurations and components can be 
used in performing breath testing. Further details regarding 
breath testing instruments are set forth, for example, in U.S. 
Pat. Nos. 5,393,495 and 4,770,026. 
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0030. As explained above, electro-magnetic interference 
(EMI) can impact the integrity of a signal generated by sensor 
22, or can possibly even impact operation of amplifier 24 
and/or converter 26. Especially in devices such as a breath 
testing instrument, there are many reasons for maintaining the 
integrity of the signal and operation of the instrument com 
ponents. 
0031 Generally, to detect interference, deviations or 
abnormalities from an expected sensor signal are detected. As 
explained below in detail, the expected sensor signal has a 
well defined bandwidth and wave shape. If the bandwidth or 
wave shape deviates outside the expected, or normal, range by 
extending beyond the pre-defined upper or lower thresholds, 
then interference has likely corrupted the signal. The range, 
including the upper and lower thresholds, can be determined 
empirically and depends on the particular sensor and associ 
ated circuitry employed. 
0032. In accordance with one embodiment, and in addi 
tion to executing an alcohol detection algorithm, processor 28 
is programmed to perform an interference detection algo 
rithm. An example embodiment of Such an algorithm 40 is 
shown in FIG. 2. Referring to FIG. 2, processor 28 reads or 
samples 42 a digital signal (X(n)) at the output of converter 26. 
The signal is then differentiated, or high-pass filtered, 44 to 
generate a differentiated, or filtered, signaly(n). The slope of 
the signal (y(n)) is then compared 46 to a predetermined 
maximum allowable slope, i.e., a predefined threshold. Gen 
erally, if the determined slope is within a predefined range, 
i.e., within the defined lower and upper limits, or thresholds, 
of the range, then processing returns to sampling 42 the signal 
at the output of converter 26. However, if the determined 
signal slope is greater than the maximum allowable slope, for 
example, then an interference event is detected 48. 
0033. In the exemplary embodiment, upon detection of an 
interference event, the sampled signal (X(n)) is discarded and 
further processing is not performed using Such signal. If no 
interference event is detected, then the sampled signal (X(n)) 
is utilized in connection with respect to generating a signal 
representative of breath alcohol content. 
0034. With respect to sensor 22, there are many sensors 
(such as fuel cells, for example) that generate outputs having 
well defined bandwidths or wave shapes. To detect interfer 
ence, high-pass filtering is performed on the generated signal, 
and deviations from pre-defined limits are identified. Inter 
ference can manifest as DC offsets, and low-pass filtering 
may merely 'smear the interference energy and corrupt the 
data contained in the signal. Therefore, although low pass 
filtering can be used, high-pass filtering separates the com 
ponents of the interference from the data leaving only the 
components of the interference if interference is present. 
0035 More particularly, since the bandwidth of the signal 
generated by sensor 22 is well defined, a filter may be con 
figured to remove the data from the signal, leaving the inter 
ference. Since certain characteristics of the signal are known, 
Such as its slope, or even the mathematical sign of its slope, 
simpler techniques such as differentiation can be used. 
Higher order derivatives (e.g., the slope of the slope) of the 
signal could also be used. 
0036. The filter can have many forms and can be imple 
mented in hardware or software. The high-pass filtering can 
be performed using known frequency- or time-domain tech 
niques inhardware or software. The filtering can be executed 
in real-time, or after the fact on stored data. Hardware-based 
filtering can be performed using, for example, Switched-ca 
pacitor or analog techniques. Software-based filtering can be 
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performed using, for example, time-domain techniques such 
as FIR/IR filtering or differentiation. Fourier Transform and 
other frequency-based techniques also can be used. 
0037. In operation, and with a fuel cell as sensor 22, a 
waveform generated by fuel cell in breath alcohol testing has 
a well-defined shape, such as shown in FIG. 3. The signal 
rises, peaks, and then decays. An uncorrupted waveform has 
a positive slope gradually changing to Zero, and then becom 
ing negative. Differentiating Such a signal yields a signal, 
such as is shown in FIG. 4. 
0038. With the signal shown in FIG.3, there should be no 
negative slope before the peak, nor a positive slope after the 
peak. That is, the derivative of the signal (FIG. 4) should tend 
monotonically toward a negative value, then monotonically 
rebound toward Zero. Any deviation from this profile indi 
cates possible interference. 
0039 For example, and referring to FIG. 5, the signal has 
a small positive offset on its rising edge. Differentiating this 
signal yields the signal shown in FIG. 6. The interference is 
clear due to the spikes extending upward and downward. The 
normal or expected (i.e., uncorrupted) slope of the signal in 
FIG. 5 at this point in time is below some positive range and 
should not be negative. 
0040 Similarly, if a high-pass filter is applied to the signal 
shown in FIG. 5, then the signal shown in FIG. 7 is generated. 
As with differentiation, the presence of the interference is 
clear once the signal is high-pass filtered. 
0041. The above-described system and method provide 
the advantage that the circuit at risk of interference is itself 
used as the detector. Therefore, issues associated with fre 
quency matching and physical placement between detection 
and the circuit at risk are eliminated. In addition, if ancillary 
shielding or grounding becomes ineffective for any reason, 
the above-described system and method still safeguard the 
integrity of the signal and the data derived from the signal. 
The above-described system and method therefore facilitate 
minimizing the risks of (1) generating no alarm when there is 
interference and (2) generating a false alarm when interfer 
ence does not exist. 
0042 FIG. 8 is a flow chart illustrating another embodi 
ment of a method for detecting interference in an instrument, 
such as instrument 20 (shown in FIG. 1). Referring specifi 
cally to FIG. 8, an entire waveform is read 62 by processor 28. 
The waveform is then transformed 64 to the frequency 
domain by processor 28. Processor 28 then determines 
whether any components of the transformed signal have fre 
quencies outside a predefined, or valid, range 66. If there are 
signals outside the valid range, i.e., signals that exceed a 
predefined threshold, then an interference event is deemed 
detected 68. As explained above, once interference is 
detected, many different approaches can be taken with 
respect to the signal that may be impacted by the interference. 
For example, the signal can be discarded or ignored. If there 
are no frequency components outside the valid range, then 
normal program processing is executed on the waveform 70. 
0043 FIG.9 is a block diagram of another embodiment of 
a breath testing instrument 80. Breath testing instrument 80 
includes a sensor 82. Sensor 82 can be in one of many forms. 
In the exemplary embodiment, sensor 82 is a fuel cell. An 
output of fuel cell 82 is coupled to an amplifier 84. In the 
exemplary embodiment, amplifier84 is an operational ampli 
fier (op-amp) coupled to the output of sensor 82. An output of 
amplifier84 is coupled to a first analog-to-digital converter 
86. Converter 86 converts an analog output signal from ampli 
fier 84 into a digital signal. An output of converter 86 is 
coupled to a processor 88. Processor 88 executes an alcohol 

Mar. 10, 2011 

detection algorithm on the digital signal received from con 
Verter 86, and generates a display signal that is then displayed 
to an operator of instrument 80. 
0044) The output of amplifier84 is also coupled to a high 
pass filter 90 and to a second analog to digital converter 92 
that is connected in parallel with respect to first converter 86. 
Processor 88 therefore samples two digital signals, i.e., a 
signal from first converter 86 and a filtered signal from second 
converter 92. The signal from first converter 86 is temporarily 
stored by processor 88 while operations are executed on the 
filtered digital signal to determine whether an interference 
event has occurred. If an interference event is detected, then 
the signal from first converter 86 is discarded. If no interfer 
ence event is detected, then further processing is performed 
on the signal from first converter 86. 
0045. With respect to a process 100 for determining 
whether an interference event has occurred, and referring to 
FIG. 10, processor 88 reads 102 a filtered digital signal (y(n)) 
at the output of converter 92, which estimates the slope of this 
signal X(n). The slope of the signal (y(n)) is then compared 
104 to a predetermined maximum allowable slope. If the 
signal slope is less than or equal to the maximum allowable 
slope, i.e., a predefined threshold, then processing returns to 
sampling 102 the signal at the output of converter 92. If, 
however, the signal slope is greater than the maximum allow 
able slope, then an interference event is detected 106. As 
explained above, higher order derivatives (i.e., the slope of the 
slope) could be used. 
0046. In the example embodiment, and upon detection of 
an interference event, the sampled signal (X(n)) from first 
converter 86 is discarded and further processing is not per 
formed using Such a signal. If, however, no interference event 
is detected, then the sampled signal (X(n)) is utilized in con 
nection with respect to generating a signal representative of 
breath alcohol content. 
0047 FIG. 11 is a block diagram of yet another embodi 
ment of a breath testing instrument 110. Breath testing instru 
ment 110 includes a sensor 112. Sensor 112 can be in one of 
many forms. In the exemplary embodiment, sensor 112 is a 
fuel cell. An output of sensor 112 is coupled to an amplifier 
114. In the exemplary embodiment, amplifier 114 is an opera 
tional amplifier (op-amp) that is coupled to the output of 
sensor 112. 
0048. An output of amplifier 114 is coupled to an analog 
to-digital converter 116. Converter 116 converts an analog 
output signal from amplifier 114 into a digital signal. An 
output of converter 116 is coupled to a processor 118. Pro 
cessor 118 executes an alcohol detection algorithm on the 
digital signal received from converter 116, and generates a 
display signal that is then displayed to an operator of instru 
ment 110. 
0049. The output of amplifier 114 also is coupled to a 
high-pass filter 120 and a comparator 122 that is connected in 
parallel with respect to first analog to digital converter 116. 
Processor 118 therefore samples two signals, i.e., a signal 
from first converter 116 and a filtered signal from comparator 
122. If an interference event is detected, then the signal from 
first converter 116 is discarded or ignored. If, however, no 
interference event is detected, then further processing is per 
formed on the signal from first converter 116. 
0050 FIG. 12 is a flow chart illustrating an embodiment of 
a method 130 for detecting interference in instrument 110 
illustrated in FIG. 11. Referring to FIG. 12, comparator 122 
compares the signal from high-pass filter 120 to a predeter 
mined maximum allowable signal, i.e., a predefined thresh 
old. Processor 118 reads 132 a signal (x(n)) at the output of 
comparator 122. If the signal from comparator 122 is less than 
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or equal to Zero 134, then processing returns to reading 132 
the signal at the output of comparator 122. If, however, the 
signal from comparator 122 is greater than Zero, then an 
interference event is detected 136. 

0051. In the exemplary embodiment, and upon detection 
of an interference event, the sampled signal (X(n)) from con 
verter 116 is discarded and further processing is not per 
formed using Such signal. However, if no interference eventis 
detected, then the sampled signal (X(n)) is utilized in connec 
tion with respect to generating a signal representative of 
breath alcohol content. 

0052. The above-described systems and methods provide 
the advantage of using the signal itself from a circuit at risk to 
detect interference that may damage signal integrity. Gener 
ally, and as described above. Such systems and methods can 
be utilized when a signal without interference has a well 
defined time, or frequency characteristic. If a signal that 
should have such a well defined time or frequency character 
istic does not have such defined characteristics, then an inter 
ference event is deemed detected. Specifically, the signal is 
processed so that only possible interference remains. By 
evaluating the remaining interference, it can be determined 
whether the data from the circuit-at-risk can be relied upon or 
whether it should be discarded. Thus, the interference data 
from the circuit-at-risk is used in connection with detecting 
interference. 

0053. The above-described systems and methods can be 
used in connection with many different circuits at risk, and the 
circuits described above are by way of example only. In 
addition, there can be multiple detectors for multiple circuits, 
and detectors may be chosen only for those circuits and sig 
nals most likely to be at risk. Detectors and circuits may be 
tied to multiple signals, each of which could be thus pro 
tected. Moreover, single signals may be tied to multiple cir 
cuits and detectors. For example, multiple interference detec 
tion algorithms can be executed in connection with one signal 
to determine the existence of interference. 

0054. In addition, the above-described systems and meth 
ods can be accomplished through frequency- and/or time 
domain techniques in hardware and/or software. The detec 
tion algorithms can be executed in real-time, or not in real 
time on stored data. Rather than executing algorithms 
implemented in software, hardware detection methods can be 
used, including Switched-capacitor or analog technology. Of 
course, other hardware detection methods could be used. In 
addition, with respect to detection algorithms implemented in 
Software, time domain techniques such as digital filtering, 
differentiation (of any order), or a variety of other frequency 
based techniques such as the FFT(fast Fourier transform) can 
be used. Again, other software methods could be used. 
0055 Although a few specific types of breath tester are 
described herein, the above-described methods and system 
can be used on other types of breath tester signals and other 
circuits at risk, such as, but not limited to, ethanol and/or CO 
infrared signals from a breath test, instrument temperature 
data, absolute and gauge pressure for use with dry gas stan 
dards, breath flow, mechanism position sensing, and any 
other signal in a breath tester with well defined time or fre 
quency characteristics. 
0056. While the invention has been described in terms of 
various specific embodiments, those skilled in the art will 
recognize that the invention can be practiced with modifica 
tion within the spirit and scope of the claims. 
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What is claimed is: 
1. An interference detector for detecting electro-magnetic 

interference corrupting a signal from a breath alcohol sensor, 
the detector comprising a processor programmed to: 

receive the signal from the breath alcohol sensor; 
differentiate the signal to generate a differentiated signal; 
compare the differentiated signal to a predefined threshold 

for a time rate of change range; and 
determine that an interference corrupting event is detected 

if the time rate of change is outside the respective pre 
determined range. 

2. The detector of claim 1 wherein the processor is further 
programmed to discard the signal if the interference corrupt 
ing event is detected. 

3. The detector of claim 1 wherein the processor is further 
programmed to determine a second order or higher order 
derivative of the signal. 

4. The detector of claim 1 further comprising an analog 
to-digital converter for converting the signal into a digital 
signal. 

5. The detector of claim 1 wherein the differentiated signal 
has a slope and wherein the processor is programmed to 
compare the slope of the differentiated signal to a maximum 
allowable slope. 

6. The detector of claim 5 wherein the interference corrupt 
ing event is detected if the slope is greater than the maximum 
allowable slope. 

7. The detector of claim 6 wherein the processor is further 
programmed to discard the signal if the interference corrupt 
ing event is detected. 

8. An interference detector for detecting electro-magnetic 
interference corrupting a signal received from a breath alco 
hol sensor including a fuel cell, the detector comprising a 
processor programmed to: 

receive the signal from the breath alcohol sensor; 
transform the signal from a time domain signal to a fre 

quency domain signal; and 
process the frequency domain signal to determine whether 

any frequency component present is outside a pre 
defined range; and 

determine that an interference corrupting event is detected 
if the frequency component present is outside the pre 
defined range. 

9. The detector of claim 8 wherein the processor is further 
programmed to discard the signal if the interference corrupt 
ing event is detected. 

10. The detector of claim 8 wherein the processor is further 
programmed to determine a second order or higher order 
derivative of the signal. 

11. The detector of claim 8 further comprising an analog 
to-digital converter for converting the signal into a digital 
signal. 

12. The detector of claim 8 wherein the frequency domain 
signal has a slope and wherein the processor is further pro 
grammed to compare the slope of the signal to a maximum 
allowable slope. 

13. The detector of claim 12 wherein an interference event 
is detected if the slope is greater than the maximum allowable 
slope. 

14. The detector of claim 13 wherein the processor is 
further programmed to discard the signal if the interference 
event is detected. 


