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100 When receiving an application request for a digital
certificate, verify the legitimacy of the identity of
the applicant for the digital certificate

101 If the verification of the legitimacy of the identity of the
applicant for the digital certificate passes, then use a
group member private key to sign the data to be signed
of the digital certificate

102 Send the digital certificate signed by the group member
private key to a terminal device corresponding to the applicant

(57) Abstract: The present application relates to a method for issuing and verifying a digital certificate on a blockchain and a device
and a medium, the method for issuing a digital certificate on a blockchain comprising: when receiving an application request for a
digital certificate, verifying the legitimacy of the identity of the applicant for the digital certificate; if the verification of the legitimacy
of the identity of the applicant for the digital certificate passes, then using a group member private key to sign the data to be signed
of the digital certificate, an identifier of the issuer of the digital certificate being the identifier of a CA organisation group in a group
certificate, the group member private key and the group certificate being issued to the CA organisation in advance by a management
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server of the CA organisation group; and sending the digital certificate signed by the group member private key to a terminal device
corresponding to the applicant. The present application can hide the actual issuer of the digital certificate, avoiding the problem of client
channel information leakage, and increasing the client information security.
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