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(57) ABSTRACT 

An identification device for identifying persons on an authen 
ticated basis includes a Support layer, an authentication 
device with a non-volatile, re-writeable semiconductor 
memory, a person-related feature, a communication system 
with a communication connector, and a first electronic key 
which is linked to the person-related feature and is stored in 
the memory. In a further aspect, an identification device for 
identifying persons on an authenticated basis includes an 
electronic data set in which an electronic image of a person 
related feature and a first electronic key are stored, and the 
first electronic key is linked to the person-related feature. Also 
provided is a method of identifying and authenticating a 
person by an identification device. 
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1. 

IDENTIFICATION DEVICE HAVING 
ELECTRONIC KEY STORED IN A MEMORY 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is the National Stage of PCT/AT2009/ 
000388 filed on Oct. 7, 2009 which claims priority under 35 
U.S.C. S 119 of Austrian Application No. A 1570/2008 filed 
on Oct. 7, 2008, the disclosure of which is incorporated by 
reference. The international application under PCT article 
21(2) was not published in English. 
The invention relates to a personal identification means for 

identifying persons on an authenticated basis, comprising a 
Support layer, an authentication device with a memory means 
provided in the form of a non-volatile, re-writeable semicon 
ductor memory, a person-related feature and a communica 
tion system with a communication connector. The invention 
further relates to an identification means for identifying per 
Sons on an authenticated basis, comprising an electronic data 
set in which an electronic image of a person-related feature 
and a first electronic key are stored. The invention also relates 
to a method of identifying and authenticating a person by 
means of an identification means. 

Identification means for identifying a person are generally 
known and are usually based on an optical check for a match 
between personal data stored in the identification means and 
the features of a person who carries the identification means 
with him and presents it to an inspection authority. This check 
for a match is usually carried out by a person, although 
systems are also known whereby an identification means can 
be at least partially read and processed by an automated 
system. In the case of the optically visual comparison check 
made by a person, there is a major drawback to the known 
information features because it is possible for a potential 
attacker to forge a feature of this type and thus manipulate a 
valid identification means so that it can be used by another 
person with fraudulent intent. Furthermore, the evaluation 
criteria used for the match depend to a certain extent on a 
partially Subjective evaluation of a person and in particular 
are also dependent on the respective conditions at the time. An 
objective check can therefore not be guaranteed. 

Accordingly, the underlying objective of the invention is to 
propose an identification means by means of which the iden 
tity and authenticity of a person can be unambiguously guar 
anteed. 
The objective is achieved by the invention due to the fact 

that a first electronic key linked to the person-related feature 
is stored in the memory means of the identification means. 

This embodiment advantageously ensures that the person 
related feature is largely protected against manipulation 
because a potential attacker would have to manipulate both 
the person-related feature and the link and optionally the first 
electronic key in order to be successful. Since the first elec 
tronic key is stored in the memory means and hence in the 
authentication device, a potential attacker would therefore 
have to manipulate the authentication device, of which there 
is very little prospect of Success in spite of an extraordinary 
amount of effort. 
The first electronic key may be provided in the form of a 

pseudo-random code, for example an alphanumeric code. 
Such keys can be generated in a defined manner by means of 
an algorithm but give an observer the impression of being a 
random arrangement of characters. In particular, this enables 
unique specific electronic keys to be generated which cannot 
be by-passed by a so-called brute-force attack. In particular, 
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2 
the effort that would be needed to check all possible combi 
nations of Such a key would exceed the time and technology 
available to an attacker. 
The fact that the person-related feature is linked to the 

electronic key represents a combination of features which has 
the advantages of an electronic key in terms of protection 
against forgery combined with a person-related feature. The 
identification means is therefore advantageously designed to 
offer a significant increase in security as regards the unique 
identification and authentication of a person. 
The objective of the invention is also achieved by means of 

the identification means incorporating an electronic data set, 
and again in this instance, the first electronic key is linked to 
the person-related feature. The advantage of this other design 
resides in the fact that an electronic data set can be directly 
processed by an automated detection system, which prefer 
ably has a data processing unit. In particular, in order to run an 
identity check, it is not necessary to provide a detection 
device for establishing a communication connection to the 
identification means. Another advantage of this design 
resides in the fact that the identification feature can be trans 
mitted and Subjected to data processing. In particular, this 
means that there is a large range of known and widely used 
devices available which can be used to run an identification 
and/or authentication of a person, based on the stored person 
related feature. 

Since it may be necessary, for legal or statutory reasons, for 
a person to carry an identification means with him, the Sup 
port layer is provided in the form of an identity document in 
another embodiment. Accordingly, the identification means 
may be a driver's license for a vehicle, for example, but it 
could also be based on the design of a travel document for 
travel crossing borders. To enable the checkpoints to be net 
worked with a view to increasing the reliability of the system 
for identifying persons, the identification means may also be 
designed so that it can be processed by means of an automated 
detection system. In particular, the person-related feature 
may satisfy the requirements of a machine-readable detection 
process. For example, in the case of an optical system for 
detecting a person-related feature, the latter can be designed 
in Such a way that feature components are applied to different 
spectral components. This means that it is not only possible to 
check the person-related feature in the optically visible range, 
for example, but feature components can also be created in the 
non-visible range and detected for comparison purposes, for 
example in the IR and UV range. The design based on a 
machine-readable identity document has another advantage 
in that the check on the person-related feature is always run on 
the basis of the same reproducible criteria and any element of 
uncertainty due to individual evaluation criteria applied by an 
authorizing person can be ruled out. 
Of particular advantage is an embodiment whereby the 

Support layer is designed as a bank-type data card, in which 
case a design based on a chip card is particularly preferred. the 
claimed embodiment offers a specific advantage in that a 
bank card is particularly compact and can thus be carried 
permanently by a person without restricting freedom of 
movement due to size and/or shape. In particular, the advan 
tage of a design based on a bank card is that it can be carried 
in an object which a person usually always carries with him, 
for example a wallet. The support layer may also be provided 
in the form of a portable data memory, for example a USB 
Stick or a memory card, of a type known to the skilled person. 
Due to technical progress, such portable data memory devices 
are becoming ever smaller but ever more powerful and there 
fore offer increasingly large storage capacities. For this rea 
son, these portable data memory devices are already carried 
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by a large number of users and can therefore advantageously 
be used as the Support layer for the identification means 
proposed by the invention. 

Based on one embodiment, the person-related feature is 
provided in the form of a person’s image. A person’s image, 
in particular a photograph, enables a very rapid check for a 
match between the person-related feature and the person 
physically presenting the identification means. Due to the link 
to the first electronic key proposed by the invention, person 
related features of this type can advantageously be improved 
so that a simple and rapid visual comparison is possible but it 
would be extremely difficult to manipulate the person-related 
feature and identification means. 
An image of the person-related feature is preferably dis 

posed on the Support layer. The advantage of this is that a 
rapid visual check of the person can be undertaken by com 
paring the image with the person physically present. 

With a view to ensuring reliable detection and hence iden 
tification and authentication of a person by means of an image 
of him or her, one embodiment offers a quite specific advan 
tage in that the image conforms to an internationally recog 
nized standard governing the imaging of persons. The 
requirements of the International Civil Aviation Organization 
(ICAO) are used by preference. The ICAO specifically stipu 
lates how a person’s face should be photographed and speci 
fies requirements to be complied with relating to the facial 
expression of the person. As a result of this internationally 
accepted Standardization, it is possible to process images of 
people on an automated basis, for example. Another major 
advantage resides in the fact that conforming to international 
standards ensures universal acceptance and standard com 
parison features can therefore be used worldwide. 

In addition to a using a person’s image as the person 
related feature, the person-related feature might also be a 
biometric feature, the advantage of which is that biometric 
features are extremely difficult or impossible to manipulate 
and thus offer a particularly high degree of security with 
respect to identifying and authenticating persons. The bio 
metric feature might be a fingerprint, an iris image, a skin or 
veinstructure or alternatively the voice. The biometric feature 
is converted into an electronic format so that it can be stored 
on an identification means proposed by the invention. 

In terms of the security of the identification means, one 
embodiment is of particular advantage whereby the first key 
is provided in the form of a key of an authentication and 
certification facility. Such facilities are usually internation 
ally recognized organizations which set a very high standard 
in terms of issuing and managing electronic keys. Of crucial 
importance, however, is the fact that such facilities issue and 
manage keys independently of other organizations and thus 
guarantee a very high degree of independence and hence a 
very low degree of external influence. For example, the first 
electronic key may be part of a so-called Public Key System, 
in which case one key part is publicly known but the private 
key part is known only to the user of the authentication and 
certification facility. 

For example, the first electronic key and the link may be 
configured so that a potential attacker would irreversibly 
destroy the first key or the link in the event of an attempt at 
manipulation. 

Since the first key and the person-related feature are stored 
in the memory means of the authentication device, it is of 
advantage if the authentication device has a data processing 
unit or a cryptography module because this means that direct 
access to the stored features can be prevented. For security 
reasons, it is particularly practical if an external checking 
device, for example an automated personal identification 
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4 
facility, does not have direct access to the stored key, person 
related feature or link. As a result of the claimed embodiment, 
the stored features can be encrypted in Such a way that a 
potential attacker would gain no advantage. This design has a 
particular advantage in that the stored features can be kept 
largely hidden, thereby preventing the possibility of fraudu 
lent access. For example, the electronic key can be encrypted 
by means of a one-way encryption algorithm. When access 
ing the identification means in order to check the person 
related feature, the personal identification facility of the 
authentication device must present the correct key result in 
order to gain machine access to the identification means. In 
the event of a brute-force attack, an attempt is made to gain 
access by trying out possible key results. After several incor 
rect access attempts with a false key result, the authentication 
device can activate a protection mechanism which com 
pletely blocks access, for example, making a new link of the 
first electronic key to the person-related feature necessary. 
However, it would also be possible for the authentication 
device to render the identification means unusable, for 
example by destroying the first key and/or person-related 
feature. 

With a view to making use and deployment of the identi 
fication means proposed by the invention as user-friendly as 
possible, one embodiment is of advantage whereby the com 
munication connector may be designed to establish a wireless 
connection. This being the case, it is possible for a user 
carrying the identification means proposed by the invention to 
walk past a detection device and the detection device com 
municates wirelessly with the authentication device via the 
communication system for example, and thus checks or veri 
fies the first key and/or optionally other person-related fea 
tures for compatibility for example. Particularly in areas 
through which a large number of people pass, this design 
offers a specific advantage in that the flow of people is not 
slowed down by having to show the identification means. 
People pass the detection system, which reads the relevant 
features and runs an automated identification or authentica 
tion of the people. 

In one embodiment, the detection device could be con 
nected to a data processing unit for example, which, after 
reading and checking the first electronic key, accesses a cen 
tral data storage facility from where it reads stored reference 
data of the identification means. These reference features can 
then be displayed to an inspector who compares these fea 
tures with those of the person currently present. 

Interms of reliably authenticating and identifying a person, 
the security of the identification means can be increased if a 
second electronic key is stored. Based on a first embodiment, 
it may be stored in the memory means of the authentication 
device or, based on a second embodiment, in the electronic 
data set. This second electronic key is independent of the first 
electronic key and thus enables an additional Security feature 
of another authentication and certification facility to be stored 
on the identification means. When checking the identification 
means proposed by the invention, a control center has the 
possibility of being able to check two electronic keys inde 
pendently of one another, thereby identifying and authenti 
cating a person with a higher degree of security. This embodi 
ment also makes it much more difficult for a potential attacker 
to manipulate the identification means proposed by the inven 
tion because he would now have to manipulate two electronic 
keys at the same time and in a defined manner in order to 
obtain a false identity. 
A particularly advantageous embodiment is obtained if the 

second key is linked to the first key, because there is then a 
unique and irreversible link between the two keys, which is of 



US 8,870,067 B2 
5 

particular practical advantage in terms of reliability in the 
process of identifying and authenticating a person. This also 
makes a potential manipulation attempt much more difficult. 
The link may be set up in Such a way that a key product is 
created which cannot be reversed for example, in other words 
it is not possible to trace back to the two key parts from the 
product of the link. 
The link between the person-related feature and the first 

key may be set up on the basis of a one-way operation 
whereby it is not possible to trackback from the product of the 
link to the original initial products. In the case of a one-way 
link, it is specifically only the product of the link that is stored. 
When identifying or authenticating a person, the link is rec 
reated or generated by an authentication center by means of 
an appropriate checking algorithm, for example, and is com 
pared with the stored link. This enables a unique match to be 
checked without having to check the essential specific fea 
tures relevant to security. 
Of particular practical advantage is an embodiment 

whereby the first and/or second electronic key is provided in 
the form of an electronic key of a person with legal authority. 
A person with legal authority might be a lawyer or notary, for 
example, but in any case a person who can use the power of 
his legal status to issue a legally binding certificate relating to 
the authenticity of an identification means. For example, a 
person would show the identification means to a person of 
legal authority who, having legitimized the person by storing 
his own electronic key, would confirm that the identification 
means has been uniquely assigned to a specific person. The 
main aspect of this is that this one-off confirmation by a 
person of legal authority is used to set up a unique and fully 
traceable assignment of the identification means to a specific 
person and this unique assignment can be uniquely retrieved 
during Subsequent procedures for identifying or authenticat 
ing the person. A third party, having checked the identifica 
tion means, will then be able to identify and authenticate a 
person presenting Such an identification means in a reliable 
and unambiguous manner and in particular, it will be possible 
to obtain a legally binding identification and authentication. 

The legal authority might specifically be any organization 
which is widely accepted as being an entity with the power to 
issue a recognized and in particular legally binding confirma 
tion relating to the identity of a person. For example, this 
might also be a nationally and/or internationally operating 
authorization or certificating facility. 

From the point of view of the security of the identification 
means, one embodiment is of particular advantage whereby a 
digital image of the person-related feature is stored in the 
memory means. A potential attacker could manipulate the 
Support layer of the identification means in Such a way that a 
falsified person-related feature could be applied or appended. 
Ifa digital image of this feature is stored in the memory means 
of the authentication device in addition to the person-related 
feature on the Support layer, there is always a reference image 
available which can be compared with the feature currently 
disposed on the Support layer for a Subsequent access with a 
view to identifying a person, thereby making any attempt at 
manipulation immediately detectable. This design has a par 
ticular advantage in that a so-called offline-authentication of 
a person is possible because the reference feature to be 
checked or compared is available on the identification means 
and there is no need to establish a communication link to a 
central certification or authorization facility. 
By opting for an appropriate access protection system for 

the authentication device, it is also possible in addition to 
ensure that access to this reference feature is possible only on 
the basis of reading and any access that involves writing is 
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6 
prevented by features and security systems of the authentica 
tion device. In one embodiment, the authentication device 
could also be designed so that any access to the stored feature 
which involved writing would lead to the destruction of the 
stored information, link and optionally also to the destruction 
of the identification means. 
One particularly practical embodiment is obtained if the 

first electronic key is stored in the digital image in encoded 
format. For example, Such encoding may be run using stega 
nography, the advantage of which is that the first electronic 
key is stored in the digital image in Such away that when the 
stored image is visually observed, the encoded key is not 
apparent. Also of advantage is the fact that the digital image 
cannot be manipulated because any attempt at manipulation 
will automatically render the link between the person-related 
feature and the first electronic key invalid. This embodiment 
specifically offers the particular advantage that an encoding 
method of this type is usually not reversible, in other words it 
is not possible to remove the encoding, change the person 
related feature and then re-run the encoding and linking 
operation again for manipulation purposes. 

Based on one embodiment, the electronic data set is stored 
in a memory means of a data processing unit. In order to 
secure the stored electronic data set, the data processing unit 
may be disposed in a secure area for example, to which only 
a selected number of persons have access. It would also be 
possible to store several electronic data sets in the data pro 
cessing unit. This will enable electronic data sets relating to 
several persons to be managed. 

Another embodiment is of advantage whereby the data 
processing unit has a communication connector which is 
configured to enable a remote data center to access the elec 
tronic data set. For example, the data processing unit may be 
provided in the form of a server which stores a plurality of 
different electronic data sets as identification means and is 
accessible via a global communication network. A plurality 
of identification and authentication facilities will then be able 
to access the identification means and thus run the process of 
identifying or authenticating persons. 

In order to simplify use and make allowance for the fact 
that the identification means proposed by the invention 
should preferably be carried, one embodiment is of advantage 
whereby the electronic data set is stored in a portable data 
memory device. As described above, portable data memory 
devices already rank as devices which are used in day to day 
life and are therefore usually carried. 
The objective of the invention is also achieved by a method 

of identifying and authenticating a person, which comprises 
the method steps described below. 
By storing person-related features in a memory means or 

an electronic data set, an identification means is obtained 
which can be carried by a user and accessed at any time so that 
a person can be identified at any time. 

In order to ensure that the identity of a person is secure, it 
is legitimized by a legal authority. This might be done by the 
person presenting a legally valid document to the legal 
authority, who documents the identity of the person. 
By storing a first key of a legal authority in the memory 

means of the information feature or the electronic data set and 
then linking the first key to the person-related feature, a 
legally valid relationship is established between the physical 
identification means and the person as being the carrier or 
owner of this feature. 
By presenting the identification means for inspection, the 

person can then have his identity legally authenticated. When 
presenting the identification means to a third party, the latter 
can then assume, in particular on a legally binding basis, that 
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this person unambiguously corresponds to the one to whom 
this specific identification means was legally assigned before 
the legal authority. 

Based on the first embodiment of the identification means, 
presenting the identification means may mean that the Sup 
port layer carried by a person to be checked and/or of a 
checking device has already been verified. Based on the sec 
ond embodiment in the form of an electronic data set, the 
checking device or the person carrying out the check may be 
presented with a referral to the memory location where the 
data set is stored, whereupon the identification means can be 
accessed via a communication route. 

In order to increase security or to set up a multi-stage 
authentication process, it is of advantage to opt for an embodi 
ment whereby a second electronic key of an authentication 
and certification facility is stored. This embodiment offers a 
significant increase in the security involved in identifying and 
authenticating a person because a third party to whom the 
identification means is presented can run a check by checking 
the key with the issuing authentication and certification facil 
ity to ascertain whether the person presenting the identifica 
tion means matches the person who applied for the second 
electronic key. Since Such a facility usually has a specifically 
nationally but preferably internationally recognized reputa 
tion, establishing the identity or authenticity of a person is 
confirmed once by means of the first electronic key which was 
stored by a legal authority, and a second time by means of the 
second electronic key of an authentication and certification 
facility, which represents a considerable advantage in terms 
of ensuring a reliable identification of persons and makes for 
wide acceptance of the method proposed by the invention. 

This embodiment also offers the possibility of setting up 
different security stages. For example, in the case of a more 
simple application that is not critical in terms of security, 
authentication by means of the second key will suffice. If 
greater security is necessary, the first key can also be checked. 

To obtain a significant increase in the security of the 
method proposed by the invention in terms of ensuring reli 
able identification and authentication of a person whilst 
enabling the method to be run as quickly as possible, it is of 
advantage to opt for an embodiment whereby a reference set 
of person-related data is stored in an external memory unit. 
This external memory unit could be provided in the form of a 
central data processing unit for example, which is connected 
to devices so that it is able to read person-related features and 
electronic keys as well as their encryption products from 
identification means. For example, the reference set may con 
tain an image of the person-related features of the identifica 
tion means, thereby permitting access to the original feature 
set that was linked by the legal authority to the person-related 
feature during the legitimization process in order to authen 
ticate a personatany time. A potential attacker could manipu 
late the identification means but would have no access to the 
stored reference set so that the manipulation attempt would 
come to light immediately the next time the method is run to 
authenticate a person. For the purpose of authenticating a 
person, therefore, there is always a reference set available 
which is impossible or extremely difficult to manipulate, 
thereby resulting in a significant increase in the security and 
reliability of the process of identifying a person for a third 
party. 

Also with a view to increasing reliability and acceptance of 
the method proposed by the invention, an embodiment which 
is of advantage is one where a reference set of person-related 
data is stored on the identification means, in particular in the 
memory means. This embodiment is of particular advantage 
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8 
if a detection system is operated "offline', in other words 
there is no direct access to a central management facility. 

In some embodiments, this reference set may naturally be 
stored in an appropriately encrypted or encoded format, for 
example by means of a one-way encryption, which represents 
a further security hurdle for a potential attacker to overcome. 

Based on one embodiment, the stored person-related fea 
ture is compared with a detected feature in order to identify 
and authenticate a person. This embodiment advantageously 
ensures that the identification means proposed by the inven 
tion has sufficient feature security to enable a person to be 
reliably identified and/or authenticated on the basis of detect 
ing a feature and comparing it with the stored feature. This 
comparison may be made by an inspector in person and/oran 
automated control system, and this check will specifically be 
made if a person carrying an identification means or present 
ing a reference hands it to a third party and would like to 
identify and authenticate himself. A detection system can 
then detect the person-related features, transmit them to a 
processing facility or control person, so that the currently 
detected data can be compared with the stored reference data. 
A match will ensure that the person who is currently physi 
cally present matches the one for whom the identification 
means was confirmed or issued by a legal authority. 
A particularly effective increase in the security of the iden 

tification means is obtained by an embodiment in which the 
person-related feature is linked to the first electronic key 
immediately on detection. This unambiguously ensures that 
the person-related feature cannot be manipulated between 
detection, storage and linking. 

Another particularly effective increase in security can be 
obtained with respect to detection of the person-related fea 
ture for storing and linking it to the first electronic key if the 
person-related feature is detected in real time in front of or by 
the legal authority, thereby unambiguously confirming the 
authenticity of the detected person-related feature. Since the 
person-related feature is the main feature of the identification 
means, this embodiment represents a particularly effective 
increase in security because the detected feature is detected 
under supervision and is stored and linked to the key without 
any possibility of manipulation. 
To provide a clearer understanding, the invention will be 

explained in more detail below with reference to the 
appended drawings. 

These are highly schematic, simplified diagrams illustrat 
ing the following: 

FIG. 1 illustrates an embodiment of the identification 
means proposed by the invention; 

FIG. 2 illustrates the method steps used to create an iden 
tification means for uniquely identifying and authenticating a 
person; 

FIG. 3 shows a device used to secure access by checking 
the identity of a person; 

FIG. 4 shows a device for authenticating an identity fea 
ture. 

Firstly, it should be pointed out that the same parts 
described in the different embodiments are denoted by the 
same reference numbers and the same component names and 
the disclosures made throughout the description can be trans 
posed in terms of meaning to same parts bearing the same 
reference numbers or same component names. Furthermore, 
the positions chosen for the purposes of the description, Such 
as top, bottom, side, etc., relate to the drawing specifically 
being described and can be transposed in terms of meaning to 
a new position when another position is being described. 
Individual features or combinations of features from the dif 
ferent embodiments illustrated and described may be con 
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Strued as independent inventive solutions or Solutions pro 
posed by the invention in their own right. 

All the figures relating to ranges of values in the description 
should be construed as meaning that they include any and all 
part-ranges, in which case, for example, the range of 1 to 10 
should be understood as including all part-ranges starting 
from the lower limit of 1 to the upper limit of 10, i.e. all 
part-ranges starting with a lower limit of 1 or more and ending 
with an upper limit of 10 or less, e.g. 1 to 1.7, or 3.2 to 8.1 or 
5.5 to 10. 

FIG. 1 illustrates one embodiment of the identification 
means 1 proposed by the invention, comprising a Support 
layer 2, a person-related feature 3, in particular an image of 
the person, as well as an authentication device 4 with a 
memory means 5 in which a first electronic key 6 is stored. 
The identification means 1 additionally has a communication 
system 7 with a communication connector 8. Yet other per 
son-related or institutional features 9 may also be disposed on 
and/or integrated in the identification means 1. 
The identification means 1, in particular the Support layer, 

is preferably designed as an identity document intended to 
give a person carrying this identification means access or 
entrance to areas or information that are not generally acces 
sible. Since the identification means proposed by the inven 
tion may be of the type which has to be carried permanently, 
the support layer is preferably designed in the format of a 
bank card so that it does not restrict freedom of movement or 
run the risk of structural damage to the identification means 
due to a person’s movements. In particular, the format based 
on a bank card has an advantage in that the identification 
means can be placed in an identity card case or wallet which 
the person usually carries anyway. A design based on a chip 
card offers another particular advantage in that such cards are 
widely used and are therefore available at very little cost and 
specifically incorporate components or modules which are 
particularly practical as a means of running the identification 
and authentication method proposed by the invention and 
thus do not have to be provided by a detection device for 
checking identity or authenticity. 

In the case of known identification means, there is usually 
a problem in that the person-related features 3,9, in particular 
the image of the person to whom the identification means has 
been assigned, can be manipulated with fraudulent intent, 
which means that the identification means can be used to 
create a false identity. Especially in areas through which a lot 
of people pass, mistakes can be made by an inspector who has 
to check a person-related feature visually, which means that 
an attacker may gain access to sensitive areas under certain 
circumstances. The specific advantage of the identification 
means proposed by the invention resides in the fact that the 
first electronic key 6 is linked to the person-related feature 3 
and optionally to another feature 9. The person-related fea 
ture 3 is preferably provided in the form of a person’s image, 
the advantage of which is that in addition to a visual compari 
Son of the person presenting the identification means, a com 
parison can also be made with the stored image 3. The elec 
tronic key 6 is linked to the person-related feature 3 by 
creating an electronic representation of the person-related 
feature 3, for example, and storing it in the memory means 5 
encrypted with the first electronic key 6, for example. How 
ever, a preferred embodiment is one where a digital represen 
tation of a person's image 3 is stored in the memory means 5 
and the digital image is linked to the first electronic key 6 by 
means of Steganography so that the first electronic key is 
hidden in the digital image. However, it would also be pos 
sible for a checksum to be determined from the digital image, 
for example, which is encrypted with the first electronic key 
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10 
and then hidden in the digital image. These are merely 
examples of embodiments enabling an electronic key to be 
linked to a person-related feature. The person skilled in the art 
will be familiar with other possible ways of linking an elec 
tronic key to a person-related feature, preferably in a format 
which can be electronically processed, to make attempts at 
manipulation much more difficult. In particular, the fact of 
linking the first electronic keys 6 to a person-related feature 3 
as proposed by the invention has a specific advantage in that 
if an attempt is made to manipulate the person-related feature 
3, the link to the first electronic key 6 is rendered invalid and 
the attempt at manipulation can be unambiguously detected. 
To enable a data communication link to be established 

between the identification means 1 and a detection system, 
the identification means has a communication means 7 with a 
communication connector 8. Based on the preferred embodi 
ment as a bank-type SmartCard, for example conforming to 
standard ISO/IEC 7810, the disposition of the communica 
tion connector 8 on the Support layer 2 as well as the design of 
the Support layer itself is fixed. The communication connec 
tor 8 may be based on a design requiring contacts or on a 
wireless design and thus enables the authentication process to 
be run without the identification means having to be inserted 
in a detection system. Standard ISO/IEC 14443 stipulates the 
design of chip cards which can be read without contacts for 
example. 
The authentication device 4 may be designed to make 

characteristic features of the link between the person-related 
feature 3 and first electronic key 6 available to a detection 
system via the communication system 7. However, it would 
also be possible for the authentication device to compare a 
person-related feature just detected with the stored person 
related feature and transmit the message to the detection 
system that a match has been found. In this embodiment, no 
feature of the link or first key is transmitted from the identi 
fication means to the outside. 
As a means of securing the stored electronic key and an 

image of the person-related feature which may optionally be 
stored, the authentication device 4 of one embodiment has a 
data processing unit or a cryptography module 10. The 
authentication device 4 may be configured so that the stored 
features or electronic key are secured in Such a way that an 
attacker who manages to access the stored features or key will 
not gain any advantage from this access. This is achieved on 
the basis of a one-way encryption for example, which is run 
by a cryptography module, and it is not possible to trace back 
to the original features from the result of the security lock. 
However, the authentication device is also able to handle 
complex tasks, for example a multi-stage feature check which 
may optionally involve detecting person-related features, 
which is of advantage if the authentication device has a data 
processing unit because Such a device is usually capable or 
running complex processing steps. In this connection, as 
described above, a design based on a chip card or SmartCard 
offers an advantage in that Such a data processing unit is 
usually an integrated part of Such a card. 
To provide an additional security feature, a second elec 

tronic key 11 may be disposed in the memory means 5 of the 
authentication device 4. The main aspect of the first and/or 
second electronic key is the fact that it is issued or supplied by 
an authentication or certification facility and this certification 
or authorization facility conforms to a high international stan 
dard with respect to the reliability of the generated electronic 
key. In particular, these facilities satisfy specific requirements 
governing the creation and management of user data used to 
generate the electronic key. 
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FIG. 2 shows an operating diagram of the method of cre 
ating an identification means 1 proposed by the invention 
which enables a person to be unambiguously identified and 
authenticated. In a first step 12, an non-personalized identi 
fication means 13 is personalized with person-related features 
3.9, in other words the features 3, 9 are applied to or stored in 
the identification means 13. In a second step 14, the user 15 
takes the personalized identification means 16 together with a 
legally valid document 17 establishing the identity of the 
person 15 to an authorization body 18. The authorization 
body 18 is preferably a legal authority, for example a lawyer 
or notary. The latter checks the identity of the person 15 by 
means of the presented document 17 and then stores the 
appropriate first electronic key 6 in the personalized identifi 
cation means 16, in particular in the memory means, thereby 
legitimizing it. The essential step of the method proposed by 
the invention is that the authenticating authority 18 then links 
the first electronic key 6 stored in the identification means 16 
to a person-related feature 3, 9 and thus establishes an irre 
versible connection 19. 
The method steps used to personalize 12 or authorize 14 the 

identification means require the identification means to be 
placed in an access control and control system, not illustrated, 
and the latter may be a data processing unit coupled with a 
communication system to permit communication, which 
establishes a data connection to the authentication device 4 
via the communication connector 8. The main technical effect 
of this method proposed by the invention is the fact that an 
identification means 1 is created which links 19 the person 
related feature 3 to a first electronic key 6 in such a way that 
manipulation of the identification means is largely prevented 
by this link and a person’s identity and authenticity can be 
unambiguously and legally established. 

Personalization 12 of the identification means 13 may also 
include a step whereby a second electronic key 11 is stored in 
the memory means 5 of the authentication device 4. The first 
6 and optionally second 11 electronic key is preferably sup 
plied and managed by an external certification and authori 
zation facility 20, 21. As explained above, this facility enjoys 
a high degree of acceptance with regard to the security it 
applies to generating and managing electronic keys. 
Examples of such facilities are RSA or VeriSign. These facili 
ties manage a set of electronic keys which is uniquely 
assigned to a registered user. In this connection, a key set is 
preferably used in compliance with a so-called Public Key 
System consisting of a private and a public key. A more 
detailed description will not be given here because Public Key 
Systems are known to the skilled person. The advantage of 
Such key systems specifically resides in the fact that they 
enable third parties to establish the authenticity of an elec 
tronic key from an independent certification and authentica 
tion device 20, 21. 

FIG.3 illustrates an application of the method proposed by 
the invention used to provide unique identification and 
authentication of a person 15, by means of the identification 
means 1 proposed by the invention. For example, access to a 
facility that is not generally accessible can be secured by 
means of an access control system 22. In order to release the 
access control system 22, it is necessary to identify and 
authenticate a person 15 uniquely. To this end, the person 15 
presents the identification means 1 to a detection system 23 
which evaluates it. For example, the identification means 1 is 
placed in a reading device 24 and a communication connec 
tion is established to the authentication device via the com 
munication connector 8. The detection system 23 may be 
configured to run an automated identification and authentica 
tion of a person, for example by detecting an image of the 
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12 
person by means of a detection means 25, preferably an 
optical image detection system, and it is compared with the 
person-related features stored on the identification means 1 
by means of an evaluation and comparison module 26. Since 
the person-related feature 3 is preferably an image conform 
ing to an internationally recognized Standard, in particular 
conforming to ICAO, the evaluation and comparison module 
26 may runa comparison of the currently detected image with 
the stored person-related feature on a fully automated basis. 
In order to ensure that the identification means 1 has not been 
tampered with, the detection system 23 is able to check the 
validity and authenticity of the first electronic key 6 with an 
external certification and authorization facility 21. A second 
electronic key 11 can likewise be checked by another certifi 
cation and authorization facility 20. 

In one embodiment, however, it is also possible for person 
related features stored on the identification means 1 not to be 
read by the detection system 23 and instead, a currently 
detected image of the person is created and processed, for 
example by means of a cryptography module 27 of the detec 
tion system 23, and is then transmitted to the identification 
means 1. The authentication device of the identification 
means 1 then checks to ascertain whether the detected and 
newly created image of the person matches the stored person 
related feature 3 and on this basis generates an authorization 
signal which is transmitted back to the detection system 23 
which then releases the access control system 22. 

FIG. 4 illustrates a device for creating the identification 
means 1 proposed by the invention, in particular as a means of 
linking person-related features to a first electronic key and 
storing them on the identification means. The processing 
steps needed to personalize and authenticate an identification 
means are preferably run by means of a data processing unit 
28 because a system of this type is widely available and in 
particular generally offers the facility of processing by means 
of electronic and digital data units. In particular, such a sys 
tem has an image processing module 29, which converts an 
image of a person 15 detected by an image detection unit 30 
into a format 31 which can be further processed. The image 
detection unit 30, for example a camera, is connected to the 
data processing unit 28 via a communication connector. Since 
the image must preferably comply with recognized standards 
for automated image detection, in particular ICAO, the image 
processing module 29 can control the image detection unit 30 
in Such a way that the required Standard of imaging is 
obtained. The image processing module preferably converts 
the detected image data into a standardized image format, 
which can be processed by a range of different data process 
ing Systems. 
An essential aspect of the identification means and the 

method proposed by the invention is the fact that an electronic 
key which satisfies high standards in terms of security to 
prevent tampering is linked to the person-related feature, in 
particular the image. Several examples of ways in which a 
link can be created are explained below but reference may 
also be made to the relevant background literature in this 
technical field for information about methods of linking an 
electronic key to a person-related feature based on a format 
which can be processed by a data system. For example, the 
first electronic key 6 can be placed in digital image data by 
means of a steganography. The advantage of this is that when 
person-related features are observed by a person, there are no 
perceptible impairments and the first electronic key is applied 
across all the image data. However, another option would be 
to determine a reference value from the image created, for 
example a hash value, which is run with the first electronic 
key through a cryptography module 32 so that a crypto 
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graphic result is obtained. This cryptographic result may be 
set up in Such a way that it is not possible to trace back to the 
original image data and electronic key. The advantage of this 
approach is that once the identification means has been 
authenticated by an authority, the person-related feature does 
not have to be queried again and instead, when Subsequently 
identifying and authenticating a person, an image of the per 
son is detected by a third party and processed by means of the 
same cryptographic encryption method so that a crypto 
graphic result is obtained. This result can then be compared 
with the cryptographic result stored on the identification 
means to enable the identity of the person to be authenticated. 
The authentication device 4 of the identification means 1 and 
the memory means of the authentication device may also be 
configured so that it is only possible for an authority who is 
the owner of the first electronic key to access stored person 
related features in order to process or change them. Based on 
one advantageous embodiment, the first electronic key 6 may 
be part of a key system run and/or managed by a certification 
and authorization facility. This certification and authorization 
facility may then be part of the data processing unit 28 and 
connected 33 to it locally. However, it would also be possible 
to opt for a remote certification and authorization facility 21 
to which a communication link can be established by the data 
processing unit 28 via a public communication medium, for 
example the Internet. For example, a so-called Public Key 
System can be used in this instance, in which case the image 
is linked to its private key and stored on the identification 
means by the authority during the process of authenticating 
the identification means. Since a potential attacker never 
knows the private key of the authority, it is not possible to 
manipulate the person-related feature because this would also 
render the link to the first electronic key invalid. A third party 
can establish the identity and authenticity of a person present 
ing the identification means due to the fact that the encrypted 
person-related image is presented to the certification and 
authorization facility 21 which is able to confirm the authen 
ticity of the person-related feature stored on the identification 
means on a fully automated basis. By checking the charac 
teristic features of the person physically present against the 
reference feature stored on the identification means, it is then 
possible to unambiguously authenticate the identity of the 
person physically present. 

To enable the stored reference features to be accessed, the 
reference features to be stored and the link made to the first 
electronic key, the identification means 1 is placed in an 
access unit 34 and the latter establishes a data connection 
between the data processing unit 26 and the authentication 
device 4 of the identification means 1 via the communication 
system and in particular via the communication connector 8. 
The identification means proposed by the invention may be 

based on another embodiment whereby the assigned person 
himself authenticates other features. To this end, the person or 
an image may be detected by means of an image detection 
unit of a data processing unit and the person authenticates his 
own identity on the basis of a comparison with the stored 
feature. In this connection, it is irrelevant whether the identi 
fication means is one based on the design using a Support 
layer or one based on an electronic data set. Once an authen 
tication has been Successfully completed, the person can cre 
ate anotheridentification means, for example. A data process 
ing unit of the type widely used generally has all the 
components needed to run the method steps based on this 
embodiment. 
The embodiments illustrated as examples represent pos 

sible variants of the identification means and the method of 
authenticating and identifying a person, and it should be 
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14 
pointed out at this stage that the invention is not specifically 
limited to the variants specifically illustrated, and instead the 
individual variants may be used in different combinations 
with one another and these possible variations lie within the 
reach of the person skilled in this technical field given the 
disclosed technical teaching. Accordingly, all conceivable 
variants which can be obtained by combining individual 
details of the variants described and illustrated are possible 
and fall within the scope of the invention. 

For the sake of good order, finally, it should be pointed out 
that, in order to provide a clearer understanding of the struc 
ture of the identification means and method, it and its con 
stituent parts are illustrated to a certain extent out of scale 
and/or on an enlarged scale and/or on a reduced scale. 
The objective underlying the independent inventive solu 

tions may be found in the description. 
Above all, the individual embodiments of the subject mat 

ter illustrated in FIGS. 1 to 4 constitute independent solutions 
proposed by the invention in their own right. The objectives 
and associated Solutions proposed by the invention may be 
found in the detailed descriptions of these drawings. 

LIST OF REFERENCE NUMBERS 

1 Identification means 
2 Support layer 
3 Person-specific feature 
4 Authentication device 
5 Memory means 
6 First electronic key 
7 Communication system 
8 Communication connector 
9 Person-specific or institutional feature 
10 Data processing unit, cryptography module 
11 Second electronic key 
12 Identification means personalization 
13 Non-personalized identification means 
14 Identification means authentication 
15 Person 
16 Personalized identification means 
17 Document 
18 Authenticating authority 
19 Link 
20 Certification facility, authorization facility 
21 Certification facility, authorization facility 
22 Access control system 
23 Detection system 
24 Reading device 
25 Detection means 
26 Evaluation and comparison module 
27 Cryptography module 
28 Data processing unit 
29 Image processing module 
30 Image detection unit 
31 Processed image data, digital image 
32 Cryptography module 
33 Local certification facility, authorization facility 
34. Access unit 
The invention claimed is: 
1. Identification means for identifying persons on an 

authenticated basis, the identification means comprising a 
Support layer, an authentication device with a memory means 
provided in the form of a non-volatile, re-writeable semicon 
ductor memory, a person-related feature stored in the memory 
means, a communication system with a communication con 
nector, a first electronic key stored in the memory means, and 
a second electronic key stored in the memory means, 
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wherein the person-related feature is obtained from a per 
Son and is stored in the memory means, 

wherein the first electronic key is linked to the person 
related feature, the first electronic key being issued by a 
legal authority after the person presents the support 
layer, with the memory means and with the communi 
cation system, the person-related feature being stored in 
the memory means, to a legal authority, and after the 
legal authority legitimizes the identity of the person, 

wherein the second electronic key is stored in the memory 
means, the second electronic key being independent of 
the first electronic key and being linked to the first elec 
tronic key, 

wherein the person-related feature is an image of the per 
SOn, 

wherein the image satisfies an internationally recognized 
standard governing the imaging of persons, in particular 
satisfies the requirements of the ICAO, and 

wherein when the person presents the identification means 
to third parties, identity and authenticity of the person is 
verifiable by the third parties via the identification 
CalS. 

2. Identification means according to claim 1, wherein the 
Support layer is one selected from the group comprising an 
identity document, bank-type data card, a portable data 
memory. 

3. Identification means according to claim 2, wherein the 
authentication device has a data processing unit and a cryp 
tography module. 

4. Identification means according to claim 2, wherein the 
communication connector is designed to operate by wireless 
communication. 

5. Identification means according to claim 2, wherein a 
digital image of the person related feature is stored in the 
memory means. 

6. Identification means according to claim 5, wherein the 
first electronic key is stored in the digital image in coded 
format. 

7. Identification means according to claim 1, wherein the 
person-related feature includes a further biometric feature. 

8. Identification means according to claim 1, wherein the 
first electronic key is a key issued by an authentication and 
certification facility. 

9. Identification means according to claim 1, wherein the 
link is set up by a one-way operation. 

10. Identification means according to claim 1, wherein the 
Second electronic key is an electronic key issued by a legal 
authority. 

11. Identification means for identifying persons on an 
authenticated basis, the identification means comprising an 
electronic data set in which an electronic image of a person 
related feature, a first electronic key, and a second electronic 
key are stored, 

wherein the person-related feature is obtained from a per 
son and is added to the electronic data set, 

wherein the first electronic key is linked to the person 
related feature, the first electronic key being issued by a 
legal authority after the person presents the electronic 
data set, with the person-related feature stored therein, to 
a legal authority and after the legal authority legitimizes 
the identity of the person, 

wherein the second electronic key is independent of the 
first electronic key and is linked to the first electronic 
key, 

wherein the person-related feature is an image of a person, 
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wherein the image satisfies an internationally recognized 

standard governing the imaging of persons, in particular 
satisfies the requirements of the ICAO, and 

wherein when the person presents the identification means 
to third parties, identity and authenticity of the person is 
verifiable by the third parties via the identification 

CalS. 

12. Identification means according to claim 11, wherein the 
electronic data set is stored in a memory means of a data 
processing unit. 

13. Identification means according to claim 12, wherein the 
data processing unit has a communication connector which is 
designed to enable a remote data center to access to the 
electronic data set. 

14. Identification means according to claim 11, wherein the 
electronic data set is stored in a portable data memory. 

15. Method of identifying and authenticating a person by 
means of an identification means, the method comprising the 
steps of: 

storing in a memory means provided in the form of a 
non-volatile, re-writeable semiconductor memory of the 
identification means or storing in an electronic data set 
of the identification means a person-related feature cor 
responding to a feature of a first person; 

presenting via the first person the memory means of the 
identification means or the electronic data set of the 
identification means, with the person-related feature 
stored therein, to a legal authority; 

legitimization of the identity of the first person via the legal 
authority; 

storing via the legal authority a first key of the legal author 
ity in the memory means or in the electronic data set; 

linking the first key to the person-related feature: 
storing a second key of an authentication and certification 

facility in the memory means or in the electronic data 
set, the second key being independent of the first elec 
tronic key and being linked to the first electronic key: 

presenting to a third party via the first person the identifi 
cation means; 

detecting via the third party a person-related feature from 
the first person; and 

authenticating the first person via the third party via a 
comparison of the stored person-related feature and the 
detected person-related feature and via a verification of 
at least one of the first key and the second key: 

wherein the person-related feature is an image of the first 
person; and 

wherein the image satisfies an internationally recognized 
standard governing the imaging of persons, in particular 
satisfies the requirements of the ICAO. 

16. Method according to claim 15, wherein a reference set 
of person-related data is stored in an external memory unit. 

17. Method according to claim 16, wherein a stored refer 
ence set of person-related data is compared with a physically 
presented person-related data set. 

18. Method according to claim 15, wherein a reference set 
of person-related data is stored on the identification means, in 
particular in the memory means. 

19. Method according to claim 15, wherein the person 
related feature is linked to the first electronic key immediately 
after detection. 

20. Method according to claim 19, wherein the person 
related feature is detected in real time before or by the legal 
authority. 
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