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SIGNALING TRAFFIC REDUCTION IN 
MOBILE COMMUNICATION SYSTEMS 

RELATED APPLICATION 

This application claims the benefit of U.S. Provisional 
Application No. 61/681,787, filed on Aug. 10, 2012. The 
entire teachings of the above application are incorporated 
herein by reference. 

BACKGROUND 

FIG. 1 is a block diagram illustrating an example archi 
tecture for a Long Term Evolution (LTE) mobile commu 
nication system 100, also referred to as Evolved Packet 
System (EPS) or 4G. LTE architecture introduces several 
new service elements, compared to other mobile communi 
cation systems architecture. Such as the Mobility Manage 
ment Entity (MME) 101, the control node which processes 
the signaling between the User Equipment (UE) and the 
Core Network (CN) and provides Visitor Location Register 
(VLR) functionality for the EPS; the Serving Gateway 
(S-GW) 115, a gateway which terminates the interface 
towards the Evolved Universal Terrestrial Radio Access 
Network (E-UTRAN); the Packet Data Network (PDN) 
Gateway (P-GW) 117, a gateway which terminates the 
interface towards the Packet Data Network; the Policy 
Control and Charging Rules Function (PCRF) 107, which 
encompasses policy control decision and flow-based charg 
ing control functionalities; and the Home Subscriber Server 
(HSS) 103, an entity containing subscription-related infor 
mation to support the network entities handling calls/ses 
sions. 
The communication or signaling between different ele 

ments of the LTE mobile communications system 100 
generates a significant amount of traffic due to the new 
architecture and new procedures associated with its all-IP 
infrastructure. One of the key signaling protocols used is the 
Diameter protocol, an IP-based protocol employed over 
many interfaces, such as S6a interface 105, Gx interface 
109, and Rx interface 111. Signaling or Diameter Signaling 
traffic is generated due to many actions initiated by the UE, 
Such as requesting to access the network, and network 
defined procedures Such as Track Area Update and retrieving 
user's service policies via GX interface 109 at the P-GW 117, 
and so on. 
Some of the signaling interfaces are extended to other 

LTE mobile communication systems or networks in order to 
fulfill LTE mobile roaming services when LTE UE access 
LTE services from a visited LTE Mobile Operator. 

FIG. 2 is a block diagram depicting a LTE roaming 
reference architecture. As indicated in the block diagram, the 
signaling generated from the MME 101 at the visited mobile 
network over the S6a interface 105 and from the P-GW 117 
over the GX interface 109 are meant to reach the home 
network HSS 103a and home network PCRF (H-PCRF) 
107a, respectively, during roaming. The H-PCRF 107a and 
the visited network PCRF (V-PCRF) 107b are coupled 
through an S9 interface 218. The S9 interface 218 bridges 
the local GX signaling over the V-PCRF 107b to the H-PCRF 
107a, where the users service policies are defined and 
stored. 

Given typical LTE architectures and the signaling asso 
ciated with UE actions and LTE-defined procedures, LTE 
operators deploying LTE mobile systems may encounter 
overwhelming levels of Diameter and other IP-based sig 
naling traffic such as GTP tunnel protocol used for estab 
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2 
lishing IP access for UE 113. Such signaling bursts are often 
referred to as a signaling Storm. Some LTE networks have 
been brought down due to Such signaling storms. 
To mitigate signaling Storm issues, a variety of Solutions 

have been brought forth that focus on the signaling flow 
from UE 113, S-GW 115 and P-GW 117. For example, to 
optimize Diameter signaling operation and reduce full-mesh 
diameter connections among Diameter elements, e.g., the 
Diameter elements MME 101, HSS 103, P-GW 115, and 
PCRF 107a or 107b, etc., a central Diameter Agent (DA) or 
Diameter Routing Agent (DRA) may be introduced within 
the LTE core network to provide centralized routing, traffic 
management, and load balancing among Diameter elements. 
FIG. 3 shows two block diagrams illustrating a bilateral 
full-mesh architecture and centralized DA based architec 
ture, respectively. The bilateral full-mesh architecture is not 
Scalable as it involves coupling each pair of Diameter 
elements, e.g., 301-305, through a communication channel. 
In the centralized DA based architecture, a DA 310 is 
deployed within an LTE core network. The DA 310 is 
coupled to the Diameter elements, e.g., 301-305, and acts as 
a routing agent. The Diameter Element, e.g., 301-305, may 
be an element such as MME 101, HSS 103, P-GW 117, or 
the like. Likewise, a DA, or DRA, 310 may be deployed 
within an LTE roaming network coupling, for example, the 
MME 101 in the visited network and the HSS 103 in the 
home network. Typically, a DRA is provided in a third party 
network, which is connected to both the visited and home 
network, as intermediary service provider. 

SUMMARY 

Although the Diameter signaling traffic is managed effi 
ciently via DRA 310, from a whole network perspective, 
e.g., reducing the full-mesh connection into a single con 
nection, the Diameter signaling traffic volume among the 
Diameter elements still affects negatively on the core net 
work if one or a few Diameter elements are not keeping up 
the capacity in handling the Diameter Signaling. One way to 
mitigate Such a problem is to increase the capacity of the 
affected Diameter element. However, increasing the capac 
ity of Diameter element(s) may not always be a practical or 
feasible solution. 

In the present disclosure, embodiments are disclosed for 
reducing at the DA, or DRA, 310, the signaling traffic 
volume before it reaches destination Diameter Element(s). 

According to at least one example embodiment, a method 
for handling signaling in a mobile communication system 
comprises: receiving, at a network device a signaling mes 
sage associated with a user from an origination signaling 
element, the signaling message destined for a destination 
signaling element; determining, by the network device, 
whether or not to forward the signaling message to the 
destination signaling element based on one or more rules for 
handling signaling; and forwarding the signaling message to 
the destination signaling element or returning a response to 
the origination signaling element based on a result of said 
determining. 

According to at least one other example embodiment, a 
network device for handling signaling in a mobile commu 
nication system comprises a processor and a memory with 
computer code instructions stored thereon, the processor and 
the memory, with the computer code instructions, are con 
figured to cause the network device to: receive a signaling 
message associated with a user from an origination signaling 
element, the signaling message destined for a destination 
signaling element; determine whether or not to forward the 
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signaling message to the destination signaling element based 
on one or more rules for handling signaling; and forward the 
signaling message to the destination signaling element or 
returning a response to the origination signaling element 
based on a result of said determining. 

In case the decision is to forward the signaling message to 
the destination signaling element, the network device 
receives a response from the destination signaling element 
and returns the response to the originating signaling ele 
ment. The network device also stores information associated 
with the signaling message or the response. The information 
stored includes static or infrequently changed information 
associated with the user and included in the signaling 
message or the response. The information stored is reset 
according to one or more resetting rules. 

According to an example rule for handling the signaling, 
the received signaling message is forwarded upon determin 
ing that the received signaling message received is an 
authentication information request (AIR) message. Accord 
ing to another example rule for handling the signaling, the 
received signaling message is forwarded upon determining 
that the received signaling message received is the first of its 
kind. According to another rule, a response is returned to the 
origination signaling element if information for responding 
to a request associated with the received signaling message 
is previously stored and accessible to the network device, 
otherwise forwarding the signaling message to the destina 
tion signaling element. Also, upon determining that the 
signaling message associated with the user is received from 
the same origination signaling element as a previously 
received signaling message associated with the user, for 
warding the received signaling message to the destination 
signaling element if the received signaling message is an 
authentication information request (AIR) message, other 
wise returning a response to the origination signaling mes 
sage. According to yet another rule, upon determining that 
the signaling message received and another previously 
received signaling message, both associated with the user, 
are received from different origination signaling elements 
and both messages are associated with an Internet protocol 
(IP) address, forwarding the signaling message to the des 
tination signaling element only if the signaling message is 
the first authentication information request (AIR) message 
or the first update location request message received. 

According to an example implementation, the signaling 
message received is a Diameter protocol message. However, 
a person of ordinary skill in the art should appreciate that 
other types of signaling message, e.g., other than a Diameter 
protocol signaling message, may be employed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing will be apparent from the following more 
particular description of example embodiments of the inven 
tion, as illustrated in the accompanying drawings in which 
like reference characters refer to the same parts throughout 
the different views. The drawings are not necessarily to 
scale, emphasis instead being placed upon illustrating 
embodiments of the present invention. 

FIG. 1 is a block diagram illustrating an example archi 
tecture for a Long Term Evolution (LTE) mobile commu 
nication system; 

FIG. 2 is a block diagram depicting a LTE roaming 
architecture; 

FIG. 3 shows two block diagrams illustrating a bilateral 
full-mesh architecture and centralized DA based architec 
ture, respectively; 
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4 
FIG. 4A shows a rule-based logic flow for reducing 

signaling traffic volume, destined to a receiving signaling 
element, within a DA, or DRA: 

FIG. 4B shows a rule-based logic flow for reducing 
signaling traffic volume within an existing signaling ele 
ment; 

FIG. 5A shows a caching-based logic flow for reducing 
signaling traffic volume destined for a recipient signaling 
element; and 

FIG. 5B shows a logic flow for controlling reset of cached 
information. 

DETAILED DESCRIPTION 

A description of example embodiments follows. 
For the purpose of explanation, S6a and S9 Diameter 

signaling in LTE mobile communication systems are used as 
examples. It should be understood, however, that the present 
disclosure may be applicable to other communication sys 
tems which may experience similar signaling traffic storm 
issues. 

According to one or more embodiments, a method may be 
implemented at the DA/DRA 310 or at one or more of the 
involved Diameter Elements, e.g., 301,302. . . , or 305, to 
reduce LTE Diameter signaling traffic. When using DA, or 
DRA, 310, the received signaling message, e.g., Diameter 
Message, from a Diameter Element such as the MME 101 in 
the LTE core network is analyzed to determine whether to 
forward the signaling message to its destined Diameter 
Element such as the HSS 103. If forwarding the signaling 
message is avoidable, the DA, or DRA, 310 is configured to 
respond to the received signaling message, and thereby 
reduce the signaling traffic volume to the destined Diameter 
Element. Different rules may be created with a variety of 
pre-defined or heuristic criteria to be used in the determi 
nation of how to handle the received signaling messages. 

For example, an MME 101 may generate an Authentica 
tion Information Request (AIR) message towards an asso 
ciated HSS 103 when an UE 113 tries to attach to an LTE 
network. Such AIR messages are typically forwarded to the 
HSS 103 without any delay. Thus, a rule may be defined to 
do as Such, without delaying the received message. In 
another example, the MME 101 may regularly send Loca 
tion Update messages triggered by Track Area Update 
(TAU) procedure to an associated HSS 103. For such 
Location Update messages, it may not be efficient for the 
HSS 103 to keep receiving them for certain devices such an 
LTE Data Modem. In such case, a rule may be defined to 
reflect such scenario at the DA/DRA 310 to respond to a 
Location Update message directly without forwarding to the 
HSS 103. 

In another aspect, considering the roaming scenario 
according to FIG. 2, the DR/DRA310 used to assist the S6a 
interface 105 and the S9 interface 218 interfaces between 
visited and home LTE mobile networks helps reduce the 
signaling traffic from the visited network to the home 
network. In another aspect, the mechanism may be imple 
mented directly in a Diameter element such as the MME 101 
to generate less signaling traffic. 

FIG. 4A shows a rule-based logic flow for reducing 
signaling traffic volume, destined to a receiving signaling 
element, within a DA, or DRA, 310. A Diameter signaling 
message is generated from a Diameter element 402 triggered 
by certain actions dictated by designed procedures within 
the LTE element 402. For example, an MME 101 in an LTE 
core network may generate a Diameter signaling message 
when UE 113 is trying to access the LTE network or changes 
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its position or tracking area after accessing the LTE network. 
The MME 101 then sends the signaling message to an HSS 
103 over the S6a interface 105 either directly or via a 
Diameter routing agent (DRA) 310. Under common prac 
tice, the generated Diameter signaling message destined for 
the recipient Diameter element 406 is sent to a Diameter 
routing agent 310. According to at least one embodiment, 
the DRA310 is configured to handle and route the Diameter 
signaling message in a way to optimize network operation 
and reduce signaling traffic. 
The Diameter routing agent 310 normally would forward 

the received message to its destination after certain actions 
applied to the received message. For example, Such actions 
include, for example, changing certain attribute values of the 
signaling message, or adding other attributes which are not 
included in the original signaling message. According to 
example embodiments, however, different logic and actions 
are performed by the Diameter routing agent 310 so that the 
received message is acted on according to predefined rules. 
Upon receiving a signaling message, the DA/DRA310 is 

configured to check predefined rules at block 410. Based on 
the rule checking result, the DA/DRA 310 determines at 
block 420 whether or not to forward the message to its 
destined Diameter element 406. If the signaling message is 
determined to be forwarded, the DA/DRA310 forwards the 
signaling message 430 to the destined element 406 and 
receives a corresponding response 434 from the Diameter 
element 406. The DA/DRA then sends 438 the received 
response to the originating Diameter element 402. If the 
signaling message is determined at block 420 not to be 
forwarded, the DA/DRA310 generates a response 440 and 
sends the generated response 445 directly to the originating 
Diameter element 402 without forwarding to the destined 
element 406. By not forwarding the signaling message to the 
destined element 405, the DA/DRA310 reduces the signal 
ing traffic Volume for the signaling element 406. 

According to at least one embodiment, a set of rules for 
handling Diameter Signaling over S6a interface 105 in a 
LTE core network or a LTE roaming network may be defined 
as follows: 

If received message is an Authentication Information 
Request (AIR) message, then forward the received 
message to its target destination, e.g., HSS 103. 

If received message is an Update Location Request (ULR) 
message and if it is the first one of its kind received 
after an AIR message, then forward to the target 
destination, e.g., HSS 103. Otherwise, if the received 
ULR message is not the first one of its kind received 
after the AIR message, e.g., the ULR message was 
received before, then generate a response and send it to 
the originating element 402. In generating the response, 
information learned from a message received in 
response to the first ULR message forwarded to the 
target destination 406. 

If the received signaling message is generated from the 
same Diameter element, e.g., MME 101, as previously 
received signaling message corresponding to the same 
user, then the signaling message is forwarded only if it 
is an AIR message. Otherwise, a response is generated 
and sent back to the originating element 402. In other 
words, a non-AIR signaling message received from the 
same Diameter element indicates that the correspond 
ing UE 113 is moving around or within the same area(s) 
controlled by the same MME 101. 

If the received signaling message is generated from a 
different Diameter element, within the same LTE core 
network, than a previously received signaling message 
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6 
and if the corresponding UE 113 only provides IP 
address, e.g., data modem device, then only the signal 
ing message is forwarded to the destination element 
406 only if it is the first AIR message or the first ULR 
message. Otherwise, a response message is generated 
by the DA/DRA310 and sent to the originating element 
402. 

At pre-defined time of the day, or time period of the day, 
all other rules are bypassed and the signaling message 
is forwarded to the destination element 406. 

FIG. 4B shows a rule-based logic flow for reducing 
signaling traffic volume within an existing signaling ele 
ment. According to at least one embodiment, as depicted in 
FIG. 4B, the rules are implemented directly in a Diameter 
element, 403 such as the MME 101, where such logic is used 
to determine whether or not to generate and send a Diameter 
Signaling messaged. Signaling traffic Volume is reduced by 
reducing the number of Diameter signaling messages gen 
erated and sent to a corresponding destination element. A 
Diameter Signaling process at the signaling element 403 
checks the pre-defined rules at block 460 before generating 
the associated Diameter message. At block 470, the Diam 
eter signaling element 403 determines whether or not to 
generate and send a signaling message based on the rule 
checking at block 460. If it is determined that the signaling 
message is to be generated and forwarded to the correspond 
ing destination element, then the Diameter message is gen 
erated 480 and sent to the destination element. However, if 
it is determined that the signaling message is not to be 
generated and sent, then the Diameter message is not gen 
erated 490. 

FIG. 5A shows a caching-based logic flow for reducing 
signaling traffic volume destined for a recipient signaling 
element. According to at least one embodiment, users ser 
Vice policies, e.g., policy for maximum allowed bandwidth 
for a user to consume, are provisioned and stored. For 
example, in the LTE Roaming architecture, the V-PCRF 
107b may contact a roaming user's H-PCRF 107a for the 
roamer's service policies provisioned and allowed by the 
Home Mobile Operator when the roamer is using the visited 
LTE mobile network. The communication is fulfilled by 
Diameter signaling between the V-PCRF 107b and H-PCRF 
107 a nodes. Such Diameter signaling is communicated 
through a signaling routing agent 505. According to at least 
one embodiment, the signaling routing agent, e.g., 
DA/DRA, 505 is configured to cache certain service policies 
information and use the cached information for generating a 
response to a next request without forwarding the next 
request to the destined element 506. By caching service 
policies information and using the cached information in 
generating responses to received requests, the signaling 
traffic volume to the destined Diameter element 506 is 
reduced. 
A Diameter signaling message is sent 510 from a Diam 

eter element 502, e.g., V-PCRF 107b, to the signaling 
routing agent 505. At block 520, the signaling routing agent 
505 determines whether the received request message is the 
first of its kind associated with the corresponding user. If it 
is determined at block 520 that the received signaling 
message is the first of its kind, the signaling routing agent 
505, e.g., DA/DRA/V-PCRF, reacts to the received signaling 
message 530 by forwarding the request message to its 
destined element 506 and receiving a corresponding 
response message from the Diameter Element 506. At block 
540, information associated with the forwarded signaling 
message and the corresponding response is cached, for 
example, per a set of rules which are defined according to 
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service specifics. The received response message is then 
forwarded 545 to the originating Diameter element 502. The 
cached information is used to handle following signaling 
messages associated with the same user. In particular, the 
cached information is used to generate a response to a 
following request associated with the same user and there 
fore avoid forwarding the request to its destined element, 
e.g., 506. 

However, if the received message is determined at block 
520 not to be the first of its kind, the local cache is examined 
at block 550 to determine the presence of cached informa 
tion. If there is no local cached information to respond to the 
request in the received signaling message, the received 
signaling message is forwarded to its destined Diameter 
element 506 and the corresponding response message is 
received from the Diameter Element 506 at block 530. 
Information associated with the signaling message and the 
corresponding response message is cached at block 540 per 
the set of rules defined according to service specifics. The 
response message is then forwarded 545 to the originating 
Diameter element 502. 

If it is determined at block 550 that there is local cached 
information Sufficient to handle the request, an appropriate 
response is generated and sent back 555 to the originating 
Diameter Element 502 from the DA/DRA505. By generat 
ing a response at the DA/DRA 505 and not forwarding the 
received signaling message, the signaling traffic Volume to 
the destined Diameter element 506 is reduced. According to 
at least one embodiment, rules for performing caching 
include; if the received response contains static or infre 
quently changed information associated with the targeted 
user, then cache the data locally for signal reduction pur 
poses. Example of static or infrequently information include 
information associated with the user's QoS or service pro 
file, which is normally stays the same when roaming to 
another network, such as maximum data usage, maximum 
bandwidth per session, allowed service(s), and default APN 
and P-GW. 

Different rules may be created or defined based on a 
variety of service scenarios in the LTE roaming environ 
ment. In some cases, the existing information may be 
replaced with a partial or totally different set of information 
if the involved home mobile network operator (MNO) 
permits to do so. For example, the home operator may 
leverage this platform to provide a different set of QoS 
profiles for roaming to other visited networks while keep 
another set of QoS profiles for domestic services. 

FIG. 5B shows a logic flow for controlling reset of cached 
information. The cached information may be reset with 
different approaches, such as pre-determined policies for 
resetting 570 or a system defined API 580 for external 
applications or received events to trigger the resetting logic 
590. For example, pre-defined policies may consist of a 
duration timer for holding the information, or a maximum 
timer the information may be held regardless of other 
conditions, or a set of user group(s) who are targeted for 
caching. In another example, the external API is provided to 
allow external applications or events to trigger the resetting 
process. Such events may be coming from one or Diameter 
elements, e.g., HSS 103 sending Insert Subscribe Data (ISD) 
when user information has been updated, or system opera 
tion to force the resetting process due to any operational 
CaSOS. 

It should be understood that the example embodiments 
described above may be implemented in many different 
ways. In some instances, the various DA/DRA, “data pro 
cessors” or networking devices described herein may each 
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8 
be implemented by a physical or virtual general purpose 
computer having a central processor, memory, disk or other 
mass storage, communication interface(s), input/output 
(I/O) device(s), and other peripherals. The general purpose 
computer is transformed into the processor and executes the 
processes described above, for example, by loading software 
instructions into the processor, and then causing execution 
of the instructions to carry out the functions described. 
As is known in the art, Such a computer may contain a 

system bus, where a bus is a set of hardware lines used for 
data transfer among the components of a computer or 
processing system. The bus or busses are essentially shared 
conduit(s) that connect different elements of the computer 
system (e.g., processor, disk storage, memory, input/output 
ports, network ports, etc.) that enables the transfer of infor 
mation between the elements. One or more central processor 
units are attached to the system bus and provide for the 
execution of computer instructions. Also attached to system 
bus are typically I/O device interfaces for connecting vari 
ous input and output devices (e.g., keyboard, mouse, dis 
plays, printers, speakers, etc.) to the computer. Network 
interface(s) allow the computer to connect to various other 
devices attached to a network. Memory provides volatile 
storage for computer Software instructions and data used to 
implement an embodiment. Disk or other mass storage 
provides non-volatile storage for computer software instruc 
tions and data used to implement, for example, the various 
procedures described herein. 

Embodiments may therefore typically be implemented in 
hardware, firmware, Software, or any combination thereof. 
The computers that execute the processes described above 

may be deployed in a cloud computing arrangement that 
makes available one or more physical and/or virtual data 
processing machines via a convenient, on-demand network 
access model to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, applications, and 
services) that can be rapidly provisioned and released with 
minimal management effort or service provider interaction. 

It also should be understood that the block and network 
diagrams may include more or fewer elements, be arranged 
differently, or be represented differently. But it further 
should be understood that certain implementations may 
dictate the block and network diagrams and the number of 
block and network diagrams illustrating the execution of the 
embodiments be implemented in a particular way. 

Accordingly, further embodiments may also be imple 
mented in a variety of computer architectures, physical, 
virtual, cloud computers, and/or some combination thereof, 
and thus the computer systems described herein are intended 
for purposes of illustration only and not as a limitation of the 
embodiments. 

While this invention has been particularly shown and 
described with references to example embodiments thereof, 
it will be understood by those skilled in the art that various 
changes in form and details may be made therein without 
departing from the scope of the invention encompassed by 
the appended claims. 

What is claimed is: 
1. A method for handling signaling in a mobile commu 

nication system, the method comprising: 
receiving, at a network device, a signaling message asso 

ciated with a user from an origination signaling ele 
ment, the signaling message destined for a destination 
signaling element; 

determining, by the network device, whether or not to 
forward the signaling message to the destination sig 
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naling element based on previously stored information 
associated with the user and one or more rules for 
handling signaling: 

if it is determined not to forward the signaling message, 
returning a response based on the previously stored 
information to the origination signaling element with 
out forwarding the signaling message to the destination 
signaling element; 

if it is determined to forward the signaling message, 
forwarding the signaling message to the destination 
signaling element, receiving a response from the des 
tination signaling element, returning the response to the 
origination signaling element, and storing information 
associated with the signaling message or the response 
received for use in handling further signaling messages 
associated with the user; and 

resetting the stored information; 
wherein the one or more rules include: 
upon determining that the signaling message associated 

with the user is received from the same origination 
signaling element as a previously received signaling 
message associated with the user, forwarding the 
received signaling message to the destination signaling 
element if the received signaling message is an authen 
tication information request (AIR) message, otherwise 
returning a response to the origination signaling mes 
Sage. 

2. The method of claim 1, wherein storing information 
associated with the signaling message or the response 
received includes storing static or infrequently changed 
information associated with the user and included in the 
signaling message or the response received. 

3. The method of claim 1, wherein resetting the stored 
information is according to one or more pre-determined 
resetting rules. 

4. The method of claim 1, wherein the one or more rules 
include forwarding the received signaling message upon 
determining that the received signaling message associated 
with the user is the first of its kind received. 

5. The method of claim 1, wherein the one or more rules 
include forwarding the received signaling message upon 
determining that the received signaling message received is 
an authentication information request (AIR) message. 

6. The method of claim 1, wherein the one or more rules 
include returning a response to the origination signaling 
element if information for responding to a request associated 
with the received signaling message is previously stored and 
accessible to the network device, otherwise forwarding the 
signaling message to the destination signaling element. 

7. A method for handling signaling in a mobile commu 
nication system, the method comprising: 

receiving, at a network device, a signaling message asso 
ciated with a user from an origination signaling ele 
ment, the signaling message destined for a destination 
signaling element; 

determining, by the network device, whether or not to 
forward the signaling message to the destination sig 
naling element based on previously stored information 
associated with the user and one or more rules for 
handling signaling: 

if it is determined not to forward the signaling message, 
returning a response based on the previously stored 
information to the origination signaling element with 
out forwarding the signaling message to the destination 
signaling element; 

if it is determined to forward the signaling message, 
forwarding the signaling message to the destination 
signaling element, receiving a response from the des 
tination signaling element, returning the response to the 
origination signaling element, and storing information 
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10 
associated with the signaling message or the response 
received for use in handling further signaling messages 
associated with the user; and 

resetting the stored information; 
wherein the one or more rules include: 
upon determining that the signaling message received and 

another previously received signaling message, both 
associated with the user, are received from different 
origination signaling elements and both messages are 
associated with an Internet protocol (IP) address, for 
warding the signaling message to the destination sig 
naling element only if the signaling message is the first 
authentication information request (AIR) message or 
the first update location request message received. 

8. The method of claim 1, wherein the signaling message 
received is a Diameter protocol message. 

9. A network device for handling signaling in a mobile 
communication system, the network device comprising: 

a processor; and 
a memory with computer code instructions stored thereon, 
the processor and the memory, with the computer code 

instructions, are configured to cause the network device 
tO: 

receive a signaling message associated with a user from 
an origination signaling element, the signaling message 
destined for a destination signaling element; 

determine whether or not to forward the signaling mes 
Sage to the destination signaling element based on 
previously stored information associated with the user 
and one or more rules for handling signaling; 

if it is determined not to forward the signaling message.- 
return a response based on the previously stored infor 
mation to the origination signaling element without 
forwarding the signaling message to the destination 
signaling element; 

if it is determined to forward the signaling message, 
forward the signaling message to the destination sig 
naling element, receive a response from the destination 
signaling element, return the response to the origination 
signaling element, and store information associated 
with the signaling message or the response received for 
use in handling further signaling messages associated 
with the user; and 

reset the stored information; 
wherein the one or more rules include: 
upon determining that the signaling message associated 

with the user is received from the same origination 
signaling element as a previously received signaling 
message associated with the user, forwarding the 
received signaling message to the destination signaling 
element if the received signaling message is an authen 
tication information request (AIR) message, otherwise 
returning a response to the origination signaling mes 
Sage. 

10. The network device of claim 9, wherein in storing 
information associated with the signaling message or the 
response received, the computer code instructions, are con 
figured to further cause the network device to store static or 
infrequently changed information associated with the user 
and included in the signaling message or the response 
received. 

11. The network device of claim 9, wherein the processor 
and the memory, with the computer code instructions, are 
configured to further cause the network device to reset the 
stored information according to one or more pre-determined 
resetting rules. 

12. The network device of claim 9, wherein the one or 
more rules include forwarding the received signaling mes 
sage upon determining that the received signaling message 
associated with the user is the first of its kind received. 
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13. The network device of claim 9, wherein the one or 
more rules include forwarding the received signaling mes 
Sage upon determining that the received signaling message 
received is an authentication information request (AIR) 
message. 

14. The network device of claim 9, wherein the one or 
more rules include returning a response to the origination 
signaling element if information for responding to a request 
associated with the received signaling message is available 
to the agent, otherwise forwarding the signaling message to 
the destination signaling element. 

15. A network device for handling signaling in a mobile 
communication system, the network device comprising: 

a processor, and 
a memory with computer code instructions stored thereon, 
the processor and the memory, with the computer code 

instructions, are configured to cause the network device 
to: 

receive a signaling message associated with a user from 
an origination signaling element, the signaling message 
destined for a destination signaling element; 

determine whether or not to forward the signaling mes 
Sage to the destination signaling element based on 
previously stored information associated with the user 
and one or more rules for handling signaling: 

if it is determined not to forward the signaling message.- 
return a response based on the previously stored infor 
mation to the origination signaling element without 
forwarding the signaling message to the destination 
signaling element; 

if it is determined to forward the signaling message, 
forward the signaling message to the destination sig 
naling element, receive a response from the destination 
signaling element, return the response to the origination 
signaling element, and store information associated 
with the signaling message or the response received for 
use in handling further signaling messages associated 
with the user; and 

reset the stored information; 
wherein the one or more rules include: 
upon determining that the signaling message received and 

another previously received signaling message, both 
associated with the user, are received from different 
origination signaling elements and both messages are 
associated with an Internet protocol (IP) address, for 
warding the signaling message to the destination sig 
naling element only if the diameter signaling message 
is the first authentication information request (AIR) 
message or the first update location request message 
received. 

16. The network device of claim 9, wherein the signaling 
message received is a Diameter protocol message. 

17. A non-transitory computer-readable medium with 
computer code instructions stored thereon, the computer 
code instructions when executed by a processor cause an 
apparatus to: 

receive a signaling message associated with a user from 
an origination signaling element, the signaling message 
destined for a destination signaling element; 

determine whether or not to forward the signaling mes 
Sage to the destination signaling element based on 
previously stored information associated with the user 
and one or more rules for handling signaling: 

if it is determined not to forward the signaling message, 
return a response based on the previously stored infor 
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mation to the origination signaling element without 
forwarding the signaling message to the destination 
signaling element, 

if it is determined to forward the signaling message, 
forward the signaling message to the destination sig 
naling element, receive a response from the destination 
signaling element, return the response to the origination 
signaling element, and store information associated 
with the signaling message or the response received for 
use in handling further signaling messages associated 
with the user; and 

reset the stored information; 
wherein the one or more rules include: 
upon determining that the signaling message associated 

with the user is received from the same origination 
signaling element as a previously received signaling 
message associated with the user, forwarding the 
received signaling message to the destination signaling 
element if the received signaling message is an authen 
tication information request (AIR) message, otherwise 
returning a response to the origination signaling mes 
Sage. 

18. The method of claim 1, wherein resetting the stored 
information is based on an external API configured to allow 
external applications or events to trigger the resetting. 

19. The network device of claim 9, wherein resetting the 
stored information is based on an external API configured to 
allow external applications or events to trigger the reset. 

20. A non-transitory computer-readable medium with 
computer code instructions stored thereon, the computer 
code instructions when executed by a processor cause an 
apparatus to: 

receive a signaling message associated with a user from 
an origination signaling element, the signaling message 
destined for a destination signaling element; 

determine whether or not to forward the signaling mes 
Sage to the destination signaling element based on 
previously stored information associated with the user 
and one or more rules for handling signaling: 

if it is determined not to forward the signaling message, 
return a response based on the previously stored infor 
mation to the origination signaling element without 
forwarding the signaling message to the destination 
signaling element, 

if it is determined to forward the signaling message, 
forward the signaling message to the destination sig 
naling element, receive a response from the destination 
signaling element, return the response to the origination 
signaling element, and store information associated 
with the signaling message or the response received for 
use in handling further signaling messages associated 
with the user; and 

reset the stored information; 
wherein the one or more rules include: 
upon determining that the signaling message received and 

another previously received signaling message, both 
associated with the user, are received from different 
origination signaling elements and both messages are 
associated with an Internet protocol (IP) address, for 
warding the signaling message to the destination sig 
naling element only if the diameter signaling message 
is the first authentication information request (AIR) 
message or the first update location request message 
received. 


