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Abstract

A method for quantum key distribution in a system comprising a plurality of data pro-
cessing devices comprises: providing an initial key in a first data processing device and a
second data processing device; providing, in the second data processing device, a quan-
tum signal comprising a plurality of quantum states; determining, in the second data pro-
cessing device, a plurality of quantum measurement parameters; determining, in the sec-
ond data processing device, a raw signal by quantum measuring the plurality of quantum
states employing the plurality of quantum measurement parameters; generating with the
initial key, in the second data processing device, an encrypted signal indicating at least
one the plurality of quantum measurement parameters and transmitting the encrypted
signal to the first data processing device; determining, in at least one of the first data pro-
cessing device and the second data processing device, a reconciled signal from the en-
crypted signal; determining, in at least one of the first data processing device and the sec-
ond data processing device, a shared key from the reconciled signal by correcting the first

reconciled signal.
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Method and system for quantum key distribution

Technical Field

The present disclosure refers to a method for quantum key distribution. Further, a system for

quantum key distribution is disclosed.

Background

In quantum locking of classical correlations, a first data processing device (“Alice”) transmits
a message a of length m to a second data processing device (“Bob”). The message a is to be
kept secret until the first data processing device further transmits a key k of length |K| to the
second data processing device. It is important to determine how short the key k can be while
still able to securely encrypt the message a. If the first and the second data processing device
comprise only classical resources, the key k is required to be about as long as the message a,
i.e., m = |K|. An exemplary implementation is represented by a one-time pad. In this instance,
security follows from the principle of information causality: By transmitting [ bits, correlations
between the first and the second data processing device cannot be increased by more than [
bits. In case of quantum correlations, however, the principle of information causality may be
violated, leading to possible smaller key lengths while still retaining the required degree of
security. Conversely, by keeping the key length constant, more information can be securely

transmitted. Still, achieving even higher information transmission is desirable.

Summary

It is an object of the present disclosure to provide improved techniques for transmitting data

via quantum key distribution.

For solving the problem, a method and a system for quantum key distribution are provided

according to the independent claims. Further embodiments are disclosed in dependent claims.

According to one aspect, a method for quantum key distribution is provided, the method, in a
system comprising a plurality of data processing devices, comprising: providing an initial key
in a first data processing device and a second data processing device; providing, in the second

data processing device, a quantum signal comprising a plurality of quantum states;
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determining, in the second data processing device, a plurality of quantum measurement pa-
rameters; determining, in the second data processing device, a raw signal by quantum meas-
uring the plurality of quantum states employing the plurality of quantum measurement pa-
rameters; generating with the initial key, in the second data processing device, an encrypted
signal indicating at least one the plurality of quantum measurement parameters and transmit-
ting the encrypted signal to the first data processing device; determining, in at least one of the
first data processing device and the second data processing device, a reconciled signal from
the encrypted signal; and determining, in at least one of the first data processing device and
the second data processing device, a shared key from the reconciled signal by correcting the

first reconciled signal.

According to another aspect, a system for quantum key distribution is provided, the system
comprising a plurality of data processing devices and configured to perform: providing an ini-
tial key in a first data processing device and a second data processing device; providing, in the
second data processing device, a quantum signal comprising a plurality of quantum states; de-
termining, in the second data processing device, a plurality of quantum measurement param-
eters; determining, in the second data processing device, a raw signal by quantum measuring
the plurality of quantum states employing the plurality of quantum measurement parameters;
generating with the initial key, in the second data processing device, an encrypted signal indi-
cating at least one the plurality of quantum measurement parameters and transmitting the
encrypted signal to the first data processing device; determining, in at least one of the first data
processing device and the second data processing device, a reconciled signal from the en-
crypted signal; and determining, in at least one of the first data processing device and the sec-
ond data processing device, a shared key from the reconciled signal by correcting the first rec-

onciled signal.

The raw signal can be a second raw signal. The encrypted signal can be a second encrypted
signal. The reconciled signal can be a second reconciled signal. The plurality of quantum states
can be a plurality of second quantum states. The quantum signal may be a second quantum

signal.

The method may follow at least one of a BB84 (Bennett-Brassard 1984) protocol, a Bg2 (Ben-
nett 1992) protocol, an entanglement-based quantum key distribution protocol, a measure-
ment-device-independent quantum key distribution protocol, and a twin-field quantum key
distribution protocol. The quantum signal may be transmitted via an optical fiber or, alterna-

tively, via air.
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The method may further comprise at least one of: determining, in the first data processing
device, a plurality of quantum preparation parameters; preparing, in the first data processing
device, a first quantum signal comprising a plurality of first quantum states from a first raw
signal employing the plurality of quantum preparation parameters; transmitting the first
quantum signal from the first data processing device to the second data processing device,
thereby providing the quantum signal comprising the plurality of quantum states in the sec-
ond data processing device; generating with the initial key, in the first data processing device,
a first encrypted signal indicating at least one the plurality of quantum preparation parameters
and transmitting the first encrypted signal to the second data processing device; determining,
in the second data processing device, the reconciled signal from the raw signal and the first
encrypted signal; and determining, in the first data processing device, a first reconciled signal

from the first raw signal and the encrypted signal.

The plurality of quantum states can be obtained from the plurality of first quantum states by
unitary evolution of each of the plurality of first quantum states. Transmitting the encrypted
signal, the first encrypted signal or any further signal encrypted with the initial key may com-

prise transmitting within a private communication channel.

Each of the plurality of quantum states and/or each of the plurality of first quantum states
may be a photonic quantum state. Each of the plurality of quantum states and/or each of the

plurality of first quantum states may be a photon polarization state.

At least one of the plurality of quantum measurement parameters and/or at least one of the
plurality of quantum preparation parameters may comprise a quantum basis setting. The at
least one of the plurality of quantum measurement parameters and/or the at least one of the
plurality of quantum preparation parameters may also comprise a type of measurement out-

come, for example, indicating an inconclusive result.

The quantum basis setting may comprise measuring in a horizontal /vertical polarization basis

or measuring in an anti-diagonal/diagonal polarization basis.

Each one of digit positions of the raw signal in the second data processing device may corre-
spond to one of the plurality of quantum measurement parameters and/or to one of the plu-
rality of quantum states. The reconciled signal may be determined in the second data pro-

cessing device from the raw signal and the first encrypted signal by discarding one of the digit
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positions of the raw signal if a corresponding one of the plurality of quantum measurement
parameters and a corresponding one of the quantum preparation parameters of the first en-
crypted signal do not match. Each one of first digit positions of the first raw signal in the first
data processing device may correspond to one of the plurality of quantum preparation param-
eters and to one of the plurality of first quantum states. The first reconciled signal may be
determined in the first data processing device from the first raw signal and the encrypted sig-
nal by discarding one of the first digit positions of the first raw signal if a corresponding one
of the plurality of quantum measurement parameters from the encrypted signal and a corre-

sponding one of the quantum preparation parameters do not match.

Alternatively or additionally, the reconciled signal may be determined in the second data pro-
cessing device from the raw signal and the quantum preparation parameters by discarding one
of the digit positions of the raw signal if a corresponding one of the quantum preparation pa-
rameters comprises a discard flag. The discard flag may for example correspond to indication
of the inconclusive result. Further, the first reconciled signal may be determined in the first
data processing device from the first raw signal and the encrypted signal by discarding one of
the first digit positions of the first raw signal if a corresponding one of the plurality of quantum
measurement parameters from the first encrypted signal and a corresponding one of the quan-

tum preparation parameters of the encrypted comprises the discard flag.

The method may further comprise at least one of: generating, in the first data processing de-
vice, first parity data from the first reconciled signal; encrypting, in the first data processing
device, the first parity data to encrypted first parity data with the initial key and transmitting
the encrypted first parity data to the second data processing device; generating, in the second
data processing device, second parity data from the reconciled signal; encrypting, in the sec-
ond data processing device, the second parity data to encrypted second parity data with the
initial key and transmitting the encrypted second parity data to the first data processing de-
vice; determining, in the first data processing device and the second data processing device,
differences of the first reconciled signal and the reconciled signal employing the first parity
data and the second parity data; and determining, in the first data processing device, the
shared key from the first reconciled signal by correcting the first reconciled signal with respect
to the differences of the first reconciled signal and the reconciled signal and determining, in

the second data processing device, the reconciled signal as the shared key.

The method may also comprise: determining, in the first data processing device, the first rec-

onciled signal as the shared key and determining, in the second data processing device, the
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shared key from the reconciled signal by correcting the reconciled signal with respect to the

differences of the first reconciled signal and the reconciled signal.

The first parity data may comprise first parity bits of first data blocks of the first reconciled
signal and the second parity data may comprise second parity bits of second data blocks of the
reconciled signal. Alternatively, the first parity data may comprise a first syndrome of the first
reconciled signal and the second parity data may comprise a second syndrome of the recon-

ciled signal.

The first syndrome may be determined by multiplying one of a plurality of check matrices to
a first part of the first reconciled signal. The second syndrome may be determined by multi-
plying one of the plurality of check matrices to a second part of the second reconciled signal.
Check matrix information indicating at least one of the plurality of check matrices may be
determined in the first data processing device or the second data processing device. The check
matrix information may be transmitted without encrypting the check matrix information.
Each one of the plurality of check matrices, the first syndrome, and/or the second syndrome

may be binary-valued.

Correcting the first reconciled signal and/or the reconciled signal may comprise locating an
erroneous digit position. The erroneous digit position may be determined employing an error
vector. The error vector may be determined from one of the plurality of check matrices and an
error syndrome. The error syndrome may be determined by binary addition of the first syn-

drome and the second syndrome.

The erroneous digit position may also be determined by binary search. The binary search may
comprises iteratively partitioning the first reconciled signal and the reconciled signal into first
data blocks and second data blocks respectively and determining and comparing first parity

values of the first data blocks and second parity values of the second data blocks.

The method may further comprise at least one of: generating, in the first data processing de-
vice, first error information from the first reconciled signal, preferably encrypting the first er-
ror information to encrypted first error information with the initial key, and further prefer-
ably transmitting the first error information or the encrypted first error information to the
second data processing device; generating, in the second data processing device, second error

information from the reconciled signal, preferably encrypting the second error information to
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encrypted second error information with the initial key, and further preferably transmitting
the second error information or the encrypted second error information to the first data pro-
cessing device; determining, in the first data processing device and the second data processing
device, from the first error information and the second error information an error estimate of
the first reconciled signal and the reconciled signal; and discarding erroneous parts of the first
reconciled signal and the reconciled signal employing the first error information and the sec-

ond error information.

The first error information and the second error information may comprise first parity bits of
the first reconciled signal or parts thereof and second parity bits of the second reconciled sig-
nal or parts thereof, respectively. The first error information and the second error information

may be correlated with first reconciled signal and the second reconciled signal.

The method may further comprise: in the first data processing device, determining hashing
data and encrypting the hashing data to encrypted hashing data with the initial key; and trans-
mitting the encrypted hashing data to the second data processing device. The method may also
comprise: in the second data processing device, determining the hashing data and encrypting
the hashing data to the encrypted hashing data with the initial key; and transmitting the en-
crypted hashing data to the first data processing device. The method may further comprise:
determining, in the first data processing device and the second data processing device, an am-

plified key from the shared key by applying a hashing method using the hashing data.

The hashing data may indicate a random selection of a binary Toeplitz matrix.

At least one of the first parity data, the second parity data, and the hashing data may comprise
correlated data which are correlated with at least one of the reconciled signal, the first recon-

ciled signal, the shared key, and the amplified key.

The method may further comprise at least one of: generating, in the first data processing de-
vice, first uncorrelated parity data which are which are not correlated with at least one of the
first reconciled signal, the shared key, and the amplified key and transmitting the first uncor-
related parity data to the second data processing device; and generating, in the second data
processing device, second uncorrelated parity data which are not correlated with at least one
of the reconciled signal, the shared key, and the amplified key and transmitting the second

uncorrelated parity data to the first data processing device.
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Alternatively, the first uncorrelated parity data and the second uncorrelated parity data may

also be encrypted and subsequently be transmitted.

The uncorrelated data may comprise data block information indicating the partitioning of the

first and the second reconciled signal into the first data blocks and the second data blocks.

The method may further comprise: providing a second initial key in the first data processing
device and the second data processing device and authenticating the first data processing de-

vice and the second data processing device by the second initial key.

The second initial key may be different from the initial key. Alternatively, the initial key and
the second initial key are identical. For example, transmitted classical signals can be authen-
ticated by appending a signature generated with the second initial key to each of the transmit-

ted classical signals.

The shared key and/or the amplified key may be determined only in the first data processing
device and a third data processing device. The method may further comprise: determining, in
the third data processing device, a plurality of further quantum preparation parameters; pre-
paring, in the third data processing device, a third quantum signal comprising a plurality of
third quantum states from a third raw signal employing a plurality of further quantum prepa-
ration parameters; transmitting the third quantum signal from the third data processing de-

vice to the second data processing device.

Each of the plurality of quantum states may be a reduced state of one of a plurality of shared
entangled quantum states between the first data processing device and the second data pro-

cessing device.

Each of the plurality of shared entangled quantum states can comprise an entangled pair of

photons.

The initial key may be provided using an RSA (Rivest-Shamir-Adleman) method or a Diffie-
Hellman method. The initial key may also be distributed in a different way, e.g., with a trusted
courier. The initial key may be provided (distributed) in the first data processing device and
the second data processing device. Additionally, the initial key may be provided in the third

data processing device.
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Further classical messages may be encrypted using the shared key or the amplified key. The
encryption may be carried out using a one-time pad method or a symmetric key method, pref-

erably advanced encryption standard (AES).

A shared key length may be equal to a first parity data length and/or a second parity data
length, in particular equal to a first syndrome length and/or a second syndrome length. Alter-
natively, an amplified key length may be equal to the first parity data length and/or the second
parity data length, in particular equal to the first syndrome length and/or the second syndrome
length.

At least one of, preferably each of, the first raw signal, the raw signal, the first encrypted signal,
the encrypted signal, the first reconciled signal, the reconciled signal, the shared key, and the
amplified key can be a classical signal. At least one of, preferably each of, the first raw signal,
the raw signal, the first encrypted signal, the encrypted signal, the first reconciled signal, the
reconciled signal, the shared key, and the amplified key can consist of binary values, in partic-
ular, can have one binary value per digit position. The initial key and/or the second initial key
may be provided only in the first data processing device and the second data processing device

and, optionally, the third data processing device, but not in an outside data processing device.

The aforementioned embodiments related to the method for quantum key distribution can be

provided correspondingly for the system for quantum key distribution.

Description of embodiments

In the following, embodiments, by way of example, are described with reference to the Figures,

in which:

Fig.1  shows a graphical representation of an arrangement of a system for quantum key dis-
tribution and an outside data processing device,

Fig.2 shows a graphical representation of a method for quantum key distribution,

Fig.3 shows a diagram comparing conventional quantum key distribution and the method
for quantum key distribution.

Fig.4 shows a graphical representation of a simulated key rate as a function of the commu-
nication channel length for conventional quantum key distribution and the proposed
method.
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Fig. 1 shows a graphical representation of an arrangement of a system for quantum key distri-
bution and an outside data processing device 12. The system comprises a first data processing
device 10 (“Alice”) and a second data processing device 11 (“Bob”). The first data processing
device 10 comprises a first memory 10a and the second data processing device 11 comprises a

second memory 11a.

The first data processing device 10 and the second data processing device 11 can exchange clas-
sical signals and/or quantum signals, for example via a communication channel 13. The com-
munication channel 13 may comprise a quantum channel configured to convey the quantum
signals. For example, the communication channel 13 may comprise an optical fiber. The com-
munication channel 13 can also be a free space between the first data processing device 10 and
the second data processing device 11. The communication channel 13 may also comprise a clas-
sical channel for transmitting the classical signals. The optical fiber may be shared by the quan-
tum channel and the classical channel. Alternatively, the quantum channel and the classical

channel can be separate.

The system may comprise a plurality of further data processing devices, in particular, a third
data processing device with a third memory (not shown). The third data processing device may
be connected to the communication channel 13. Additionally or alternatively, the third data
processing device can exchange the classical signals and/or the quantum signals with the first
data processing device 10 and/or the second data processing device 11 via further communica-

tion channels.

The outside data processing device 12 (“Eve”) with outside memory 12a is outside the system
and represents a potential eavesdropping device with potential access to the communication
channel 13, e.g., via a connection 14. The outside data processing device 12 may be arranged at
the communication channel 13 such that at least one or any of the classical and/or quantum
signals transmitted via the communication channel 13 is received and/or retransmitted by the
outside data processing device 12. The outside data processing device 12 may also access the
further communication channels. The outside data processing device 12 may also be connected
to a plurality of further outside data processing devices, each of which may have access to the
communication channel 13 and/or each of which can be arranged closer to the first data pro-

cessing device 10 or the second data processing device 11.

The first memory 10a, the second memory 11a, the third memory, and the outside memory 12a

each comprise a quantum memory that is configured to store the quantum signals and a

Date Regue/Date Received 2022-01-27



10

15

20

25

30

BOEHMERT & BOEHMERT

-10 -

classical memory that is configured to store the classical signals. The quantum memory may
be provided using optical delay lines, controlled reversible inhomogeneous broadening (CRIB),
a Duan—Lukin—Cirac—Zoller (DLCZ) scheme, revival of silenced echo (ROSE), and/or hybrid
photon echo rephasing (HYPER).

The first, the second, the third, and the outside data processing device (10, 11, 12) each com-

prise means to transmit and/or receive quantum states.

First classical mutual information /(X:Y) of first classical data X (for example in the first
memory 10a of the first data processing device 10 or in the third memory of the third data
processing device) and second classical data Y (for example in the second memory 11a of the

second data processing device 11) is given by

I (X:Y) = H(X) — H(X|Y), ey

with Shannon entropy H (X) of the first classical data X and Shannon entropy H(X|Y) of the

first classical data X conditional on knowing the second classical data Y.

In case the first data processing device 10 and the second data processing device 11 together
comprise a shared quantum state p,5, generalizations of the classical mutual information

I.1(A: B) can be defined.

First quantum mutual information /(A4: B) of first data A (for example in the first memory 10a)

and second data B (for example in the second memory 11a) with

1(A:B) = S(4) — S(AIB), @
wherein each of the first data 4 and the second data B may comprise both quantum and clas-
sical information, is defined in terms of (von Neumann) entropy S instead of the Shannon en-
tropy H. In case of no quantum correlations, the first quantum mutual information /(4: B) co-

incides with the first classical mutual information I.,(4: B).

Accessible information I,..(4: B) of the first data A and the second data B with
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quantifies a maximum amount of the classical correlations between the first data 4 and the
second data B that can be determined in the second data processing device 11 by carrying out
measurements described by a quantum observable M = {M,}, wherein each M, is a non-neg-
ative Hermitian operator and wherein the M, sum to identity: Y, M, = I. When applied to a
subsystem B of the state ¢,5, a measurement outcome b arises with a probability p, =
Tr(oas - 14 ® M,) when measuring the shared quantum state g ,5. A (matrix) trace is denoted

by Tr. The non-negative Hermitian operator M,, corresponds to the measurement outcome b.

Further, a B-reduced quantum state is denoted by o4 = Trg(ly & VM), 045 [, &

+/ Mp). A partial trace with respect to B is denoted by Trp.

Quantum discord D (4B) is defined as difference between all correlations and the classical cor-
relations. The quantum discord D quantifies only quantum correlations between the first data

processing device 10 and the second data processing device 11:
D(AB) = I(A: B) — I,cc(A: B). (4)

The accessible information I,.. can violate a chain rule and thus the principle of information

causality. In particular, for certain quantum states, the following holds:
Liec(A,K:B,K) > Li(A4, K: B) + [K]. (5)

with first accessible information I,..(4,K : B,K) denoting the accessible information in case
the key k with key data K has been transmitted from the first data processing device 10 to the
second data processing device 11 and second accessible information I,..(4, K : B) denoting the
accessible information in case the key k has not been transmitted to the second data processing
device 11. Here, measuring with the key data K can provide more information than measuring

without key data K and obtaining the key k only subsequently.

An exemplary state 3,5 for which Eq. (5) holds is represented by
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with elementary states |a) and |a, k), unitary matrices Uy, identity matrix U,, and U, |a) being
mutually unbiased with |a). The conjugate transpose is denoted with (). A-quantum states
indexed with A (left of tensor product &) are in the first data processing device 10, B-quantum
states indexed with B (right of the tensor product &) are in the second data processing device
11. For the exemplary state 5,5, the first accessible information is I;..(4,K: B,K) = m + 1 and
the second accessible information is I,..(4, K: B) = m/2. Hence, there is m/2 extra infor-
mation obtained with the key k comprising only a single bit. The quantum discord D quantifies

an advantage of quantum data locking,.

The goal is to restrict access of the outside data processing device 12 to shared data between
the first data processing device 10 and the second data processing device 11. In general, in order
to minimize the access to the shared data, a second quantum mutual information /(A4: F) of the
second data processing device 10 and the outside data processing device 12 is to be determined

and minimized.

The second quantum mutual information I(4: E) can be determined by access indicator pa-
rameters determined in the second data processing device 11. The access indicator parameters

may comprise for example a quantum bit error rate.

Subsequently, error correction and privacy amplification is performed in the first data pro-

cessing device 10 and the second data processing device 11, yielding the key k with key rate
Trey = 1(A: B) — I(A: E). )

Assuming the outside data processing device 12 is provided with practically unbounded re-
sources and an ability of performing any measurement type including collective measure-

ments, the second quantum mutual information /(4: E) is bounded by a Holevo capacity C,:

I(A:E) < €, = max x({pf },{0{}) = max
pP; D;

(8

H(ZPF@?)—ZPFH(QF) ,
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where {0} is a set of third quantum states in the outside data processing device 12, each third
quantum state of is occurring with a third probability pF and y is called Holevo value. For a
proof of security of the method, sets of states which can lead to the determined access indicator
parameters can be considered and with this, the second quantum mutual information 7(4: E)

can be bounded.
Fig. 2 shows a graphical representation of a method for quantum key distribution.

The method allows for decreasing an amount of data that can be determined in the outside
data processing device 12. Correspondingly, the second quantum mutual information I (A: E)
can be bounded by a lower value than C, . To this end, no classical information about the key k
or further signals correlated therewith must be determined by the outside data processing de-
vice 12. This can be achieved by encrypting post-processing information which is generated
during post-processing and may be determined by the outside data processing device 12. With

the second quantum mutual information /(A: E) decreasing, the key rate ry., is increased (cf.

Eq. (7)).

In a first step 21, an initial secret key is provided in the first data processing device 10 and the
second data processing device 11. This can for example be achieved by employing a known
classical key distribution protocol or quantum key distribution protocol or a previous key from
a preceding execution of the method. Further, a second initial key is provided in the first data

processing device 10 and the second data processing device 11 for mutual authentication.

In a second step 22, a first quantum signal comprising a plurality of first quantum states {0#};
is generated in the first memory 10a of the first data processing device 10 by employing a ran-
dom number generator with a probability distribution {p{'};. To this end, an intermediate clas-
sical signal may be generated with the probability distribution {p{'}; and stored in the classical
memory of the first memory 10a, and the first quantum signal may be generated according to
the intermediate classical signal. The probability distribution {p{'}; can be a uniform probabil-
ity distribution. Each first quantum state o can encode and correspond to one digit, for exam-
ple one bit, of a (classical) first raw signal. The first quantum signal is transmitted from the
first data processing device 10 to the second data processing device 11 via the communication

channel 13.

If the plurality of first quantum states {p{}; can be received in the outside data processing
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device 12 (via the connection 14) and the outside data processing device 12 is able to carry out
a collective (measurement) attack, a unitary operation Uyp: Hy @ Hg —» Hp ® Hp (with Hil-
bert spaces H, and Hg corresponding to subsystems 4 and E, respectively) is performed on

each of the plurality of first quantum states {0} and ancilla oF, yielding a plurality of third

quantum states {of } (corresponding to {Trp (Usz - 07 ® oF - U JE)} ) in the outside memory
12a of the outside data processing device 12 and, after further transmitting to second data pro-

cessing device 11, yielding a plurality of (second) quantum states {¢?} (corresponding

to {Trg (Uug -0 ®oF - U JE)} ) in the second memory 11a of the second data processing de-

vice 11.

In a third step 23, a plurality of quantum measurement parameters is determined in the second
data processing device 11, for example using a random distribution. Further, the plurality of
second quantum states {p?}; is measured in the second data processing device 11 employing
the plurality of quantum measurement parameters, yielding a (second) raw signal, which is
classical. Each one of digit positions of the second raw signal corresponds to one of the plurality

of quantum measurement parameters and to one of the plurality of second quantum states.

In a fourth step 24, basis reconciliation is carried out in the first data processing device 10 and

the second data processing device 11 using the communication channel 13.

In an embodiment, a (second) reconciled signal is determined in the second data processing
device (11) from the second raw signal and measurement outcomes by discarding a (second)
digit position of the second raw signal if a corresponding one of the measurement outcomes is
an inconclusive result. Further, a (second) encrypted signal is generated with the initial key in
the second data processing device (11) and transmitted to the first data processing device (10).
The second encrypted signal indicates the measurement outcomes corresponding to the incon-
clusive results. The second encrypted signal is subsequently decoded in the first data pro-
cessing device (10). A first reconciled signal is then determined in the first data processing
device (10) from the first raw signal by discarding a first digit position of the first raw signal if

a corresponding one of the measurement outcomes corresponds to an inconclusive result.

In another embodiment, a first encrypted signal indicating at least one the plurality of quan-
tum preparation parameters is generated with the initial key in the first data processing de-
vice (10) and transmitted to the second data processing device (11). Conversely, the second en-

crypted signal, indicating at least one the plurality of quantum measurement parameters, is
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generated with the initial key in the second data processing device (1) and transmitted to the

first data processing device (10).

The first reconciled signal is then determined in the first data processing device (10) from the
first raw signal and the second encrypted signal by discarding one of the first digit positions of
the first raw signal if a corresponding one of the plurality of quantum measurement parameters
from the second encrypted signal and a corresponding one of the quantum preparation param-

eters do not match.

Further, the second reconciled signal is determined in the second data processing device (11)
from the second raw signal and the plurality of quantum measurement parameters by discard-
ing one of the digit positions of the second raw signal if the corresponding one of the plurality
of quantum measurement parameters and the corresponding one of the quantum preparation

parameters do not match.

In known protocols, no such encryption with the initial key is employed.

In a fifth step 25, an error estimate of the first reconciled signal and the second reconciled
signal is determined. To this end, first error information from the first reconciled signal is gen-
erated in the first data processing device (10), optionally encrypted with the initial key, and
transmitted to the second data processing device (11). Conversely, second error information
from the second reconciled signal is generated in the second data processing device (11), op-
tionally encrypted with the initial key, and transmitted to the first data processing device (10).
The error estimate is then determined in the first data processing device (10) and the second
data processing device (11) from the first error information and the second error information.
The first error information and the second error information can for example comprise first
parity bits of the first reconciled signal or parts thereof and second parity bits of the second
reconciled signal or parts thereof, respectively. In this case, the first error information and the
second error information are encrypted before transmission. Further, the error estimate is de-
termined by comparing the first parity bits and the second parity bits. Additionally or alterna-

tively, the error estimate may also comprise visibility and/or decoy states statistics.

The first error information can also comprise a first subset of first digit positions in the first
reconciled signal and the second error information can comprise a second subset of second
digit positions in the second reconciled signal. In this case, the first error information and the

second error information need not be encrypted. A union of the first subset of first digit

Date Regue/Date Received 2022-01-27



10

15

20

25

30

35

BOEHMERT & BOEHMERT

-16 -

positions and the second subset of second digit positions is subsequently discarded from the

first and the second reconciled signal.

If the error rate is above a threshold, the method is aborted. Otherwise, the method is contin-
ued. The error estimate also provides an estimate for the second quantum mutual infor-
mation I(A: E) or for third quantum mutual information /(B: E). Erroneous parts of the first

and second reconciled signal may be discarded.

In a sixth step 26, an error correction is carried out. To this end, first parity data may be gen-
erated from the first reconciled signal in the first data processing device (10), encrypted with
the initial key, and transmitted to the second data processing device (11). Additionally or alter-
natively, second parity data may be generated from the second reconciled signal in the second
data processing device (11), encrypted with the initial key, and transmitted to the first data

processing device (10).

Subsequently, differences of the first reconciled signal and the second reconciled signal from
the first parity data can be determined in the second data processing device (11). Additionally

or alternatively, the differences can be determined in the first data processing device (10).

With this, a shared key in both the first data processing device (10) and the second data pro-

cessing device (11) can be determined according to different embodiments.

According to one embodiment, the shared key is determined in the first data processing device
(10) from the first reconciled signal by correcting the first reconciled signal with respect to the
differences of the first reconciled signal and the second reconciled signal. In the second data
processing device (11), the second reconciled signal is determined to be the shared key. Nota-
bly, the shared key only needs to be the same in both the first data processing device (10) and
the second data processing device (11), whereas the concrete value of the shared key is in gen-
eral randomly determined. Here, the second reconciled signal is determined to be a master

signal and the first reconciled signal is corrected (reverse reconciliation).

According to another embodiment, the shared key is determined in the second data processing
device (11) from the second reconciled signal by correcting the second reconciled signal with
respect to the differences of the first reconciled signal and the second reconciled signal. In the
first data processing device (10), the first reconciled signal is determined to be the shared key.

Here, the first reconciled signal is determined to be the master signal and the second reconciled

Date Regue/Date Received 2022-01-27



10

15

20

25

30

BOEHMERT & BOEHMERT

- 17 -
signal is corrected (direct reconciliation).

The first parity data may comprise first parity bits of first data blocks of the first reconciled
signal and the second parity data may comprise second parity bits of second data blocks of the
second reconciled signal (CASCADE method). Data block information indicating a partitioning
of the first and the second reconciled signal into the data blocks may, on the other hand, be

transmitted without encrypting the data block information.

Alternatively, the first parity data may comprise a first syndrome of the first reconciled signal
and the second parity data may comprise a second syndrome of the second reconciled signal
(linear error-correcting code / linear block code method). The first syndrome and the second
syndrome can be determined by multiplying one of a plurality of check matrices to a (vector-
ized) data block of the first and the second reconciled signal, respectively. Notably, each syn-
drome bit constitutes a parity bit for one-valued bits in a corresponding row of the one of the
plurality of check matrices. Check matrix information indicating at least one of the plurality of
check matrices may, on the other hand, be transmitted without encrypting the check matrix

information.

From the first parity data and/or the second parity data, in particular from a number of dis-
closed parity bits and /or from a length of the first and/or second syndrome, an amount of
information leakage may be determined. Partial key information that may be determined in

the outside data processing device 12 can become larger for increasing information leakage.

The goal of the sixth step 26 is to prevent leakage of classical information about the first and
the second reconciled signal and consequently of the shared key. Before the sixth step 26, the
third quantum states {o£}; may have been provide in the outside memory 12a of the outside
data processing device with the third probabilities {p£};. If the outside data processing de-
vice 12 comprises collective attack means, the third probabilities {p£}; do not depend on any
shared key digit position k4, k,,..., ky of the shared key constructed as k = kk,... ky. Hence,
a combined probability for each third quantum signal ofy, = of, ® o, ®...® of,, , corre-

sponding to the shared key k = k,k,...ky, has a product form
Plioy = Pk, * Piy = Piy- (9)

For such a third quantum signal (as product quantum states) and product probability
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distribution {p(Ek)}, a quantum channel capacity is additive and individual measurements pro-

vide the best results:

max Iy(AY:EN) = N -max I, (4: E). (10)
My M,

Here, the left-hand side represents a maximization over all observables My on N quantum
states (N-shot mutual information /) and the right-hand side represents an individual maxi-
mization over individual observables M, on a single quantum state (one-shot mutual infor-
mation /). Hence, before the sixth step 26, information about the shared key per bit is
bounded by the one-shot mutual information /;, which corresponds to individual measure-

ments.

At the sixth step 26, without encrypting the first and the second parity data, some shared key
information may be leaked to the outside data processing device 12. For the CASCADE method,
the information leakage may be due to first and second parity bits of data blocks to be trans-
mitted. For the linear error correcting code method, the information leakage may be due to the
first and/or the second syndrome to be transmitted. Importantly, every leaked parity bit halves
a number of possible bit combinations (code words) for the shared key in the first data pro-
cessing device 10 and the second data processing device 11. For example, for bit strings of three
bits, a parity bit value of 1 implies that the bit strings 000, 011, 101 and 110 have zero probability

each. Thus, only four out of eight combinations remain and the combined probability p(Ek) for

each third quantum signal oZ,, is changed.
(k)

In case of error correcting without encrypting the first parity data and the second parity data,
the first data processing device 10 and the outside data processing device 12 end up in a clas-
sical-quantum channel situation when coding is performed. In particular, if C bits have been
leaked, the number of possible bit combinations for the shared key is reduced from 2" to 2V=¢.
Hence, regarding the first data processing device 10 and the outside data processing device 12,
the requirements of the quantum channel coding theorem are satisfied in that a set of code
words has been provided by the first data processing device 10, and the collective measure-
ments can be performed by the outside data processing device 12, requiring knowledge of the
set of code words. A maximal mutual information per digit position employing the collective
measurements is provided by the Holevo value (cf. Eq. (8)), which is larger than the one-shot

mutual information /; in Eq. (10).
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In case of error correcting without encrypting the first and the second parity data, the first data
processing device 10 and the outside data processing device 12 can be considered to perform a
quantum data locking protocol, providing the outside data processing device 12 with C bits of
classical information. This decreases an uncertainty for determining the shared key in the out-
side data processing device 12 by more than the C bits due to potentially carrying out the col-

lective measurements.

In contrast, by employing the proposed method for quantum key distribution, a quantum data
locking protocol may be provided without providing the outside data processing device 12 with
the shared key information, as discussed above. With the method, any probability changing

information (which changes the combined probability p(Ek)), must not be public. Hence, the
combined probability p(Ek) must have the product form as in Eq. (9). This can be carried out by

encrypting all the classical signals which are correlated with the shared key. Any key infor-
mation correlated with the shared key changes the probability distribution {p(Ek)} because oth-

erwise, further mutual information /(K: C) between information about the shared key and

leaked information would be zero.

In case of employing the CASCADE method for error correction in the sixth step 26, the first
parity bits of data blocks and the second parity bits of data blocks must be encrypted with the
initial key. The data block information indicating the partitioning of the first and the second
reconciled signal into the data blocks, on the other hand, may be transmitted publicly since the

data block information is not correlated with shared key.

In case of employing the linear error-correcting code method, the syndrome must be encrypted
with the initial key, but check matrix information indicating at least one of the plurality of
check matrices may be transmitted publicly. In the method, all correlated data, in particular
post-processing data, to be transmitted between the first and the second data processing device

must be encrypted with the initial key.

In a seventh step 27, in order to minimize the information leakage, privacy amplification is
applied to the shared key, yielding an amplified key, which is shorter than shared key. Depend-
ing on the privacy amplification, further eavesdropper information about the amplified key can

be determined as close to zero.

To this end, hashing data is determined in one of the first data processing device (10) and the
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second data processing device (11), encrypted and transmitted to the other one of the first data
processing device (10) and the second data processing device (11). Hence, the hashing data are
distributed between the first data processing device (10) and the second data processing device
(11). Using the hashing data as instruction data, a hashing method is applied to the shared key
in both the first data processing device (10) and the second data processing device (11), yielding
the amplified key in both the first data processing device (10) and the second data processing
device (11). The hashing data may for example indicate a random selection of a binary Toeplitz

matrix which is multiplied to the shared key as a vector.

Having thus distributed the (same) shared key and, preferably, the (same) amplified key in
both the first data processing device 10 and the second data processing 11, further (classical)
messages can be encrypted with the shared key or the amplified key and subsequently be trans-
mitted from the first data processing device 10 to the second data processing 11 and/or from

the second data processing device 11 to the first data processing 10.

With the proposed method, the amount of information leakage during the error correction be-
comes zero, while however exhausting the initial key. If a one-time pad method is used for
encrypting the further messages, an equal amount of key information required for encryption
is exhausted. If alternatively for example AES is used for encrypting the further messages, less
of the key information required for encryption is exhausted. Preferably, a shared key length or

an amplified key length is equal to a syndrome length or parity data length.

Fig. 3 shows a diagram comparing a) conventional quantum key distribution without encryp-
tion with the initial key and b) the proposed method with one-time pad. For both the conven-
tional quantum key distribution and the proposed method, the second initial key is employed
for authentication. In the embodiment of the method corresponding to Fig. 3 b), the second

initial key is also used as the initial key.

In conventional quantum key distribution, an amount of initial key data 30 is increased by an
amount of conventional shared key data 31, which can be used for subsequent encryption of
further data. For the proposed method, additionally to the amount of initial key data 30, an
amount of correlated key data 32 is employed for encrypting the correlated data that is corre-
lated with, e.g., the shared key. Here however, the amount of key data that can be used for
subsequent encryption of further data is not only increased by the amount of conventional
shared key data 31, but further increased by a key gain 33. The key gain 33 is due to decreasing

the second quantum mutual information I (4: E), i.e., decreasing the amount of information
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leakage to the outside data processing device 12. When AES or another classical cryptography
method instead of the one-time pad is employed, the amount of correlated key data 32 key can

be smaller, while retaining the key gain 33.

The proposed method can help legitimate users to increase the key rate. Potential information
leakage to eavesdroppers is substantially reduced. Hardware modifications to the first data
processing device 10 and the second data processing device 11 can be kept minimal if necessary.
The method can be considered as quantum data locking protocol which locks correlations be-
tween data in the first data processing device 10 (as well as the second data processing device
11) on the one hand and the outside data processing device 12 on the other hand. Without being
provided with the additional data such as the quantum measurement parameters, proper
quantum measurements cannot be performed in the outside data processing device. The addi-
tional data includes probability distribution changing data and the correlated data. Security
against an eavesdropper with, theoretically, access to unbounded quantum resources consti-
tutes a challenge. The eavesdropper may obtain new information such as employed code words
or other information correlated with the shared key or the amplified key at some point and
carry out appropriate measurements. Thus the information leakage of [ bits of initial key

amount can provide the eavesdropper with more than [ bits of information.

Importantly, however, for practically relevant cases with the eavesdropper having time-limited
quantum memory, the proposed method works well. Thus, it is only required that there is no
information leakage of information correlated with the shared key or the amplified key during
a storage time in the quantum memory of the eavesdropper. If classical cryptography methods
like AES are used for the encrypting with the initial key, the classical cryptography methods

are assumed to be sufficiently secure during the storage time.

The method can be used with a Bg2-like protocol, a BB84 protocol, and for protocols where
the first data processing device 10 and the third data processing device transmit respective
quantum states to the second data processing device 11 such as measurement-device-inde-
pendent quantum key distribution or twin-field quantum key distribution. Further protocols
in which the first data processing device 10 and the second data processing device 11 are initial
provided with a shared entangled state and/or in which a shared c-c-q state between first data
processing device 10, the second data processing device 11, and a potentially eavesdropping

outside data processing device 12 is generated can be employed as well.

Bg2-like protocol
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In the following, another embodiment of the method, employing the Bg2-like protocol, is de-

scribed. The outside data processing device 12 is configured to perform a beam splitting attack.

In the first step 21, the initial key is provided in the first data processing device 10 and the

second data processing device 11. The initial key is also used for mutual authentication.

In the second step 22, the quantum signal comprising two coherent states | + a) with intensity
Ua = a? (with real-valued a) | + a) is prepared in the first data processing device 10 and
transmitted to the second data processing device 11. A type of prepared coherent state corre-
sponds to one of the first digit positions of the first raw signal. In particular, a j-th prepared
coherent state is assigned to a j-th first digit position of the first raw signal. For example, a first
coherent state | + a) may result in a corresponding one of the first digit position of the first
raw signal being equal to 0, while a second coherent state |— a) may result in the correspond-
ing one of the first digit position of the first raw signal being equal to 1. The shared quantum

state is described as a classical-quantum state
Z(10)(014 ® |a)als + 11)(1]4 ® | — a)—als). (1)

In a beam splitting attack scenario, channel losses can be simulated by the outside data pro-
cessing device 12 by partially diverting the coherent states | + «) to the outside memory 12a.
The channel losses are given by a fall of intensity with z,4 — 11,1079 %/10 with attenuation coef-
ficient 6§ ~ 0.2 dB/km for optical fibers and communication channel length I. Hence, the out-
side data processing device 12 is provided with outside coherent states with outside intensity
tg = pia(1 —107%Y10) " and transmits second coherent states | + ap) with intensity up =
141078110 to the second data processing device 11. An overall shared quantum state between
the first data processing device 10, the second data processing device 11, and the outside data

processing device 12 is given by

1
2 (10)0]4 ® lapiagls @ lagHaele + 11(1a ® | — api—aplp @ | — ap){—agle), (12)

with a2 = ug, a2 = pg and outside coherent states | + aj).

In the third step 23, the second coherent states |+ap) are measured in the second data

Date Regue/Date Received 2022-01-27



10

15

20

25

30

BOEHMERT & BOEHMERT

_23_

processing device 11, using measurement parameters comprising a Bg2 observable

Mpgo, = {M,, My, M>} with measurement operators

_ I —| —ag){(—ap| 1= |ap){(ag|
O l4(agl-ap) " T

= My=I-M,— M
1+ (agl—ag) o (13)

each corresponding to one of the measurement outcomes. When measuring the second coher-
ent states | + a), a first measurement operator M, (corresponding to a first measurement out-
come) and a second measurement operator M, (corresponding to a second measurement out-
come) yield conclusive signal information, while a third measurement operator M, (corre-
sponding to a third measurement outcome) yields inconclusive signal information. A deter-
mined measurement outcome of the measurement outcomes by measuring the second coher-
ent states |+ag) is then assigned to one of the digit positions of the (second) raw signal. In
particular, a j-th determined measurement outcome of the measurement outcomes by meas-
uring the second coherent states |+ag) in a j-th iteration is assigned to a j-th digit position of

the second raw signal.

In the fourth step 24, in case of using conventional quantum key distribution, inconclusive
digit positions in the second raw signal corresponding to the third measurement outcome
would be publicly transmitted from the second data processing device 11 (e.g., via a public
channel) to the first data processing device 10. In the proposed method, the inconclusive digit
positions are encrypted with the initial key to the encrypted signal before being transmitted
from the second data processing device 11 to the first data processing device 10. Further, the
inconclusive digit positions are discarded in the second raw signal, yielding the second recon-
ciled signal. After decrypting the encrypted signal in the first data processing unit 10, the in-
conclusive digit positions are also discarded in the first raw signal, yielding the first reconciled

signal.

In the fifth step 25, the error estimate of the first reconciled signal and the second reconciled
signal is determined. The first error information comprising the first subset of first digit posi-
tions in the first reconciled signal and the second error information comprising the second
subset of second digit positions in the second reconciled signal is respectively determined in
the first and the second data processing device 10, 11, mutually transmitted, and compared.
The union of the first subset of first digit positions and the second subset of second digit posi-
tions is subsequently discarded from the first and the second reconciled signal. Since the first

subset of first digit positions and the second subset of second digit positions are not correlated
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with remaining digit positions, the first subset of first digit positions and the second subset of
second digit positions can be transmitted without encrypting the first subset of first digit posi-

tions and the second subset of second digit positions with the initial key.

Additionally or alternatively, the first error information and the second error information can
for example comprise first parity bits of the first reconciled signal or parts thereof and second
parity bits of the second reconciled signal or parts thereof, respectively. In this case, the first
error information and the second error information are correlated with first reconciled signal

and the second reconciled signal and hence to be encrypted before transmission.

After the fifth step 25, if the beam splitting attack has been carried out by the outside data

processing device 12, the outside memory 12a can comprise the outside coherent states | + ag).

Transmitting parity bits can be beneficial for a small error rate. If, e.g., an observed error rate
is at approximately 1 %, transmitting 1000 bits with 10 errors provides an imprecise error es-
timate. It can be more beneficial to select 1000 data blocks of, e.g., length 10, and transmit data
block parity bits for each of the 1000 data blocks. A mismatch probability is much higher for
the data block parity bits, and employing Bayes’ theorem may provide a better error estimate.
In this case, discarding digit positions would be unfavorable, but a leakage of the data block

parity bits should be taken into account at least during the subsequent privacy amplification.

In the sixth step 26, the error correction of the first and the second reconciled signal is carried
out. If, e.g., the first reconciled signal comprises a first string s, = (01100101), and the second
reconciled signal comprises a second string s; = (01000101), the digit position 3 is erroneous.
If the error estimate has been determined, it can be determined in this case that there is only

one erroneous digit position. Hence, only the one erroneous digit position has to be located.

When employing the CASCADE method, the first string s, and the second string s are ran-
domly partitioned into the first data blocks and second data blocks, respectively. For each of
the first data blocks and second data blocks, the first parity bits and second parity bits, respec-
tively, are determined, encrypted and transmitted between the first data processing device 10
and the second data processing device 11. The erroneous digit position is located via a binary

search.

The first string s, has parity 0 and the second string sz has parity 1. First halves (0110) and
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(0100) of the first string s, and the second string sz, respectively have parity 0 and 1, respec-
tively. Since the first halves have different parity, the erroneous digit position is located within
the first halves. Further halving the first halves yields first quarters (01), (01) and second quar-
ters (10), (00) of the first string s, and the second string sz. The first quarters (01), (01) of the
first string s, and the second string sz coincide and have the same parity. Hence, the erroneous
digit position is located in the second quarters (10), (00) of the first string s, and the second

string sp, namely at the digit position 3.

In order to locate the erroneous digit position, four first and second parity bits had to be trans-

mitted between the first data processing device 10 and the second data processing device 11.

In case of employing the linear block code method, a binary-valued check matrix (which can

be transmitted publicly) such as

=

Il
O, OR
COR R
O R RO
[ =
_ O RO
[ Y=
O RO
_ O RO

(14)

is used to calculate the first syndrome z, = Hs] = (1100)” and the second syndrome
zp = Hsh = (1010)7. The first syndrome z, is encrypted and transmitted from the first data
processing device 10 to the second data processing device 11. Alternatively, the second syn-
drome zg is encrypted and transmitted from the second data processing device 11 to the first
data processing device 10. Subsequently, an error syndrome z; = z, @ zp = (0110)7 is deter-
mined in both the first data processing device 10 and the second data processing device 11. An

error vector e as then determined from an error syndrome equation system

He = zg. (15)
Since the error syndrome equation system is underdetermined, the error vector e can, e.g., be
determined via maximum likelihood or 1-norm-minimization. Here, the error vector e is de-
termined to be (00100000)7. Hence, the erroneous digit position is located.
In case of direct reconciliation, the first string s, is regarded as the correct one, and the second

string s is corrected, yielding the shared key (01100101). In case of reverse reconciliation, the

second string s is regarded as the correct one, and the first string s, is corrected, yielding the
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shared key (01000101).

When the first and the second parity data comprise data correlated with the first and the sec-
ond reconciled signal (such as the first parity bits and the second parity bits, when the
CASCADE method is used, or the first and the second syndrome, when linear block codes are
used), the first and the second parity data should be encrypted, e.g., employing classical meth-

ods of encryption like AES or one-time pad, depending on security requirements.

In conventional quantum key distribution, the second quantum mutual information 1(4: E)
leaked to the outside data processing device 12 is bounded by the Holevo value of the outside

coherent states | + aj) in the outside memory 12a, i.e.,

_stL
—2pu4(1-10 10)

2 )

1—e¢

I(A:E) < x({l £ ag)}) = hy
(16)

with binary Shannon entropy h,(x) = —xlogx — (1 — x) log (1 — x).
In contrast, with the proposed method, the second quantum mutual information /(A: E) is

bounded by a one-shot capacity C;, which corresponds to carrying out only individual meas-

urements instead of collective measurements. A best discrimination of the outside coherent

states {| + az)} corresponds to an error probability ¢ = %(1 — 1 — e—4ua(1-10-8Y ). Hence,

the second quantum mutual information /(4: E) is bounded as

1— \/1 _ e4-uA(1—10_%)

a7)

In the seventh step 27, the shared key is shortened to the amplified key, thus minimizing the
information leakage to the outside data processing device 12. To this end, a random binary

Toeplitz matrix T, e.g.,
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1 0010110
01001011
T=|11 0 1 0 0 1 0 1
11010010
01101001

(18)

is determined and publicly shared. The Toeplitz matrix T is uniquely identifiable by its first
row and its first column. Hence, in order to share the Toeplitz matrix T, transmitting the (en-
crypted) hashing data merely comprising the first row and the first column is sufficient. The
amplified key is determined by multiplying, preferably left-multiplying, the Toeplitz matrix T
to the shared key. A row number of the Toeplitz matrix T depends on estimating the second
quantum mutual information I(4: E): the larger the information leakage that has been esti-

mated, the shorter the amplified key.

Encrypting the correlated data can be particularly useful in a situation where the one-time pad
method has been used for encryption, however certain previously secure information of the
amplified key has been publicly transmitted (without encryption). If there is information leak-
age of certain digit positions of the amplified key, the combined probability p(Ek) is changed,
thus enabling the outside data processing device 12 to carry out the collective measurements.
Still, leaking [ bits of the initial key can provide an eavesdropping device with more than [ bits
of information. However, when encrypting the correlated data, carrying out the collective
measurement is made impossible, while the amplified key can still be distributed according to

the proposed method.

Employing the one-time pad method requires a comparably large amount of key data with di-
minished key gain. Thus, an encryption method such as AES may be preferable. Notably, the
encryption method has to provide that encryption cannot be broken by the outside data pro-

cessing device 12 during storage time of outside coherent states | + ag).

Fig. 4 shows a graphical representation of a simulated key rate r as a function of the commu-
nication channel length [ for conventional quantum key distribution and the proposed method.
The channel losses are given with p, — 114107910 with the attenuation coefficient § ~
0.2 dB/km for optical fibers.

A first curve 40 represents the key rate for the proposed method for the Bg2-like protocol, a

second curve 41 represents the key rate for a conventional Bg2-lke quantum key distribution
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method, and a third curve 42 represents a key rate ratio between the proposed method and
conventional quantum key distribution. The third curve 42 approaches for large channel length
[ a key rate value close to 1.75, corresponding to more than 70% of key gain. For the first curve
40 and the second curve 41, a conclusive result probability p., . for the second data processing

device 11 is taken into account:

r= pconc(1 — leak(q) — I(A: E))

= (1 = e72a107"") . (1 - leak(q) - I(4: E)). (19)

The intensity u, at the first data processing device 10 is optimized for every channel length.
For simplifying Eq. (19), a channel error rate g is assumed to be zero. In any practical system,
however, the channel error rate ¢ is positive. Hence, encrypting the correlated information can

be useful to increase the key rate r.

BB84 protocol

In the following, a further embodiment of the method, employing the BB84 protocol, is de-
scribed. The steps 21 to 27 are to be carried out correspondingly to the Bg2-like protocol em-
bodiment. Differences in the steps 21 to 27 from the Bg2-like protocol embodiment are as fol-
lows. As opposed to the Bg2-like protocol, there is no simple attack type like the beam splitting
attack for a single-photon BB84 protocol.

In the second step 22, first photonic quantum states

1
vz

1

10) + 1)), |-) N

flon, 10, 14 = (1o - 11}

(20)

are transmitted from the first data processing device 10 to the second data processing device 11.
The first photonic quantum states may correspond to a photon being horizontally polarized,
vertically polarized, diagonally polarized, and anti-diagonally polarized, respectively. Two
measurement bases +, x are employed, the HV (horizontal/vertical) basis + and the AD (anti-
diagonal/diagonal) basis x. The shared quantum state for digit position is described as a pho-

tonic classical-quantum state
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1/4 (10400414 ® [0)0]p + [14:M{(14]a @ [1)(1]p
T 10xX0x|a @ [+){(+]z + [1x){(Ixla @ =) (=15 (21)

In the collective attack scenario, an ancillary photonic quantum state is appended to each pho-
tonic classical-quantum state and a unitary operation is carried by the outside data processing
device 12, entangling a resulting state. The overall shared state between the first data pro-
cessing device 10, the second data processing device 11, and the outside data processing device

12 is given by

1
Z(|0+)<0+|A & %P0, XPo, lse + 11411 ]a @ |P1, NP1, |5E

F10,)(0xla @ 1P ) (Wilpe + [ 1) {(1xla @ [N ¥_|gr)-

(22)

In the third step 23, a second photonic quantum state is measured in the second data pro-

cessing device 11 using a BB84 observable M with measurement operators

1 1 1 1
Mo=310)0L My =101, My =)+, Mo ==X o)
23

Subsequently, outside photonic quantum states in the outside data processing device 12 are

represented by:

pE = (1= Do) ol + q160)(0l.
pE = (1= Dlp1) W1l + q161)(64],
PE = (1= Q)b +q10. 1041,
pE = (1= Qhp_)W_| + qlo_}6_], (24)

with second data processing device error probability q.

In the fourth step 24, the first encrypted signal indicating the quantum preparation parameters
(i.e., first quantum basis settings) which were employed for preparing the first photonic quan-
tum states are generated in the first data processing device 10 with the initial key and trans-
mitted to the second data processing device 11. Conversely, the second encrypted signal indi-
cating the quantum measurement parameters (i.e., second quantum basis settings) which were
employed for measuring the second photonic quantum states are generated in the second data

processing device 11 with the initial key and are transmitted to the first data processing device
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10.

Non-matching digit positions of the first raw signal and the second raw signal, at which a cor-
responding one of the first quantum basis settings and a corresponding one of the second quan-
tum basis settings do not match, are discarded, yielding the first reconciled signal and the sec-

ond reconciled signal, respectively.

In order to discriminate between 0 and 1 without knowing first or second quantum basis set-
tings, non-orthogonal outside photonic quantum states (p£ + p£)/2 and (pf + p£)/2 must be
discriminated in the outside data processing device 12. This is more difficult than discriminat-
ing between further outside photonic quantum states p& and p£ (or p¥ and p£) in case the first
or second quantum basis settings are provided in the third data processing device 12. Hence,

the first or second quantum basis settings should be private, as well as matching digit positions.

The features disclosed in this specification, the figures and/or the claims may be material for

the realization of various embodiments, taken in isolation or in various combinations thereof.
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Claims

1. Method for quantum key distribution, the method, in a system comprising a plurality of

data processing devices, comprising:

providing an initial key in a first data processing device (10) and a second data pro-
cessing device (11);

providing, in the second data processing device (11), a quantum signal comprising a
plurality of quantum states;

determining, in the second data processing device (11), a plurality of quantum meas-
urement parameters;

determining, in the second data processing device (11), a raw signal by quantum meas-
uring the plurality of quantum states employing the plurality of quantum measurement
parameters;

generating with the initial key, in the second data processing device (11), an encrypted
signal indicating at least one the plurality of quantum measurement parameters and
transmitting the encrypted signal to the first data processing device (10);
determining, in at least one of the first data processing device (10) and the second data
processing device (11), a reconciled signal from the encrypted signal; and
determining, in at least one of the first data processing device (10) and the second data
processing device (11), a shared key from the reconciled signal by correcting the first

reconciled signal.

2. Method according to claim 1, further comprising at least one of:

determining, in the first data processing device (10), a plurality of quantum prepara-
tion parameters;

preparing, in the first data processing device (10), a first quantum signal comprising a
plurality of first quantum states from a first raw signal employing the plurality of quan-
tum preparation parameters;

transmitting the first quantum signal from the first data processing device (10) to the
second data processing device (11), thereby providing the quantum signal comprising
the plurality of quantum states in the second data processing device (11);

generating with the initial key, in the first data processing device (10), a first encrypted
signal indicating at least one the plurality of quantum preparation parameters and
transmitting the first encrypted signal to the second data processing device (11);
determining, in the second data processing device (11), the reconciled signal from the

raw signal and the first encrypted signal; and
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determining, in the first data processing device (1), a first reconciled signal from the

first raw signal and the encrypted signal.

Method according to claim 2, wherein at least one of the plurality of quantum measure-

ment parameters and/or at least one of the plurality of quantum preparation parameters

comprises a quantum basis setting.

Method according to claim 2 or 3, wherein at least one of the following is provided:

each one of digit positions of the raw signal in the second data processing device (11)
corresponds to one of the plurality of quantum measurement parameters and to one of
the plurality of quantum states;

the reconciled signal is determined in the second data processing device (11) from the
raw signal and the first encrypted signal by discarding one of the digit positions of the
raw signal if a corresponding one of the plurality of quantum measurement parameters
and a corresponding one of the quantum preparation parameters from the first en-
crypted signal do not match;

each one of first digit positions of the first raw signal in the first data processing de-
vice (10) corresponds to one of the plurality of quantum preparation parameters and
to one of the plurality of first quantum states; and

the first reconciled signal is determined in the first data processing device (10) from
the first raw signal and the encrypted signal by discarding one of the first digit positions
of the first raw signal if a corresponding one of the plurality of quantum measurement
parameters from the encrypted signal and a corresponding one of the quantum prepa-

ration parameters do not match.

Method according to at least one of the claims 2 to 4, further comprising at least one of:

generating, in the first data processing device (10), first parity data from the first rec-
onciled signal,

encrypting, in the first data processing device (10), the first parity data to encrypted
first parity data with the initial key and transmitting the encrypted first parity data to
the second data processing device (11);

generating, in the second data processing device (11), second parity data from the rec-

onciled signal,

Date Regue/Date Received 2022-01-27



10

15

20

25

30

35

BOEHMERT & BOEHMERT

_33_

— encrypting, in the second data processing device (11), the second parity data to en-
crypted second parity data with the initial key and transmitting the encrypted second
parity data to the first data processing device (10);

— determining, in the first data processing device (10) and the second data processing
device (11), differences of the first reconciled signal and the reconciled signal employ-
ing the first parity data and the second parity data; and

— determining, in the first data processing device (10), the shared key from the first rec-
onciled signal by correcting the first reconciled signal with respect to the differences of
the first reconciled signal and the reconciled signal and determining, in the second data

processing device (11), the reconciled signal as the shared key.

6. Method according to claim 5, wherein:

— the first parity data comprise first parity bits of first data blocks of the first reconciled
signal and the second parity data comprise second parity bits of second data blocks of
the reconciled signal; or

— the first parity data comprise a first syndrome of the first reconciled signal and the

second parity data comprise a second syndrome of the reconciled signal.

7. Method according to at least one of the preceding claims, further comprising at least one

of:

— generating, in the first data processing device (10), first error information from the first
reconciled signal, preferably encrypting the first error information to encrypted first
error information with the initial key, and further preferably transmitting the first er-
ror information or the encrypted first error information to the second data processing
device (11);

— generating, in the second data processing device (11), second error information from
the reconciled signal, preferably encrypting the second error information to encrypted
second error information with the initial key, and further preferably transmitting the
second error information or the encrypted second error information to the first data
processing device (10);

— determining, in the first data processing device (10) and the second data processing
device (11), from the first error information and the second error information an error
estimate of the first reconciled signal and the reconciled signal; and

— discarding erroneous parts of the first reconciled signal and the reconciled signal em-

ploying the first error information and the second error information.

Date Regue/Date Received 2022-01-27



10

15

20

25

30

35

10.

11.

12,

BOEHMERT & BOEHMERT

_34_

Method according to at least one of the preceding claims, further comprising

— in the first data processing device (10) and/or the second data processing device (11),
determining hashing data and encrypting the hashing data to encrypted hashing data
with the initial key;

— transmitting the encrypted hashing data to the second data processing device (11)
and/or the first data processing device (10); and

— determining, in the first data processing device (10) and the second data processing
device (11), an amplified key from the shared key by applying a hashing method using
the hashing data.

Method according to claim 8, wherein at least one of the first parity data, the second parity
data, and the hashing data comprise correlated data which are correlated with at least one

of the reconciled signal, the first reconciled signal, the shared key, and the amplified key.

Method according to claim 8 or 9, further comprising at least one of:

— generating, in the first data processing device (10), first uncorrelated parity data which
are which are not correlated with at least one of the first reconciled signal, the shared
key, and the amplified key and transmitting the first uncorrelated parity data to the
second data processing device (11); and

— generating, in the second data processing device (11), second uncorrelated parity data
which are not correlated with at least one of the reconciled signal, the shared key, and
the amplified key and transmitting the second uncorrelated parity data to the first data

processing device (10).

Method according to at least one of the preceding claims, further comprising:

— providing a second initial key in the first data processing device (10) and the second
data processing device (11) and

— authenticating the first data processing device (10) and the second data processing de-

vice (11) by the second initial key.

Method according to at least one of the preceding claims, wherein the shared key and/or
the amplified key is determined only in the first data processing device (10) and a third
data processing device and wherein the method further comprises:

— providing the initial key in the third data processing device;
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determining, in the third data processing device, a plurality of further quantum prep-
aration parameters;

preparing, in the third data processing device, a third quantum signal comprising a
plurality of third quantum states from a third raw signal employing a plurality of fur-
ther quantum preparation parameters;

transmitting the third quantum signal from the third data processing device to the sec-

ond data processing device (11).

13. Method according to at least one of the preceding claims, wherein each of the plurality of

quantum states is a reduced state of one of a plurality of shared entangled quantum states

between the first data processing device (10) and the second data processing device (11).

14. Method according to at least one of the preceding claims, wherein the initial key is pro-

vided using an RSA method or a Diffie-Hellman method.

15. System for quantum key distribution comprising a plurality of data processing devices

and configured to perform:

providing an initial key in a first data processing device (10) and a second data pro-
cessing device (11);

providing, in the second data processing device (11), a quantum signal comprising a
plurality of quantum states;

determining, in the second data processing device (11), a plurality of quantum meas-
urement parameters;

determining, in the second data processing device (11), a raw signal by quantum meas-
uring the plurality of quantum states employing the plurality of quantum measurement
parameters;

generating with the initial key, in the second data processing device (11), an encrypted
signal indicating at least one the plurality of quantum measurement parameters and
transmitting the encrypted signal to the first data processing device (10);
determining, in at least one of the first data processing device (10) and the second data
processing device (11), a reconciled signal from the encrypted signal; and
determining, in at least one of the first data processing device (10) and the second data
processing device (11), a shared key from the reconciled signal by correcting the first

reconciled signal.
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