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OUTSIDE ACCESS TO COMPUTER RESOURCES THROUGH A FIREWALL

Field of the Invention

This invention concerns provision of access to resources of a
computer system Or network inside a security firewall, in response to
requests from objects outside the firewall.

Background of the Invention

A firewall is a security system (hardware and/or software) that
1solates resources of a computer system or network from objects outside of
the system or network. Isolated resources are characterized as inside the
firewall, and external equipment is considered ocutside the firewall.
Typically, a firewall serves as a security enclosure around a private
local area network (LAN) of computers and associated peripherals.

Generally, a firewall allows for inside objects to request and
receive connections to outside cobjects (e.g. for inside applications to
access outside 1internet nodes, etc.), but prevents outside objects from

origlnating similar connections.

There are instances where it is desired to allow for ocbjects outside
a firewall to have access to inside resources, subject to restrictions
that would not fully defeat the securlity purpose of the firewall. For

example, 1t might be desirable to allow employees of a company OWN1ing
resources 1inside the firewall to "telecommute" over public networks (such
as the telephone network or that network and Internet points of access,
etc.), from homes remote from their employer’s place(s) of business (or
from remcte locations while on business trips or vacations). For that
purpose then 1t would be desirable to permit such "trusted" individuals to
be able to 1initlate access ocutside a firewall to resources inside the
firewall (e.g. the employer‘s private databases, etc.).

To our knowledge, such access, in response to outside initiation or
request, has been provided 1n the past by providing duplicate servers and
database stores, both inside and cutside the firewall, or by means of
other arrangements that add considerable expense to maintenance of the
firewall per se. Consider, for example, the costs of such ocutside
duplication, or other process, in relation to massive and frequently
updated databases stored inside the firewall. Different types of
flrewalls are discussed in Cheswick and Bellovin "“Firewalls and Internet
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Security, Repelling the Willy Hacker”, April 1994, Addison-Wesley
Publishing Company, pages 86 to 106. The present invention seeks to
provide the desired outside access without unnecessary outside duplication
of objects or resources inside the firewall.
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summary of the Invention

According to various aspects, the invention provides a tunnelling
apparatus, method and computer program product, as claimed in the
independent claims, with advantageous preferred features claimed in the
dependent claims.

In accordance with the invention, means are provided inside and
outside a firewall for cooperatively producing tunnelling effects, in
response to certain types of requests initiated by oObjects outside the
firewall, which effects result in creation of connections between such
outside objects and resources inside the firewall. Connections SO created
have the unique property that they are effectively created from "inside
out” as 1f they were requests originating from cbjects inside the firewall
to destinations outside the firewall.

The "types of requests" accommodated by such "tunnelling" means are
requests addressed to what are presently termed "trusted sockets" .
Trusted sockets are entries in a table of trusted sockets that is created
and maintained exclusively inside the firewall. Each entry in that table
includes the address of a "trusted" port, a protocol (e.g. a
telecommunication protocol such as TCP/IP, NNTP, etc.) pre-associliated with
that address, and the identity of a host object inside the firewall (e.qg.
a host computer or a host application). Thus, it is understood that in
order for an individual and/or object outside the firewall to initiate
such a request that individual must be entrusted with the information that
represents a trusted socket entry that is currently valid.

The table of trusted sockets is created and maintained by a
"tunnelling application" running on an inside interface server (under
control of appropriately authorized individuals having direct access to
that server) that interfaces between this tunnelling application and all
other "accessible" objects/resources inside the firewall (including other

applications running on the inside interface server). The inside interface
server also establishes a "control connection" to an outside interface
server which interfaces between the firewall and all objects outside the
firewall. The control connection is accessible only to the tunnelling
application running on the inside interface server and a corresponding
tunnelling application running on the outside interface server; 1l1.e. it 1s
not directly accessible to any other applications running on these
interfaces servers, and is totally inaccessible to both inside and outside
Objects not residing on these servers.
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A copy of the trusted sockets table is transferred from the inside
interface server to the outside interface server; e.g. when the table 18
created and/or altered, or at special times of day, etc.

when an outside object, that is currently not connected through the
firewall, originates a request reaching the outside interface server, the
tunnelling application on that server determines 1f the request 18
directed to a trusted socket entry that 1is currently valid. If it 1s not
so directed, the request is ignored. If the request 1s to a trusted
socket, the request is passed over the control connection to the
tunnelling application on the inside interface server. Concurrently, a
process {or task) associated with the reqguest is generated in the outside
interface server, and an outside connection is established between that
process/task and the requesting object.

Upon receiving the request, the inside tunnelling application also
may be reqguired to verify that the reguest 1s to a currently valid trusted
socket and disallow the request if it 1s not. If the request 1s to a
currently valid trusted socket, the inside tunnelling application
generates (or "spawns") an inside process associated with the request.
Then the inside tunnelling application: (a) generates connections between
rhe inside resource associated with the port and host 1dentity of the
nrequested" trusted socket entry and the 1inside interface server; and (b)
communicating over the control connection with the outside tunnelling
application and a computer controlling the firewall 1tself, generates a
connection through the firewall between the tasks generated/spawned on
both the inside and outside interface servers. The connections
generated/spawned by the inside and outside tunnelling app..ications are
separate from the control connection, and usetul to carry data {(usually 1n
packet format defined by the trusted socket protocol) bidirectionally
between the outside object that originated the reguest and the 1inside
object targeted by the request.

These and other features, advantages, objectives and benefits of the
present invention will be more fully understocd by considering the
following detailed description and claims.

Brief Description of the Drawilngs

Figure 1 is a schematic of a typical firewall environment 1in which
the present invention can be applied.

Figure 2 is a flow diagram illustrating the creation and handling of
the trusted socket table mentioned above.
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Figure 3 is a flow diagram illustrating the firewall tunnelling
process of the present invention.

Figure 4 illustrates a preferred form of the trusted sockets table
mentioned above.

Figure 5 1s a flow diagram for explaining details of tunnelling
application operations inside and outside of a firewall, in accordance

with the present invention.

Detailed Description of the Preferred Embodiments

Figure 1 1llustrates a typical firewall environment for application
of the present invention. Firewall computer 1 maintains the firewall
security function 1n accordance with presently commonplace procedures.

The functions of this computer, other than those i1nvolving extending
connections from objects inside the firewall to objects outside the
firewall, are transparent to (and i1n essence not relevant to) the present
invention. Interface servers 2 and 3 (labelled servers A and B
respectively) operate respectively inside and outside the firewall created
by 1. Server A interfaces between the firewall and objects (software
applications, hardware entities, etc.) inside the firewall, including

objects 1n Server A itself. Server B interfaces between the firewall and
objects ocutside the firewall, including objects in server B itself.

In a typical firewall usage environment, server A connects to a
network inside the firewall (e.g. a private local area network) via a
connection shown at 4, and server B connects to a network ocutside the
firewall {(e.g. the Internet) wvia a connection shown at 5.

In applying the present invention to this environmental
cOnfiguration, servers A and B are provided with "tunnelling" software
applications and store copies of a "trusted socket" table. These entities
-- the tunnelling applications and the trusted socket table -- are
considered unigue to the present invention and described herein.

Figures 2 and 3 describe (tunnelling) processes performed at servers
A and B in furtherance of the present invention.

As shown at 10, in Figure 2, a trusted socket table (which is
described below in reference to figure 4) is created in and stored at
server A (Oor a store readily accessible to that server). As shown at 11,
server A creates a special "control connection" to server B through the
firewall (computer), and passes a copy of the trusted sockets table to
server B over the control connection. This control connection, also
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considered part of the present invention, is used by the above-
mentioned tunnelling applications to effectively inter-communicate,
and thereby form other connections (hereinafter termed "data
connections") between objects inside and outside the firewall, in
response to requests received from outside objects.

Segments of these data connections extending through the
firewall are entirely separate from the control connection used in
their formation, and are always formed under control of processes
running inside the firewall. For an outside request to give rise to
formation of a data connection to an i1nside object, the request
must be directed to an entry in the trusted sockets table, and
validated as such. Outside requests found to be 1invalid are
ignored, so that the firewall and 1its 1nside resources are
effectively invisible to and inaccessible to outside requesters
having invalid request 1information. Conversely, 1t should be
understood that valid requests are issuable only at the direction
of individuals having privileged knowledge of currently wvalid
entries in the trusted sockets table (e.g. telecommuting employees
of the owner of the inside resources, etc.).

Figure 3 describes tunnelling functions performed at servers
A and B, after B has received and stored its copy of the trusted
sockets table sent by A.

As shown at 20, (the tunnelling application in) server B wailits
to receive an outside request that effectively calls for a
tunnelling operation; i.e. creation of a data connection between an
inside "host" object designated in the request and the outside
object, C, from which the request was sent. Upon receiving a
request (21, fig. 3), (the tunnelling application at) B checks to
verify that the request is a valid one (decision 22, fig. 3). In
respect to the last-mentioned function, i1t should be understood
that server B only receives requests directed to that server, and
that the tunnelling application on server B only receives requests
that appear to be directed to a port inside the firewall, and
distinguishes those requests as valid only if they are directed to
a currently valid entry in the trusted sockets table mentioned
earlier.

If the request is invalid it is ignored, and (the application
at) server B resumes waiting for a request. However, 1f the request
is wvalid, (the tunnelling application at) server B creates a
process or task "B.1l" for handling outside elements of data
transfer relative to the requesting object, C, (23, fig. 3). Task
B.1 establishes a data connection between itself and the requesting
object, C, (also 23, fig. 3), and forwards the request to (the
tunnelling application at) server A, via the control connection,
along with the identity of task B.1 (24, fig. 3).

Upon receiving a valildated request, (the tunnelling
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application at) server A generates a process or task A.1, for
handling inside aspects o0of the transmission of data between the
outside requesting object and a host object identified in the
request (25, fig. 3; the latter object being a component of a
trusted socket designation as explained below). Task A.1 creates
data connection segments from the host object to the firewall
computer (also 25, fig. 3), and instructs the firewall computer to
form a connection to B.1l (also 25, fig. 1); thus completing a data
connection between the 1inside host object and the outside
requesting object, C. It should be appreciated that this data
connection may require buffers, 1in servers A and B and the firewall
computer, of a size determined by the protocol of data transmission
(discussed further below), and the required speed of (packet)
transfer for that protocol.

The form of the trusted sockets table is illustrated in Figure
4. Examples of 2 specific entries are shown at 30, and additional
entries are implied at 31 by dotted lines extending downward from
the second entry. Each entry consists of a port number, information
defining a transmission protocol (usually, a burst packet transfer
protocol), and information identifying a host object. The port
number 1is an address inside the firewall assigned to the host
object. As examples of protocols, the first two entries 1in the
table 1list NNTP (Network News Transport Protocol) and HTTP
(HyperText Transport Protocol).

Figure 5 shows 1in finer detail operations performed by the
tunnelling applications at 1nterface servers A and B. Operations
that are the same as operations shown 1n Figures 2 and 3 are
identified by identical numerals. Operations that are parts of, or
differ 1n some respect from, operations shown in Figures 2 and 3
are 1dentified by the same numbers followed by letters (a, b,
etc.). Other operations are identified by numbers different from
those previously used.

Operation l0a at server A, a composite of operations 10 and 12
of fig. 2, 1is the creation and updating (expansion, modification.
etc.) of the trusted sockets table and the copying of the latter to
sexrver B. Operation 1l1lla at server A 1is the establishment or (as
explained below) re-establishment of the control connection between
(the tunnelling applications at) servers A and B. A need to re-
establish the control connection arises when the connection 1is
unintentionally broken, and the operations required to detect and
respond to such occurrences are shown at 46-48 in Fig. 5 (which are
discussed further below).

After receiving its copy of the trusted sockets table, (the
tunnelling application at) server B listens for outside requests
(20, fig. 5). When a valid outside tunnelling request 1s received,
and an associlated
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data handling task {(e.g. B.1l, fig. 3) has been created therefor (21-22a,
24a, fig. 5), server B presents the request to server A (23a, fig. 5),
along with control signals indicating the action occurring and information

identifving the task {(e.g. B.1l} created at B to attend tO the request.
server B then waits for acknowledgement of receipt of the request from
server A (23¢c, fig. 5), and upon receliving such server B establishes a
data connection segment from the newly created task to the requesting
object (24b, fig. 5; e.g. from B.1 to C as in fig. 3). Server B then
waits for establishment of a data connection segment from the firewall to
the task just created at B (24c, fig. 5), that occurrence implying
establishment of an associated data connection segment between the host
object (the one identified in the request) and server B. The tunnelling
process at server B 1s then complete until the data connection segment
hetween the firewall and the task at B is terminated (40, fig. 5), ending
the involvement of server B in that connection and the associated reqguest
(41, fig. 5).

Returning to consideration of tunnelling actions at server A, after
establishing or re-establishing the control connection, server A listens
for (regquest forwarding) signals from B (46, fig., 5). If a signal hasn’t
been received (47, fig. 5), but a predetermined timeout interval has not
elapsed since the waiting started (48, fig. 5), server A merely continues
to wait for such signal. However, if the timeout has lapsed (Yes decision
at 48, fig. 5) it is assumed that the control connection has been
(unintentionally) broken, and the connection 18 re-established (lla
repeated) .

If a request is received from server B, server A may Jptionally
perform its own validation operation (49, fig. 3) to verify that the
request is to a currently valid trusted socket. If that option 1s used and
the request is found to be invalid, an error signal would be returned to
server B instead of the acknowledgement awaited at 23b. If the option 1is
not used, or if it is used and the request is found to be valid, server A
proceeds to establish its internal task such as A.l, and the latter, as
described previously, forms data connection segments from the host object
to the firewall, and directs the firewall computer to extend the data
connection to B.1 (50, fig. 5). This concludes server A’s involvement 1in
the current request, freeing it to continue with other requests (51, fig.
5).

Program Products

The foregoing tunnelling applications can be delivered as a
ncomputer readable" program product; e€.g. on storage media or through
communication networks. It should be understood that such product can be
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provided as either a single integral entity (e.g. one installed on inside
server A and transferred in whole or part to outside server B), or two

entities (Or parts) separately installable on inside and outside servers.
It also should be understood that the firewall computer is a necessary

participant in the creation of data connections through the firewall.
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CLAIMS

The embodiments of the invention in which an exclusive property or

privilege is claimed are defined as follows:

1. Tunneling apparatus for a data communication network containing
a firewall, said firewall defining inside and outside regions and
forming a security barrier preventing objects 1in said outside
region from directly initiating access to objects in saild inside
region, while permitting objects in said inside region to directly
initiate and obtain access to objects in said outside reglon; said
tunneling apparatus enabling objects 1n said outside region to
obtain access to predetermined trusted objects 1in said 1nside
region in a manner requiring formation of connections under
exclusive control of processes operating in said inside region,
said tunneling apparatus comprising:

an outside interface computer in said outside region, said
outside interface computer interfacing between said firewall and
objects in said outside region;

an 1inside interface computer in said inside region, said
inside interface computer interfacing between said firewall and
objects in said inside region;

said inside interface computer having a special control
connection to said outside interface computer, through said
firewall, for transferring control information to said outside
computer;

said inside interface computer maintaining a table of trusted
objects and intermittently providing copies of said table to saild
outside interface computer through said control connection; entries
in said table serving as a basis for permitting and denylng access
to access to trusted objects 1in sailid inside region when requests
for such access are initiated by objects in said outside regilion;

said outside interface computer acting to selectively transfer
requests sent from objects in said outside region to said inside

computer, via said control connection, when said requests are
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directed to trusted objects identified by entries in said table;
and

said inside computer acting 1in response to a said transferred
request to establish a data communication connection unique to the
respective request, and separate from said control connection, for
communicating data associated with the respective trusted object

between said inside and outside regions.

2. Tunneling apparatus in accordance with c¢laim 1 wherein:

said table entries individually comprise information uniquely
identifying a respective trusted object and a data communlication
prort of said inside interface computer to be used for transferring
said data associated with said respective trusted object between
said inside and outside regions; said data communication port

comprising a part of said data communication connection.

3. Tunneling apparatus in accordance with claim 2 wherein:
said information comprising individual said table entries
includes a selected data communication protocol to be used for

communicating with said data communication port.

4. Tunneling apparatus in accordance with c¢laim 1 wherein said
inside and outside interface computers have:
tunneling application programs enabling salid computers to

establish and utilize said unique data communication connection.

5. Tunneling apparatus in accordance with claim 1 wherein:

said inside and outside regions respectively contain inside
and outside data communication networks, each network susceptible
of having plural communication nodes, and said inside and outside
interface computers are respectively adapted to act as servers
between said firewall and individual said communication nodes of

sald inside and outside networks.

6. Tunneling apparatus for a data communication network containing

a firewall, said firewall defining inside and outside regions and
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forming a security barrier preventing objects in said outside
region from directly initiating access to objects in said inside
region, while permitting objects in said inside region to directly
initiate and obtaln access to objects in said outside region; said
tunneling apparatus enabling objects 1n said outside region to
obtain access to predetermined trusted objects 1n sald 1inside
region in a manner requiring formation of connections under
exclusive control of processes operating inside sald region, said
tunneling apparatus comprising:

an outside interface computer in said outside region, said
outside interface computer interfacing between said firewall and
objects 1in said outside region;

an inside interface computer 1in said 1inside region, said
inside interface computer interfacing between sald firewall and
objects in said inside region;

means in both said inside and outside interface computers for
ascertaining identities of said predetermined trusted objects;

means 1in said outside interface computer, responsive to a
request sent from an object in said outside region, for cooperating
with said ascertaining means to determine 1f that request 1is
directed to one of said trusted objects and, 1f the request 1s so
directed, for routing the request to salid 1inside 1nterface
computer; and

means in both said inside and outside interface computers
responsive to said request directed to said one of saild trusted
object for forming a data communication connection between said one
of said trusted objects and the outside object that sent the
respective request; wherein segments of said data communication
connection located in said inside region and extending through said
firewall are formed under exclusive control of said inside
interface computer, and a segment of said data communication
connection extending from said outside interface computer to the
object that sent the request is formed under control of said
outside interface computer; and further wherein:

said means for ascertaining identities of said trusted objects

includes: means in said inside interface computer for creating and
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malntaining a table 1listing said trusted objects; means for
transferring a copy of said table listing through said firewall to
sald outside interface computer; and means 1n said outside
interface computer for storing and referring to said copied table
listing; and

each entry in said table of trusted objects consists of a
first item of information identifying an object in said inside
region, a second item of information identifying a data
communication port assigned to the respective object, and a third
item of information identifying a data communication protocol to be

used for transmitting data through said port.

7. A computer readable wmedium containing computer-readable
tunneling software for enabling data handling objects outside a
firewall to establish data communication connections with data
handling objects inside said firewall, said software comprising:

inside and outside program segments 1intended to run on
computers located respectively inside and outside said firewall,
said computers interfacing between said firewall and said objects
respectively inside and outside said firewall;

sald inside segment comprising: program code for operating a
said inside computer to create and maintain a table of trusted
inside objects; and program code for operating on said inside
computer in conjunction with said firewall to provide a copy of
sald table to said outside segment; and

wherein each entry in said table of trusted objects consists
of a first item of information identifying a specific object inside
said firewall, a second item of information identifying a port of
said inside computer allocated for said specific object, and a
third item of information identifying a data communication protocol
required for conducting data communication with said specific

object and port.

8. The computer readable medium containing tunneling software 1in
accordance with claim 7 wherein each said program segment comprises

program code for respectively operating on said inside and outside
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computers to establish data connection segments between a said
specific object identified in a request sent from an object outside
sald firewall to said outside computer, when said specific object
corresponds to a salid entry in said table of trusted objects, and
program code to establish tasks respectively in said inside and
outside computer for conducting data communications between said
outside object which sent said request and said specific object
identified 1in said request; and wherein said data connection
segments extending from said specific object through said firewall
to said outside computer are constructed under exclusive control of

the task established in said inside computer.

9. A method for enabling objects outside a computer system security
firewall to obtain data connections to selected objects inside said
firewall comprising:

creating and malntaining a table of selected objects inside
sald firewall, each entry in said table comprising items of
information identifying a selected object, a data communication
port assigned to said object and a data communication protocol
assigned to the respective port;

providing a copy of said table outside said firewall;

providing outside objects with a specific security clearance
access to items of information constituting an entry in said table;

having respective said outside objects issue requests for
access to the object, port and protocol entity defined by the items
of 1nformation provided to said outside objects; and

having computer systems outside and inside said firewall
establish a data transmission connection between a specific inside
object identified in each request and an outside object originating
that request; wherein segments of said data transmission connection

that lie inside said firewall and extend through said firewall are

constructed under exclusive control of said computer system inside
sald firewall.

10. The method defined in c¢laim 9 including:

establishing a private control connection between said inside
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and outside computers; and

using said control connection exclusively for transmitting
requests containing items of information corresponding to entries
in sald table from said outside computer to said inside computer;
and to sustain communications between said computers as required to

establish sald data connections through said firewall.

11. A computer readable medium storing computer readable tunneling
software application, said tunneling application being useful, in
first and second computers connecting directly to opposite sides of
a network security firewall and respectively connecting said
opposite sides to first and second data communication networks, for
isolating secure objects in said first network from sald second
network, while allowing for transfer of data through said firewall
and between said first and second networks without compromising
security of said secure objects 1in said first network; said
tunneling application comprising:

first and second program segments respectively intended to run
on sald first and second computers; sald first program segment
operating to provide a data communication interface between said
firewall and said first network, and said second program segment
operating to provide a data communication interface between said
firewall and said second network:

sald first program segment comprising program code for
operating on said first computer to create and maintain a table of
trusted objects 1including objects associated with salid secure
objects 1n said first network; and program code for operating on
sald first computer, relative to said firewall and said second
computer, to provide a copy of said table to said second computer

for use by said second program segment.

12. A computer readable medium storing a computer readable
tunneling application in accordance with claim 11 wherein:

salid first program segment comprises program code for
operating on said first computer relative to said firewall said

second computer to establish a private control connection through
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salid firewall between said first and second computers; said private
control connection being normally inaccessible to communications

directed from said second network to said first network:; and

sald second program segment comprises program code for
operating on said second computer to receive a communication
directed from said second network to said first network, verify
that said received communication is addressed to a said trusted
object designated in said copy of said table of trusted objects,
and forward data contained in said recelved communication to said
first program segment in said first computer through said private
control connection; in a form enabling said first program segment
to have said contained data delivered to a salid secure object
without exposing the respective secure object to access from said

second network.
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