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(57) Abstract: The present invention relates to a method for verifying a signature during transmission and reception of a message
between computing devices. A method for verifying the signature of a message in a V2X communication environment, according to
the present invention, comprises the steps of: receiving the message including a signature generated by encrypting the message to be
signed with a private key; obtaining, from the received message, a reference point defined as a point on a first coordinate system and
a point operation coefficient of a public key, and verifying the signature by comparing the result of a point operation according to the
obtained coefficient with the signature. It is preferable that the signature is one value of signatures according to a message protocol,
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ECDSA signature generation

INPUT: Domain parameters D = (a., b, P, n), private key d, message m.

QuTpuT: Signature (7, s)

Selectk ep[l.n—1].

Compute kP == (x1., v1).

Compute r = x; mod n. If » = 0 then go to step 1.
Compute ¢ = Him).

Compute s’ = k(e + dr)” mod n.

Return (r, s).

A S od M
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6]

ECDSA signature verification

INPUT: Domain parameters DD = (a.b, P, n ), public key Q. message m,

signature (7, s)

OuTtpuT: Acceptance or rejection of the signature.

1.

% MO 1

Verify that r and s are integers in the interval [1, n — 1]. If any verification fails
then return(“Reiject the signature™).

Compute € = H{(m).

Compute w = s~ mod n.

Compute 1y = ew mod n and u> = rw mod n.

Compute X =u; P +u>0.

If X = o¢ then retumn(“Reject the signature™);

Compute v = xy mod n, xj of X.

If v = r then return(“Accept the signature™};

Else return(“Reject the signature™).
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