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— <INMFF-MpR=sagrR=
- <Alert>
<inalyzer /=
<CreateTim2>2003-11-10 20:40:15=/CreateTine>
- <Source spoofzd="unknown":
- <MNodex
zlucalivnizexiernals ducalion =
- zaddresss
saddrece»172 16.14 08 /addrecs>
</nddresss
=/hodes
- zProcess:
<znamezxhandler</names
</Processs
- «Service>
=port: 12340 port:-
<protocolzudp </protocol-
“fCorvices
</S0ource=
4 =Target decay="unknown'=
- <Classificatons
znarme>CAN-2000-0138</1amexz
=ur iz
< Classifications
- wdssessments
<Impast severity—"high" type—"dos" /=
sfhssmssmants
- =Toolslert=
zname>ddos-mstream-handler-pong-to-agent</narne:-
=zalertident /=
</Tooldlerts
Zadditionalbatazinteqgrity os ¥ remote</additionaparas:
/bl
=/IDMIC Message:-

l«l

k1
(2
oo

Higher Level Analysis
Real Time BayesianNets Hidden Markov lodel Defection
Rules Based Reasoning Case Based Reasoning
Probabilistic Reasoning
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[Brelation risk level
@attribute CVE_ID

@attribute Arach ID

@attribute Snort_ID

@attribute Attaclk Pattern
@attribute Attaclk_Type
@attribute Loz=s Type
@attribute Exposed_Sys=tem_Tvpe
@attribute Exzposed_Component
@attribute Attaclk Location
@attribute Source Spoofed
@attribute Source Location
@attribute Source Process
@attribute Source Protocol
@attribute Source Port_ Hum
@attribute Target_ Decow
@attribute Target_Location
@attribute Target_ Process
@attribute Target_FProtocol
@attribute Target_ Port_Hum
@attribute Target_File Status
@attribute Target_File Real
@attribute Sewverity

@data
20000138,
20000138,
20000138,
20000138,
20000138,
20000138,

.243.1 . dos.
,247.2 . dos.
L2492 do=.,
L2453 dos.
L2464 dos.
L2445 dos.

] ] ] X )

4]

D:W(2003)E 21 2 WE 51 Wrisk_level (150). arif

integrity.
integrity.
integrity.
integrity.
integrity.
integrity.
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=101x]

Real

Real

Real

Real

{admin, user. dos. file. recon., other}

{awvailability. confidentiality. integrity. security}

{o=. serwver, application. protocol. encryption. other}

Real

{any,. local, remcotel

{unknown, ves. nol}

{any.internal. external}

Real

{tcp. udp. iemp. ip. arp}

Real

Junknown, ves. nol

{any.internal. external}

Real

{tcp. udp. icmp. ip. arp}

Real

{access, create. update}

{low. medium. highl}
o=z, 7, renote, unknown, external .1, udp. 0, unknown . internal. 1l udp. €
o=, ?, remnote. unknown, external. 2, tcp. 0, unknown, internal . 1, tcp, 1
o=, 7, remnote, unknown, external . 2, tep, 0, unknown, internal . 1, tcp, 1
o=z, ?, remote. unknown, external . 3, udp. 0, unknown . internal . 2. udp. 1
o=z, ?, renote. unknown, external . 3, udp. 0, unknown . internal . 2. udp. 1
oz, 7. remote. unknown, external . 3, udp. 0 2 1

cunknown, internal ., 2. udp.
-
| i3
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_7:‘_7]§1' wl( x,‘)= 1/N
Do fork =1 to M
1) stgElolE e LE olgad f,8 7330
2) RLEF &S Add

& p= w i
k i=1 tkﬁx,)# ¥; k( xl)

T g,2 05014 g,=0, Do #9 F3& Y&}
3) & QI2R2d g5ty 75X E ARdIct
W ( x)= P

where, @ ,= *%— log(

#9010 = sign glak- e

wp( x;) ><{exp(— ay), ift,(x)=v;
exp( @y, if £, x)+ y;

1
LR
k

T={x; y}ic,: 35 A=d29 (F
PEERCE N PACPN

v ;{low, medium, high}: x 2] 2§ g~

N: 2E 8 A2 J)4

L:ofgd e 718 857 (C45)

M: HU A= 34 (maximum trials)

wi( x): k AR AR i s AAE A 713
ept k WA AZolX BE A2El29] o g

ter wid 5 TERE L o&) AA4E £/
t% B3 EFAHthe composite classifier)

tp( x): 1 WA G228 Fega

@ LFAe] 7FE R (the weight of a classifier)

Z,: 873} <AA(the normalization factor)
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