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(57) ABSTRACT 
In an embodiment, an apparatus is provided that may include 
an integrated circuit including Switch circuitry to determine, 
at least in part, an action to be executed involving a packet. 
This determination may be based, at least in part, upon flow 
information determined, at least in part, from the packet, and 
packet processing policy information. The circuitry may 
examine the policy information to determine whether a pre 
viously-established packet processing policy has been estab 
lished that corresponds, at least in part, to the flow informa 
tion. If the circuitry determines, at least in part, that the policy 
has not been established and the packet is a first packet in a 
flow corresponding at least in part to the flow information, the 
Switch circuitry may request that at least one switch control 
program module establish, at least in part, a new packet 
processing policy corresponding, at least in part, to the flow 
information. 
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PACKET SWITCHING 

FIELD 

0001. This disclosure relates to packet switching. 

BACKGROUND 

0002 One conventional virtualized platform includes a 
physical network interface that includes physical ports that 
are shared among multiple virtual machines implemented by 
the platform via a Software Switching mechanism executed by 
the host processor in the platform. The software switching 
mechanism implements all of the Switching-related functions 
in the platform that facilitate and control sharing of the ports 
among the virtual machines. 
0003. Unfortunately, implementing all of these switching 
related functions in software executed by the host processor 
results in an undesirably large amount of host processor com 
putation bandwidth being consumed, undesirably high 
amounts of actuating power being consumed by the host 
processor, and undesirably large amounts of heat being gen 
erated by the host processor. It also results in an undesirably 
large amount of latency in data transfers between the ports 
and the virtual machines, as a result, at least in part, of an 
intermediate transfer of the data to or from one or more 
queues associated with software mechanism. 
0004. In another conventional virtualized platform, all of 
these Switching-related functions are implemented by a hard 
ware switch. Unfortunately, in order to implementall of these 
Switching-related functions in hardware, undesirably large 
hardware content addressable memories and side random 
access memories typically are required; this consumes an 
undesirably large amount of integrated circuit “real estate.” 
Also, disadvantageously, the forwarding algorithms and/or 
policies implemented by Such hardware Switches typically 
are hard-coded and cannot be easily updated, modified, or 
changed. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0005 Features and advantages of embodiments will 
become apparent as the following Detailed Description pro 
ceeds, and upon reference to the Drawings, wherein like 
numerals depict like parts, and in which: 
0006 FIG. 1 illustrates a system embodiment. 
0007 FIG. 2 illustrates data structures in an embodiment. 
0008 FIG.3 illustrates a packet processing policy table in 
an embodiment. 
0009 FIG. 4 illustrates operations that may be performed 
in an embodiment. 

0010 FIG. 5 illustrates another system embodiment. 
0011 Although the following Detailed Description will 
proceed with reference being made to illustrative embodi 
ments, many alternatives, modifications, and variations 
thereof will be apparent to those skilled in the art. Accord 
ingly, it is intended that the claimed subject matter be viewed 
broadly. 

DETAILED DESCRIPTION 

0012 FIG. 1 illustrates a system embodiment 100. System 
100 includes host 10 that is communicatively coupled to one 
or more other hosts 52 via one or more communication links 
44. 
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0013. In system 100, host 10 comprises integrated circuit 
(IC) chip 20 that is communicatively coupled to machine 
readable memory 21. IC chip 20 comprises IC 22. IC 22 
includes network interface controller 24, Switch circuitry 26, 
one or more host processors 13, and machine-readable 
memory 50. In this embodiment, one or more host processors 
13 may comprise one or more processors 12. One or more 
processors 12 may comprise one or more (and in this embodi 
ment, a plurality of) processor cores 16A ... 16N. 
0014. One or more hosts 52 may have the same construc 
tion and/or operation as the construction and/or operation of 
host 10. Alternatively, without departing from this embodi 
ment, one or more hosts 52 may have different respective 
constructions and/or operations, in whole or in part, from the 
construction and/or operation of host 10. 
0015. As used herein, “circuitry may comprise, for 
example, singly or in any combination, analog circuitry, digi 
tal circuitry, hardwired circuitry, programmable circuitry, 
state machine circuitry, and/or memory that may comprise 
program instructions that may be executed by programmable 
circuitry. Additionally, as used herein, first device may be 
“communicatively coupled to a second device if the first 
device is capable of transmitting to and/or receiving from the 
second device one or more signals. “Memory may comprise 
one or more of the following types of memories: semicon 
ductor firmware memory, programmable memory, non-vola 
tile memory, read only memory, electrically programmable 
memory, random access memory, flash memory, magnetic 
disk memory, optical disk memory, and/or other or later 
developed computer-readable and/or writeable memory. As 
used herein, an “integrated circuit” means a semiconductor 
device and/or microelectronic device, such as, for example, 
may be comprised within a semiconductor integrated circuit 
chip. Such as, in this embodiment, chip 20. 
0016 One or more links 44 may permit the exchange data 
and/or commands between host 10 and one or more hosts 52 
in accordance with, e.g., an Ethernet protocol and/or Trans 
mission Control Protocol/Internet Protocol (TCP/IP) proto 
col. The Ethernet protocol utilized in system 100 may comply 
or be compatible with the protocol described in Institute of 
Electrical and Electronics Engineers, Inc. (IEEE) Std. 802.3, 
2000 Edition, published on Oct. 20, 2000. Alternatively or 
additionally, the TCP/IP protocol utilized in system 100 may 
comply or be compatible with the protocols described in 
Internet Engineering Task Force (IETF) Request For Com 
ments (RFC) 791 and 793, published September 1981. Of 
course, many different communication protocols may be used 
for Such data and/or command exchange without departing 
from this embodiment. 

0017 Machine-readable program instructions and/or 
related data may be stored in computer-readable memory 50. 
21, and/or other computer-readable memory (not shown) that 
may be comprised in integrated circuit 22, chip 20, and/or 
host 10. For example, as is shown in FIG. 2, memory 50 may 
contain or comprise one or more such instructions 210. In 
operation of host 10, these instructions and/or related data 
(such as, for example, data comprised in packet processing 
policy information (PPPI) 250 and/or packet processing 
policy table (PPPT) 200 shown in FIG. 2) may be accessed 
and executed by IC 22, chip 20, NIC 24, switch circuitry 26, 
one or more host processors 13, one or more processors 12, 
and/or one or more processor cores 16A... 16N, and when so 
accessed and executed, may result in the host 10, IC 22, chip 
20, NIC 24, Switch circuitry 26, one or more host processors 
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13, one or more processors 12, and/or one or more processor 
cores 16A ... 16N and/or other components of system 100, 
performing the operations described herein as being per 
formed by host 10, IC 22, chip 20, NIC 24, Switch circuitry 
26, one or more host processors 13, one or more processors 
12, and/or one or more processor cores 16A . . . 16N and/or 
these other components of system 100. 
0018. Although not shown in the Figures, IC 22 may com 
prise an input/output hub (IOH) and/or memory controller 
hub (MCH). The IOH may comprise and/or provide commu 
nicative coupling between NIC 24 and switch circuitry 26, 
and may becommunicatively coupled to the MCH. The MCH 
may permit the memory 50 and/or memory 21 to be commu 
nicatively coupled to the IOH and/or one or more host pro 
cessors 13. In this embodiment, IC 22 may comprise pro 
grammable reconfigurable logic circuitry included in, for 
example, Switch circuitry 26. 
0019. With reference now being made to FIGS. 1 to 4, 
operations 400 (see FIG. 4) that may be performed in system 
100 according to an embodiment will be described. After, for 
example, a reset of system 100 and/or host 10, one or more 
host processors 13, one or more processors 12, and/or one or 
more processor cores 16A ... 16N may execute one or more 
operating system (OS) and/or virtual machine monitor 
(VMM) processes (not shown) that may result in host 10 
appearing to constitute (for example, from the vantage point 
of a not shown human user, and/or other processes executed 
and/or resources comprised in host 10) a plurality of not 
shown virtual machines (VM). The OS and/or VMM pro 
cesses may associate with each VM one or more respective 
VM queues 206A . . . 206N in memory 50. As described 
herein, VM queues 206A ... 206N may provide a mechanism 
via which one or more flows (e.g., flow A and/or flow B) of 
packets (e.g., packets 30A . . .30N and/or 32A . . . 32N, 
respectively) received by NIC 24 from one or more hosts 52 
via one or more links 44 may be provided to and/or presented 
with one or more VM in accordance with, at least in part, one 
or more packet processing policies established in host 10. As 
used herein, a "packet comprises one or more symbols and/ 
or values. In this embodiment, a “flow” of packets may com 
prise one or more symbols and/or values in a plurality of 
packets that may be same and/or similar, at least in part, Such 
as, for example, one or more predetermined symbols and/or 
values in a plurality of packets that may indicate, at least in 
part, the packets share, at least in part, one or more common 
properties and/or relationships. In this embodiment, these one 
or more predetermined symbols and/or values may be 
defined, at least in part, by a human user, and/or one or more 
OS and/or VMM processes. For example, in this embodi 
ment, these one or more predetermined symbols and/or val 
ues may indicate, at least in part, that the plurality of packets 
may share, at least in part, common origination, Source, des 
tination, and/or intended recipient. Alternatively or addition 
ally, in this embodiment, these one or more predetermined 
symbols and/or values may indicate, at least in part, that the 
plurality of packets may have their respective TCP SYN bits 
set (e.g., for connection initiation), belong at least in part, to 
the same or similar traffic priority class, and/or comprise 
management and/or control packets. 
0020. The execution of these OS and/or VMM processes 
also may also result in the loading and execution by one or 
more host processors 13, one or more processors 12, and/or 
one or more processor cores 16A . . . 16N of at least one 
switch control program module (SCPM) 204 in memory 50. 
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At least one module 204 may comprise, for example, one or 
more program processes. AS is described herein, at least one 
module 204 may generate, at least in part, PPPI 250 in 
memory 50 that may be used by at least one module 204 
and/or switch circuitry 26 for the purpose of facilitating 
packet processing in host 10. In this embodiment, PPPI 250 
may comprise PPPT 200. 
0021 For example, in operation, one or more hosts 52 may 
transmit to host 10 via one or more links 44 packet flow A that 
comprises a set of one or more (and in this embodiment, a 
plurality of) packets 30A. . .30N. Each of the packets trans 
mitted to host 10 from host 52 may comprise respective flow 
information (FI) that may indicate, at least in part, that pack 
ets 30A. . .30N belong to flow A. For example, as shown in 
FIG. 1, packet 30A may comprise FI40. In this embodiment, 
although not shown in the Figures, packet 30N may comprise 
respective FI that may be sufficiently identical or similar, at 
least in part, to FI 40 to permit packet 30N to be determined 
to belong to flow A. In this embodiment, such FI may com 
prise one or more of the following: one or more source and/or 
destination IP and/or medium access control (MAC) 
addresses, and/or one or more TCP source and/or destination 
ports, and/or TCP sequence number. Of course, many alter 
natives and variations are possible without departing from 
this embodiment. For example, if IP fragmentation occurs 
and/or is implemented in system 100, FI may be determined 
by switch circuitry 26 based at least in part upon TCP header 
information reassembled by switch circuitry 26 from a plu 
rality of fragmented packets. 
0022. At host 10, NIC 24 may receive the one or more 
packets 30A. . .30N in flow A transmitted from one or more 
hosts 52 via one or more links 44. AfterNIC 24 receives each 
respective packet 30A. . .30N in the flow A, Switch circuitry 
26 may examine, at least in part, the respective packet 30A. 
. .30N to determine, at least in part, from the respective packet 
the respective FI comprised in the respective packet, as illus 
trated by operation 402 in FIG. 4. For example, in the case of 
packet 30A, Switch circuitry 26 may examine, at least in part, 
packet 30A to determine, at least in part, from packet 30A the 
respective FI 40 comprised in the packet 30A. 
0023. After determining, at least in part, the respective FI 
from, at least in part, a respective packet, Switch circuitry 26 
may determine, at least in part, an action to be executed 
involving the respective packet, based at least in part upon the 
respective FI and PPPI 250, as illustrated by operation 404 in 
FIG. 4. For example, in the case of packet 30A, after deter 
mining, at least in part, respective FI 40 from, at least in part, 
packet 30A, switch circuitry 26 may examine, as part of 
operation 404, the respective tuples 300A. . .300N in PPPT 
200 (see FIG. 3) to determine, at least in part, whether at least 
one module 204 has previously established a packet process 
ing policy that corresponds, at least in part, to the respective 
FI determined, at least in part, from the respective packet. 
0024. In this embodiment, each respective tuple 300A. . . 
300N may constitute, comprise, represent, and/or embody, in 
whole or in part, at least one respective packet processing 
policy. Each such tuple 300A. . .300N may include in mutual 
association respective values that may indicate, represent, 
and/or identify, at least in part, one or more respective packet 
bit masks and/or offsets in given packet at which FI associated 
with a given packet flow is expected to be found, the respec 
tive actual FI associated with that given packet flow, one or 
more respective actions to be taken by the switch circuitry 26 
for a packet belong to the given flow, and a counter value 
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indicating the number of packets belonging to the given flow 
that are presently in a loop-back queue (LBO) 202 in memory 
50. For example, as is shown in FIG. 3, tuple 300A may 
comprise and/or associate one or more flow mask and/or 
offset fields 302A, FI304A, one or more actions 306A, and a 
counter value 308A. Similarly, tuple 300N may comprise 
and/or associate one or more flow mask and/or offset fields 
302N, FI 304N, one or more actions 306N, and a counter 
value 308N. 

0025 If prior to receiving packet 30A, other packets 
belonging to flow A have been received by host 10, at least one 
module 204 may have previously established a packet pro 
cessing policy for packets belonging to flow A and may have 
previously stored such policy in PPPT 200 in the form a 
respective tuple (e.g., tuple 300A) in which the respective FI 
(e.g., FI 304A) associated with the tuple 300A is the same or 
similar, at least in part, to FI 40 in packet 30A. If, after 
examining, at least in part, PPPT 200, switch circuitry 26 
determines, at least in part, that at least one tuple 300A has an 
associated FI 304A that corresponds, at least in part, to the 
respective FI 40 in the received packet 30A, and at least one 
action (e.g., at least one action 306A) is associated with the at 
least one tuple 300A, switch circuitry 26 may determine, at 
least in part, that at least one module 204 has previously 
established at least one packet processing policy that corre 
sponds, at least in part, to the FI 4.0. Thereafter, as part of 
operation 404, switch circuitry 26 may determine, at least in 
part, the at least one respective action (e.g., at least one action 
306A) associated with the policy embodied by the tuple 300A 
that the switch circuitry 26 is to take that involves the packet 
30A. In this embodiment, the actions that may be associated 
with the policies embodied by the tuples 300A. . .300N may 
include, for example, one or more of the following: dropping 
(e.g., erasing from and/or overwriting in memory) the respec 
tive packet or placing the respective packet in one or more of 
the VM queues 206A ... 206.N. The specific action or actions 
associated with a respective tuple may be selected by the at 
least one module 204 So as to permit implementation of 
features. Such as, filtering of packets in given flows, applica 
tion targeted routing of packets to VM queues (e.g., so as to 
route packets to VM queues belonging to VM executing the 
desired application), flow-based quality of service (e.g., pri 
oritization of packets based upon packet flows and routing of 
packets to selected VM queues in accordance with Such pri 
oritization), Ethernet header based quality of service priori 
tization, selection of packets for firewall filtering based in 
whole or in part upon FI contained in the packets themselves, 
and/or application-layer/content-based load-balancing 
among VM queues (e.g., to as to balance the packet process 
ing load to VM executing applications best Suited to process 
the packets contents). After determining, at least in part, the 
at least one action 306A specified by the packet processing 
policy embodied by the tuple 300A, switch circuitry 26 may 
execute that at least one action. For example, if the at least one 
action 306A comprises placing packet 30A in VM queue 
206A, switch circuitry 26 may directly place the packet 30A 
in, for example, the tail of VM queue 206A, without, for 
example, copying the packet 30A to one or more queues 
associated with at least one module 204. 

0026 Conversely, if after examining, at least in part, PPPT 
200, switch circuitry 26 determines, at least in part, that either 
no tuple in PPPT 200 is associated with respective FI that 
corresponds to FI 40 determined, at least in part, from the 
packet 30A, or if such a tuple exists in the PPPT 200 but no 
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action is yet associated with such tuple in the PPPT 200, 
Switch circuitry 26 may determine, at least in part, that no 
packet processing policy has been previously established by 
at least one module 204 that corresponds, at least in part, to FI 
40 that corresponds to and/or identifies, at least in part, flow 
A. In this case, if no such tuple exists in the PPPT 200, switch 
circuitry 26 may determine, at least in part, that the packet 
30A is the first packet in flow A to be received by host 10, and 
may issue a request to the at least one module 204 that the at 
least one module 204 establish a new packet processing 
policy corresponding, at least in part, to the FI 4.0. Switch 
circuitry 26 may enter in PPPT 200 a new tuple (e.g., tuple 
300A) and may enter the appropriate information in tuple 
fields 302A and 304A that may correspond, at least in part, to 
the corresponding FI 40 and flow mask and offsets in packet 
30A based upon which FI 40 was determined, at least in part, 
from packet 30A. In this new tuple 300A, switch circuitry 26 
may not provide information for the at least one action 306A. 
Switch circuitry 26 may place the first packet 30A from new 
flow A at the tail 208 of LBO 202, and may set the value of 
counter 308A in tuple 300A to indicate that a single packet 
(i.e., packet 30A) from flow A associated with tuple 300A is 
currently in LBO 202. Alternatively, without departing from 
this embodiment, at least one module 204 may enter, at least 
in part, in PPPT 200 the new tuple 300A and/or may enter, at 
least in part, the appropriate information in tuple fields 302A 
and 304A. Further alternatively, all data in PPPT 200 may be 
entered into PPPT 200 by switch circuitry 26 (e.g., in 
response at least in part to one or more requests for Such entry 
from at least one module 204. 

0027 Conversely, if switch circuitry 26 determines, at 
least in part, that a tuple (e.g., tuple 300A) already exists in 
PPPT 200 that is associated with FI 40 (e.g., FI 304A corre 
sponds at least in part to FI40), but that no action is associated 
(e.g., in field 306A) in tuple 300A and the counter value 
indicates that at least one packet having respective FI that 
corresponds at least in part to FI 40 is already present in LBO 
202, switch circuitry 26 may determine, at least in part, that 
packet 30A is not the first packet belonging to flow A that has 
been received by host 10 but that at least one module 204 has 
not yet established a packet processing policy corresponding, 
at least in part, to FI40. In this case, switch circuitry 26 may 
place packet 30A at the tail 208 of LBO 202, and may incre 
ment the value of counter 308A in tuple 300A to indicate the 
addition of packet 30A to LBO 202. 
0028. After at least one module 204 receives the request 
from Switch circuitry 26 to establish a new packet processing 
policy corresponding at least in part to FI 40, at least one 
module 204 may prompt a human user (not shown) via a not 
shown user interface comprised in host 10 to specify, at least 
in part, a new packet processing policy corresponding, at least 
in part, to FI40. Alternatively and/or additionally, at least one 
module 204 may generate, at least in part, such a new policy 
without input from the human user. In either case, in response, 
at least in part, to the request from Switch circuitry 26, at least 
one module 204 may determine, at least in part, a new packet 
processing policy corresponding, at least in part, to FI 40, 
which policy may include, for example, one or more actions 
to be taken by Switch circuitry 26 involving packets belonging 
to and/or comprised in flow Aidentified, at least in part, by FI 
40. At least one module 204 may specify these one or more 
actions as the at least one action 306A intuple 300A in PPPT 
200 by writing into tuple 300A one or more values that may 
indicate, at least in part, at least one action 306A. 
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0029. After switch circuitry 26 has placed the packet 30A 
in LBO 202 and appropriately set and/or incremented the 
value of counter 308A, Switch circuitry 26 may periodically 
examine (e.g., in response to a periodic interrupt, timer, and/ 
or counter signal), at least in part, the packet at head of the 
LBQ 202, and may contemporaneously re-examine the PPPT 
200 to determine whether the at least one module 204 has 
indicated, at least in part, one or more actions in the respective 
tuple in PPPT 200 corresponding to the FI determined, at least 
in part, from the packet at the head of the LBO 202. For 
example, eventually the position 208 at which packet 30A is 
placed in LBQ 202 may become the head of LBO 202. While 
packet 30A is at the head of LBO 202, switch circuitry 26 may 
examine, at least in part, packet 30A at the head of LBO 202, 
and also may re-examine the PPPT 200, for the reasons stated 
above. If after such re-examination, at least in part, of PPPT 
200 the switch circuitry 26 determines, at least in part, that at 
least one module 204 has indicated, at least in part, at least one 
action 306A in tuple 300A involving packet 30A, Switch 
circuitry 26 may determine, at least in part, that at least one 
module 204 has established, at least in part, the new packet 
processing policy corresponding, at least in part, to FI 4.0. 
Switch circuitry 26 may remove packet 30A from the LBO 
202, decrement counter 308A to indicate removal of packet 
30A from LBQ 202, and may execute the at least one action 
306A. As stated above, the at least one action 306A may 
involve, for example, placing the packet in a VM queue (e.g., 
VMQ 206A). Advantageously, by using the above-described 
processing involving LBQ 202 and counter 308A, the correct 
sequence order (e.g., of receipt by host 10) of packets 30A.. 
.30N in flow A may be maintained in further processing of 
such packets within host 10. 
0030) If, however, packet 30A become the head of LBO 
202 but no action has been yet indicated, at least in part, by at 
least one module 204 as one or more actions 306A, Switch 
circuitry 26 may determine, at least in part, that the at least 
one module 204 has not yet established, at least in part, a new 
packet processing policy corresponding, at least in part, to the 
FI40. In this case, the switch circuitry 26 may wait until one 
or more such actions 306A have been indicated, at least in 
part, by at least one module 204, and after Such one more 
actions 306A have been so indicated, at least in part, switch 
circuitry 26 may carry out, at least in part, the one or more 
actions 306A. Alternatively, switch circuitry 26 may attempt 
to process another packet (not shown) in LBO 202 for which 
one or more Such actions have been indicated, at least in part, 
by at least one module 204. Further alternatively, for purposes 
of performance Scaling and/or prevention of head-of-queue 
blocking issues, at least one module 204 may comprise a 
plurality of such modules (not shown), LBQ 202 may com 
prise a plurality of Such queues (not shown), and Switch 
circuitry 26 may move packets of new flows to multiple such 
queues, with each Such queue corresponding to and/or being 
associated with at least one such respective module. In this 
further alternative arrangement, the manner in which packets 
are assigned and/or distributed to the plurality of such queues 
may be determined, at least in part, policy information (not 
shown, e.g., expressed in one or more not shown lookup 
tables) stored in, for example, NIC and/or switch circuitry 26. 
In Such arrangement, one or more actions 306A may com 
prise moving one or more packets of a given flow to one or 
more Such queues, in order to permit, for example, examina 
tion and/or analysis of the one or more packets by one or more 
Such modules. 
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0031. In order to determine, at least in part, the respective 
FI from, at least in part, packets received by host 10, switch 
circuitry 26 may parse the packets in accordance with, at least 
in part, the respective flow mask and offset information 302A 
... 302N that may be already contemporaneously present in 
the PPPT 200 at time of receipt of the packets by host 10, to 
retrieve respective FI from the packets. Switch circuitry 26 
may compare this respective FI from each respective received 
packet against the respective FI 304A. . .304N associated 
with the respective flow mask and offset information 302A. 
. .302N already present in the PPPT 200 to determine, at least 
in part, in the manner discussed above, whether at least one 
module 204 has already established packet processing policy 
that corresponds, at least in part, to the FI from the received 
packet. Alternatively or additionally, at least one module 204 
may specify to switch circuitry 26 and/or switch circuitry 26 
may be pre-programmed with one or more predefined and/or 
default flow masks and/or offsets based upon which, at least 
in part, switch circuitry 26 may parse and/or retrieve the 
respective FI from the received packets. 
0032. In implementation, in order to improve the effi 
ciency of searching the PPPT 200 by switch circuitry 26 
and/or at least one module 204, PPPT 200 may be imple 
mented, at least in part, as an associative array (not shown) 
which may non-bijectively map a set of not shown keys and a 
set of not shown values (that each may be of different data 
types and of arbitrarily selected sizes) to a set of elements in 
a variable-bit probabilistic content addressable memory (VP 
CAM, not shown). The VPCAM may be integrated in one or 
more pipelines of one or more processor cores 16A ... 16N, 
or may be part of an offload device coupled to one or more of 
the processor cores 16A... 16N. The elements may comprise 
respective pairs of hash tags (based on hashing of respective 
keys) and pointers to respective pairs of keys and values. The 
hashing function may be selected so as to exhibit a relatively 
low probability of collision for two different key values. This 
may have the benefit of reducing the number of memory 
transactions per searching operation by permitting the tag 
size to be relatively small, thereby permitting a relatively 
increased number of key-value pairs to be described. Reso 
lution of a hash collision may be accomplished by comparing 
the actual key value used in the hashing operation to that 
contained in respective key-value pairs identified by the 
pointers in the elements identified by the hash tag. For 
improved efficiency, each element may have a size that is 
equal to a single cache line size, or to multiple cache lines. 
The generation of the elements, keys, pointers, etc. in the 
associative array may be carried out an associative array 
offload engine (not shown) comprised in IC 22. Of course, it 
should be appreciated that the foregoing is merely exemplary 
and many alternatives, variations, and modifications are pos 
sible without departing from this embodiment. For example, 
PPPT 200 may be eliminated in whole or in part, and/or other 
and/or additional data structures may be used in system 100 to 
serve the functions, at least in part, of PPPI 250 and/or PPPT 
200, without departing from this embodiment. 
0033 FIG. 5 illustrates another system embodiment 100'. 
As shown in FIG. 5, in system 100', host 10" may comprise 
two IC chips 60 and 62 that may be communicatively coupled 
to each other. IC chip 60 may comprise IC 64 that may 
comprise NIC 24, Switch circuitry 26, and memory 50'. The 
function and operation of memory 50' may be the same as or 
Substantially similar to, in whole or in part, the function and 
operation of memory 50. IC chip 62 may comprise IC 66 that 
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may comprise one or more host processor(s) 13, and may be 
communicatively coupled to memory 21. One or more host 
processors 13 may comprise one or more processors 12 that 
may comprise one or more processor cores 16A . . . 16.N. 
Although not shown in FIG. 5, IC 66 may comprise an MCH 
whose function and operation may be the same as or Substan 
tially similar to, in whole or in part, the function and operation 
of the MCH that may be comprised in system 100. Also, 
although not shown in FIG. 5, IC 64 may comprise an IOH 
whose function and operation may be the same as or Substan 
tially similar to, in whole or in part, the function and operation 
of the IOH that may be comprised in system 100. Alterna 
tively or additionally, memory 50' may be comprised in IC 64 
and/or IC 66, without departing from this embodiment. 
0034. Thus, in an embodiment, an apparatus is provided 
that may include an integrated circuit including Switch cir 
cuitry to determine, at least in part, an action to be executed 
involving a packet. This determination may be based, at least 
in part, upon flow information determined, at least in part, 
from the packet, and packet processing policy information. 
The circuitry may examine the policy information to deter 
mine whether a previously-established packet processing 
policy has been established that corresponds, at least in part, 
to the flow information. If the circuitry determines, at least in 
part, that the policy has not been established and the packet is 
a first packet in a flow corresponding at least in part to the flow 
information, the Switch circuitry may request that at least one 
switch control program module establish, at least in part, a 
new packet processing policy corresponding, at least in part, 
to the flow information. 

0035. Thus, in this embodiment, higher order packet pro 
cessing/switching decisions (e.g., establishment of packet 
processing policies) are made by at least one Switch control 
program module, but lower order packet processing/switch 
ing decisions (e.g., determination, at least in part, of appli 
cable packet processing policy that has been established by 
the at least one switch control program module, and/or one or 
more actions associated therewith) are determined, at least in 
part, by Switching circuitry. Advantageously, this reduces (1) 
the amount of host processor computation bandwidth con 
Sumed, (2) the amount of actuating power being consumed by 
the host processor, and (3) the amount of heat being generated 
by the host processor in this embodiment compared to prior 
conventional technology wherein all of the Switching func 
tions are implemented by a software Switching mechanism 
executed by the host processor. Additionally, by permitting 
Such higher order decisions to be made by the at least one 
Switch control program module in this embodiment, it is 
easier to update, modify, and/or change forwarding algo 
rithms and/or policies in this embodiment compared to prior 
conventional techniques wherein Such algorithms and/or 
polices are hard-coded. Furthermore, in this embodiment, 
relatively large content addressable memories and side ran 
dom access memories may not be utilized. Advantageously, 
this may reduce the amount of IC real-estate consumed in this 
embodiment compared to prior conventional technology 
wherein switches consisting solely of hardware are utilized. 
0036. The terms and expressions which have been 
employed herein are used as terms of description and not of 
limitation, and there is no intention, in the use of such terms 
and expressions, of excluding any equivalents of the features 
shown and described (or portions thereof), and it is recog 
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nized that various modifications are possible within the scope 
of the claims. Accordingly, the claims are intended to cover 
all Such equivalents. 
What is claimed is: 
1-20. (canceled) 
21. An apparatus comprising: at least one integrated circuit 

chip comprising: 
at least one processor to execute Switch control instruc 

tions; and 
switch circuitry to: 

determine flow information from a received packet; 
access packet processing policy information associated 

with the flow information; 
determine whether to block the packet based on at least 

a portion of the flow information and at least a portion 
of the packet processing policy information; 

determine at least one action based upon at least a por 
tion of the flow information and at least a portion of 
the packet processing policy information; and 

execute the at least one action. 
22. The apparatus of claim 21, wherein the packet process 

ing policy information is to implement flow-based quality of 
service through, at least in part, the at least one action. 

23. The apparatus of claim 21, wherein the packet process 
ing policy information is to implement Ethernet header-based 
quality of service through, at least in part, the at least one 
action. 

24. The apparatus of claim 21, wherein the at least one 
action is to comprise selecting a queue from a plurality of 
queues and placing the packet in the selected queue. 

25. The apparatus of claim 21, wherein the flow informa 
tion is to comprise a source Medium Access Control (MAC) 
address of the packet. 

26. The apparatus of claim 21, wherein the flow informa 
tion is to comprise a destination MAC address of the packet. 

27. The apparatus of claim 21, wherein the flow informa 
tion is to comprise a source IP address of the packet. 

28. The apparatus of claim 21, wherein the flow informa 
tion is to comprise a destination IP address of the packet. 

29. The apparatus of claim 21, wherein the flow informa 
tion is to comprise a port of the packet. 

30. The apparatus of claim 21, wherein the integrated cir 
cuit chip is to further comprise a content addressable memory 
to store at least a portion of the packet processing policy 
information. 

31. The apparatus of claim 21, wherein the switch circuitry 
is to comprise programmable reconfigurable logic circuitry. 

32. The apparatus of claim 21, wherein the packet process 
ing policy information is to comprise a bit mask to be applied 
against at least a portion of the packet to determine whether at 
least one action specified by the packet processing policy 
information is to be executed in association with the packet. 

33. The apparatus of claim 21, wherein the switching cir 
cuitry is to change the packet processing policy information 
in response to an instruction. 

34. The apparatus of claim 21, wherein the at least one 
integrated circuit chip is a single integrated circuit chip. 

35. The apparatus of claim 21, wherein the at least one 
processor is further to generate packet processing policy 
information. 

36. At least one machine readable storage medium having 
instructions stored thereon, the instructions when executed by 
a machine to cause the Switch circuitry to: 
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determine flow information from a received packet; 
access packet processing policy information associated 

with the flow information; 
determine whether to block the packet based on at least a 

portion of the flow information and at least a portion of 
the packet processing policy information; 

determine at least one action based upon at least a portion 
of the flow information and at least a portion of the 
packet processing policy information; and 

execute the at least one additional action. 
37. The medium of claim 36, wherein the packet process 

ing policy information is to implement flow-based quality of 
service through, at least in part, the at least one action. 

38. The medium of claim 36, wherein the packet process 
ing policy information is to implement Ethernet header-based 
quality of service through, at least in part, the at least one 
action. 

39. The medium of claim 36, wherein theat least one action 
is to comprise selecting a queue from a plurality of queues and 
placing the packet in the selected queue. 

40. The medium of claim 36, wherein the flow information 
is to comprise a source Medium Access Control (MAC) 
address of the packet. 

41. The medium of claim 36, wherein the flow information 
is to comprise a destination MAC address of the packet. 

42. The medium of claim 36, wherein the flow information 
is to comprise a source IP address of the packet. 

43. The medium of claim 36, wherein the flow information 
is to comprise a destination IP address of the packet. 

44. The medium of claim 36, wherein the flow information 
is to comprise a port of the packet. 

45. The medium of claim 36, wherein at least a portion of 
the packet processing policy information is stored in a content 
addressable memory. 
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46. The medium of claim 36, wherein the switch circuitry 
is to comprise programmable reconfigurable logic circuitry. 

47. The medium of claim 36, wherein the packet process 
ing policy information is to comprise a bit mask to be applied 
against at least a portion of the packet to determine whether at 
least one action specified by the packet processing policy 
information is to be executed in association with the packet. 

48. The medium of claim 36, wherein the switching cir 
cuitry is to change the packet processing policy information 
in response to an instruction. 

49. A system comprising: 
at least one host processor, a host processor comprising at 

least one processor core; 
machine-readable memory communicatively coupled to 

the at least one host processor, and 
at least one integrated circuit chip comprising: 

at least one processor to execute Switch control instruc 
tions; and 

switch circuitry to: 
determine flow information from a received packet; 
access packet processing policy information associ 

ated with the flow information; 
determine whether to block the packet based on at 

least a portion of the flow information and at least a 
portion of the packet processing policy informa 
tion; 

determine at least one action based upon at least a 
portion of the flow information and at least a por 
tion of the packet processing policy information; 
and 

execute the at least one action. 
50. The system of claim 49, further comprising at least one 

network interface controller to receive the received packet. 
k k k k k 


