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ETHERNET VLL SPOKE TERMINATION AT AN IP INTERFACE

BACKGROUND OF THE INVENTION

[0001] Multi-protocol label switching (MPLS)-based virtual lease lines (VLL)
and other transparent tunneling mechanisms (e.g., TLS) have been provided. In some
implementations, Martini encapsulation is used to tunnel customer Ethernet frames
between customer sites, through an MPLS provider backbone, in a manner that is largely
transparent to the customer, in the sense that hosts at two or more sites appear to one
another to be connected to and accessible via a local area network. Typically, MPLS
tunnels known as label switched paths (LSP) are used. A VLL (sometimes referred to
herein as a “pseudo-wire”) is provided in some cases by establishing a unidirectional
virtual circuit in each direction between customer sites. An LSP may be configured to
carry traffic associated with multiple virtual circuits. Payload data, such as customer
Ethernet frames, is encapsulated in part by adding to the payload an MPLS label stack
that includes an LSP tunnel label to be used to transport the payload through the MPLS
backbone and a VC label to be used at the far end, e.g., by a far end provider edge router

b

to associate the payload with an outbound port or other interface.

[0002] It is desirable to provide IP connectivity to a remote Ethernet host/router
without requiring IP inter-working, i.e., without requiring that routing decisions be made
at the far end, e.g., at the far end provider edge router (e.g., ARP cache or routing table).
To achieve this goal, any routing decisions must be made at the ingress (near) end. To
provide IP connectivity to a remote Ethernet host/router without requiring IP inter-
working, therefore, it is necessary to make at the near end any routing decisions. -
necessary to form the Ethernet (or other Layer 2) header that will be required at the far
end to reach, without making an IP routing decision at that far end, the IP routing next
hop for the payload (e.g., IP packet). Typical prior art routers require a two step process
-(e.g., one to derive next hop for remote host Ethernet encapsulation and the other to

determine the next hop to reach the pseudo-wire) with an external network

CONFIRMATION COPY
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communication between the two steps. In one approach, a sending host sends an IP
packet intended for a far end destination to a router, which adds the IP routing next hop
information. The router sends the packet via a network interface to a separate provider
edge router that adds the intermediate next hop (LSP/VC) header information and sends
the packet via an interface to the LSP. In another approach, the functions of the router
and provider edge router described above are integrated into a single physical system, but
a separate external network communication between the separate routing processes
running in the same physical system is required to perform all of the routing required to
forward the packet via the pseudo-wire and have it arrive at the other end with all of the
information required to route it to its destination (which may be the ultimate destination

or an intermediary like a bridge or router).

[0003] Therefore, a way is needed to provide IP connectivity to a remote Ethernet
host/router across an Ethernet pseudo-wire without requiring IP inter-working on the far
end device and in a in a single forwarding stage while allowing the pseudo-wire to

dynamically converge its immediate next hop.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Various embodiments of the invention are disclosed in the following

detailed description and the accompanying drawings.

[0005] Figure 1A is a block diagram illustrating an embodiment of a provider

network and associated elements.

[0006] Figure 1B is a block diagram that represents the provider network and
associated elements of Figure 1A in way that highlights the manner in which IP

connectivity is provided through the MPLS backbone.

{0007] Figure 2 is a block diagram illustrating an embodiment of a system for

providing IP connectivity to a remote Ethernet host.
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[0008] Figure 3 is a block diagram illustrating an embodiment of a packet used to

encapsulate and transport an Ethernet or other frame via an Ethernet pseudo-wire.

[0009] Figure 4A is a block diagram illustrating a prior art approach to providing

IP connectivity to a remote Ethernet host.

[0010] Figure 4B is a block diagram illustrating a prior art approach to providing

IP connectivity to a remote Ethernet host.

[0011] Figure 5A is a block diagram illustrating an embodiment of an approach to

providing IP connectivity to a remote Ethernet host using a single forwarding stage.

[0012] Figure 5B is a block diagram illustrating an embodiment of an approach to

providing IP connectivity to a remote Ethernet host using a single forwarding stage.

[0013] Figure 6 is a flow chart illustrating an embodiment of a process for

providing IP connectivity to a remote Ethernet host.

[0014] Figure 7 is a flow chart illustrating an embodiment of a process for

receiving via a pseudo-wire and processing an encapsulated Ethernet frame.

DETAILED DESCRIPTION

[0015] The invention can be implemented in numerous ways, including as a
process, an apparatus, a system, a composition of matter, a computer readable medium
such as a computer readable storage medium or a computer network wherein program
instructions are sent over optical or electronic communication links. In this specification,
these implementations, or any other form that the invention-may take, may be referred to
as techniques. A component such as a processor or a memory described as being
configured to perform a task includes both a general component that is temporarily

configured to perform the task at a given time or a specific component that is
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manufactured to perform the task. In general, the order of the steps of disclosed

processes may be altered within the scope of the invention.

[0016] A detailed description of one or more embodiments of the invention is
provided below along with accompanying figures that illustrate the principles of the
invention. The invention is described in connection with such embodiments, but the
invention is not limited to any embodiment. The scope of the invention is limited only by
the claims and the invention encompasses numerous alternatives, modifications and
equivalents. Numerous specific details are set forth in the following description in order
to provide a thorough understanding of the invention. These details are provided for the
purpose of example and the invention may be practiced according to the claims without
some or all of these specific details. For the purpose of clarity, technical material that is
known in the technical fields related to the invention has not been described in detail so

that the invention is not unnecessarily obscured.

- [0017] Ethernet VLL spoke termination at an IP interface is disclosed. In some

embodiments, the remote next hop for Ethernet encapsulation and VLL pseudo-wire
dynamic next hop are determined in a single forwarding decision, made at ingress to the
provider edge router, providing Ethernet pseudo-wire connectivity to a remote Ethernet
attached subnet. An IP packet from a sending host arrives at the provider edge router at
an interface associated with a routing instance. At egress, one or more lookups are
performed to obtain all of the information required to form for the packet in a single
forwarding stage both an IP next hop header and an encapsulation header (e.g., MPLS
label stack including a tunnel label and a VC label associated with a pseudo-wire with
which the packet is associated). In some embodiments, the far end destination host, the
IP address of which is the destination IP address of the packet received from the sending
hosi,w is associated with a virtual IP inierface at the ingress PE, which knows to forward

associated IP traffic via the LSP/pseudo-wire.

[0018] Figure 1A is a block diagram illustrating an embodiment of a provider

network and associated elements. In the example shown, MPLS backbone 102 is used to
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provide IP connectivity between hosts (not shown) associated with a near end customer
edge (CE) device 104 and hosts (not shown) associated with a far end customer edge
device 112. In the example shown, IP traffic from hosts associated with CE 104, labeled
“CE1” in Figure 1, to hosts associated with CE 112, labeled “CE2”, is tunneled through
MPLS backbone 102 through a label switched path (LSP) provided by near end provider
edge (PE) router 106, labeled “PE1” in Figure 1, core provider routers 108, labeled “P1”,
“P2”, and “P3” in Figure 1, and a far end (egress) provider edge router PE 110, labeled
“PE2”.

[0019] Figure 1B is a block diagram that represents the provider network and
associated elements of Figure 1A in way that highlights the manner in which IP
connectivity is provided through the MPLS backbone. As shown in Figure 1B, traffic
received at PE 106 from CE 104 is transported via a label switched path (LSP) 120,
provided in the example shown in Figures 1A and 1B by PE 106, core routers 108, and
egress PE 110. A virtual circuit 122 is defined to permit traffic associate with CE 104
and CE 112 to be distinguished form other traffic transported via the LSP 120. In some
embodiments, Martini encapsulation is used. An Ethernet (or other) frame desired to be
delivered to a host associated with far end CE 112, e.g., an Ethernet frame having an IP
packet as its payload for which the Ethernet destination host is the IP routing next hop, is
encapsulated using an MPLS label stack that includes a tunnel label associated with LSP
120 and a VC label associated with VC 122. On receipt at the far end, PE 110 removes
the VC iabel (the penultimate router in the MPLS backbéne omits the tunnel label),
associates the Ethernet frame with an outbound port based at least in part on the VC label,
and sends the Ethernet frame out the identified outbound port. While communication in
just one direction is shown in Figures 1A and 1B, typically two way connectivity is
provided. Since an LSP is uh'idirectional, in the example shown ,Connectivityff:rom CE
112 to CE 104, e.g., would be provided by a different LSP, using a VC associated with
CE 112 and CE 104.

[0020] Figure 2 is a block diagram illustrating an embodiment of a system for

providing IP connectivity to a remote Ethernet host. A sending host “H1” (202) desiring
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to send an IP packet to a remote host “H2” (204) sends the packet via a customer edge
device “CE1” (104), e.g., a switch or router located at the customer premises, to a
provider edge router “PE1” (106). In some embodiments, CE1 (104) is a switch and host
H1 (202) determines that PE1 (106) is the IP next hop to send an IP packet to host H2
(204), sends the IP packet intended for host H2 (204) via Ethernet addressed to a MAC
address associated with PE1 (106), which Ethernet frame gets switched by CE1 (104) to
PE1 (106). In some embodiments, CE1 (104) is a router and host H1 (202) determines
that CE1 (104) is the IP next hop to send an IP packet to host H2 (204), sends the IP
packet intended for host H2 (204) via Ethernet addressed to a MAC address associated
with CE1 (104), which routes the IP packet to PE1 (106) (e.g., based on a determination
that PE1 (106) is the IP next hop to forward from CE1 (104) an IP packet addressed to an
IP address associated with host H2 (204)). PE1 (106) associates the received packet with
a routing context, as described more fully below, and forwards the packet to PE2 (110)
via Ethernet pseudo-wire 122 as an encapsulated Ethernet frame. PE2 (110) infers, based
on a VC label included by PE1 (106) in an MPLS header used to encapsulate the Ethernet
frame, an outbound port via which the Ethernet frame is to be sent, and sends the
Ethernet frame via the outbound port to CE2 (112), which switches the Ethernet frame or
further routes the IP packet payload of the Ethernet frame, as appropriate, to host H2
(204). Note that host H2 (204) may be either the ultimate/final destination of the IP
packet or an IP next hop configured to further bridge/route the [P packet to its final

destination.

[0021] Figure 3 is a block diagram illustrating an embodiment of a packet used to
encapsulate and transport an Ethernet or other frame via an Ethernet pseudo-wire. In
some embodiments, the packet shown in Figure 3 is used to tunnel an encapsulated
Ethernet packet via a pseudo-wire provided using an MPLS-based LSP; such as the -
pseudo-wire 122 of Figures | and 2. In the example shown, and MPLS label stack 304
has been added to encapsulate and original Ethernet (or other) frame 310. The MPLS
label stack includes a tunnel label 306 that identifies an LSP to be used to tunnel the

packet to a far end PE associated with a destination indicated by an inner data link control
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(DLC) header 312 — e.g., an Ethernet DLC header including a destination MAC address,
source MAC address, Ethernet type, and/or other information — included in original
Ethernet frame 310. Ethernet frame 310 includes a payload 314, e.g., an IP packet for
which the destination MAC address indicated in inner DLC header 312 is the IP routing
next hop. In the example shown, inner DLC header 312 indicates a destination MAC
address associated with host H2 (204) of Figure 2 and a source MAC address associated
with host H1 (202) of Figure 2. MPLS label stack 304 also includes a VC label 308 that
identifies a virtual circuit provisioned to tunnel through the LSP associated with tunnel
label 306 traffic associated with hosts H1 (202) and H2 (204), e.g., for a customer with
which the two hosts are associated. As described above, in some embodiments the VC
label 308 is used at the far end PE to infer an outbound port via which to send the original
Ethernet frame 310. Finally, the packet of Figure 3 includes an outer DLC header 302
required to send the packet via an Ethernet (or other layer 2) connection between the
ingress PE (PE! in this example) to an intermediate next hop associated with the LSP
associated with the tunnel label 306, core router “P1” in this example. Forming the inner
DLC header 312 and the intermediate next hop header portions, in this example MPLS
(or other tunneling) label stack 304 and outer DLC header 302, in a single forwarding
process at PE ingress, as described more fully below in connection with Figures 5-7, is

disclosed.

[0022] Figure 4A is a block diagram illustrating a prior art approach to providing
IP connectivity to a remote Ethernet host. A sending host H1 (402) desiring to send an IP
packet to a remote host H2 (not shown in Figure 4A, see, e.g., Figure 2) determines that
its IP routing next hop for host H2 is a router R1 (404), to which it forwards the IP packet
to H2 (408) via an Ethernet frame (405) addressed to router R l..in a header portion (406)
of the Ethernetframe. .The router R1 (404) determines, e.g., based on a-destination [P
address associated with the IP packet (408), that the host H2 is a. remote host to which IP
connectivity is provided via an Ethernet pseudo-wire, forms an inner Ethernet header 414
to be used at the far end to route the IP packet 408 to the IP routing next hop on the far

end, and forwards the Ethernet frame to be sent to the far end (414 and 408) via an
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Ethernet frame (411) sent from thé router R1 (404) to a provider edge router PE1 (410)
associated with the remote host H2 (e.g., by virtue of being associated with an LSP tunnel
and/or virtual circuit with which host H2 is associated). The provider edge router PE1
(410) associates the received Ethernet frame with an LSP tunnel/VC, e.g., based on the
physical interface (port) on which it was received, and encapsulates the Ethernet frame
desired to be sent to the far end (sometimes referred to herein as the “original” Ethernet
frame) (414 and 408) to form a packet 416 that includes an MPLS label stack (420) that
identifies the LSP tunnel and VC circuit via which the packet is to be sent and an outer
Ethernet header (422) to send the packet by Ethernet from the provider edge router PE1
(410) to a first hop core router P1 (not shown in Figure 4A) along the LSP tunnel. As
one can see from Figure 4A and the above description, the approach illustrated in Figure
4A requires a separate router R1 to determine the IP routing next hop information that
will be required to process the frame at the far end, and a network transmission from the
router R1 to the provider edge router PE1, which determines the intermediate (tunnel/VC)

next hop information.

[0023] Figure 4B is a block diagram illustrating a prior art approach to providing
IP connectivity to a remote Ethernet host. In the approach shown in Figure 4B, the
functions of the router R1 (404) have been incorporated into the provider edge router PE1
(410) in the form of an IP next hop routing process (440) running on the provider edge
router PE1 (410), eliminating the need for a separate system to perform the functions of
router R1 (404) as described above. However, an external network connection (442)
between the IP next hop routing process (440) and an intermediate next hop routing
process (444) running on the same system (i.e., PE1) is still required to enable the IP next
hop routing process (440) to send the Ethernet frame (41.1) to the intermediate next hop
routing process (444)in a manner that enables the intermediate:next hop.routing process
(444) to associate the frame (411) with the correct routing context (e.g., to identify the

tunnel/VC via which the original Ethernet frame is to be transported.

[0024] Figure 5A is a block diagram illustrating an embodiment of an approach to

providing [P connectivity to a remote Ethernet host using a single forwarding stage. In
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the approach illustrated in Figure 5, the IP routing next hop and the intermediate
(tunnel/VC) next hop information are determined in a single forwarding stage,
eliminating the need for a separate external network connection and transmission between
an IP routing system/process and the system/process (e.g., PE) that determines the
intermediate next hop for transport via the MPLS (or other) backbone. In the example
shown, sending host H1 (502) forwards an IP packet (512) addressed to a remote Ethernet
host H2 to a provider edge router PE1 (506) via an Ethernet frame (508, having an
Ethernet header 510) sent to PE1 (506), in this example via a switch (504). In the
example shown, the packet 508 is sent by host H1 (502) via the switch (504) to an IP
interface 514 at provider edge router PE1 (506). The provider edge router (506)
associates the packet (508) with a routing context (516) based at least in part on the
interface (514) via which the packet (508) arrived at the provider edge router. The
routing context (518) is provided at least in part by configuring a virtual IP interface
(518) and associating IP interface (514) with the virtual IP interface (518). In some
embodiments, the routing context (516) comprises one or more routing processes and
associated data (e.g., forwarding information bases, routing tables, etc.). In this example,
the routing context (516) is configured to determine in a single forwarding stage, based at
least in part on IP header information contained in a received IP packet that has been
associated with the routing context (516), such as packet (508) in the example shown,
both the IP routing next hop information that will be required to deliver the IP packet to
its next hop at the far end without requiring that an IP routing decision be made at the far
end and the intermediate next hop information required to tunnel the packet to the far end
via an associated pseudo-wire. In the example shown, the provider edge router PE1 (506)
uses the IP next hop routing information to form the inner Ethernet header (524) of
outbound packet (522) and the intermediate ne‘xf“hop routing information to form label
's‘taclEAA(5'216) an&%hter Ethernet header (528) of oilfibofj’nd ’ilaacket‘(i5'22), which the provider
edge roﬁier PE1 (506) send to the LSP tunnel/VC next htgp (provider core router P1 in

this example, not shown in Figure SA) via an interface (520).
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[0025] Figure 5B is a block diagram illustrating an embodiment of an approach to
providing IP connectivity to a remote Ethernet host using a single forwarding stage. In
this example, the routing context (516) of Figure SA comprises a private routing context
(516) configured to determine the IP next hop information required to route the packet at
the far end. The packet received at IP interface (514) is associated within private routing
context (516) with virtual IP interface (518). The packet is determined to be is associated
with a VLL (544) within a global routing context (540), which determines the

intermediate next hop information for the outer Ethernet header (528) and MPLS label

- stack (526) portions of outbound packet (522) required to send the frame to the far end

via interface (520) and the associated pseudo-wire.

[0026] Figure 6 is a flow chart illustrating an embodiment of a process for
providing IP connectivity to a remote Ethernet host. In some embodiments, the process
of Figure 6 is implemented by an ingress provider edge router such as PE1 (506) of
Figure 5. An IP packet ié received at an IP interface (602). The packet is associated with
a routing context (604). In some embodiments, the packet is associated with a routing
context based at least in part on the physical and/or logical interface at which it was
received. An IP routing next hop information is determined and used to form an inner
Ethernet header required to enable a far end provider edge router (i.e., one at the other
end of a tunnel from the ingress PE to the far end PE) and/or other elements at the far end
to deliver the IP packet to its IP routing next hop on the far end without making at the far
end an IP routi;lg décision for the packet (606). Intermediate néx't hép information
required to forward the packet to the far end via an associated Ethernet pseudo-wire is
determined and used to form an MPLS (or other) label stack (e.g., 526 of Figure 5) and
outer Ethernet header (e.g., 528 of Figure.5). The packet formed (606 and 608) is sent to:
-the inte(rﬁediate next hop (e.g., a next,hoﬁ ‘provid."er core router, such as P1 in the examplq*
sﬁown ih Figures 1A and 5) via an interfacé éésoc{ated With the LSP/tunnel used to |
provide the pseudo-wire. In some embodiments, the process of Figure 6 comprises a
single forwarding stage provided and performed at a provider edge router. In some

embodiments, different information sources (e.g., forwarding/routing tables) are used to
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determine the IP routing next hop and intermediate (tunnel/VC) next hop, respectively,
but the determinations are made as part of a single forward process, within one physical
system, and without requiring two separate routing systems and/or processes to

communicate via an external network connection.

[0027] - Figure 7 is a flow chart illustrating an embodiment of a process for
receiving via a pseudo-wire and processing an encapsulated Ethernet frame. In some
embodiments, the process of Figure 7 is implemented by a far end (egress) provider edge
router, such as PE2 in the example shown in Figures 1A-2. An encapsulated Ethernet
frame is received (702). A VC label included in a label stack used to encapsulate the
received frame in read and removed (704). An output port via which the original
Ethernet frame encapsulated within the encapsulated Ethernet frame is inferred based at
least in part on the VC label (706). The original Ethernet frame is sent via the output port
inferred at 706 (708). In some embodiments, the original Ethernet frame includes an
inner Ethernet header, such as inner Ethernet header 524 of Figure 5, that enables the
original Ethernet frame to be received and processed at an IP routing next hop for an IP
packet that comprises the payload of the original Ethernet frame, without an IP routing
decision being made at the end at which the encapsulate Ethernet frame was received at
702.

[0028] While a number of the examples and embodiments described herein refer
to providing“IP connectivity to a remote Ethernet host, the approaches disclosed herein
may be used to provide connectivity to remote host using any compatible network and/or

physical layer protocols.

[0029] Although the foregoing embodimeiits have been described in some, detail
for purposes of clarity of understanding, the invention is-not limited to the details
provided. There are many alternative ways of implementing the invention. The disclosed -

embodiments are illustrative and not restrictive.
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CLAIMS

L. A method of providing connectivity to a remote host, comprising:

receiving at an interface a packet including ah address associated with a remote
host;

determining in a single forwarding stage, based at least in part on the interface and
the address, a routing next hop information required to route the packet to the remote host
at a far end of a pseudo-wire via which connectivity to the remote host is provided and an
intermediate next hop information required to send the packet to the far end via the

pseudo-wire.
2. A method as recited in claim 1, wherein the packet comprises an IP packet.

3. A method as recited in claim 1, wherein the address comprises an IP addressed

associated with the remote host.

4. A method as recited in claim 1, wherein the routing next hop information

comprises an IP routing next hop information.

5. A method as recited in claim 4, further comprising using the IP routing next hop
information to form a header required to provide the packet to the remote host at the far

end of the pseudo-wire without making at the far end an IP routing decision based on the

address.
6. A method as recited in claim 1, wherein the iriterface comprises an IP interface.
7. A method as recited in claim 1, wherein the packet is received from a customer

equipment associated with a customer with which a sending host that sent the packet is

associated.

8. A method as recited in claim 1, whérein the pseudo-wire comprises 4n Ethernet .

pseudo-wire.

9. A-method as recited in claim 1, wherein the pseudo-wire comprises a virtual

circuit.
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10. A method as recited in claim 9, wherein the intermediate next hop information

includes a virtual circuit information associated with the virtual circuit.

11. A method as recited in claim 9, wherein the virtual circuit is associated with a

label switched path (LSP).

12. A method as recited in claim 11, wherein intermediate next hop information

includes a tunnel label associated with the LSP.

13. A method as recited in claim 11, wherein the LSP comprises a tunnel through an

MPLS backbone.

14. A method as recited in claim 13, further comprising forming a label stack based at

least in part on the intermediate next hop information.
15. A method as recited in claim 14, wherein the label stack includes the tunnel label.

16. A method as recited in claim 14, wherein the virtual circuit information comprises

a virtual circuit label and the label stack includes the virtual circuit label.

17. A method as recited in claim 1, wherein the remote host comprises a remote

Ethernet host.

18. A method as recited in claim 1, wherein the intermediate next hop information
includes information required to form a data link control layer header required to send the

packet to an intermediate next hop associated with the pseudo-wire.

19. A method as recited in claim 1, further comprising using the routing next hop ’
information and the intermediate next hop information to form an outbound packet
comprising an encapsulation of an Ethernet frame of which the received packet comprises

the payload.

vy oy

20. A provider edge device, comp’irising: AT UL

an interface configured to receive a packet including an address associated with a
remote host; and

a processor coupled to the interface and configured to determine in a single

forwarding stage, based at least in part on the interface and the address, a routing next
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hop information required to route the packet to the remote host at a far end ofa pseudo-
wire via which connectivity to the remote host is provided and an intermediate next hop

information required to send the packet to the far end via the pseudo-wire.

21. A computer program product for providing connectivity to a remote host, the
computer program product being embodied in a computer readable medium and
comprising computer instructions for:

receiving at an interface a packet including an address associated with a remote
host;

determining in a single forwarding stage, based at least in part on the interface and
the address, a routing next hop information required to route the packet to the remote host
at a far end of a pseudo-wire via which connectivity to the remote host is provided and an
intermediate next hop information required to send the packet to the far end via the

pseudo-wire.
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