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PROGRAMMATIC CREATION OF TASK

SEQUENCES FROM MANIFESTS
RELATED APPLICATION

0001. This application claims priority from U.S. Provi
sional Patent Application Ser. No. 61/259,352, filed Nov. 9,
2009, entitled, “Programmatic Creation of Task Sequences
from Manifests, the contents of which are hereby incorpo
rated by reference in its entirety.
BACKGROUND

0002 Service providers such as banks and other financial
institutions typically provide self-service financial transac
tion devices (SSFTDs) such as automated teller machines
(ATMs) for use by their customers. While the SSFTDs pro
vide a useful service to the customers, there is a significant
burden imposed on the service provider to maintain and
upgrade the SSFTDs. This burden becomes nearly over
whelming in the case of large institutions, which may have
thousands upon thousands of SSFTDs distributed across
thousands of miles.

0003. When periodically upgrading the software on the
SSFTDs, the service provider may often need to upgrade all
of the SSFTDs within a short window of time, so that, for

instance, all of the SSFTDs provide a consistent user experi
ence. The SSFTDs are commonly interconnected by a net
work, however providing upgraded software to all of the
SSFTDs over the network may not be practical or economical
due to typical network bandwidth limitations.
0004. Even if a software upgrade is eventually provided to
the SSFTD, the upgrade usually involves a complex installa
tion sequence, performed locally at the SSFTD, which is
prone to error and therefore not reliably repeatable over a
large number of machines. Potential errors are even more
likely where a human service operator is involved in locally
managing the installation sequence at a given SSFTD.
SUMMARY

0005 Aspects as described herein are directed to methods,
apparatuses, systems, and software for providing a poten
tially more effective way to distribute software, and updates
thereto, to a plurality of SSFTDs. This may be done in a
variety of ways depending upon the significance of the
update. For instance, a reference, or master, Software stack
may be built at a reference machine and imaged, and then the
imaged stack is sent to the SSFTDs. The SSFTDs then use the
local image to generate a stack on their own local hard drives
or other computer-readable media. Where updates are minor
(e.g., involving a small number of software components in the
stack), then only the updated installation components might
be sent. Where the updates are larger, a delta patch file may be
sent that may be utilized by the SSFTD in conjunction with
the previous version of the locally-stored Stack image to pro
duce the updated Stack.
0006 To allow for the SSFTD to handle the received
image, received delta patch file, and/or installation compo
nent updates independently without necessarily requiring a
human service operator local to the SSFTD, still further
aspects are directed to the SSFTD including a computer
readable medium, Such as a hard drive, that includes a logi
cally-protected region, such as a protected folder or partition.
The logically-protected region may store the installation
components and any instructions (referred to herein as a task

sequence) for using the image, the delta patch file, and instal
lation components. A memory-resident (e.g., RAM-resident)
operating system may also be stored in the logically-pro
tected region.
0007. The installation instructions may be provided to the
SSFTD in the form of one or more various task sequences,
depending upon the type of upgrade or installation to be
performed. These task sequences may be provided from the
reference machine along with the image, the delta patch file,
and/or installation components. Still further aspects are
directed to automatically and programmatically generating
the task sequences by a computer (such as the reference
machine) that analyzes a plurality of uniformly-formatted
manifests describing the changes to the Software stack com
ponents and uses the manifests to generate the task sequences.
0008 Still further aspects are directed to at least three
types of task sequences that may be sent to an SSFTD: a
re-imaging task sequence (for installing a stack from scratch
from an image, such as where the hard drive on the SSFTD is
brand new); an incremental task sequence (for installing com
ponent upgrades to an existing SSFTD software stack; and a
cumulative task sequence (for installing a stack from scratch
from an image and Subsequently installing any component
upgrades to that stack). These task sequences may be separate
task sequences or they may be combined into a single longer
task sequence with various logical entry points into the
sequence depending upon whethera re-imaging, incremental,
or cumulative process is desired at the SSFTD.
0009. As discussed above, the SSFTD may store these
images, delta patch files, the task sequence(s), and a memory
resident operating system in the logically-protected region of
the hard drive. Still further aspects are directed to, when
installing a new stack from an image at an SSFTD (which
may or may not include one or more Supplemental delta patch
files), erasing the hard drive except for the logically-protected
region, and then rebuilding the Software on the erased portion
of the hard drive using the information and instructions stored
in the logically-protected region.
0010. The above upgrades may be propagated to the
SSFTDs by way of a network or by way of a local install by a
human service operator, such as using a removable computer
readable medium (e.g., a USB stick or disk). In the latter case,
it may be problematic if the version of the upgrade on the
removable medium is not up to date. For instance, the remov
able medium may be left over from an upgrade that took place
much earlier in time, or it may contain an upgrade copied
from a physically proximate other SSFTD that may or may
not have the most recent upgrade. Therefore, further aspects
are directed to providing version control of new image installs
that may be provided from a removable medium.
0011. These and other aspects of the disclosure will be
apparent upon consideration of the following detailed
description.
BRIEF DESCRIPTION OF THE DRAWINGS

0012. A more complete understanding of the present dis
closure and the potential advantages of various aspects
described herein may be acquired by referring to the follow
ing description in consideration of the accompanying draw
ings, in which like reference numbers indicate like features,
and wherein:

0013 FIG. 1 is an illustrative functional block diagram of
a self-service financial transaction device (SSFTD) 100:
0014 FIG. 2 is an illustrative functional block diagram of
a system including a plurality of SSFTDs and a service pro
vider interconnected via a network;
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0015 FIG. 3 is an illustrative functional block diagram
showing three ways for a reference stack and/or updates
thereto to be propagated to a destination SSFTD;
0016 FIG. 4 is a flow chart showing an illustrative process
for building a reference stack and propagating stack updates
and task sequences to SSFTDs;
0017 FIG. 5 is another flow chart showing an alternative
illustrative process for building a reference stack and propa
gating Stack updates and task sequences to SSFTDs;
0018 FIG. 6 is a flow chart showing illustrative functions
that may be instructed by a task sequence for use by an
SSFTD;

0019 FIG. 7 illustrates an example of a reference software
stack associated with a reference machine;

0020 FIG. 8 illustrates an example of a core configuration
of a destination machine, such as an SSFTD;

0021

FIG. 9 illustrates an example of a stack configura

tion in a destination machine;

0022 FIG.10 illustrates an example where an incremental
change to the software stack of a destination machine is
performed:
0023 FIG. 11 illustrates an example where a cumulative
change to the software stack of a destination machine is
performed:
0024 FIG. 12 illustrates an example of the changes that
may be made at a reference machine that are representative of
the desired changes to be made at a destination machine;
0025 FIG. 13 illustrates an example where implementa
tion of large-scale changes to the software stack of the desti
nation machine, based upon the changes made to the refer
ence machine, is performed;
0026 FIG. 14 is an example flowchart of a method for
installing a new version of a software stack at a destination
machine;

0027 FIG. 15 illustrates an example system for authoriz
ing an image stored on a removable memory source;
0028 FIG. 16 is an example flowchart of a method for
authorizing loading of a new version of a software stack
image onto a destination machine;
0029 FIG. 17 illustrates an example system for loading an
image from a removable memory source onto a destination
machine;

0030 FIG. 18 is an example flowchart of a method for
loading an image from a removable memory Source onto a
destination machine;

0031 FIG. 19 is an example flowchart of a method for
accessing a current task sequence for a destination machine to
execute;

0032 FIG. 20 is an example flowchart of a method for
installing a new version of a software stack at a destination
machine;

0033 FIG. 21 is another example flowchart of a method
for installing a new version of a Software stack at a destination
machine;

0034 FIG. 22 is a flow chart showing illustrative steps in
a process that may be performed to prohibit remote observa
tion of a transaction in progress;
0035 FIG. 23 is a functional block diagram showing an
example of how a delta patch file may be created from two
images;
0036 FIG. 24 is an example flowchart of a method for
generating a delta patch file at a reference machine;
0037 FIG. 25 is an example flowchart of a method for
installing a delta patch file at a destination machine;

0038 FIG. 26 is another example flowchart of a method
for generating a delta patch file at a reference machine; and
0039 FIG. 27 is another example flowchart of a method
for installing a delta patch file at a destination machine; and
0040 FIG. 28 is a functional block diagram showing an
example of how a delta patch file may be generated, distrib
uted, and utilized from a reference machine to a destination
machine.
DETAILED DESCRIPTION

0041 FIG. 1 is an illustrative functional block diagram of
a self-service monetary device (SSFTD) 100. SSFTD 100
may include, for instance, an automated teller machine
(ATM) or automated kiosk for depositing and/or withdrawing
monetary amounts. While the withdrawals are typically pro
vided to the user of the SSFTD 100 as currency, the deposits
may be in the form of currency or checks.
0042. SSFTD 100 as shown in FIG. 1 includes a computer
101, a hard drive 102 or other computer-readable medium, a
deposit unit 103, a withdrawal unit 104, a display 105, a
printer 106, a camera 107, a network interface 108, a remov
able media interface 109, and a safe 110. Although computer
101 is labeled as a “computer any one or more of the other
functional blocks in FIG.1 may also be or include a computer.
As understood, SSFTD 100 may include one or more com
puters 101, hard drives 102, deposit units 103, withdrawal
units 104, displays 105, printers 106, keypads 107, network
interfaces 108, removable media interfaces 109, and safes
110.

0043. The term “computer” as referred to herein broadly
refers to any electronic, electro-optical, and/or mechanical
device, or system of multiple physically separate or physi
cally joined such devices, that is able to process and manipu
late information, such as in the form of data. Non-limiting
examples of a computer include one or more personal com
puters (e.g., desktop or laptop), servers, Smartphones, per
Sonal digital assistants (PDAs), television set top boxes, and/
ora system of these in any combination or Subcombination. In
addition, a given computer may be physically located com
pletely in one location or may be distributed amongst a plu
rality of locations (i.e., may implement distributive comput
ing). A computer may be or include a general-purpose
computer and/or a dedicated computer configured to perform
only certain limited functions.
0044. A computer typically includes hardware that may
execute software and/or be configured inhardware to perform
specific functions. The software may be stored on a computer
readable medium in the form of computer-readable instruc
tions. A computer may readthose computer-readable instruc
tions, and in response perform various steps as defined by
those computer-readable instructions. Thus, any functions
attributed to any of the functional blocks of FIG. 1 as
described herein may be implemented, for example, by read
ing and executing Such computer-readable instructions for
performing those functions, and/or by any hardware Sub
system (e.g., a processor) from which the computer is com
posed.
0045. The term “computer-readable medium' as used
herein includes not only a single physical medium or single
type of medium, but also a combination of one or more
physical media and/or types of media. Examples of a com
puter-readable medium include, but are not limited to, one or
more memory chips, hard drives (e.g., hard drive 102), optical
discs (such as CDs or DVDs), magnetic discs, and magnetic
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tape drives. A computer-readable medium may be considered
part of a larger device or it may be itself removable from the
device. For example, a commonly-used removable computer
readable medium is a universal serial bus (USB) memory
stick that interfaces with a USB port of a device.
0046. A computer-readable medium may store computer
readable instructions (e.g., software) and/or computer-read
able data (i.e., information that may or may not be execut
able). In the present example, a computer-readable medium
(such as memory) may be included in any one or more of the
functional blocks shown in FIG. 1 and may store computer
executable instructions and/or data used by any of those func
tional blocks. Alternatively or additionally, Such a computer
readable medium storing the data and/or software may be
physically separate from, yet accessible by, any of the func
tional blocks shown in FIG. 1.

0047. Where SSFTD 100 is an ATM, computer 101 is
typically embodied as a personal computer. In this example,
computer 101 may be responsible for the overall control of
SSFTD 100. To perform such control, computer 101 may
execute, for example, one or more software applications, one
or more device control programs, and one or more operating
systems, each of which may be stored on hard drive 102.
which may be a single physical hard drive or multiple physi
cal hard drives. These various elements will be discussed in
further detail below.

0048 Hard drive 102 may be a single physical hard drive
unit or may include multiple physical hard drive units. Rather
than, or in addition to, hard drive 102. SSFTD 100 may store
data and/or computer-executable instructions on one or more
other types of computer-readable medium, Such as an optical
disc drive, a magnetic tape drive, and/or memory chips.
0049. Deposit unit 103 may be responsible for physically
receiving deposited items such as currency and checks, for
physically counting the deposited items, for physically hold
ing the deposited items in an escrow area during a deposit
transaction, for determining the value of the deposited items,
and for physically transferring the deposited items to safe 110
when the transaction is complete. Such deposit units 103 are
well-known and often used in many ATMs today.
0050. Withdrawal unit 104 may be responsible for physi
cally retrieving currency or other items from safe 110 during
a withdrawal transaction, and for physically providing the
retrieved currency to the user. Such withdrawal units 104 are
well-known and often used in many ATMs today.
0051 Display 105 may be responsible for displaying a
visual user interface to the user, and may also incorporate a
touchscreencapability for receiving user input. Typical infor
mation that may be presented on display 105 includes text
and/or graphics representing the status of a transaction. Like
wise, printer 106 may be responsible for presenting a paper
printout containing information about a transaction. Again,
these two elements are often found in conventional ATMs.

0052 Key pad 107 may include one or more buttons,
Switches, and/or other physical user input elements, and may
be responsible for receiving user input associated with a
transaction. For example, keypad 107 may include digit keys
Zero through nine and other function keys.
0053 Network interface 108 may be responsible for data
communication between SSFTD 100 and a network 112. The

communication may be uni-directional orbi-directional. Net
work 112 may be a single network or combination of multiple
coupled networks, and may be wireless and/or wired.
Examples of network 112, or portions thereof, include the

Internet, a cellular telephone network, a cellular data net

work, a wired or wireless local area network, and a satellite
communication network.

0054) Removable media interface 109 may be responsible
for reading from and/or writing to a removable computer
readable medium 111, such as a USB key, a compact disc
(CD), a floppy magnetic disc, or a portable hard drive.
Removable media interface 109 may therefore include a
physical port for plugging in or otherwise temporarily receiv
ing removable computer-readable medium 111. This port
may be physically part of for instance, the housing of com
puter 101. However, the port may be located elsewhere in or
on SSFTD 100, such as on a rear housing of SSFTD 100 that
may be accessible to maintenance servicers of SSFTD 100
but not necessarily to the general public. Regardless of the
location of the port, data read from removable computer
readable medium 111 by removable media interface 109 may
be provided to computer 101, and data provided by computer
101 may be written by removable media interface 109 to
computer-readable medium 111.
0055 FIG. 2 shows an illustrative system including net
work 112, a plurality of SSFTDs 100A, 100B, 100C, and a
service provider 201 that may include at least one reference
machine 700. Service provider 201 may be an entity that is
responsible for the software maintenance of SSFTDs 100A
C. Service provider 201 may be, for example a bank or other
financial institution, or it may be purely a software mainte
nance entity.
0056 Reference machine 700 may be located at or other
wise be under the control of service provider 201, and may be
embodied as one or more computers. In one example, refer
ence machine comprises a computer including a hard drive
for storing a software stack that is built at reference machine
700. The software stack stored at reference machine 201 may
be used as a master Software stack that is propagated to one or
more of SSFTDS 100A-C. As will be described in further

detail, this reference Software stack, and updates thereto, may
be propagated to SSFTDs 100A-C in any of a number of
ways. For instance, where the Software stack is to be propa
gated to one of the SSFTDs for the first time or is intended to
completely replace any software stack representation at the
SSFTDs, then the software stack may be imaged, and the
image of the software stack is sent to the SSFTDs rather than
the individual components of the software stack. This may
reduce the opportunities for errors to occur while installing
the software stack at the SSFTDs, because rather than a large
number of installation commands for the various compo
nents, only a relatively simple set of installation commands
may be needed to unpack the image into a Software stack at
the SSFTDS.

0057 Where the reference software stack undergoes a
major change (e.g., version 1.0 to version 2.0), another way
that this change may be propagated to the SSFTDs is to send
a delta patch file representing only the change. As will be
described in further detail, because the SSFTDs may retain a
copy of the original Software stack image, this propagation
may be accomplished by imaging a combination of the Soft
ware stack prior to the change and the Software stack after the
change into a single combined image, then imaging only
Software stack prior to the change, and then determining a
delta (difference) between the combined image and the
before-change-only image. This delta may be embodied in a
file, referred to herein as a delta patch file. At the SSFTD end,
this delta patch file may be utilized in combination with the
stored pre-change full software stack image at the SSFTD to
generate a working new software stack.
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0058. On the other hand, where the updates to the software
stack are rather minor (e.g., version 1.2 to version 1.21), then
the new or added software components (and/or their install
ers) may be sent to the SSFTDs.
Reference Software Stack

0059. As previously discussed, whether generating an
image file on a reference machine or receiving an image at a
destination SSFTD, such as an ATM, one or more aspects of
the present disclosure are directed to an originating (refer
ence) software stack created at reference machine 700, a
representation of that reference Stack (e.g., an image) or
changes thereto being sent to one or more destination
SSFTDs, and creating or updating a software stack locally at
the destination SSFTDs based on the sent representation and/
or based on a representation already stored earlier at the
destination SSFTDs.

0060 FIG. 7 illustrates an example of a reference software
stack 731 associated with reference machine 700. In gener
ating a software stack 731 at reference machine 700, one may
begin with a core, which in this example includes a processor,
hard drive 721, power supply, and other hardware compo
nents 711. An identical or similar core may also reside on each
of the SSFTDS 100A-C.

0061 First, the reference machine may boot into a
memory-resident (e.g., RAM-resident) operating system,
such as Win PE. Next, the reference machine 700 may create
the reference software stack by being provided with installers
for all software components either to be installed or available
for installation. These installers may be retrieved from, for
instance, a network shared Volume. In addition, an instruction

sequence may be fetched. Such as from the network shared
Volume. The instruction sequence may be, for instance, an
extensible markup language (XML) file that identifies the
specified software components to be installed for a software
stack on the reference machine, the order of the installation of

the various components, and the installation commands
themselves. This instruction sequence used to build the ref
erence stack will be referred to herein as the reference stack

task sequence.
0062 Reference software stack 731 may be an amalgam
of various Software installation packages within various logi
cal layers. The specified software components to be installed
for reference software stack 731 may generally fall, in this
example, within one of three layers: an operating system layer
737, a device management layer 735, and an application layer
733 that may include miscellaneous software applications to
Support maintenance, Software distribution, monitoring and
security, such as but not limited to APTRA software provided
by NCR.
0063. One or more of these layers may originate from one
or more different vendors and/or internal development teams
of the entity utilizing the software stack. Each layer may be
comprised of multiple applications or components, some of
which are designated by a lowercase letter (733b,735f.737c)
in FIG. 7 by way of example.
0064. The root layer may be the operating system layer
737 that the reference machine 700 will boot into at launch

and operate in for normal conditions. Various patches, includ
ing security patches, may be separate Software components,
such as 737b, for installation purposes. In one example, the
first Software components for installation on a reference
machine 700 may be the operating system and any current
patches that have been issued by the manufacturer, these

would be 737a, 737b, 737c, etc. Windows XP by Microsoft
Corporation is one example of an operating system, and any
of a variety of software patches that Microsoft Corporation
releases for the Windows XP operating system may be addi
tional Software components that are part of the operating
system layer 737.
0065. The next layer for installation in the ordered
sequence may be the Software components associated with
the device control or device management layer 735. A device
control layer 735 includes software components that provide
the functionality required to control all devices associated
with the SSFTD to which the stack will eventually be propa
gated. The device control layer 735 may be or include, for
instance, Extensions for Financial Services (XFS), a pro
gramming interface commonly used for controlling associ
ated peripheral devices in an ATM. Where the SSFTDs are
ATMs, the associated peripheral devices may be, for
example, an access card reading system, the security camera
system, the check deposit System, the cash dispenser system,
etc., and/or any of the devices described above in connection
with FIG. 1.

0.066 Application programming interfaces (API) may be
also provided in the device management layer 735. When a
Vendor has a new device for an associated peripheral device,
Such as a new access card reader, the vendor provides an API
that adheresto a standard for the device control layer ensuring
that the new device can slide in to operation without a cum
bersome retrofit. As such, for the various devices involved,

the device control layer 735 may include one or more soft
ware components 735a, 735b, 735c, 735d, etc.
0067. The next layer for installation may be the applica
tion layer 733. The application layer 733 may include, for
example, Software components for execution of business
logic and presentation of user interfaces to an end customer,
as well as ancillary Software, such as third party Support and
diagnostic Software. Software for monitoring the machine
may not be an application for an end user within the applica
tion layer and, as such, may be resident within an ancillary
software layer separate from the application layer 733.
0068 FIG. 7 illustrates various software components of
the layers 733,735, 737. For each respective layer, there may
be multiple software installation packages or components.
The order of installation of layers as well as the order of
installation of specified software packages within a layer may
be defined by the reference stack task sequence.
0069. For any particular destination SSFTD, the software
stack on that SSFTD may also need to include customization
due to the specific hardware the software stack is to be inter
acting with. For example, the name of the computer in the
SSFTD, security identifiers, and driver cache are but three
examples of data that may be included in the software stack.
However, such information may not be already included in
the reference Stack at the reference machine, because these

examples of data would be different for each SSFTD. As such,
it may be desirable to instead generalize the reference stack
image to remove Such identifiers, such as using SysPrep, to
prepare the image for distribution to multiple different
machines. The generalized stack then may be migrated to the
SSFTDs for loading and subsequent customization.
Software Stack on SSFTD

0070 FIG. 8 illustrates an example of a core configuration
of a destination machine 800, such as one of the SSFTDs

100A-C. FIG. 8 illustrates a destination machine that has yet
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to have any type of executable software stack for normal
operation. FIG. 8 illustrates a destination machine that lacks
a general purpose operating system. Destination machine 800
is shown to include a core, which in this example is a moth
erboard with hard drive 821, power supply, and other hard
ware components 811. Since the core does not yet have an
operating system to launch into yet, the core may be config
ured to boot into a RAM resident operating system. Win PE
by Microsoft Corporation of Redmond, Wash. is one such
example RAM resident operating system.
(0071 Hard drive 821 of the destination machine 800 also
may include a logically protected region 851. This logically
protected region 851 may be physically separate from other
data storage locations of the reference machine 800 or it may
be a defined area of the hard drive 821 that is protected from
an operation to clean the remainder of the hard drive 821.
Logically protected region 851 of the hard drive 821 provides
821 is executed, logically protected region 851 is not erased,
modified, or affected. Only the portion of hard drive 821 that
is not logically protected would be cleaned. As such, logically
protected region 851 may maintain data that will not be inad
vertently removed from the hard drive 821. As described
herein, logically protected region 851 of destination machine
800 may store an image 891 (or multiple images), installer
components, and installation instructions (also referred to
hereinas a task sequence) as received from reference machine
700 via network 112, as well as the RAM-resident operating

0075. Because software stack 931 was created from the
image 891 (which in turn was created from the reference stack
generated at the reference machine 700), the software stack
931 on the destination machine 800 is expected to be the same
Software stack as the reference stack (except for any Subse
quent customization).
0076 Software stack 931 includes an operating system
layer 937, identical to operating system layer 737, that the
destination machine 800 will boot into at launch and operate
in for normal conditions. Various patches, including security
patches, may be separately installed as Software components,
such as software component 937c.
0077. The stack 931 also includes a device management
layer 935 identical to device management layer 735. Device
control layer 935 includes software components that provide
the functionality required to control all devices associated
with the destination machine 800. In the example of an ATM,
the associated peripheral devices may be an access card read
ing system, a security camera system, a check deposit System,
a cash dispenser system, etc.
(0078. The stack 931 also includes an application layer 933
identical to application layer 733. The application layer933 is
designed to include Software components for execution of
business logic and presentation of user interfaces to an end
customer utilizing the destination machine 800.
(0079. The software stack 931 having been installed, and
upon customization of the stack931, the destination machine
800 now may operate in normal conditions.

0072. Whether received at the destination machine 800
electronically via network 112, or received physically, such
as by use of a USB storage device transfer into removable
media interface 109, image 891 may represent a generalized
Software stack migrated to the destination machine from ref
erence machine 700. Image 891 may be, for example, one or
more file-based disk image format files, such as one or more
Microsoft Windows Imaging Format (WIM) files, that repre

Changes to the Software Stack on the SSFTD
0080. At times, it may be desirous to change the software
stack of a destination machine 800. Any of a number of
reasons may exist for Such a change. For example, a vendor
may have a new security patch related to a piece of Software
that is operating on the destination machine 800. When one or
more of these particular software package changes are
desired, the service provider 201 may want to change the

that when a command to clean the remainder of the hard drive

system.

sent a software stack desired to be loaded onto the destination

machine 800, i.e., software stack 731 generated at the refer
ence machine 700. Other imaging technologies, such as sec
tor based image technology in Ghost by Symatec of Cuper
tino, Calif. and products by Acronis, Inc. of Woburn, Mass.
also and/or alternatively may be used. Having received the
image 891 now stored in the logically protected area 851 of
hard drive 821 on the destination machine 800, an executable

Software stack of the various destination machines under its
control.

I0081. Where the change is very large, service provider 201
may generate a new reference stack at reference machine 700
in the same manner as previously described, and then have
that software stack propagated via network 112 to a destina
tion SSFTD (e.g., SSFTDs 100A-C), such as via a delta patch
file sent to the logically protected region of the hard drive of

Software stack may be created onto the non-protected area of

the destination SSFTD.

the hard drive 821 as described below and as shown in FIG.9.

I0082. However, undertaking such a large transfer may not
always be desirous, especially where the stack must be trans
ferred to a large number of destination SSFTDs, and/or where
the changes are smaller, Such as only a few software compo
nents in the stack being updated. In Such a case, it may be
desirable to implement an incremental update. FIG. 10 illus
trates an example where an incremental update to the Soft
ware stack 931 of the destination machine 800 is performed.
I0083. In this example, a software installation package, as
well as an installation task sequence 1091 describing how to
install the Software installation package, has been received by

0073 FIG. 9 illustrates an example of the destination
machine 800 from FIG. 8, such as an ATM or other type of
SSFTD, with an operational software stack 931 currently in
place. The operational software stack 931 may have been
built from the image file 891 maintained in the logically
protected region 851 of the hard drive 821.
0074 The software image 891 in the logically protected
region 851 then may have been applied to the hard drive 821
by copying the software stack to the hard drive 821. Associ
ated peripheral devices of the destination machine 800 then
may have been operationally connected to the operating sys
tem within the software stack 931. Finally, the destination
machine 800 may have been configured/personalized for the
machine in question, such as serial numbers and other data for
devices and components included. Destination machine 800
in FIG.9 is shown to include the core with hard drive 821, and

other hardware components 811.

the destination machine 800 from the reference machine 700

via network 112, and stored in the logically protected region
851 of the hard drive 821. The software package 1091 may be,
for example, a new version of a Software package already
being utilized within the software stack 931 of the destination
machine 800, or a brand new component not previously exist
ing in the stack. The new version may be a security patch or
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other software component. The installation task sequence,
also referred to herein as the incremental task sequence, may
be a set of instructions for how to install the new software
package.
0084. In the example shown in FIG. 10, the incremental
task sequence, captured as an Extensible Markup Language
(XML) file, and the software package of one or more MSI
installers utilized by Microsoft Installer by Microsoft Corpo
ration of Redmond, Wash. The MSI installers may include
multiple Software updates for changes to the Software stack
931. In this particular example, only a single change or single
software package will be described, for simplicity. The XML
file of the incremental task sequence and the one or more MSI
installers may be wrapped together inside a single package
1091, such as by utilizing Tivoli products of IBM Corporation
of Armonk, N.Y.

0085. In the example of FIG. 10, to change the software
stack 931 so as to include the desired new package 1091, a
process for updating the Software stack may be performed, as
dictated by the incremental task sequence 1091. For this
example, package 1091 will be considered to be a new version
of a Software package associated with the security camera
system of the destination machine. To process the change to
the software stack 931 in accordance with the incremental

task sequence 1091, the destination machine 800 first may be
taken out of operation. Such a step may not be a physical
move of the destination machine; rather, Such a step may be a

time where a customer of the destination machine cannot

operate the destination machine for Some type of self-service
financial transaction.

I0086. With the destination machine taken out of operation,
the incremental task sequence 1091 may specify which soft
ware component currently in the software stack 931 to de
install (i.e., the component that is to be replaced). In the
example of FIGS. 9 and 10, software component 933b may
have been de-installed. Referring momentarily to FIG. 3, the
middle row shows an example of incremental updating, in
which reference machine 700 propagates both the incremen
tal task sequence 1091 and the installation software package
to the destination SSFTD via network 112.

0087 Next, the task sequence specifies to re-install the
Software component using the installation component utiliz
ing the installation Software package stored in the logically
protected region 851. This result of this incremental update is
shown in FIG. 10 as software component 933b having been
replaced with software component 1033b. In this example,
software component 1033b is the new version of the camera
security software that was received in the MSI file.
0088. To complete the process, the destination machine
800 is brought back into operation. Now, when a customer
utilizes the destination machine, the stack containing the new
software package 1033b is being executed.
0089. The incremental change to the software stack 931
operation described with respect to FIG. 10 illustrates a situ
ation where re-imaging, i.e., utilizing the stored image file
891 in the logically protected region 851, was not needed in
order to update the software stack 931 and operation of the
destination machine 800. However, there may be situations
where an incremental update is desired in conjunction with
re-installing the Software stack from the image stored in the
logically-protected region. For instance, the executable ver
sion of the Stack may be acting unreliably, and so it may be
desired to rebuild the entire stack, and then incrementally
update that rebuilt stack, from ground up. Such an updating
process is referred to herein as a cumulative update process.

0090 FIG. 11 shows a cumulative update to apply to the
software stack931. As mentioned above, a cumulative update
accounts for the desire to re-image the Software stack from the
image file 891 maintained in the logically protected region
851 of the hard drive 821. In this example, one or more
Software packages and a task sequence 1191 with instructions
for performing the cumulative update (also referred to herein
as a cumulative update task sequence) has already been
received by the destination machine 800 and stored in the
logically protected region 851 of the hard drive 821. Thus, as
shown by way of example in FIG.3 on the bottom row, only
the cumulative update task sequence may need to be sent from
reference machine 700 to the destination SSFTD, via network
112.

0091. The package 1191 may include a new version of a
Software package already being utilized within the Software
stack 931 of the destination machine 800. The new version

may be associated with the operating system or some other
Software component. The task sequence may be a set of
instructions for how to install the new software package. In
the example shown in FIG. 11, the cumulative update task
sequence, captured as an Extensible Markup Language
(XML) file, and the software package of one or more MSI
installers utilized by Microsoft Installer by Microsoft Corpo
ration of Redmond, Wash. The MSI installers may include
multiple software updates for changes to the Software stack
931. In this particular example, only a single change or single
software package will be described, for simplicity. The XML
file of the cumulative update task sequence and the one or
more MSI installers may be wrapped together inside a single
package 1191, such as by utilizing Tivoli products of IBM
Corporation of Armonk, N.Y.
0092. In the example of FIG. 11, to update the software
stack 931 so as to include the desired new software package
1191, a process for updating the software stack may be per
formed in accordance with the cumulative update task
sequence that includes re-imaging of the Software stack and
installation of any incremental updates. Thus, a cumulative
update may include performing (1) installation or replace
ment of the executable stack from the stack image stored in
the logically protected region, and (2) performing an incre
mental update on the re-installed Stack. Thus, the cumulative
update task sequence may look very similar to the incremen
tal update task sequence, except that one or more additional
instructions for erasing the hard drive (except for the logically
protected region) and re-installing the Software stack from the
image, may be included in the cumulative update task.
(0093. To process the update to the software stack 931, the
destination machine 800 first may be taken out of operation.
With the destination machine taken out of operation, the
cumulative update task sequence 1191 may be accessed to
determine the manner for installation. As part of the instruc
tions of the cumulative update task sequence 1191, the hard
drive 821 may be entirely cleaned except for the logically
protected region 851. The software image 891 in the logically
protected region 851 then may be used to install the software
stack to the non-logically-protected region of the hard drive
821. This re-installation of the stack from the pre-stored
image is referred to herein as re-imaging.
0094. As described in more detail herein, the re-imaging
of the software stack 931 from the image 891 may involve
reverting back to a different version of the software stack than
was previously in place. This is because there may also be
incremental updates that are needed. In reverting back to a
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previous version of the software stack, the previous version
never may be seen by a customer because the destination
machine may not be brought into service until Such time as all
the incremental updates have been applied. To accomplish the
incremental updates, the same incremental update process as
describe above may be performed.
0095 For instance, the cumulative update task sequence
1191 may specify a software component currently in the
software stack 931 to de-install. In the example of FIG. 11,
software component 933b is shown to have been de-installed.
Next, the cumulative update task sequence specifies to re
install the Software component utilizing the Software package
1191 stored in the logically protected region 851 that was
previously received by the destination machine. This change
is shown in FIG. 11 as software component 1133b. Software
component 1133b may be a new version of a software com
ponent that was received in the software package 1191.
0096. To complete the process, the destination machine
800 is brought back into operation. Now, when a customer
utilizes the destination machine, the Software stack including
the new software package 1133b is being executed.
0097. In some cases, larger changes may be desired to the
Software stack. In these cases, incremental or cumulative

updates may involve a relatively large number of installation
steps. As previously discussed, the more Software installation
steps involved, the more chances there are for error. Thus, it
may be desirable to send an image representing the updated
Software stack. However, as also discussed above, such an

image may utilize an unacceptable amount of network band
width, especially where the image is propagated to a large
number of destination SSFTDs. Thus, as an alternative to

sending an image representing the entire new software stack,
there is now described a way to send sufficient information to
build a new software stack while still potentially sending less
information over network 112, i.e., utilizing less network
bandwidth. In particular, a file representing changes, or the
delta, to a software stack, may be sent and used as a patch.
Such a file used for delta patching is referred to herein as a
delta patch file.
0098 FIG. 12 illustrates an example of the changes made
at the reference machine 700 that are representative of the
desired changes needed at the destination machine 800, uti
lizing delta patching. FIG. 12 illustrates how a number of
software components within software stack 731 on reference
machine 700 have been changed. Again, such changes may be
desired for any of a number of reasons including an entirely
new operating system, new security patches, new associated
peripheral device patches from third party vendors, a com
pletely new software component to add all together, etc.
0099 Software stack 731 in FIG. 12 may illustrate an
example of a new version of a software stack to be utilized on
a plurality of destination machines associated with the refer
ence machine. Prior to the updates to the software compo

herein, an entirely new image 891 need not be transmitted to
the destination machine in order to have it implement version
2.0. By using delta patching, a delta patch file representing the
differences between version 1 and version 2 may be transmit
ted via network 112, such as shown in the top row of FIG. 3.
This file of the differences may be expected to be a smaller file
than would an image file representing the full new version of
the stack.

0101. As part of the process at the reference machine 700,
and as shown by way of example in FIG. 23, a first image
(e.g., the image associated with version 1.0 of the Software
stack) and a second image (e.g., the image associated with
version 2.0 of the software stack) may be created from their
respective software stacks, and then combined together into a
compound image. Such as by using known WIM single-in
stancing features. This compound image thus represents both
the “before version (version 1.0 in this example) and the
“after version (version 2.0 in this example) of the stack.
0102 Once the compound image is created, a differencing
of the compound image and an image of the "before stack (in
this example, version 1.0) is performed, which results in a
delta patch file that represents the difference between the first
and compound images. Such a comparison may determine the
Software components that are common or shared between the
two versions, and may be performed by differencing software
Such as the commonly-known Xdelta tool. This process of
file-by-file comparison may utilize binary delta differencing.
0103) As a result of the delta patching process, two items
may be generated. First, the delta patch file representing the
difference between the version 1.0 image and the compound
image. Second, information referred to herein as a metadata
catalog may be generated for use with the delta patch file. This
metadata catalog may be separate from or may be included as
part of the delta patch file. Additionally, where the metadata
catalog is part of the same delta patch file, the metadata
catalog may or may not be logically separate from the remain
der of the delta patch file, e.g., from the portion of the delta
patch file representing the actual changes in the files. The
metadata catalog may identify, on a file by file basis, the
correlation between a particular file as part of a software
component and a version. For example, for three different
files, the metadata catalog may indicate that file A is associ
ated with version 1.0 only, file B is associated with both
version 1.0 and version 2.0, and that file C is associated with

destination machine 800.

version 2.0 only. As such, a construct may be created that
separately identifies common files to both versions, e.g., file B
above, and files unique to version 1.0, e.g., file A above, or
version 2.0, e.g., file C above.
0104. As a result, an entire new image need not necessarily
be propagated to each and every destination machine that
needs a major change to its resident Software stack. The delta
patch file, including or in addition to the metadata catalog file,
and a task sequence for utilizing the delta patch file, may be
the only information sent over network 112 to the destination
machine(s). Because this delta patch file does not necessarily
represent common portions between the resident version
operating on the destination machine and the new version, the
delta patch file sent to the destination machine may be
expected to contain less information, and thus likely be
Smaller in size than would an image of the entire new version

0100 Image 891, the image associated with version 1.0,
may have been generated as described above. Similarly, an
image may be generated that is associated with version 2.0,
including all the changed software components. As described

change the Software stack on the destination machine may be
lessened in comparison to completely transmitting a new
image of the entire software stack for the new version.

nents on the destination machine, the destination machine

800 may be implementing a previously received version of
the software stack. In this example, the destination machine is
implementing version 1.0 of the Software stack. And, in this
example, the reference machine 700 illustrated in FIG. 12 is
creating a new version, version 2.0, for migration to the

of the software stack. Thus, the overall time and resources to
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0105. Returning to FIG. 12, software stack 731 may illus
trate an example of a new version, e.g., version 2.0, of a
software stack to be utilized on a plurality of destination
machines 800, associated with the reference machine 700,

0111 Having received the delta patch file 1291 now stored
in the logically protected area 851 of hard drive 821 on the
destination machine 800, the patch may be applied to the
software image 891 to recreate a compound image file that

that are operating under a different version, e.g., version 1.0.
In this example, the new version 2.0 software stack includes
different software components that are only part of version

ware stack. Having recreated the compound image in pro
tected region 851, the new software stack may be created onto

2.O.

the destination machine 800. The destination machine 800

0106. In the example of FIG. 12, software components
1233b, 1235f. and 1237c may be software components that
are only associated with version 2.0. The other software com
ponents, such as 733g, 735a, and 737e, may be software
components that are common to both version 1.0 and version
2.0. Finally, although not shown in FIG. 12 since the software

may have cleaned the hard drive 821, except for the logically
protected region 851. Either version 1.0 or version 2.0 of the
Software stack that is contained within the compound image
may now be copied to the erased disk for the purpose of
creating the software stack 931 on the hard drive 821.
0112 Associated peripheral devices of the destination
machine 800 then may have been operationally connected to
the operating system within the software stack 931. The des
tination machine 800 may have been configured/personalized
for the machine in question, such as serial numbers and other
data for devices and components included. The delta patch
file 1291, associated task sequence, and metadata catalog
may additionally be utilized for installation of the newest
version 2.0 of the software stack. The delta patch file 1291 is
used earlier to update the image to the compound variant that

stack 731 in FIG. 12 is associated with version 2.0, software

components 733b, 735f. and 737c, in FIG.7, may be software
components that are only associated with version 1.0.
01.07 With the new version 2.0 in the software stack 731 of
the reference machine, a delta patch file 1291 may be created
to account for the differences between version 1.0, currently
operating on the destination machines, and version 2.0, the
desired version to be operating on the destination machines.
As previously noted, delta patch file 1291 may include a
metadata catalog to identify the files of the software compo
nents that are associated with version 1.0 only, those associ
ated with version 2.0 only, and those that are common to both
version 1.0 and version 2.0. Thus, delta patch file 1291 in this
example includes the files of software components associated
with version 2.0 only, since they would not have been
included in the original version 1.0 image 891, and the meta
data catalog identifying the association of all files.
0108 Delta patch file 1291 may then be transmitted from
reference machine 700 to the associated destination

machines, such as destination machine 800 in FIG. 13, via

network 112 for loading and implementation of the new ver
sion 2.0 of the software stack 931. A task sequence including
instructions for using the delta patch file 1291 to update the
stack local to the destination machine, may also be generated
and sent using a software deployment infrastructure, e.g.,
IBM's Tivoli distribution framework. FIG. 13 illustrates an

example where implementation of a large scale change to the
software stack931 of the destination machine 800 based upon
the changes made to the reference machine in FIG. 12 is
desired.

0109 Similar to the description of FIG. 8, the delta patch
file 1291 may be maintained in the logically protected area
851 of the destination machine 800 in addition to the previ
ously-stored stack image and any other previously-stored
delta patch files. As previously described, logically protected
region 851 of the hard drive 821 provides that when a certain

now contains both versions 1.0 and versions 2.0 of the soft

contains both versions 1.0 and 2.0 of the software stack. Once

the image file has been updated to the compound image, then
both variants of the software stack are available in the com

pound image and which of the two is installed is captured in
the task sequence.
0113. In the example of FIG. 13, to change the software
stack 931 so as to include the desired delta patch file 1291, a
process for changing the Software stack may occur. For this
example, delta patch file 1291 may include the software com
ponents associated with version 2.0 for the software stack of
the destination machine. As described above, a delta patch file
updates the image file contained in 891 to contain a com
pound image containing versions 1.0 and 2.0. Then during
execution of the installation task sequence, the appropriate
version is used to install the destination software stack 931.

To process the change to the software stack 931, the destina
tion machine 800 first may be taken out of operation. Such a
step may not be a physical move of the destination machine;
rather, Such a step may be a time where a customer of the
destination machine cannot operate the destination machine
for Some type of self-service financial transaction.
0114 With the destination machine taken out of operation,
the task sequence for installation 1291 may be accessed to
determine the manner for installation. In one example, the
task sequence may specify the Software components cur
rently in the software stack 931 to de-install. In the example of
FIG. 13, software components 933b, 935?, and 937c, may

command to clean the hard drive 821 of the destination

have been de-installed.

machine 800 is executed, logically protected region 851 is not
erased, modified, or affected. Only the portion of hard drive
821 that is not logically protected would be cleaned. Of
course, the entire hard drive including the logically protected
region could be erased if truly desired.
0110. However, because logically protected region 851 is
not normally erased in the situations described herein, logi
cally protected region 851 may maintain data that will not be
expected to be normally removed from the hard drive 821. In
the example of FIG. 13, logically protected region 851 main
tains original image 891 that represents the original Software

0115) Next, the task sequence may specify to re-install the
Software components utilizing the software package 1291
stored in the logically protected region 851 that was previ
ously received by the destination machine 800. This change is
shown in FIG. 13 as software components 1333b, 1335f. and
1337c. To complete the process, the destination machine 800
is brought backinto operation. Now, when a customer utilizes
the destination machine, the new software components
1333b, 1335f. and 1337c are being utilized.
0116. The process for sending a delta patch file 1291
described with respect to FIGS. 12 and 13 may be cumula
tively repeated, and thus may further apply to additional
Software stack versions that need to be applied to a destination

stack for version 1.0. It is also the current version of the

software stack 931 operating on the destination machine 800.
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machine 800. Following the description of FIG. 13, an addi
tional delta patch file may be received at the destination
machine 800 that includes an additional software stack ver

sion, such as version 3.0. The newly received delta patch file,
with associated task sequence and metadata catalog, allows
for the software stack of the destination machine 800 to be

changed to version 3.0. As such, a sequential chain of mul
tiple delta patch files may be maintained in the logically
protected region 851 of the hard drive 821 of the destination
machine 800, each providing updates to the previous version
in the chain. Although described as implementation of newer
Software stack versions, occasions may arise where it is desir
ous to revert back to a previous version of the software stack
once operational on the destination machine 800. The follow
ing provides Such an example situation.
0117 Having loaded a new version 3.0 of a software stack
931 on a destination machine 800, a problem with the newly
installed software component that was part of the version 3.0
upgrade may arise. For example, a security patch included as
part of the version 3.0 Software may cause a secondary prob
lem not previously known or identified by an entity. For
example, the newly installed Software component associated
with a cash scanning device for reading cash deposited by a
user may have a problem where it does not recognize a certain
denomination of bill, such as a S2 U.S. dollar bill.
0118. An entity operating the destination machine may not
have had this issue with a previous version of the software
stack. As such, it may be desirous for an entity to change the
version of the Software stack operational on the destination
machine back to a previous version of the software stack that
is known to have been operational. In such a situation, a new
file may be sent to the destination machine that is only a task
sequence for installation. In Such a case, the new task
sequence may be instructions for cleaning out the hard drive
821, but for the logically protected region 851, and loading an
older version of the software stack, such as version 1.0 or

version 2.0, as the current/operative software stack 931 for the
destination machine.

0119. In loading the new software stack, the task sequence
also may include instructions for loading other Software com
ponents of version 3.0 that did not have errors associated with
their implementation. As such, the resultant software stack
931 of the destination machine 800 may include a modified
version of software stack 3.0 where the error prone software
component is not installed. By utilizing various delta patch
files and various task sequences, the Software stack of a des
tination machine may be changed in any of a number of
different manners, including modified versions of the soft
ware stack received from a reference machine.

0120 FIG. 14 is an example flowchart of a method for
installing a new version of a software stack at a destination
machine. The process starts and at 1401, a delta patch file may
be received by a destination machine. As described herein, the
delta patch file may be delta patch file 1291 and the destina
tion machine may be destination machine 800 as described
with respect to FIGS. 12 and 13 above. Proceeding to 1403,
the received delta patch file may be combined with the pre
vious image currently maintained in a logically protected
region of a hard drive of the destination machine, such as by
applying a patch to the existing image that is a file-based disk
image file, such as a WIM file, with the delta patch file to
create a new desired WIM file. XDelta may be utilized as one
product for combining the received delta patch file with the
previous image. This logically protected region may be logi
cally protected region 851 in hard drive 821 of destination
machine 800 as previously described.

I0121 The delta patch file may represent changes to soft
ware components for use in rebuilding the current Software
stack of the destination machine, a metadata catalog identi
fying, on a file by file basis, the correlation between a par
ticular file as part of a Software component and a version, and
a task sequence for installation of a desired software stack on
the destination machine. The task sequence may be part of the
delta patch file or separate from the delta patch file. As
described above, after application of the received delta patch
file, the image stored in the logically protected region of the
hard drive now may contain an additional logical version of
the Software stack, e.g., if the image contained just version 1.0
of the software stack prior to application of the delta patch
file, then it will contain both versions 1.0 and 2.0 after appli
cation of the delta patch file. Repeating the process, if a
subsequent delta patch file is distributed and applied, the
image in the protected region of the hard drive will now
contain three versions of the Software stack, e.g., versions 1.0,
2.0 and 3.0.

I0122. At 1405, the task sequence may be accessed to
determine the instructions for changing the current Software
stack operating on the destination machine. As part of the
instructions of the task sequence, the destination machine
may be rebooted into a memory (e.g., RAM)-resident oper
ating system in 1407, such as Win PE. By rebooting in the
memory-resident operating system, in 1409, the hard drive of
the destination machine may be cleaned. The entire hard drive
may be cleaned except for the logically protected region of
the hard drive. By cleaning/erasing the hard drive, but for the
logically protected region, an entirely new software stack
may be built on the destination machine.
I0123 Proceeding to 1411, a software stack may be built in
the erased portion of the hard drive from the patched image
stored in the logically protected region of the hard drive based
upon instructions in the task sequence as to the version to
build. For example, the patched image may include multiple
versions of a Software stack. The task sequence instructions
may indicate to build version 2.0 that is included in the
patched image. As such, version 2.0 of the Software stack may
be built as the software stack of the destination machine.

Proceeding to 1413, the instructions of the task sequence may
instruct the destination machine to be rebooted into the

newly-built operating system of the Software stack.
0.124. At this point, the software stack of the destination
machine may be operating under the specific version identi
fied in the task sequence, such as version 2.0. In 1415, the task
sequence may include additional instructions for de-install
ing any identified Software component(s). In upgrading to a
version 3.0, for example, a determination may be made as to
the software components common to version 2.0, currently in
operation, and version 3.0, the desired version to be loaded, as
well as the software components for version 3.0 only. Those
software components for version 3.0 only may be identified
and, the corresponding software components for version 2.0
may be de-installed in 1415. In 1417, the identified software
components for version 3.0 only may then be re-installed in
place of the de-installed version 2.0 software components.
Following the flowchart of FIG. 14, the software stack of the
destination machine may operate in accordance with the
desired version, such as version 3.0. This de-installation of

1415 and reinstallation of 1417 of individual components that
occurs during incremental and cumulative updates is driven
by the composition of software manifests. A delta patch file
provides for the efficient distribution of change and to allow
for updating the image file on a destination machine.
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0.125. In another example, a delta patch file may be gen
erated for reducing the number of versions of a software stack
maintained on destination machines. FIG. 24 illustrates an

illustrative example for generating a delta patch file when
there is a desire to reduce the number of versions of a software

stack currently maintained on a destination machine in the
field. Any of a number of reasons may exist for reducing one
or more versions of a software stack included in an image in
a destination machine. In one example, a flaw in a version of
the software stack that was previously distributed to the des
tination machine and saved in an image on the destination
machine may be found and there may be a desire to com
pletely remove the version from the destination machine.
Another reason for reducing the number of versions stored at
a destination machine may be due to limited data storage
capacity at the destination machine. Thus, where some earlier
versions of the Software stack are likely no longer needed, it
may be desirable to free up storage space by removing those
earlier versions.

0126. In FIG. 24, at 2401, a first image representative of a
plurality of Software stack versions may be generated and
stored at reference machine 700. At 2403, a second image
representative of at least one and less than all of the plurality
of software stacks represented by the first image may be
generated and stored at the reference machine 700. For
example, the first image may represent versions 1.0, 2.0, and
3.0 of a software stack, and the second image may represent
versions 2.0 and 3.0 of the software stack, but not version 1.0.

In Such an example, there may be a desire to remove the
version 1.0 of the software stack, such as to free up data
storage space in the destination machine.
0127. At 2405, the first image and the second image may
be compared to determine a difference between the second
image and the first image. The comparison may be made by
the reference machine, such as by using XDelta software to
perform binary delta differencing. Proceeding to 2407, a delta
patch file may be generated as a result of the comparison,
which may be representative of the difference between the
second image and the first image. As part of the process of
generating the delta patch file, a task sequence associated
with the third file may be generated. The task sequence may
include instructions for using the delta patch file to create an
image identical to the second image on the destination
machine.

0128. In 2409, data representing the delta patch file may be
recorded to a computer-readable storage medium, Such as an
optical disc, a removable memory storage device Such as a
flash RAM device, or a hard drive associated with the refer

ence machine. Any of a number of different computer-read
able storage media may be utilized. As needed, in 2411, the
recorded data representing the delta patch file may be read,
and, in 2413, the read data may be transmitted to a destination
machine.

0129 FIG. 25 is an example flowchart of a method for
installing at a destination machine (e.g., SSFTD 100) the
received delta patch file generated in connection with FIG.
24. In 2501, the delta patch file may be received at the desti
nation machine. In 2503, the received delta patch file may be
maintained with a previous image in the destination machine
identical to the first image at the reference machine 700. The
received delta patch file and the previous image may be main
tained in a logically protected region of a hard drive of the
destination machine. Such a logically protected region may

ensure that the content of the logically protected region is not
erased when the hard drive content of the destination machine
is cleaned.

0.130. The received delta patch file may be processed by
XDelta for the purposes of applying a patch to the previously
stored image file. The previous image may be maintained as
a file-based disk image file, such as a WIM file, and by
utilizing XDelta as described herein, a new patched image file
may be maintained as a file-based disk image file. Such as a
WIM file in 2505. Thus, the new patched WIM file with fewer
Software stack versions may be maintained in the destination
machine. The new patched image file may be maintained in
the logically protected region of the hard drive of the desti
nation machine. Referring to the above example, where the
previous image represents versions 1.0, 2.0, and 3.0 of a
Software stack and the new patched image represents versions
2.0 and 3.0 of the software stack, the resulting removal of the
version 1.0 of the Software stack frees up data storage space in
the destination machine.

I0131. In yet another example, a delta patch file may be
generated for both removing one or more previously stored
versions of a software stack maintained on destination

machines and adding one or more new versions of the Soft
ware stack to the destination machines. FIG. 26 illustrates an

example for generating a delta patch file when there is a desire
to remove a previously stored version of a software stack
currently maintained on a destination machine in the field and
to add a new version of the software stack. Any of a number
of reasons may exist for a need to remove a previously stored
version of a Software stack included in an image in a destina
tion machine while simultaneously adding a new version. In
one example, a flaw in a previously stored version of the
software stack that was previously distributed to the destina
tion machine and saved in an image on the destination
machine may be found and there may be a desire to com
pletely remove the version from the destination machine and
add a new replacement version in its place.
0.132. In FIG. 26, at 2601, a first image representative of a
plurality of versions of a Software stack may be generated and
stored at reference machine 700. At 2603, a second image
representative of at least one and less than all of the plurality
of versions of the Software stack may be generated and stored
at the reference machine 700. In one example as shown in
FIG. 28, the first image may represent versions 1.0, 2.0, and
3.0 of a software stack (which would also be the image file
currently expected to be “in the field at the target destination
machine), and the second image (a compound image remov
ing version 1.0) may represent versions 2.0 and 3.0 of the
Software stack. In Such an example, there may be a desire to
remove the version 1.0 of the software stack to free up
memory space in the destination machine. Returning to FIG.
26, at 2605, a third image representative of at least one new
version of the Software stack may be generated and stored at
the reference machine. In example shown in FIG. 28, the third
image may be a compound image of an image of version 4.0
of the Software stack and the second image, which represents
versions 2.0 and 3.0. The resulting third image would thus
represent a plurality of versions of the Software stack (spe
cifically in this case, versions 2.0, 3.0, and 4.0) as desired to
be deployed to the target destination machine(s).
0.133 Referring again to FIG. 26, at 2607, the first image
and the third image may be compared by the reference
machine 700 to determine a difference between the third

image and the first image. The comparison may be made by
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the reference machine, such as by using XDelta software to
perform binary delta differencing. Proceeding to 2609, a delta
patch file may be generated as a result of the comparing,
which may be representative of the difference between the
third image and the first image. As shown in FIG. 28, the
generated delta patch file may include data representing the
removal of version 1.0 and the addition of version 4.0 to the

image stored on the destination machine in the field. As part
of the process of generating the delta patch file, a task
sequence associated with the delta patch file may be gener
ated. The task sequence may include instructions for using the
delta patch file on the destination machine to generate the
appropriate Software stack.
0134. In 2611 of FIG. 26, data representing the delta patch
file may be recorded to a computer-readable storage medium,
Such as an optical disc, a removable memory storage device,
such as a flash RAM device, or a hard drive associated with

the reference machine. Any of a number of different com
puter-readable storage media may be utilized. As needed, in
2613, the recorded data representing the delta patch file may
be read, and, in 2615, the read data may be transmitted to a
destination machine.

0135 FIG. 27 is an example flowchart of a method for
installing the delta patch file created in connection with FIG.
26 at the destination machine. In 2701, the delta patch file is
received at the destination machine. In 2703, the received

delta patch file may be maintained with a previous image in
the destination machine. The received delta patch file and the
previous image may be maintained in a logically protected
region of a hard drive of the destination machine. Such a
logically protected region may ensure that the content of the
logically protected region is not erased when the hard drive
content at the destination machine is erased.

0136. The received delta patch file may be processed by
XDelta for the purposes of applying a patch to the previously
stored image file. The previous image may be maintained as
a file-based disk image file, such as a WIM file, and by
utilizing XDelta as described herein, a new patched image file
may be maintained as a file-based disk image file. Such as a
WIM file. Thus, the new patched WIM file with one removed
Software stack version and one added Software stack version

may be maintained in the destination machine. The new
patched image file may be maintained in the logically pro
tected region of the hard drive of the destination machine. In
one example, the previous image may include versions 1.0,
2.0, and 3.0 of a software stack and the new patched image
may include versions 2.0, 3.0, and 4.0 of the software stack, as
shown in FIG. 28.

Generating Task Sequences and their Use in Propagating
Reference Stack Updates
0.137 As has already been discussed, a current version of
the reference Stack may be generated at reference machine
700, which may then be propagated out to the SSFTDs in a
number of different ways. To accomplish this, the SSFTDs
will need not only the stack updates (e.g., in the form of
images, delta patch files, and/or installer components,
depending upon the type of update), but also instructions as to
how to make those updates locally at the SSFTDs. The
present section will discuss those instructions, also referred to
herein as task sequences, in greater detail. In addition, this
section will discuss another task sequence, called herein a
reference stack task sequence, for building the reference stack
at reference machine 700. Moreover, as will be discussed, any
or all of these task sequences may be generated in an auto

mated manner to potentially reduce or even minimize human
interaction (and the corresponding opportunities for human
error). This may be desirable where updates occur frequently
and providing a large Software update team to create the task
sequences and build the updated versions of the reference
stack is simply not economical.
0.138 Returning again to a brief description of the soft
ware stack, the reference software stack on the reference

machine (and Subsequently propagated to and installed on the
SSFTDs) may be a multilayered composition comprising an
operating system, a device management layer, an application
layer, and miscellaneous software applications to Support
maintenance, Software distribution, monitoring and security.
It may be expected that the service provider itself is not
necessarily qualified to generate all of the Software compo
nents that make up these layers, and/or it would not be effi
cient for the service provider itself to generate the software
components directly. Accordingly, it may be expected that
Some or all of the Software components may originate from
multiple different vendors. For example, a first vendor may
provide device management components (e.g., XFS) while a
second vendor may provide components in the application
layer.
0.139. The composition of a fully constituted software
stack may be effected using, for example, the Microsoft
Deployment Toolkit (MDT), to orchestrate the installation of
each component on the target system. MDT provides a
graphical user interface (GUI) for creation and modification
of task sequences, but may not be well-suited to making large
scale repetitive updates Such as those provided by the various
Vendors during each release cycle. Making those updates via
a GUI may be simply too time consuming and error prone.
Instead, software deliveries from our vendors may be
accepted in a highly regularized format, and certain task
sequences may be programmatically created and/or updated
in accordance with those deliveries.

0140 For instance, vendors may deliver three specific arti
facts (e.g., in the form of data stored on a computer-readable
medium) with every software release:
0.141 1) Software components—these may be deliv
ered, for example, in MSI (Microsoft Installer) installer
files.

0.142 2) Documentation this may characterize what
is new with each release and what is used to drive testing.
0.143 3) Manifests—these are documents that may
describe the order in which components should be
installed, the commands used to carry out the installa
tion, and in some cases, expected environmental precon
ditions such as which operating system services should
be started or stopped for the installation to proceed prop
erly.
0144. These artifacts may be processed so as to generate a
task sequence for fully building the Software stack on the
reference machine from Scratch. The task sequence may be a
set of instructions, such as computer-readable instructions
(e.g., XML format), and may be generated manually and/or
automatically. This reference stack task sequence may
include instructions for installing each of a plurality of Soft
ware components, one by one, in a particular order into the
Software stack on the reference machine.

0145 The manifests, software installer components, and
documentation may be used to programmatically generate the
reference stack task sequence in the following example man
ner. For each software component in the stack, the MDT
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development environment on the reference machine may
track the associated installer component, the associated appli
cation meta-data file (which may be, e.g., an XML file), and
the order in which the software component should be installed
relative to the other software components. The following
sequence of events may thus be executed programmatically to
update a pre-existing reference stack task sequence (or for
creating a new reference stack task sequence from Scratch).
0146 First, a validation check may be performed. The
reference machine may be configured to programmatically
iterate across each vendor-provided manifest and compare
the version number captured in the manifest with the version
number embedded in the accompanying MSI files. This is
because version numbers are captured in two places and it is
desirable to check that the versions are consistent.

0147 Next, the MSI file may be copied to the MDT's file
share inside a folder with the same name as the component.
Then, a programmatic update may be made to the MDT’s
applications metadata file to capture application metadata.
Where a pre-existing reference stack task sequence is to be
updated, a comparison of that reference stack task sequence
and the manifests may be performed, to determine the
changes that need to be made to the reference stack task
sequence. Where a new reference stack task sequence is to be
created from Scratch from the manifests, then the comparison
may be skipped.
0148 If a new reference stack task sequence is to be cre
ated, then it is created based on the manifests. Ifa pre-existing
reference stack task sequence is to be updated, then based on
the changes determined during the comparison, an update
may be made to the reference stack task sequence by modi
fying portions of the reference stack task sequence. For
instance, where the component already exists, the update for
that component may be made be “in-place.” Or, where the
reference stack task sequence (e.g., an XML file) contains
more components that those described in each vendor pro
vided manifest, the manifest processing may first excise the
relevant vendor instructions (thus deleting them from the task
sequence) and then replace them with a new set, leaving all
other instructions in place. Or, where additional components
are to be added, corresponding instructions from the mani
fests are added to the reference stack task sequence.
0149. Once the reference stack task sequence has been
generated, the reference machine 700 may execute the refer
ence stack task sequence to build the reference stack. The
reference machine 700 may also store the task sequence as
data on a computer-readable medium.
0150. Once the reference stack has been built, there are
several ways of propagating the current Software stack to the
SSFTDs, depending upon the significance of the changes to
the software stack as compared with the previous version of
the Software stack, as well as the current state of a given
SSFTD. In general, the current software stack may be propa
gated out to a given SSFTD in one of two ways: (1) sending an
image of the full software stack, or, as will be described
further, sending a file representing changes to the full soft
ware stack as compared with the previous version of the
software stack; and (2) sending the MSI installers for those
Software components that have been removed, added, or
modified. Using the first method (sending image of Software
stack or file of the changes), it may or may not be assumed that
the target SSFTD already has a viable image of the previous
version of the Software stack. Using the second method (send
ing the MSI installers of just the affected components), it is
assumed that the target SSFTD in fact has a viable image of
the previous version of the software stack.

0151. For each of the above two methods, a task sequence
for use by the target SSFTD may also be generated and sent to
that SSFTD. That task sequence instructs the SSFTD how to
use the image, file, or MSI installers being provided. Depend
ing upon the propagation method used, there may be three
types of such task sequences sent to the SSFTD: (A) a re
imaging task sequence for instructing the SSFTD how to
build a Software stack using the image or file being sent; (B)
an incremental task sequence for instructing the SSFTD how
to modify the existing software stack in the SSFTD using the
MSI installers being sent; and (C) a cumulative task sequence
for instructing the SSFTD how to re-build its software stack
from an existing image of the Software stack and to then
utilize the MSI installers. Thus, the re-imaging task sequence
may be used with method (1) above, and the cumulative and
incremental task sequences may be used with method (2)
above.

0152. Not only may the reference stack image for use by
the reference machine 700 be programmatically created from
the manifests, but so may any task sequences needed for the
incremental update function and the cumulative update func
tion, for use by the SSFTDs.
0153. For the incremental update task sequence, as with
the reference stack task sequence, the MDT environment may
also be updated programmatically with reference to mani
fests. A difference in this case is that the desired incremental

task sequence is generated with reference to two different sets
of manifests—one representing the desired state of the refer
ence Software stack, and the other representing the state in
which the reference software stack currently resides. Pro
grammatic analysis of the two manifests (previous state ver
sus desired state) may allow the differences thereof to be
decomposed into three distinct categories:
0154) a) Components that exist in the new set of mani
fests, but not the old set of manifests. These are new

components that will need to be installed on the SSFTDs
during the update.
0.155 b) Components that exist in the old set of mani
fests, but not in the new set of manifests. These are

components that will need to be de-installed from the
SSFTDs during the update.
0156 c) Components that exist in both sets of mani
fests, although with different version numbers of the
components. These are components that will need to
have the old version de-installed, and then the new ver

sion installed, on the SSFTDs during the update.
0157. This basic analysis yields two sets of components—
those that need to be de-installed, and those that need to be

installed. These two lists may be further processed so that the
incremental task sequence file is updated to execute the de
installations first (taking care to do so in the reverse order they
are expressed in the previous-state manifests), then executing
the installations in the order they are expressed in the desired
state manifests.

0158 For the cumulative update task sequence, this is a
task sequence that is a hybrid sequence that first re-images the
SSFTD to a known software stack version, using an image
that has been previously deployed to the SSFTD, and then
updates the SSFTD incrementally in the same manner as the
incremental update task sequence, again using installer com
ponents that have either been previously deployed or are sent
along with the cumulative update task sequence.
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0159. The basic analysis is very similar to that used to
generate the incremental update task sequence. In particular,
the creation is performed by comparing the manifests that
characterize the desired software revision level and generat
ing a set of instructions that de-install, and then install, Soft
ware components. The logistics of determining what compo
nents are de-installed and installed are essentially the same as
described above with regard to the incremental update task
sequence. There is a difference, however, in that the cumula
tive update task sequence also handles installing and config
uring the base stack image prior to performing the incremen
tal update function.
0160 An example of how these task sequences are gener
ated and propagated to the SSFTDs in connection with the
two methods of Stack propagation will be described in con

machine. This logically protected region may be logically
protected region 851 inhard drive 821 of destination machine
800 as previously described. The one or more software com
ponents may be used in rebuilding the current Software stack
of the destination machine. The incremental update task
sequence for installation of a desired software stack on the
destination machine may also be included.
0.165 At 2005, the incremental update task sequence may
be accessed to determine the instructions for changing the
current Software stack operating on the destination machine.
In 2007, the task sequence may include additional instruc
tions for de-installing any identified software component(s)
in the current software stack of the destination machine. In

generates the reference Stack task sequence for building the

2009, the one or more identified software components may
then be re-installed in place of the de-installed software com
ponents. Following the flowchart of FIG. 20, the software
stack of the destination machine may operate in accordance

reference stack, as discussed above, and in block 402, the

with the desired version.

reference software stack is built at the reference machine 700

0166 Returning to FIG.4, if the cumulative update path is
alternatively chosen, then in block 408 a cumulative update
task sequence is created (such as by the programmatic/auto
matic creation discussed elsewhere herein) that instructs the
SSFTD how to use rebuild the stack from a stored image and
to update that image using certain installer components.
Then, in block 409, the task sequence, and the installer com
ponents and/or image as needed are sent to the SSFTD. In
block 410, the SSFTD stores the task sequence, and if sent,
the image and/or installer components, in the logically pro
tected region of its hard drive, and uses the task sequence to
update the stack located on the hard drive of the SSFTD.
0.167 FIG. 21 is an example flowchart of a method for
installing a new version of a Software stack at a destination
machine by the cumulative update process. The process starts
and at 2101, one or more new software components may be
received by a destination machine. Proceeding to 2103, the
received one or more software components may be main
tained with a previous image currently maintained in a logi
cally protected region of a hard drive of the destination
machine. This logically protected region may be logically
protected region 851 inhard drive 821 of destination machine
800 as previously described. The one or more software com
ponents may be used in rebuilding the current Software stack
of the destination machine. The cumulative update task
sequence for installation of a desired software stack on the
destination machine may also be included.
0.168. At 2105, the cumulative update task sequence may
be accessed to determine the instructions for changing the
current Software stack operating on the destination machine.
As part of the instructions of the task sequence, the destina
tion machine may be rebooted into a RAM-resident operating
system in 2107. By rebooting in the RAM-resident operating
system, in 2109, the hard drive of the destination machine
may be cleaned. The entire hard drive may be cleaned except
for the logically protected region of the hard drive. By clean
ing/erasing the hard drive, but for the logically protected
region, an entirely new software stack may be built on the

nection with FIG. 4. In block 401, the reference machine 700

using the reference stack task sequence, as described previ
ously.
0161 Inblock 403, the reference machine determines how
to propagate the most recent version of the reference Software
stack to an SSFTD. This determination may be based on, for
example, the current state of the SSFTD software stack and/or
on how significant/large the changes are to the reference
software stack as compared with the previous version of the
reference software stack. Depending upon the decision in
block 403, the process follows one of the following paths:
blocks 404–405-406-407 (re-imaging path), or blocks 408
409–410 (cumulative update path), or blocks 411-412–413
(incremental update path).
0162. If the re-imaging path is chosen, then in block 404,
the full image and/or a delta patch file is created from the
reference stack by reference machine 700, as discussed in
detail elsewhere in the present disclosure. Next, in block 405,
a re-imaging task sequence is generated (such as by the pro
grammatic/automatic creation discussed elsewhere herein)
that instructs the SSFTD how to utilize the sent full stack

image or delta patch file. In block 406, the task sequence and
the relevant image or file are sent to the SSFTD. In block 407,
the SSFTD stored the task sequence and image or file in the
logically protected area of its hard drive, and uses the task
sequence to generate and/or update the stack located on the
hard drive of the SSFTD.

0163. If the incremental update path is chosen, then in
block 411 an incremental update task sequence is created
(such as by the programmatic/automatic creation discussed
elsewhere herein) that instructs the SSFTD how to use certain
installer components. Then, in block 412, the task sequence
and installer components are sent to the SSFTD. In block 413.
the SSFTD stores the task sequence and installer components
in the logically protected region of its hard drive, and uses the
task sequence to update the Stack located on the hard drive of
the SSFTD.

0164 FIG. 20 is an example flowchart of a method for
installing a new version of a software stack at a destination
machine by the incremental update process, in accordance
with the incremental update task sequence. The process starts
and at 2001, one or more new software components may be
received by a destination machine. Proceeding to 2003, the
received one or more software components may be main
tained with a previous image currently maintained in a logi
cally protected region of a hard drive of the destination

destination machine.

0169 Proceeding to 2111, a software stack may be built in
the erased portion of the hard drive from the previous image
stored in the logically protected region of the hard drive based
upon instructions in the task sequence as to the version to
build. For example, the previous image may include multiple
versions of a software stack. The task sequence instruction
may indicate to build version 2.0 that is included in the pre
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vious image. As such, version 2.0 of the Software stack may
be built as the software stack of the destination machine.

Proceeding to 2113, the instructions of the task sequence may
instruct the destination machine to be rebooted into the

newly-built operating system of the Software stack.
0170 At this point, the software stack of the destination
machine may be operating under the specific version identi
fied in the task sequence, such as version 2.0. In 2115, the task
sequence may include additional instructions for de-install
ing any identified software component(s). In 2117, the one or
more identified Software components may then be re-in
stalled in place of the de-installed software components. Fol
lowing the flowchart of FIG. 21, the software stack of the
destination machine may operate in accordance with the
desired version.

0171 FIG. 5 shows an alternative implementation, in
which the three types of task sequences sent to the SSFTD
may be combined into a single task sequence with different
logical starting points for implementing the re-imaging,
incremental update, and cumulative update functions. In this
example, block 501 is identical to block 401, and block 502 is
identical to block 402. Next, in block 503, a complete task
sequence, including the re-imaging, incremental, and cumu
lative update functions, is created. Alternatively, a task
sequence including only two of these functions may be cre
ated.

0172 Next, block step 504, it is determined how to propa
gate any changes to the reference stack to the SSFTDs. Thus,
in block 504, the reference machine, for example, determines
whether the changes should be propagated as a re-imaging, as
an incremental update, or as a cumulative update. In block
505, any full stack image or delta patch file is generated as
needed, and in block 506 the appropriate task sequence and
file and/or installer components are sent to the SSFTD.
0173 Depending upon the decision in block 504, the pro
cess moves to either blocks 507,508, or 509. If the decision is

to re-image, then in block 507 the SSFTD begins executing
the task sequence at a first start point to perform the re
imaging function described herein. If the decision is to per
form a cumulative update, then the SSFTD begins executing
the task sequence at a different second start point to perform
the cumulative update function. If the decision is to perform
an incremental update, then the SSFTD begins executing the
task sequence at yet a different third start point to perform the
incremental update function. Thus, in block 506, an indica
tion of the type of update to be performed, and/or an indica
tion of the proper starting point in the task sequence, may also
be sent to the SSFTD.

0.174 FIG. 6 shows an example of a combined task
sequence as discussed in FIG. 5. The task sequence has
instructions for performing various functions 601-607 in a
particular order, Such as the order shown. If the task sequence
is begun at the first start point, then in this example the
instructions for performing the functions of blocks 601-602
603-604-605-606-607 are performed in sequence. If the task
sequence is begun at the second start point, then in this
example the instructions for performing the functions of
blocks 602-603-604-605-606-607 are performed in
sequence. If the task sequence is begun at the third start point,
then in this example the instructions for performing the func
tions of blocks 606–607 are performed in sequence.
0.175. In this example, the instructions may be as follows.
The task sequence may include instructions (block 601) at the
first start point (re-imaging start point) for combining the
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received delta file, if any with the image already stored in the
logically-protected region. The task sequence may further
include instructions (block 602) at the second start point
(cumulative update start point) for rebooting the SSFTD into
a RAM-resident operating system that may be stored in the
logically-protected region. Next, the task sequence may
include instructions (block 603) for erasing some or all of the
hard drive except for the logically-protected region. Next, the
task sequence may include instructions (block 604) for build
ing the stack in the erased portion of the hard drive from the
image stored in the logically-protected region.
0176) Next, the task sequence may include instructions
(block 605) for rebooting the SSFTD into the operating sys
tem of the newly-built stack in the formerly erased portion of
the hard drive. Next, the task sequence may include instruc
tions (block 606) at the third start point (incremental update
start point) for de-installing any components in the stack
identified as needing to be removed for the update. Next, the
task sequence may include instructions (block 607) for
installing any components to the stack identified as being
needed for the update.
Local Provisioning of SSFTD Updates
0177. The occasion may occur where the ability to change
a Software stack of a destination machine remotely via net
work 112 may not be desirable or possible. For example,
situations arise where a destination machine must be serviced

locally by a technician. Any of a number of reasons can occur
for such a circumstance. For example, the network interface
108 or hard drive 102 may not be working properly, and thus
the SSFTD may not be responsive to propagation attempts by
the reference machine 700 via network 112. Or, the service

technician may visit the SSFTD to repair the display 105, key
pad 107, etc. Any of these or a number of other reasons may
warrant the need for a technician to be physically present at
the SSFTD. Under such circumstances, a technician on site

may be able to installa new image of a desired Software stack
physically on the destination machine. In Such a case, time
and resources for downloading a new image remotely can be
removed since the technician may load a new image on site.
0.178 For example, after completing other necessary
repairs on the SSFTD, the technician may transfer an image
(such as image 891) to destination machine 800 (e.g., SSFTD
100) from the removable computer-readable medium 111,
Such as a compact disc or USB memory stick, using the
removable media interface 109. In this situation, there may
arise the problem that the version of the image on the com
puter-readable medium 111 is not current, up-to-date, or oth
erwise appropriate for the SSFTD he or she plans to load the
image onto. A safeguard may be desired to ensure that a
technician does not load an unauthorized image into the logi
cally protected region of the hard drive of the SSFTD.
0179 FIG. 15 illustrates an example system for authoriz
ing an image stored on a removable memory source in accor
dance with one or more aspects of the present disclosure. FIG.
15 illustrates an example where a technician presently at a
destination machine 1501 (e.g., one of SSFTDs 100A-C) may
attempt to load an image stored on a removable memory
source 1509 into a logically protected region 1505 of the
destination machine 1501. Any of a number of different
removable memory sources 1509 or other removable com
puter-readable media may be utilized including a USB
memory stick, a compact disc (CD), and/or other portable
memory source. A technician may attempt to load an image
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stored on portable memory source 1509 via a connection port
1507 on the destination machine 1501. Connection port may
be coupled to or part of removable media interface 109. A
conventional USB port is one form of connection port 1507
that may be utilized to act as a conduit for transfer between a
portable memory source 1509 and a destination machine
15O1.

0180. In attempting to load an image stored on the portable
memory source 1509 onto the logically protected region 1505
of the destination machine 1501, a confirmation of authori

Zation to load the image may be performed. Destination
machine 1501 may be configured to access an external server
1551. Such access to server 1551 may be through one or more
networks 1531 (such as network 112), and external server
1551 may be controlled by and/or located at service provider
201. Upon accessing the server 1551, the destination machine
1501 may be configured to provide identification informa
tion, such as a serial number identification and/or IP address

of the destination machine 1501 and a request for identifica
tion of authorized version(s) of images.
0181. With some form of identification of the destination
machine 1501, server 1551 may identify the one or more
versions of images that the destination machine 1501 is
authorized to maintain. To accomplish this, server 1551 may
include or have access to a database to determine, for the

particular destination machine 1501 in question, which ver
sion(s) of images is the destination machine authorized to
maintain. Such a database may be updated as new authorized
version(s) of images are identified.
0182. In response to the request for identification of autho
rized version(s) of images that may be loaded into the logi
cally protected region 1505 of the destination machine 1501,
server 1551 may be configured to send identification of the
authorized version(s) to the destination machine 1501. Such
an identification of authorized version(s) may be an indica
tion that destination machine may load versions 2.0, 3.0, 4.0.
With the identified authorized version(s), destination
machine 1501 may search the content of the portable memory
source 1509 for one or more of the authorized version(s) of
images.
0183 If the portable memory source 1509 includes one or
more of the authorized versions of images, one or more of the
authorized versions if images may be copied from the por
table memory source to the logically protected region 1505 of
the hard drive of the destination machine 1501. If the desti
nation machine 1501 determines that no authorized version of

an image exists on the portable memory source 1509, the
technician may be prompted that load of a new image is not
authorized and/or that the technician should seek a new por
table memory Source or new images for the portable memory
source. Such a prompting may occur via a display 1503 at the
destination machine 1501. Thus, any unauthorized image
version is prevented from being loaded by the destination
machine from the portable memory source.
0184 FIG. 16 is an example flowchart of a method for
authorizing loading of a new version of a software stack
image onto a destination machine. The process starts and at
1601, a technician present at the destination machine inserts
a removable memory source into the destination machine via
a connection port. The removable memory may be memory
1509, the destination machine may be destination machine
1501, and the connection port may be connection port 1507
from FIG. 15. At 1603, whether entered by the technician or
determined by the destination machine, the destination

machine may send identification of the destination machine
to an external server. Such identification may include a serial
number and/or an IP address associated with the destination
machine.

0185. At 1605, the external server may determine the one
or more version(s) of images that the destination machine is
authorized to load onto its logically protected region. Such a
server may be server 1551 and logically protected region may
be logically protected region 1505 in FIG. 15. Proceeding to
1607, the external server may send identification of the autho
rized version(s) of images to the destination machine. In
1609, the destination machine may search for the one or more
authorized version(s) of images on the removable memory
source inserted by the technician in 1601.
0186. A determination then may be made at 1611 as to
whether one or more of the authorized version(s) of images
are present on the removable memory source. If no authorized
version is found, at 1613, the technician may be prompted that
no authorized versions of images exist on the inserted remov
able memory source. If no authorized version of an image is
found on the removable memory source, no image on the
removable memory source can be loaded onto the logically
protected region of the destination machine. Returning to
1611, if one or more authorized versions of images is found
on the removable memory source, at 1615, the one or more
authorized versions of images may be copied form the remov
able memory source to the logically protected region of the
destination machine for eventual loading of a Software stack
on the destination machine.

0187 FIG. 17 illustrates an example system for loading an
image from a removable memory source onto a destination
machine in accordance with one or more aspects of the
present disclosure. The process shown in FIG. 17 may be a
continuation from 1613 in FIG. 16 where a technician has

been prompted that her attempt to load an image from a
removable memory source is not authorized. In FIG. 17, the
technician may have received a prompt from destination
machine 1751 that no authorized version of an image exists
on removable memory source 1721. In response, the techni
cian may access a different destination machine 1701 on the
same or a different network that already maintains one or
more of the authorized versions of images that the destination
machine 1751 may load.
0188 At different destination machine 1701, the techni
cian may insert the removable memory source 1721 into the
destination machine 1701 via a connection port 1705. Having
connected, the technician may copy one or more authorized
versions of images from the logically protected region 1703
of the destination machine 1701 to the portable memory
source 1721. As such, the technician has been able to acquire
one or more new versions of images onto her portable
memory source 1721 from the different destination machine
1701. With the one or more authorized versions of images on
the portable memory stick 1721, the technician may return to
the first destination machine 1751, insert the portable
memory source 1721 into the destination machine 1751 via
connection port 1755, and load the one or more authorized
versions of images from the portable memory source 1721 to
the logically protected region 1753 of the destination
machine 1751.

(0189 FIG. 18 is an example flowchart of a method for
loading an image from a removable memory source onto a
destination machine. The process starts and at 1801, a tech
nician present at the destination machine inserts a removable
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memory Source into the destination machine via a connection
port. At 1803, the technician may be prompted that no autho
rized versions of images exist on the removable memory
source. At 1805, the technician may be prompted of the physi
cally nearest different destination machine with at least one
authorized version of an image. This determination may be
based on, for example, the information stored in the database
accessible by the server 1551, which may indicate the version
of the stack in each SSFTD in the network. The process may
then proceed to 1807.
0190. As indicated, at 1807, the technician may insert her
removable memory source into a connection port on the dif
ferent destination machine. Proceeding to 1809, the different
destination machine may copy, onto the portable memory
Source, one or more versions of images that the first destina
tion machine is authorized to maintain in its logically pro
tected region. With the portable memory source now storing
one or more authorized versions of images, the technician
may return to the first destination machine that prompted her
of no authorized versions in 1803.

(0191). As in 1801, at 1811, the technician present at the
destination machine inserts her removable memory Source
into the destination machine via the connection port. With the
one or more authorized versions of images present on the
portable memory source, at 1813, the destination machine
may load the one or more authorized versions of images from
the portable memory source to the logically protected region
of the hard drive of the destination machine.

(0192 FIG. 19 is an example flowchart of a method for
accessing a current task sequence for a destination machine to
execute in accordance with one or more aspects of the present
disclosure. The process starts and at 1901, a technician
present at the destination machine inserts a removable
memory Source into the destination machine via a connection
port. At 1903, the destination machine may load one or more
authorized versions of images from the portable memory
Source to a logically protected region of a hard drive of the
destination machine.

0193 Indetermining how to execute creation of a software
stack from the loaded images, in 1905, the destination
machine may be configured to access an external server to
request a current task sequence for execution at the destina
tion machine. For example, the loaded image at the destina
tion machine may include a task sequence that is currently out
of date or no longer used. As such, although the image of the
software components for the software stack in the loaded
image is good to use, the associated task sequence may not be.
In accessing an external server to request a current task
sequence for execution at the destination machine, Such a
request may include an identification of the destination
machine, such as a model number or serial number. In another

example, such a request may include an identification of the
task sequence identified in one or more of the loaded images.
As such, such a request may be with respect to the destination
machine itself and/or may be to the loaded images. Proceed
ing to 1907, the external server may be configured to identify
the current task sequence for implementation by the destina
tion machine. In response, at 1909, the external server may
send data representative of the current task sequence to the
destination machine. In one example, the data representative
of the current task sequence is the current task sequence for
execution by the destination machine. In another example, the

data representative of the current task sequence may be a
version number or some other identifier of the current task
Sequence.

0194 Moving to 1911, the destination machine may
execute the current task sequence received for the external
server in accordance with the one or more authorized versions

of images maintained in the logically protected region of the
destination machine. In addition, at 1913, the current task

sequence received form the external server may be copied to
the removable memory source of the technician. As such, the
technician may now maintain a current authorized version of
animage and a current task sequence for implementing instal
lation of the software stack on the image.
0.195. In another example embodiment, a technician may
update task sequence data for a plurality of images, even if not
utilized and/or authorized for the destination machine that the

technician has connected the removable memory Source to.
For example, after connecting a removable memory source,
the destination machine may identify at least one unautho
rized version of the image of the software stack that is on the
removable memory source. While accessing an external
server to request a current task sequence for execution at the
destination machine, another request may be made for a cur
rent task sequence for execution of the at least one unautho
rized version of the image of the software stack. Then, the
destination machine may receive data representative of the
current task sequence for execution of at least one unautho
rized version of the image of the software stack. Finally, the
destination machine may record the data representing the
current task sequence for execution of at least one unautho
rized version of the image of the software stack to the remov
able memory source. As such, the destination machine may
be utilized for updating task sequences of unauthorized ver
sions of the image for a technician to use on other destination
machines without the destination machine having access to
the unauthorized version of the image of the software stack.
Prohibiting Remote Viewing of SSFTD Transactions
(0196. When an SSFTD is being remotely interacted with
by service provider 201, such as by updating the software
stack or obtaining bulk transaction information, it may some
times be possible for service provider 201 to observe details
of a transaction that is in progress during the attempted
remote interaction. In many cases this may be undesirable.
For instance, where the SSFTDs are ATMs, there may be
regulations or other policies that prohibit observing details of
a deposit or withdrawal transaction in progress by a user of
the machine.

0.197 As discussed previously, service provider 201 may
be an entity that is responsible for the software maintenance
of SSFTDs 100A-C. Service provider 201 may be, for
example a bank or other financial institution, or it may be
purely a software maintenance entity, and may desire to elec
tronically and remotely interact with one or more of the
SSFTDs via network 110 or via a direct communication. For

example, service provider 201, which may itself include or be
a computer such as reference machine 700, may attempt to
download data from one or more of the SSFTDs 100 concern

ing transactions that have already taken place, or may attempt
to upgrade the software on one or more of the SSFTDs 100.
Regardless of the type of remote interaction, it may further be
desirable that any interaction not make it easier for someone
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located at service provider 201 to have access to information
concerning an ongoing local transaction Such as a monetary
deposit or withdrawal.
0198 To accomplish this, the system may perform a

tion, computer 101 may cause a message to be displayed on
display 105 indicating that SSFTD 100-A is temporarily
unavailable.

provider 201 and SSFTD 100-A are transferred via network
110. However, communications between service provider
201 and SSFTD 100-A may be by other means, such as via a

(0203) Next, at block 2207, computer 101 may establish
(e.g., acknowledge and/or complete the handshaking routine)
the remote control session with service provider 201, in order
to allow service provider 201 to gain remote control function
ality of SSFTD 100-A. As discussed previously, such remote
control functionality may include, for example, extracting
transaction or other data from SSFTD 100-A, or modifying
the software operating on SSFTD 100-A. Again during these
remote control activities, no further local transactions may be
conducted due to the lockout still in effect when applied at
block 2206).
0204. Once the desired remote control activities are com
pleted, such as may be indicated by service provider 201 or
per a timeout delay, the remote control session is terminated

direct communication wired line and/or wireless link.

in block 2208. Then, in block 2209, the lockout is removed

(0199. In block 2201, service provider 201 attempts to open
a remote control session with SSFTD 100-A. This may
involve a handshaking routine between a computer of service
provider 201 and SSFTD 100-A. Next, in block 2202, service
provider 201 and/or SSFTD 100-A verify whether there is a
customer local to SSFTD 100-A (e.g., a person physically
using SSFTD 100-A) involved in a local transaction. This
may involve, for instance, service provider 201 querying
SSFTD 100-A for local transaction status. Alternatively, the
query may be implied by the existence of the session opening
in block 2201. In either case, in block 2203 SSFTD 100-A
may verify the local transaction status, and in block 2204 may

Such that local transactions may once again be performed at

method such as that shown in FIG. 22, which is a flow chart

showing illustrative steps in a process that may be performed
to prohibit remote observation of a transaction in progress. In
this example method, the remote transaction desired by Ser
vice provider 201 is blocked if there is an ongoing local
transaction, and allowed only after the local transaction is
terminated. In the following example, it will be assumed that
service provider 201 is interacting with SSFTD 100-A. Also,
it will be assumed that all communications between service

return the status as either an absence of a transaction or as a

transaction in progress. The determination of the transaction
status in blocks 2203 and 2204 may be performed, for
example, in accordance with self-service application soft
ware executing on computer 101. Using Such software, com
puter 101 may have knowledge of the status based on the state
of customer interaction software executing on computer 101.
0200. If the transaction status is that a transaction is in
progress, then at block 2205 the remote control session is
denied, terminated, or placed in a hold state. If the remote
control session is placed in a hold state, then SSFTD 100-A
may periodically execute block 2204 until it is determined
that the transaction is no longer in progress (i.e., that there is
now an absence of transaction). Alternatively, the session
attempt may terminate and a new remote control session may
need to be requested at block 2201.
0201 As an example of how this might work, assume that
a user of SSFTD 100-A is presently depositing money into his
or her account. The deposit transaction may be defined as
starting and terminating at any points, however in this
example it will be assumed that the transaction begins with
the first user input to SSFTD 100-A (e.g., inserting an ATM
card) and ends with SSFTD 100-A providing its last commu
nication to the user specific to the transaction (e.g., printing
out a statement of the transaction using printer 106 or return
ing the ATM card).
0202) If the transaction status is an absence of transaction,
then at block 2206, SSFTD 100-A may lock out any further
local transactions in preparation for further remote interac
tion with service provider 201. This may be performed, for
example, by computer 101 of SSFTD 100-A placing the
Software in a state that temporarily prevents input by a user
such as input via key pad 107 and deposit unit 103. In addi

SSFTD 100-A.
CONCLUSION

0205 While various illustrative embodiments are specifi
cally shown and described, it will be understood by those
skilled in the art that the present disclosure is not limited to
these embodiments. Modifications may be made by those
skilled in the art, particularly in light of the foregoing teach
ings. For example, each of the elements of the aforemen
tioned described embodiments may be utilized alone or in
combination or subcombination with elements of the other

embodiments. It will therefore be appreciated and understood
that Such modifications may be made without departing from
the true spirit and scope of the present disclosure. The
description herein is thus to be regarded as illustrative, rather
than as restrictive, of the present disclosure.
We claim:

1. A method, comprising:
receiving, by a computer, data representing a first manifest
and a second manifest, the first manifest identifying at
least some of a plurality of software components and the
second manifest identifying at least some of the plurality
of software components;
determining a first one of the Software components that is
identified by the second manifest and not identified by
the first manifest;
generating, by the computer, a task sequence comprising
instructions for creating a Software stack from an image
of the software stack, and for installing the first one of
the Software components to the created Software stack;
and

recording, by the computer, data representing the task
sequence to a computer-readable medium.
2. The method of claim 1, further comprising determining
a second one of the software components that is identified by
the first manifest and not identified by the second manifest,
wherein generating comprises generating the task sequence
to further comprise instructions for de-installing the second
Software component from the created Software stack.
3. The method of claim 1, wherein the first and second

manifests each identify a version of a second one of the
Software components, and wherein the method further com
prises:
comparing the version identified by the first manifest and
the version identified by the second manifest; and
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responsive to determining based on the comparing that the
version identified by the second manifest is higher than
the version identified by the first manifest, generating
the task sequence so as to comprise instructions for
de-installing from the created Software stack the second
one of the software components and installing to the
created software stack the version of the second one of

the software components identified by the second mani
fest.

4. The method of claim 1, wherein the first and second

manifests each identify a version of a second one of the
Software components, and wherein the method further com
prises:
comparing the version identified by the first manifest and
the version identified by the second manifest; and
responsive to determining based on the comparing that the
version identified by the second manifest is different
from the version identified by the first manifest, gener
ating the task sequence so as to comprise instructions for
de-installing from the created Software stack the second
one of the software components and installing to the
created software stack the version of the second one of

the software components identified by the second mani
fest.

5. The method of claim 1, further comprising sending the
data representing the task sequence over a network.
6. The method of claim 1, wherein the software compo
nents are installer components.
7. The method of claim 1, wherein generating the task
sequence comprises generating the task sequence to further
comprise instructions for removing a pre-existing Software
stack prior to creating the Software stack.
8. A method, comprising:
receiving, by a computer, data representing a first manifest
and a second manifest, the first manifest identifying at
least some of a plurality of software components and the
second manifest identifying at least Some of the plurality
of software components, wherein the first and second
manifests each identify a version of a first one of the
Software components;
comparing the version identified by the first manifest and
the version identified by the second manifest:
responsive to determining based on the comparing that the
version identified by the second manifest is different
from the version identified by the first manifest, gener
ating a task sequence comprising instructions for creat
ing a Software stack from an image of the Software stack,
de-installing from the created software stack the first one
of the Software components, and installing to the created
software stack the version of the first one of the software

components identified by the second manifest; and
recording, by the computer, data representing the task
sequence to a computer-readable medium.
9. The method of claim 8, further comprising determining
a second one of the software components that is identified by
the first manifest and not identified by the second manifest,
wherein generating comprises generating the task sequence
to further comprise instructions for de-installing the second
Software component from the created Software stack.
10. The method of claim 8, wherein comparing comprises
determining whether the version identified by the second
manifest is higher than the version identified by the first
manifest, and wherein generating the task sequence so as to
comprise instructions for de-installing from the created Soft

ware stack the first one of the Software components and
installing to the created software stack the version of the first
one of the software components identified by the second
manifest, is performed responsive to determining that the
version identified by the second manifest is higher than the
version identified by the first manifest.
11. A computer-readable medium storing computer-ex
ecutable instructions for a computer to perform a method, the
method comprising:
receiving, by a computer, data representing a first manifest
and a second manifest, the first manifest identifying at
least some of a plurality of software components and the
second manifest identifying at least some of the plurality
of software components;
determining a first one of the Software components that is
identified by the second manifest and not identified by
the first manifest; and

generating, by the computer, a task sequence comprising
instructions for creating a Software stack from an image
of the software stack, and for installing the first one of
the Software components to the created Software stack.
12. The computer-readable medium of claim 11, wherein
the method further comprises determining a second one of the
software components that is identified by the first manifest
and not identified by the second manifest, wherein generating
comprises generating the task sequence to further comprise
instructions for de-installing the second software component
from the created software stack.

13. The computer-readable medium of claim 11, wherein
the first and second manifests each identify a version of a
second one of the software components, and wherein the
method further comprises:
comparing the version identified by the first manifest and
the version identified by the second manifest; and
responsive to determining based on the comparing that the
version identified by the second manifest is higher than
the version identified by the first manifest, generating
the task sequence so as to comprise instructions for
de-installing from the created Software stack the second
one of the Software components and installing to the
created software stack the version of the second one of

the software components identified by the second mani
fest.

14. The computer-readable medium of claim 11, wherein
the first and second manifests each identify a version of a
second one of the software components, and wherein the
method further comprises:
comparing the version identified by the first manifest and
the version identified by the second manifest; and
responsive to determining based on the comparing that the
version identified by the second manifest is different
from the version identified by the first manifest, gener
ating the task sequence so as to comprise instructions for
de-installing from the created Software stack the second
one of the Software components and installing to the
created software stack the version of the second one of

the software components identified by the second mani
fest.

15. The computer-readable medium of claim 11, wherein
the method further comprises sending the data representing
the task sequence over a network.
16. The computer-readable medium of claim 11, wherein
the Software components are installer components.
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17. The computer-readable medium of claim 11, wherein
generating the task sequence comprises generating the task
sequence to further comprise instructions for removing a
pre-existing software stack prior to creating the Software
stack.

18. A computer-readable medium storing computer-ex
ecutable instructions for a computer to perform a method, the
method comprising:
receiving, by a computer, data representing a first manifest
and a second manifest, the first manifest identifying at
least some of a plurality of software components and the
second manifest identifying at least Some of the plurality
of software components, wherein the first and second
manifests each identify a version of a first one of the
Software components;
comparing the version identified by the first manifest and
the version identified by the second manifest; and
responsive to determining based on the comparing that the
version identified by the second manifest is different
from the version identified by the first manifest, gener
ating a task sequence comprising instructions for creat
ing a Software stack from an image of the Software stack,
de-installing from the created software stack the first one

of the Software components, and installing to the created
software stack the version of the first one of the software

components identified by the second manifest.
19. The computer-readable medium of claim 18, wherein
the method further comprises determining a second one of the
software components that is identified by the first manifest
and not identified by the second manifest, wherein generating
comprises generating the task sequence to further comprise
instructions for de-installing the second software component
from the created software stack.

20. The computer-readable medium of claim 18, wherein
comparing comprises determining whether the version iden
tified by the second manifest is higher than the version iden
tified by the first manifest, and wherein generating the task
sequence so as to comprise instructions for de-installing from
the created software stack the first one of the software com

ponents and installing to the created Software stack the ver
sion of the first one of the software components identified by
the second manifest, is performed responsive to determining
that the version identified by the second manifest is higher
than the version identified by the first manifest.
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c

c

c

c

