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(3) also comprises volume prediction means to calculate an initial transfer plan and keeps updating it periodically as it receives
updated predictions from the nodes, and means for solving a maximum network flow optimization problem; and wherein a trans-
mission management module (4) is arranged to receive, scheduling and routing commands from the scheduling and routing mod-
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A MULTI-HOP AND MULTI-PATH STORE AND FORWARD SYSTEM, METHOD
AND PRODUCT FOR BULK TRANSFERS

Field of the invention

The object of the present invention uses the technique of splitting a large file into
multiple chunks using a number of intermediate storage nodes to bypass MTABs
(Multiple Time Aligned Bottlenecks) and shorten the delivery times for bulk data. it is
employed a multi-path/multi-hop store-and-forward (SnF) routing and scheduling of
chunks over extended periods of time.

The invention proposes a system and a method that schedules transfers of data over
several hours in the future from a starting transmission time.

The present invention can be implemented as a generic bulk-transfer platform on top of
a variety of systems.

BACKGROUND ART

The bottleneck link of a long-lived delay tolerant bulk (DTB) data flow can change
during the course of a day as a result of pricing and diurnal demand intensity.
Consider, for example, the case of a sender on the west coast of the US trying to send
a 4.8GB DVD directly to a receiver on the east coast (3 hours time difference). Assume
that both connect through ISPs that rate-limit the bulk flows of their residential
customers during evening peak hours (e.g., from 8pm until 11pm) in order to make
room for interactive traffic. It is easy to verify that even with fast 10Mbps symmetric
access links the transfer can take up to 7 hours, whereas it should normally take only 1
hour given the access capacities. The problem is that if the sender initiates a direct
transfer at 5pm pacific time (non-peak hour at the sending ISP), the transmission will
be blocked for 3 hours by the receiving ISP who will be on its local peak hours. Passed
those 3 hours, it will be the sender that enters its peak times and thus the transfer will
be blocked for another 3 hours. Consequently, the transmission will finish at around
midnight Pacific Time, with the sender transmitting at full speed during the last one
hour. Similar problems can appear in corporate applications, e.g., between datacenters
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situated at remote time zones that use each other for backup purposes. When one of
them has free bandwidth due to reduced end-user traffic it cannot take full advantage
of it and backup its data to a remote datacenter, because at that the very exact time the
remote datacenter can be receiving its peak user traffic (due to its location at a remote
time zone).

Similar situations can arise even within the same time zone. For instance, the sender
and the receiver can set manually self-imposed bulk bandwidth caps at different times
of the day to protect their interactive sessions, or their access networks can peak, due
to their nature, at different local times (e.g., residenfial vs. enterprise vs. university
networks).

The above situation is called Multiple Time Aligned Bottlenecks problem (or MTAB).
The MTAB is a timing problem. Since all end-to-end (E2E) connections must cross the
two edge links (first and last hop), spatial redirection in the form of single or multi-path
overlay routing is not able to avoid the MTAB. What is needed instead, is a type of
temporal redirection with the purpose of “time-shifting” the bandwidth of the sender
while the receiver is blocked, thus rescuing it from being wasted. This can be achieved
by performing Store-and-Forward (SnF) of data with the help of one or multiple
intermediate storage nodes. Trading bandwidth for storage makes sense since storage
costs keep dropping much faster than bandwidth costs [1]. Returning to the previous
example, the sender can forward the entire file to such a storage node during any 1
hour window between 5pm to 8pm pacific, which in turn can deliver it to the receiver by
9pm pacific, yielding a 4- instead of 7-hour completion time.

Currently there exist four basic solutions for performing Delay Tolerant Bulk Transfers
(DTB) on a daily basis:

- First Solution: With a dedicated network between source and destination. This
solution has been applied in the case of the Large Hadron Collider (LHC) particle
accelerator of CERN that generates 27 Terabytes of raw data daily that have to be
transmitted to remote storing and analysis centers around the world. This is handled by
the LHC Computing Grid (http://icg.web.cern.ch/LCG/) which is a dedicated optical to
networks with nodes in Europe, Asia and North America.
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- Second solution: A simple solution for transferring DTB data is to send them in
physical form using postal or courier services.

- Third solution: By sending the data through commercial ISPs using existing E2E
connection oriented transfers. In this case the transmission can take place over ftp or
http protocols using standard best effort services offered by ISPs. An alternative is to
use interactive traffic friendly solutions like Scavenger [7] and TCP Nice [11] that take
care to transmit the DTB data with the minimum possible negative impact on interactive
traffic flowing through the same network. In the case of Scavenger this is achieved by
tagging the DTB traffic as low priority and letting routers service it only if there is left
over bandwidth from higher priority interactive traffic. In the case of TCP Nice,
interactive traffic is protected by having TCP Nice back off and reduce its transmission
rate faster than the standard TCP that carries the interactive traffic.

The third solution involves several drawbacks. In order to explain the related problems
it should be considered an E2E-CBR policy of aimost constant rate B/T that can deliver
volume B within deadline T. In the case of LHC data this would require a stream of at
least 2.5 Gbps (27 Terabytes per day). Assuming that the transfer has to reoccur every
day, E2E-CBR would push up the 95-percentiles of the sending and receiving access
ISPs by exactly B/T of 2.5 Gbps costing them anything between $75K and $225K in
additional monthly transit costs ($30K-90K per Gbps according to recent prices). In
other words, since E2E-CBR is bound to increase the charged volume by exactly its
mean rate, it provides no advantage compared to buying dedicated lines of the exact
same rate. Using Scavenger and TCP Nice one could send additional DTB data over
the existing lines that carry interactive traffic, taking advantage of time intervals during
which the interactive traffic is low. However, as it is eluded before, this can be
problematic when there is underutilized capacity in some, but not all, involved links
between two end points. In that case, E2E solutions, like Scavenger and TCP Nice, will
adjust the transmission rate to the rate of the slowest link (the one with the least
underutilized capacity to be used for DTB data). This prohibits using the underutilized
capacity of all remaining links which in effect is being wasted.

In [2,3,4], of the same inventors of the present application, it is outlined a system for
shipping a large amount of bulk (scientific data) at zero to low cost between access
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ISPs that are subjected to 95/5-percentile pricing using single-path single-hop SnF
through a unique storage node. This however has the problem that in some cases,
depending on the amount of free bandwidth at each link, one needs multi-path and
multi-hop SnF over multiple intermediate storage nodes. There are two reasons for
this: (i) if the sender and the receiver are very fast, then a single storage node cannot
utilize all their bandwidth; and (ii) sometimes there exist MTABs between the sender
and the storage node or between the storage node and the receiver.

The solution to this is to use additional storage nodes and chain them together until no
MTAB exists between any two nodes. However, to select among the different paths
each with different number of hops, one needs to use information about the future
availability of bandwidth between any two nodes.

- Fourth solution:

There has also been prior work that discloses employing store and forward to reduce
the transfer time or the cost of transmission. We list them and compare them to current
invention below:;

In [2,3,4,14) the authors of this invention presented architectures for sending bulk data
over a single hop of store and forward node. Under those proposed solutions, in
addition to sending data directly to the final receiver over a TCP or TCP Nice channel,
the sender can also upload data to an intermediate storage node which in turn, can
forward the data to the final receiver. By doing so, it is possible to avoid wasting the
bandwidth of the sender at times that due to the MTAB, the receiver cannot absorb
data at the maximum speed that can be sustained by the sender.

The advantages of using multiple instead of a single storage node as proposes this
invention are detailed at the end part of this description. In a nutshell they are: 1) One
might need multiple intermediate storage nodes in order to saturate (use all the
capacity of) fast sender-receiver nodes, and 2) Due to timing differences between
sender and receiver, it might take multiple  intermediate storage hops in order to get
the data through. This is explained in Figure 3 of the drawings of this invention with an

example. Because of requirements 1) and 2) the scheduling algorithm for controlling



10

15

20

25

30

WO 2012/034607

PCT/EP2011/001412

the transmissions is much more elaborated than the simple one used in the single hop
of storage nodes case.

Among others, the new algorithm proposed by this invention uses information about the
future availability of bandwidth whereas the previous one was a much simpler online
greedy algorithm that did not use such information.

In [15], the current inventors have proposed a single hop multiple path SnF solution
that optimizes the cost instead of delivery time, and we do not consider edge
bottlenecks, which require breaking nodes into virtual nodes. [15] considers perfect
prediction and thus does not perform rescheduling. It provides a theoretical treatment
of store and forward and does not take into account practical considerations.

To the best of the knowledge of the current inventors the invention described in [17] is
the first to propose store and forward for the Internet. It stores, data in the form of
messages of relatively small  sizes. The purpose of storing the messages is to allow
further processing of the message before it is forwarded to subsequent internet
devices or to wait until an appropriate link with the subsequent device has been
established. For example, packets can be compressed, transformed into packets of a
different network type and so on.

The main differences between the current invention and the proposed solution in [17]
are:

a) Store and forward (or message switching) is defined as a mode of transmission
wherein data messages or their portions are accumulated, stored and retransmitted on
a schedule or priority basis as desired and in accordance with channel and/or
equipment availability to the next desired location, thereby maximizing the efficiency of
transmission in accordance with a predetermined priority. Data are stored in
intermediate nodes in order to be converted into appropriate formats such that they can
be presented at the receiver terminal or in order to be compressed in order to reduce
the transmission time. Such storing may be for a time duration of several hours or more
when required.
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In this invention instead store and forward is defined as a bulk data transfer method in
which portions of the content are temporarily stored at intermediate nades to avoid time
aligned bottlenecks. Time-aligned bottlenecks are caused when the minimum of the
capacity of the sender and the receiver is consistently low because of a difference in
the times that the sender and the receiver are able to send and receive data at high
rates. Our solution's gains come from the fact that we refrain from sending data to the
receiver directly at a low rate and we instead send them at a faster rate to an
intermediate node.

When the link from the intermediate node to the receiver becomes highly available,
there are data at the intermediate node that can be sent at a high rate.

b) In this invention the IP protocol is used. It does not deal with packet level
transmissions. Quoted prior art divide content in packets, whereas in this invention
content is divided in data chunks.

This invention rely on TCP/IP to transfer data.

c) This invention incorporate an optimal maximum-flow-problem based scheduler, that
uses time expansion to model storage.

Both systems consider large storing time scales (hours), however disclosed solution
schedules only in terms of differentiating packets based on priority. It does not
schedule in order to minimize the data transfer time.

d) In this invention inter-data center bulk traffic of much higher volumes is considered

The aim in the quoted prior art is minimizing the transfer times, while this invention
aims at enabling messages of varying formats to be converted to the appropriate
formats at the receiving terminals. it enables incompatible terminals to communicate
with each other, while this invention enables data centers to minimize the time for their
synchronization,
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e) This invention does not aim at providing communication between terminals that use
different communication protocols, but the aim of this invention is minimizing the
transfer time of bulk data using TCP/IP. The cited prior art use SnF for transcoding
and compression, which is an obvious application of storing at intermediate nodes. In
this invention instead SnF is used to reduce the total transfer time. This is a
profoundly innovative application of SnF.

f) Quoted prior art use SnF on a priority basis. This means that each packet has a
specification by its source priority and is forwarded by intermediate storage nodes
ahead of packets with lower priority. This invention does not specify a priority
mechanism.

Also the different goals affects the design choices in the following ways:

A) In this invention resource prediction is required, while in quoted prior art they do
not.

B) In this invention not concern exist about the short-time-scale dynamics of the
transport protocol as having minimal impact on performance.

C) This invention has a transmission scheduler that optimizes the transfer time for a
given bandwidth and intermediate storage prediction.

D) In this invention the intermediate storage nodes do not perform any conversion of
the stored traffic (transcoding or compression).

Like this invention, the method and system described in [18] aims at content oriented
routing in a storage-embedded network realizing reduced packet loss in order to
reduce the transfer time of large data. It also, like this invention aims at increasing the
efficiency of the network by increasing the utilization of existing bandwidth resources.

Unlike this invention, the method and system of [18] operates at the network layer
instead of the application layer. This renders the deployment of the disclosed solution
cumbersome, as it requires extensive upgrades of the network infrastructure. On the
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other hand, the nodes of this invention can be easily installed at the edges of the
network.

In addition, unlike this invention the method and system of [18] does not employ a max-

flow-based optimal transmission scheduler and does not utilize resource prediction.

The solution described in [16] also employs store and forward.

in this invention, we aim at minimizing the transfer time of bulk data for a given cost,
whereas in [16] the authors aim at reducing traffic bursts to reduce the customer's cost
under 95th percentile pricing. To this end, they use a suboptimal greedy scheduler with
limited knowledge of future resource availability, while in this invention a
computationally tractable optimal scheduler is used with an elaborate resource
prediction method.

SUMMARY OF THE INVENTION

In order to solve the afore-mentioned problems, the multi-hop and multi-path store and
forward system for bulk transfers, object of the current invention, is based on a sender
node v and a large file F that is sent by said sender node to a receiver node to a
receiver node u; the sender can utilize any leftover uplink bandwidth that cannot be
saturated by its direct connection to the receiver to forward additional pieces of the file
to storage nodes w O W . Nodes w can, in turn, store the pieces until they can forward
them to the receiver or another storage node. The Minimum Transfer Time (MTT)
problem is defined as follows:

Let MTT (F, v, u, W) denote the minimum transfer time to send a file of size F from v to
u with the help of nodes w € W under given uplink, downlink, storage, and network
bottleneck constraints at all the nodes. The Minimum Transfer Time problem amounts
to identifying a transmission schedule between nodes that yields the minimum transfer
time MTT (F, v, u, W)

It is an object of the current invention to attain MTT (F, v, u, W) in controlled
environments where the available bandwidth is a priori known, or approximate it given

some error in bandwidth prediction and occasional node churn.
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More concretely, in a first aspect of the invention, A multi-hop and multi-path store and
forward system for bulk transfers comprises a plurality of nodes wherein each node
also comprises:

(i) an overlay management module that is arranged to add a new node to the
overlay, removing it, and maintaining the overlay connections during the node’s
participation in the system;

(i) (i) a volume prediction module which is arranged to maintain a time series with
the predicted maximum volume of data that can be forward to each neighbour node
during each one of the slots that make an entire day;

(iii) and bootstrapping, ISP-friendliness, and security means;

as already disclosed for Example in [8].

According to this invention the system further comprises:

(iif) a scheduling and routing module for all data transfers between the sender v, the
storage nodes W and the receiver node u; and wherein the module also comprises
volume prediction means to calculate an initial transfer plan and keeps updating it
periodically as it receives updated predictions from the nodes, and means for solving a

maximum network flow optimization problem; and

(iv) a transmission management module is arranged to receive scheduling and routing
commands from the scheduling and routing module of senders for which the local node
is forwarding and executes them accordingly.

In a second aspect of the invention, the muiti-hop and muiti-path store and forward
method for bulk transfers, comprising the steps of: (i) managing the overlay adding a
new node (100) to the overlay, removing it, and maintaining the overlay connections
during the node's participation; (i) maintaining a time series with the predicted
maximum volume of data that can be forward to each neighbour node during each one
of the slots that make an entire day; characterized in that it also comprises a (iii)
scheduling and routing step for all data transfers between the sender v, the storage
nodes W and the receiver node u; said step including a volume prediction step to
calculate an initial transfer plan and keeping updating it periodically as it receives
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updated predictions from the nodes; and solving a maximum network flow optimization
problem step; and

(iv) a transmission management step wherein it is received the scheduling and routing
commands of the senders for which the local node is forwarding and executing them
accordingly.

In a third aspect of the present invention, it is disclosed a computer program product
comprising computer-executable instructions embodied in a computer-readable
medium for performing the steps of the aforementioned method.

Therefore, a first object of the current invention is to extend the SnF (Store and
Forward policy to send data) scheduling beyond the simple case of single-path/single-
hop, over a single unconstrained storage node. More specifically, (i) it is considered
bottlenecks on the storage nodes and allow for multi-path transfers; (ii) it is allowed
multi-hop transfers; (iii) it is added network bottlenecks, which were not considered in
[2,3,4); and (iv) it is addressed prediction error and churn.

These extensions render the proposed SnF solution of value not only to big

applications (business or scientific data), but also to small residential users.

Moreover what sets the current invention further apart from existing bulk transfer
systems is that it schedules transfers over several hours in the future. The simple
shortsighted greedy algorithms proposed in [2,3,4] can fail in such cases and lead to
data being stuck at intermediate storage nodes.

The current invention avoids this by scheduling transfers using network flow algorithms
and a time expansion of the overlay graph based on predictions regarding the shape
and the duration of future MTABs. Although seemingly cumbersome, coming up with
such predictions is simplified by the fact that the system of the invention is only
sensitive to aggregate transmitted volumes across hourly time scales (as opposed to
highly volatile instantaneous bandwidth) and the fact that at such time scales, resource
availability often follows predictable behavioral periodicities, e.g., 24-hour diurnal
circles [5], or scheduled throttling periods [6].
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Throughout the description and claims the word "comprise” and variations of the word,
are not intended to exclude other technical features, components, or steps. Additional
objects, advantages and features of the invention will become apparent to those skilled
in the art upon examination of the description or may be learned by practice of the
invention. The following examples and drawings are provided by way of illustration, and
they are not intended to be limiting of the present invention. Furthermore, the present

invention covers all possible combinations of particular and preferred embodiments
described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG 1. Shows a block diagram of a node that is part of the system object of the present
invention,

FIG 2. Shows a group of nodes included in the system object of the present invention,
wherein Uw(t),Dw(t) are, respectively, uplink and downlink edge bottlenecks of w at
time t; Nww' is the network bottleneck of overlay connection w — w' at time slot t; and
Sw(t) represents the storage capacity of w at time slot t.

FIG 3. Shows the reduction of the MTT problem to a variant of the maximum flow
problem using time expansion, wherein the upper portion of the figure shows the
reduction when it is considered only network bottlenecks. The bottom (zoomed-in)
portions of the figure shows the reduction when it is also considered edge bottlenecks.

DETAILED DESCRIPTION OF PARTICULAR EMBODIMENTS AND EXAMPLES

The multi-hop and muiti-path store and forward system for bulk transfers, object of the
current invention, comprises a plurality of nodes (100). FIG.1 summarizes the internal
structure of a node that consists of the foliowing modules:

- An overlay management module (1) that is arranged to add a new node (100)
to the overlay, removing it, and maintaining the overlay connections during the node’s
participation in the system. After a call to a generic function join (v) (i.e. join the sender
node), the node registers itself with a bootstrap server and starts its participation in the
system. This means that it can be used to forward data for other nodes or initiate its
own bulk transfer jobs through calls to the generic function send(v,u,F), i.e. send the
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file F to the receiver node by the sender node. After the sending, the bootstrap server
returns to it a set W of intermediate storage nodes that are used for performing store-
and-forward.

- A volume prediction module (2) that is arranged to maintain a time series with the
predicted maximum volume of data that can be forward to each neighbour node during
each one of the slots that make an entire day. This is accomplished by manitoring the
actual transfers, performing active probing, and using an appropriate estimator to
update the predicted time series. The details of volume prediction are disclosed in [8].

- A scheduling and routing module (3) that is invoked at the sending node v following a
call to send(v, u, F) and is arranged to schedule and route all data transfers between
the sender v, the storage nodes W and the receiver node u . The module uses volume
predictions to calculate an initial transfer plan and keeps updating it periodically as it
receives updated predictions from the nodes. The transfer scheduies are computed by
solving a maximum network flow optimization problem. In a preferred embodiment the
optimization problem is solved using the GLPK simplex-based solver of the PuLP
Python package as it disclosed in [12].

- A transmission management module (4) that is arranged to receive scheduling and
routing commands from the scheduling and routing module (3) of senders for which the
local node is forwarding and executes them accordingly.

In addition, the above described system has to deal with bootstrapping, ISP-
friendliness, and security.

The core feature of the invention is the scheduling and routing module (3). This module
is invoked at the sending node v to send a file F to a receiver node u. This module is
responsible for scheduling and routing all data transfers between the sender v, the
storage nodes W and the receiver node u. The module uses volume predictions to
calculate an initial transfer plan and keeps updating it periodically as it receives
updated predictions from the nodes. The prediction module is out of the scope of this
invention description and is described in detail in [8].
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In order to better describe the behaviour of the scheduling and routing module (3),
firstly it is described the scheduling under a perfect volume prediction scenario and
afterwards, it is described the scheduling under imperfect volume prediction.

FIG.2 depicts a plurality of nodes (100) and summarizes the notation employed in the
following description. Uw(t)and Dw(t) denote the volume of data from file F that can be
sent on the physical uplink and downlink of node w during time slot t due to edge
bottlenecks. In the simplest case, edge bottlenecks are given by the nominal capacity
of the access links and thus are independent of time. Additional variability can be
introduced by other applications or sessions running on the same host, thus claiming
part of the capacity.

Nww'(t) denotes the volume of data that can be sent on the overlay link from w to w'
due to network bottlenecks. The kind of network bottleneck we are primarily interested
in is due to Deep Packet Inspection (DPI) devices that rate limit bulk flows at ISP
peering points in order to reduce transit costs (under percentile pricing) and/or protect
the QoS of interactive traffic. The reason is that such persistent rate limiting impacts
the transferred volumes much more severely than transient congestion. Sw(t) denotes
the maximum volume of data from file F that can be stored at w during time slot t. It is
dependent on the node’s total storage capacity and on the amount of storage required
by other applications or sessions according with the present invention.

Next, it is described the scheduling and routing of data transfers between the sender v,
the storage nodes W and the receiver node u.in three examples: a) perfect prediction
of volume capacity of nodes under network bottlenecks only; b) perfect prediction
under both network and edge bottlenecks; and c) imperfect prediction under network
and edge bottlenecks.

Example of Perfect Prediction
In this case, Uw(t), Dw(t), Nww'(t) and Sw(t) are a priori known O w O W and 0O t that

make up an entire day.

(Case 1) Networks bottlenecks only
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Assuming that there are no edge bottlenecks, the MTT problem of minimizing the
delivery time of volume F using SnF relay nodes with time-varying storage and
bandwidth on edges can be reduced into a maximum flow problem without storage and
with fixed capacities on edges. The reduction is performed through time-expansion, as
shown in Fig.3. Let Tmax be an upper bound on the minimum transfer time. it is
possible to construct a max-flow problem over a flow network G(V,E) as follows:

- Node set V. For each SnF relay node w € W in the definition of MTT as it is
above described, we add to V Tmax virtual nodes w(t), 1 < t < Tmax. Similarly for the
sender v and the receiver u.

- Edge set E: For 1 =t < Tmax -1, it is connected w(t) with w(t+1) with a directed
edge of capacity Sw(t). It is repeated the same operation for the sender v and the
receiver u. Also, for 1 £ t < Tmay, it is connected w(t) with w'(t), ww' ¢ W with a
directed edge of capacity Nww/'(t) and similarly for the sender and the receiver.

- Single source and sink: The source is set to be the sender virtual node v(1) and
the sink to be the receiver virtual node u(Tmax).

An optimal transmission schedule is obtained by performing a binary search to find the
minimum Tmax for which the maximum flow from v(1) to u(Tmax) equals the volume to
be transferred F. The mapping from the maximum flow solution to a transmission
schedule is as follows: if the max-flow solution involves flow f crossing the edge
w(t)—w'(t) then an optimal schedule should transmit volume f from w to w' during time
slot t.

(Case 2) Edge and network bottlenecks

In this case it is taken into account the edge node uplink and downlink bottienecks in
the MTT problem. This requires splitting each virtual node w(t) into three parts, as
shown in the bottom of Fig.3: the front part w(t)- is used for modelling the downlink
bottieneck Dw(t), the middle part w(t)* models the storage capacity Sw(t), and the back
part w(t)+ models the uplink bottleneck. The sender node has only a “+” part and the
receiver has only a “~" part. The complete reduction is as follows:

- Node set V: For each storage node w € W in the definition of the MTT problem,
for 1 =t < Tmax add to V virtual nodes w(t), w(t)* and w(t)+. Similarly for the sender v
and the receiver u.
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- Edge set E: For 1 st < Tmax - 1 connect w(t)* and w(t+1)* with a directed edge
of capacity Sw(t). Repeat the same for the sender v and the receiver u. For 1 £t =
Tmax, connect w(t)- with w(t)* and w(t)* with w(t)+ with a directed edge of capacity
Dw(t) and Uw(t), respectively. Also, connect v(t)* with v(t)+ and u(t)- with u(t)* with a
directed edge of capacity Uw(t) and Dw(t), respectively. In addition, for 1 < t < Tmax
connect we connect w(t) with w'(t), w,w' € W with a directed edge of capacity Nww'(t)
and similarly for the sender and receiver.

- Single source and sink: The source is set to be the sender virtual node v(1)*
and the sink to be the receiver virtual node u(Tmax)*,

As before, we obtain the optimal MTT transmission schedule by finding the max-flow of
the smallest Tmax that equals the volume to be transferred F.

Example of Imperfect Prediction

It has so far assumed perfect a priori knowledge of bandwidth bottlenecks. The system
of the invention is designed to tap on the predictability of periodic patterns at large time
scales, but is also equipped with the ability to adapt gracefully to estimation error end
churn. Next it is described how the system attains its adaptability.

The core concept is to periodically re-compute the transmission schedule based on
revised bottieneck predictions provided by the prediction module (2). The first
computation of the transmission schedule is described above. However, for the
subsequent computations, apart from the updated bottlenecks, it is needed to take into
account that the sender may have already delivered some part of the file to
intermediate storage nodes and the final receiver. it is captured this by augmenting our
basic time-expansion: it is assigned a new demand at the source Fv < F and assigning
a new demand Fw at each SnF relay w € W. Fw is equal to the volume of file data w
currently stored. This reduces the MTT problem into a multiple source maximum flow
problem. The details are as follows:

- Node and Edge sets: The node and edge sets between the sender, the receiver
and the intermediate SnF relay nodes are obtained as it is described before.

- Multiple sources and single sink: It is represented the volume that has yet to be
transferred to the receiver as a flow from multiple sources to the sink node u(Tmax)*.
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Then, it is reduced the multiple source max-flow problem into a single source max-flow
as follows [9]. It is created a virtual super-source node S. It is connected S to the
sender virtual node v(1) with a directed edge of capacity equal to the demand Fv,
which is equal to the volume of the file the sender has not yet transmitted to any
storage node or the receiver. It is also connected S to each storage virtual node w(1)
with a directed edge of capacity Fw on equal to the volume of file data it currently
stores.

An optimal transmission schedule is obtained by finding the minimum Tmax for which
the total flow from the super-source S to u(Tmax)* over the flow network G(V,E) equals
the remaining undelivered volume:

Fv +

The mapping from the resulting flow into a transmission schedule is done as before.
The reduction hinges on the important observation that all above demands carry
distinct parts of the file, thus are equally important.

Example of the End Game Mode

The above design adapts to prediction error by periodically revising the transmission
schedule. In extreme situations however, even periodic revision does not suffice. For
example, a node can go off-line, or its uplink can drop unexpectedly to a very small
value and thus hold back the entire transfer due to parts that get stuck at the node.
Since it is considered this to be an extreme case rather than the norm, it is addressed it
through a simple End-Game Mode (EGM) [10] approach as follows. Due to the low cost
of storage it is easy to keep at some storage nodes ‘“inactive” replicas of already
forwarded pieces. Then, if the piece is deemed delayed by the time that the EGM kicks
in, a replica can switch to “active” and be pulled directly by the receiver. Similar to
“BitTorrent”, it is further subdivided a piece in sub-pieces. EGM kicks in after ¢% (e.g.,
95%) of the file has been delivered and pulls sub-pieces of the delayed piece
simultaneously from the source and the storage nodes that store active replicas.

The system of the invention is arranged for carrying bulk data with the following
characteristics: a) it uses store and forward (SnF) relays; b) it carries data over multiple
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paths of intermediate SnF relays; c) it carries data over multiple hops of SnF relays;
and d) it considers known or predicted capacities of SnF relays to forward certain data
volumes at certain times in the future.

The advantage of store-and-forward besides on the fact that E2E connections over the
native IP path or alternative paths provided by overlay routing cannot avoid crossing
the first and the last hop of a transfer and thus are unable to solve MTABs that involve
these two edge links. The requirement in these cases is to “time shift” the bandwidth of
the sender during times that the receiver is blocked, saving it from being wasted. This
is exactly what SnF is doing by feeding intermediate storage nodes during times that
the receiver is blocked and cannot get data fast from its direct connection to the
sender. From a bandwidth perspective and denoting Uv(t) the uplink speed of the
sender and Du(t) the downlink speed of the receiver, we observe that by starting at t0
and continuing for T time units, SnF can transfer a volume up to

min( , )

On the other hand, any end-to-end policy is more tightly constrained by

The advantage of multi-path besides on the fact that just like the sender and the
receiver, the storage nodes themselves have bandwidth and storage constraints. Thus,
it is possible that a single storage node cannot fully exploit the access links of the
sender and the receiver. This can easily be solved by using multiple storage nodes
which translates into a need to support multipath transfers. In addition, multi-path
transfers make it easier to work around network bottlenecks.

The advantage of multi-hop besides on the fact that a storage node can help alleviate
MTABs as long as it has partial time overlap with both the sender and the receiver.
That is, if it can download data fast from the sender but also upload fast at some later
time to the receiver. However, there are cases that this is impossible.

In Fig.3, the sender v can upload data fast to storage node w1 which, however, cannot
forward them to the receiver u at any point of time in the future. The problem can be
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solved by involving a second storage node, w2 that receives the data from w1 and
forwards it to u. This illustrates the advantage of multi-hop transfers.

The advantage of predicting and using information about the future besides on the fact
that if storage (SnF relay) nodes are bottleneck free, the optimal store and forward
policy is quite simple: the sender must use any leftover uplink bandwidth that cannot be
exploited by a direct end-to-end path to the receiver, to upload as fast as possible
additional data to the storage node, which in turn will drain as fast as possible to the
receiver. However, as mentioned before, storage nodes have bottlenecks, thus one
might need to use multiple of them. This immediately raises the question of how to
route and schedule transmissions among end points and storage nodes. A
fundamental design choice of the system of the invention is to schedule transmissions
based on estimated of the capacity of each SnF relay node to move large volumes of
data over extended periods of time.

The above design choice introduces complications that are not taken into account by
existing applications dealing with bulk data, e.g., in the BitTorrent P2P system. In
addition, P2P is of multicast nature, which implies that any successful piece delivery is
guaranteed to be useful for at least the node receiving it, and potentially for other
nodes that can fetch it from there. In the system of the invention however, a transfer is
of value only if it eventually helps in delivering the chunk to the unique final receiver.
Predicting the future capacity of SnF relay nodes is advantageous because it prevents
waste of bandwidth and storage in transfers that yields no benefit.

Hence, it is essential for the system of the invention to know or be able to roughly
estimate, the ability of a node to move during an extended period of time in the future
some large volume of data. This might seem cumbersome. However, in many the
future availability of bandwidth is a priori known, e.g., performing backups within or
across datacenters over dedicated local or wide-area networks. Or the case of ISP’s
that sell residential broadband access with a priori advertised caps over certain periods
of the day. Or in the case of terabyte transfers, where due to the large aggregation of
independent flows on the background, the prediction of leftover diurnal bandwidth is
almost perfect [10]. Even if a priori knowledge is not explicitly offered, as long as exist
some strong periodic pattern, it is easy to detect and adapt to it. The key observation is
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that due to its delay tolerant bulk nature, the system of the invention is only sensitive to
aggregate volumes over extended periods of time (hours). It is not sensitive to
bandwidth fluctuations at small (msec/sec) scales which are hard to measure and
predict. The system of the invention, only needs to know about dominant events, such
as throttling during ISP peak hours or the trigger of an end-user-defined timed
bandwidth cap. Such events are easy to detect and communicate to nodes upon
bootstrap. Each node can refine its predictions and adapt to errors during its
participation in the system.
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CLAIMS

1.- A multi-hop and multi-path store and forward system for bulk transfers comprising a
plurality of nodes (100) wherein each node (100) also comprises:

an overlay management module (1) that is arranged to add a new node (100) to the
overlay, removing it, and maintaining the overlay connections during the node’s
participation in the system;

a volume prediction module (2) which is arranged to maintain a time series with the
predicted maximum volume of data that can be forward to each neighbour node during
each one of the slots that make an entire day; and bootstrapping, ISP-friendliness, and
security means; characterized in that it comprises a scheduling and routing module (3)
for all data transfers between a sender v, storage nodes w € W and a receiver node u;
and wherein the module (3) also comprises volume prediction means to calculate an
initial transfer plan and keeps updating it periodically as it receives updated predictions
from the nodes, and means for solving a maximum network flow optimization problem;
and wherein a transmission management module (4) is arranged to receive, scheduling
and routing commands from the scheduling and routing module (3) of senders v for
which a local node is forwarding and executes them accordingly.

2.- A multi-hop and muiti-path store and forward method for bulk transfers, comprising
the steps of:

managing the overlay adding a new node (100) to the overlay, removing it, and
maintaining the overlay connections during the node’s participation;

maintaining a time series with the predicted maximum volume of data that can be
forward to each neighbour node during each one of the slots that make an entire day;
characterized in that it comprises:

- a scheduling and routing step for all data transfers between the sender v, the storage
nodes w € W and the receiver node u;

said scheduling and routing step including a volume prediction step to calculate an
initial transfer plan and keeping updating it periodically as it receives updated
predictions from the storage nodes w € W and providing a maximum network flow

optimization; and
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- a transmission management step wherein it is received the scheduling and routing
commands of the senders for which the local node is forwarding and executing them
accordingly.

3- A multi-hop and multi-path store and forward method according to claim 2, wherein
said volume prediction step is set over at least several hours in the future from a given
starting sending time.

4.- A computer program product comprising computer-executable instructions
embodied in a computer-readable medium for performing said volume prediction steps
of the method of claim 2.

; said step including a volume prediction step to calculate an initial transfer plan and
keeping updating it periodically as it receives updated predictions from the nodes;
problem step; and

(iv) a transmission management step wherein it is received the scheduling and routing
commands of the senders for which the local node is forwarding and executing them

accordingly.
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