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respective faults of each the plurality of devices in fault, retrieving, from the memory device, the respective risk index values of each

of the plurality of devices In fault, prioritizing the respective faults of each of the plurality of devices In fault based on the respective
rsk index values of the plurality of devices In fault, and transmitting a notification message indicative of the prioritized respective

faults.



ABSTRACT

Systems and methods for predicting and displaying site safety metrics
are provided. Some methods can include assigning respective risk index
values to each of a plurality of devices, storing the respective risk index
values in a memory device, identifying respective faults of each the plurality of
devices in fault, retrieving, from the memory device, the respective risk index
values of each of the plurality of devices in fault, prioritizing the respective
faults of each of the plurality of devices in fault based on the respective risk
index values of the plurality of devices in fault, and transmitting a notification

message indicative of the prioritized respective faults.
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SYSTEMS AND METHODS FOR PREDICTING AND DISPLAYING SITE
SAFETY METRICS

FIELD
[0001] The present invention relates generally to safety and security
systems In a monitored site. More particularly, the present invention relates to

systems and methods for predicting and displaying site safety metrics.

BACKGROUND
[0002] Safety and security systems, such as fire alarm systems, that
monitor a site are known in the art. However, when multiple faults occur in a
safety and security system, it can be a challenge for a user to identify the risks
associated with each fault and to prioritize the faults and the work necessary
to address each of the faults.
[0003] Furthermore, when maintenance work is performed on a safety
and security system, a user may be unable to estimate asset liability caused
by the faillure of the safety and security system. Indeed, when a safety and
security system device, such as a sensor device or a video camera, or a zone
monitored by a safety and security system is disabled by a user for
maintenance, or for any other reason, users are not notified of the
maintenance and the costs of assets at risk, and the potential risks involved
are not identified by the system or conveyed to users. When maintenance
work Is completed and a sensor device, video camera, or zone is re-enabled,

It 1Is not uncommon for a user to forget to remove precautionary devices, such

as protective covers for a smoke detector or sprinkler, an auxiliary power
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disconnection, an exit area clearance, and the like. Accordingly, the future
detection of a' safety and security conditions, such as a fire, can falil.

[0004] In known systems, when a fault is detected, the fault is reported
to a user interface monitored by a user. The user sends a request to a third
party vendor to respond to and rectify the fault, but the transmitted request
and the response thereto can be based on the user or third party’s own
assessment of a plurality of factors, including available man power, space,
equipment, and the like. Indeed, the user transmitting the request to the third
party and the third party responding to the request can base their actions on
their own understanding of the monitored site, risk level at the location of the
detected fault, assets being protected by the system, available hardware and
manpower, or alternate protection available to the fault location. Accordingly,
responding to a detected fault provides many opportunities for human error,
including manually assessing and improperly downgrading the risks involved.
Furthermore, known safety and security systems fail to prioritize high risk
faults to facilitate immediate response thereto and rectification thereof by
notifying an appropriate user via a médium appropriate for the high risk nature
of the fault.

[0005] In view of the above, there is a continuing, ongoing need for

improved systems and methods.

BRIEF DESCRIPTION OF THE DRAWINGS
[0006] FIG. 11s a block diagram of a method of commissioning and

configuring a system in accordance with disclosed embodiments;
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[0007] FIG. 2 is a block diagram of a method of running a system In
accordance with disclosed embodiments; and

[0008] FIG. 3 is a block diagram of a system in accordance with

disclosed embodiments.

DETAILED DESCRIPTION
[0009] While this invention is susceptible of an embodiment in many
different forms, there are shown in the drawings and will be described herein
In detail specific embodiments thereof with the understanding that the present
disclosure Is to be considered as an exemplification of the principles of the
Invention. It is not intended to limit the invention to the specific illustrated
embodiments.
[0010] Embodiments disclosed herein can include systems and
methods for predicting and displaying site safety metrics. For example, Iin
some embodiments, systems and methods disclosed herein can receive,
calculate, identify, predict, prioritize, display, and/or transmit a risk associated

with a safety and security system device, such as a sensor device or a video

camera. ltis to be understood that a safety and security device, as used
herein, can include, but is not limited to, individual sensor devices, video
cameras, or other elements in a safety and security system, such as a fire

alarm system, a loop or wiring in a safety and security system, a control panel
of a safety and security system, or an output circuit of a safety and security

system.

[0011] Systems and methods disclosed herein are described in

connection with a safety and security system. However, it is to be understood
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that systems and methods disclosed herein are not so imited and can be
used In connection with any ambient condition monitoring system overseeing
a monitored site as would be known and understood by one of ordinary skill in
the art. .
[0012] In accordance with disclosed embodiments, to reduce the need
for manual user input and action, systems and methods disclosed herein can
identify the severity of an identified risk based on a location thereof within a
monitdred site. For example, a risk identified in a server, chemical, or gas
room can be linked to a high priority risk with a high potential cost associated
therewith. Similarly, a risk identified in a cafeteria can be linked to a medium
priority risk, but a risk identified in a cooking area can be linked to a high
priority risk. Further, a risk identified in a general floor area or hallway can be
linked to a fow priority risk, but a risk identified in a cubicle area of an office
can be linked to a high priority risk.

[0013] In some embodiments, systems and methods disclosed herein
can validate user input before implementing or executing the same. For

example, In some embodiments, systems and methods disclosed herein can

receive user input to identify the risk level to be linked to a location within a
monitored site. However, if the user input indicates a risk level that would not
traditionally be associated with a location, for example, that risks identified in
a server room should be linked to a low priority risk, systems and methods
disclosed herein can provide the user with a warning of such user input or
transmit or display such a warning to other users, for example, supervisors of

the monitored site.
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[0014] In accordance with disclosed embodiments, whenever a safety
and security system device, such as a sensor device or video camera, fails, Is
disabled, a signal or video therefrom is lost, thereby causing a fault in the
safety and security system, systems and methods disclosed herein can
identify a predetermined risk index level (high, medium, or low) linked to the
safety and security device and the potential value of assets at risk as a result
thereof. Based on the identified risk index level and the potential value of
asset liability, systems and methods disclosed herein can transmit a
notification message to a user and can determine and adjust the medium for
transmitting such a notification message accordingly. For example, systems
and methods disclosed herein can escalate the medium for transmitting a
notification message to a user from an email notification message to an SMS
notification message when the identified risk index level increases from low to
medium or from medium to high.

[0013] Similarly, in some embodiments, systems and methods
disclosed herein can determine and adjust the recipient of a notification

message to a user based on a time when the safety and security system

device, such as a sensor device or video camera, fails, i1s disabled, or a signal
or video therefrom is lost. For example, systems and methods disclosed
herein can escalate the recipient of a transmitted notification message from

an operator to a supervisor when the safety and security system device fails,
IS disabled, or a signal or video therefrom is lost during a predetermined
period of time, for example, during nighttime or holiday hours. In any

embodiment, because a user of the safety and security system is informed of
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faults in a safety and security system from received notifications, the user can
determine whether and when to address such faults.

[0016] In accordance with disclosed embodiments, systems and
methods disclosed herein can identify the value of assets protected by a
safety and security system device, such as a sensor device or video camera,
calculate, identify, and/or predict the loss impact associated with a fault in the
device, and transmit a notification to a user indicative of the same.
Furthermore, in some embodiments, systems and methods disclosed herein
can escalate the recipient of a transmitted notification message from an
operator to a supervisor when the value of assets protected by a safety and
security system device, such as a sensor device or a video camera, that is
associated with a fault increase or when the loss impact associated with such
a device that is associated with a fault increase.

[0017] In accordance with disclosed embodiments, systems and
methods disclosed herein can provide a user with notifications in real time,
post-maintenance, to assist a user in enabling a previously disabled safety

and security system device, such as a sensor device or video camera. For
example, when a user enables a disabled sensor device, systems and
methods disclosed herein can display or transmit the following message to the
user: “Have you removed the dust cover from the detector?”, and when a user

enables a disabled video camera, systems and rhethods disclosed herein can
display or transmit the following message to the user: “Have you validated a
video algorithm for the camera”?”. Similarly, when a user enables a disabled
sounder, systems and methods disclosed herein can display or transmit the

following message to the user: “Have you checked the external power
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source?”. Further still, when a user e-nabzles a disabled sprinkler system,
systems and methods disclosed herein can diSpIay or transmit the following
message to the user: “Have you removed the sprinkler protection cover?”. In
some embodiments, to complete the enablement of the device or camera,
systems and methods can require user i'nput responsive to the displayed or
transmitted message as well as user input that identifies the user providing
the input.

[0018] Systems and methods disclosed herein can provide at least the
following novel, and nonobvious advantages over systems known in the art:
systems and methods to configure a safety and security system device with a
customized priority level that can be situation-based, systems and methods to
configure a safety and security system device with an associated risk level,
systems and methods to configure a safety and security system device with
alternate protection information, systems and methods to configure a safety
and security system device with a value of assets protected by the device,
systems and methods to test the contamination level of a safety and security

system device prior to identifying a fault associated with the device and to

predict and report a risk that will be associated with the device should the

device enter into fault, systems and methods to calculate and display a loss

prediction representation based on configured data for a safety and security
system device when an associated control panel receives or identifies a fault
event assoclated with the device, and systems and methods to predict and
display a representation of the impact of disabling a safety and security

system device In real time and based on configured data.
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[0019] FIG. 11s a block diagram of a method 100 of commissioning and
configuring a system in accordance with disclosed embodiments. As seen in
FIG. 1, the method 100 can include receiving user input to add a device to a
system as In 110. In some embodiments, receiving user input to add a device
to the system as In 110 can include receiving user input identifying a name
and location of the device. Based on the user input received as in 110, the
method 100 can include determining and assigning a risk index value
associated with the device as in 120 and determining and assigning a value of
assets protected by the device as in 130. Finally, the method can include
validating the received user input as in 140 to ensure that, when user input is
recelved assigning the risk index value for the device or the value of assets
protected by the device, any such user input does not contradict a risk index
value or a value of assets protected that would be assigned to the device
based on a location thereof.

[0020] FIG. 2 is a block diagram of a method 200 of running a system
In accordance with disclosed embodiments. As seen in FIG. 2, the method

200 can include identifying a fault in a system device as in 205, for example,

when a system device fails or a user disables a system device, and identifying
a location of the system device as in 210. For example, identifying a fault as
In 205 can include detecting lost communication with the system device when
the device has failed or been disabled for maintenance thereof. Furthermore,
identifying the location of the system device as in 210 can include retrieving

the location from the user input received as in 110 in the method 100 of FIG.

1.
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[0021] As seen in FIG. 2, the method 200 can also include identifying a

risk index value associated with the fault based on the location of the system
device as In 215 and identifying a value of assets protected by the system
device based on the location of the system device as in 220. For example,
iIdentifying the risk index value as in 215 and the value of assets protected as
In 220 can include retrieving such values from the assignment thereof as in
120 and 130 in the method 100 of FIG. 1. After the risk index value and the
value of assets protected are assigned as in 215 and 220, the method 200
can include prioritizing ail identified faults in the system based on risk index
values and values of assets protected as in 225.

[0022] To provide notifications to users of the system, the method 200
can include identifying a recipient of and a communication medium for a
notification message of the prioritized faults and the risk index values and
values of assets protected assigned thereto as in 230, for example, a
predetermined or baseline recipient and communication medium, and
determining whether the identified recipient and communication method are at

a level that appropriately coincides with the assigned risk index values and

values of assets protected as in 235. If so, then the method 200 can include

displaying or transmitting the notification message to the identified recipient

via the identified communication medium as in 240. If not, then the method
200 can include escalating or de-escalating the recipient and the
communication medium to a higher or lower level as in 245, for example,
escalating the recipient from an operator to a supervisor and escalating the
communication medium from email to SMS, and displaying or transmitting the

notification message to the escalated or de-escalated recipient via the
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escalated or de-escalated medium as in 250. The method 200 can
periodically, or as system conditions change, assess the system to identify a
risk index value of a fault as in 215, to identify a value of assets protected as
in 220, and to prioritize identified faults as in 225 and can update, escalate, or
de-escalate recipients of and communication mediums for notification
messages as in 230, 240, and 245 accordingly.

[0023] FIG. 3 is a block diagram of a system 300 in accordance with
disclosed embodiments. As seen in FIG. 3, the system 300 can be in wired or
wireless communication with a plurality of system devices 400, for example,
safety and security system devices, such as sensor devices and video
cameras, and can include a user interface device 310, a transceiver device
320, and a memory device 330, each of which can be in communication with
control circuitry 340, one or more programmable processors 340a, and
executable control software 340b as would be understood by one of ordinary
skill in the art. The executable control software 340b can be stored on a
transitory or non-transitory computer readable medium, including, but not

limited to, local computer memory, RAM, optical storage media, magnetic

storage media, flash memory, and the like. In some embodiments, the control
circuitry 340, programmable processor 340a, and control software 340b can
execute and control at least some of the methods described above and
herein.

[0024] For example, the user interface device 310 can receive user
input to add one of the plurality of system devices 400 to the system 300, and
the control circuitry 340, programmable processor 340a, and control software

340b can determine and assign a risk index value associated with the device

[0
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400, determine and assign a value of assets protected by the device 400, and

validate received user input. In some embodiments, the location of system
devices 400 and the risk index values of and values of assets protected by the
system devices 400 can be stored in the memory device 330.

[0025] The transceiver device 320 can communicate with each of the
plurality of system devices 400, and, upon detécting and identifying a fault in
any system device 400, the controi cirCuitry 340, programmable processor
340a, and control software 340b can identify a location of the device 400, a
risk index value associated with the device 400, and a value of assets
protected by the device 400, for example, by retrieving some or all of such
information from the memory device 330, and can prioritize all identified faults.
The control circuitry 340, programmable processor 340a, and control software
340b can also identify and escalate or de-escalate, as appropriate, recipients
of and communication mediums for transmitting a notification message to a
user regarding the prioritized faults and the risk index values and values of
assets protected assigned thereto and can display any such notification

message on the user interface device 310 and/or transmit any such

notification message via the transceiver device 320, as appropriate.

[0026] Although a few embodiments have been described in detall
above, other modifications are possible. For example, the logic flows
described above do not require the particular order described, or sequential
order, to achieve desirable results. Other steps may be provided, or steps
may be eliminated, from the described flows, and other components may be
added to, or removed from, the described systems. Other embodiments may

be within the scope of the invention.

11
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[0027] From the foregoing, it will be observed that numerous variations
and modifications may be effected without departing from the spirit and scope

of the invention. Itis to be understood that no limitation with respect to the
specific system or method described herein is intended or should be inferred.

It is, of course, intended to cover all such modifications as fall within the spirit

and scope of the invention.

12
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What is claimed is:
1. A method comprising:.

assigning respective risk index values to each of a plurality of devices;

storing the respective risk index values in a memory device;

identifying respective faults of each the plurality of devices in fault;

retrieving, from the memory device, the respective risk index values of
each of the plurality of devices in fault;

prioritizing the respective faults of each of the plurality of devices in
fault based on the respective risk index values of the plurality of devices in

fault; and
transmitting a notification message indicative of the prioritized

respective faults.

2. The method of claim 1 wherein assigning the respective risk
iIndex values to each of the plurality of devices includes identifying respective
locations of each the plurality of devices, and assigning the respective risk

Index values to each of the plurality of devices based on the respective

locations.

3. The method of claim 1 wherein assigning the respective risk
iIndex values to each of the plurality of devices inciudes identifying respective

values of assets protected by each of the plurality of devices.

4. The method of claim 1 wherein assigning the respective risk
index values to each of the plurality of devices includes receiving user input,

and assigning at least one of the respective risk index values based on the

received user input.

5. The method of claim 4 further comprising:

validating the received user input prior to storing the at least one of the
respective risk index values in the memory device; and

when the received user input is invalid, transmitting a second

notification message indicative of the invalid user input.

|3
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6. The method of claim 1 wherein transmitting the notification
message includes identifying a predetermined recipient of the notification

message or identifying a predetermined communication medium for the

notification message.

/. The method of claim 6 further comprising:

determining whether a level of the predetermined recipient or the
predetermined communication medium is appropriate for a highest one of the
respective risk index values of the plurality of devices in fault; and

when the level is inappropriate, escalating or de-escalating the level of
the predetermined recipient or the predetermined communication medium
based on the highest one of the respective risk index values of the plurality of

devices In fault.

8. The method of claim 6 further comprising:
identifying respective times of each of the respective faults of the

plurality of devices in fault;

determining whether a level of the predetermined recipient or the
predetermined communication medium is appropriate for the identified

respective times; and
when the level is inappropriate, escalating or de-escalating the level of
the predetermined recipient or the predetermined communication medium

based on the identified respective times.

9. The method of claim 1 further comprising:
identifying a restoral of service of one of the plurality of devices; and

transmitting a second notification message indicative of instructions for

post-service restoral maintenance.

10. A system comprising:
a tfransceiver device;
a memory device;

a programmable processor; and

(4
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executable control software stored on a non-transitory computer

readable medium,

wherein the transceiver communicates with a plurality of devices,

wherein the programmable processor and the executable control
software assign respective risk index values to each of the plurality of devices
and store the respective risk index values in the memory device, and

wherein, when the programmable procéssor and the executable control
software detect a first fault in a first device of the plurality of devices, the
programmable processor and the executable control software retrieve, from
the memory device, the respective risk index values of each of the plurality of
devices in fault, prioritize respective faults of each of the plurality of devices in
fault based on the respective risk index values of the plurality of devices in
fault, and transmit a notification message indicative of the prioritized

respective faults.

11. The system of claim 10 wherein the programmable processor
and the executable control software identify respective locations of each the
plurality of devices and assign the respective risk index values to each of the

plurality of devices based on the respective locations.

12.  The system of claim 10 wherein the programmable processor

and the executable control software assigning the respective index values to

each of the plurality of devices includes the programmable processor and the
executable control software identifying respective values of assets protected

by each of the plurality of devices.

13.  The system of claim 10 further comprising:

a user Interface device,

wherein the user interface device receives user input, and

wherein the programmable processor and the executable control
software assign at least one of the respective index values based on the

recelved user input.

15
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14.  The system of claim 13 wherein the programmable processor
and the executable control software validate the received user input prior to
storing the at least one of the respective risk index values in the memory
device, and, when the received user input is invalid, transmit a second

notification message indicative of the invalid user input.

15.  The system of claim 13 wherein the programmable processor
and the executable control software transmit the notification message by

displaying the notification message on the user interface device.

16.  The system of claim 10 wherein the programmable processor
and the executable control software transmit the notification message via the

transceiver device.

17.  The system of claim 10 wherein the programmable processor
and the executable control software identify a predetermined recipient of the

notification message or identify a predetermined communication medium for

the notification message.

18.  The system of claim 17 wherein the programmable processor
and the executable control software determine whether a level of the
predetermined recipient or the predetermined communication medium is
appropriate for a highest one of the respective risk index values of the plurality
of devices in fault, and, when the level is inappropriate, escalate or de-
escalate the level of the predetermined recipient or the predetermined

communication medium based on the highest one of the respective risk index

values of the plurality of devices in fault.

19.  The system of claim 17 wherein the programmable processor
and the executable control software identify respective times of each of the
respective faults of the plurality of devices in fault, determine whether a level
of the predetermined recipient or the predetermined communication medium
Is appropriate for the identified respective times, and, when the level is

16
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Inappropriate, escalate or de-escalate the level of the predetermined recipient

or the predetermined communication medium based on the identified

respective times.

20.  The system of claim 10 wherein, when the programmable
processor and the executable control software identify a restoral of service of

one of the plurality of devices, the programmable processor and the

executable control software transmit a second notification message indicative

of instructions for post-service restoral maintenance.

17
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